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Event-triggered privacy preserving consensus
control with edge-based additive noise

Limei Liang, Ruiqi Ding, Shuai Liu

Abstract—In this article, we investigate the distributed pri-
vacy preserving weighted consensus control problem for linear
continuous-time multi-agent systems under the event-triggering
communication mode. A novel event-triggered privacy preserving
consensus scheme is proposed, which can be divided into three
phases. First, for each agent, an event-triggered mechanism is
designed to determine whether the current state is transmitted
to the corresponding neighbor agents, which avoids the frequent
real-time communication. Then, to protect the privacy of initial
states from disclosure, the edge-based mutually independent
standard white noise is added to each communication channel.
Further, to attenuate the effect of noise on consensus control,
we propose a stochastic approximation type protocol for each
agent. By using the tools of stochastic analysis and graph theory,
the asymptotic property and convergence accuracy of consensus
error is analyzed. Finally, a numerical simulation is given to
illustrate the effectiveness of the proposed scheme.

Index Terms—Event-triggered mechanism, Privacy protection,
Consensus, Multi-agent systems.

I. INTRODUCTION

In recent years, the study of distributed consensus con-
trol problem of multi-agent systems (MASs) have received
increasing attention, due to its broad applications in multi-
robot coordination [1]], autonomous underwater vehicles [2]],
smart grid [3]], unmanned aerial vehicle formation [4]] and other
fields [S]-[7]. In general, traditional consensus algorithms
require each agent to share its local state, or even its local
input, with neighboring agents. This means that an agent’s
exact information could be monitored by some malicious
adversaries, and such privacy disclosure is very dangerous.
Therefore, from the perspective of network security, the de-
signed consensus algorithm should be secure and able to
prevent the privacy of each agent from being leaked, which
brings a new challenge to the consensus control research of
MAS:s. To achieve the consensus while protecting the privacy
of agents from disclosure, the researchers have conducted
extensive research on the privacy preserving consensus control
problem. Consequently, considerable progress has been made
in this direction.

Generally speaking, the related research on privacy pro-
tection can be roughly divided into four categories, namely,
cryptology-based approach, state decomposition-based ap-
proach, output mask-based approach and random noise or
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deterministic perturbation signal-based approach. To mention a
few, in [8]], the authors proposed a privacy preserving method
based on homomorphic encryption for undirected networks,
which can guarantee the security and privacy of an agent as
long as it has at least one legitimate neighbor. Further, in
[9], a ratio consensus algorithm combined with homomorphic
encryption is proposed. In [20], the author proposed a state
decomposition based privacy-preserving average consensus
method. Furthermore, in [|11]], this method is extended to the
privacy preserving dynamic average consensus problem. In
[12], the authors proposed a privacy protection scheme based
on the output masking. In [[13]], a random noise-based privacy
preserving average consensus scheme is proposed. In [14],
a deterministic perturbation signals-based privacy preserving
average consensus scheme is proposed.

In all the above privacy-preserving consensus algorithms,
the communication between agents occurs frequently in each
iterative step. Considering this time-triggered communication
mode will lead to the improvement of communication network
utilization and a large loss of computing resources, relevant
scholars have introduced the event-triggered communication
mechanism into the design of privacy protection scheme.
To list a few, in [[I5], an event-triggered differential privacy
scheme is proposed to protect the initial states of MASs
from disclosure. In [16], a kind of event-triggered privacy-
preserving consensus algorithm based on output mask is pro-
posed for MASs. In [17]], an event-triggered privacy-preserving
bipartite consensus algorithm based on encryption is proposed
for discrete-time nonlinear MASs.

Since the privacy protection scheme based on adding ran-
dom noise is simple to design and easy to implement, most of
the existing privacy preserving schemes make privacy protec-
tion by adding random noise to the transmitted information.
They do this using a tool called differential privacy. Relevant
results can be referred to [[18]-[22]. In these schemes, each
agent adds a random noise to its original state, and then
transmits this obfuscated signal to all its neighbors. Since each
agent usually has a different number of neighbors, the above
scheme does not fully exploit the heterogeneity of MASSs,
which will damage the privacy protection performance. In
addition, these works only focus on discrete-time MASs, while
there are few related research results on continuous-time ones.

Inspired by the above works, in this paper, we aim to
propose an event-triggered privacy preserving consensus con-
trol scheme with edge-based additive noise for continuous-
time MASs. Specifically, we first design an event-triggered
communication mechanism to determine whether the current
state is transmitted to the corresponding neighbor agents,



which avoids the frequent real-time communication. Then, we
develop a novel privacy preserving scheme, which ensures the
states of agents are not disclosed by adding edge-based mutu-
ally independent standard white noises to the communication
channels with neighbors. Furthermore, we propose a stochastic
approximation type protocol for each agent to attenuate the
effect of noise on consensus as much as possible.

The main contribution of this paper is reflected in the
following three aspects.

1) An appropriate event triggering mechanism is proposed,
which avoids frequent communication and prevents Zeno
behavior.

2) A privacy preserving method of adding edge-based ran-
dom noise is presented, which improves the privacy preserving
performance and brings more degrees of design freedom.

3) The proposed privacy preserving consensus control
scheme is truly distributed, which is convenient to implement
for MASs.

The remainder of this article is structured as follows. Section
introduces the preliminaries of graph theory and makes the
problem statement. Section gives the main results of on
consensus control and analyzes the convergence accuracy and
Zeno behavior. Section [[V| presents a numerical simulation to
verify the effectiveness and section |V| concludes this paper.

Notations: R, R>y and C denote the set of real numbers,
non-negative real numbers and complex numbers, respectively.
C™ denotes the m-dimensional complex vectors. R™*™ and
C™>" denote the set of m x n real and complex matrices,
respectively. The superscript T' denotes the transpose of a
matrix or vector, and the superscript —1 denotes the inverse
of a matrix. diag(-) denotes a diagonal matrix. |- | denotes the
absolute value of a scalar. Let 15 and On be n-dimensional
column vectors with all elements respectively being 1 and
0. For a vector x, ||z|| denotes the Euclidean norm. For a
random variable X, E(X) and V(X) indicate the expectation
and variance, respectively. The notion f(t) = O(g(t)) denotes

lim sup,_, |f(t)/g(t)] < oo and f(t) = o(g(t)) denotes
lim sup, _, [ f()/9(t)| = 0.

II. PROBLEM STATEMENT

In this paper, we consider the privacy preserving consensus
control problem for a MAS consisting of N interconnected
agents. The communication topology among agents can be
represented by a digraph G, which consists of a node set
V ={1,2,--- N} and an edge set & = {(j,7) : 4,5 € V},
where (j,7) means that node ¢ can receive information from
node j, but not necessarily vice versa. For this digraph G, the
adjacency matrix A = [a;;] € RV*Y is defined as a; = 0,
a;; > 01if (j,7) € € and a;; = 0 otherwise, and the Laplacian
matrix £ = [l;;] € RM*N is defined as l;; = Zj# aij,
lij = —ayj for i # j. For each ¢ € V, we define the set
of in-neighbors of node i as N; = {j € V: (j,i) € £,i # j}.

The dynamics of the i-th agent is described by

i(t) = ui(t), (D

where z;(t) € R is the internal state of agent ¢ and u,(¢) € R
is the control input to be designed.

The objective of this paper is to design a distributed event-
triggered control law for each agent to protect the agents’
states from disclosure while the individual agents are able to
collaborate with each other to achieve consensus. In order to
derive our main results, the following assumption and lemma
are necessary.

Assumption 1: The digraph G contains a spanning tree.

Lemma 1: [23]] If digraph G contains a spanning tree, 0 is a
simple eigenvalue of £, with 1 is the right eigenvector and
rT = [ry,---,ry]| is the left eigenvector, satisfying 771y =
1. Further, all the other eigenvalues of £ have positive real
parts.

III. MAIN RESULTS

In this section, we introduce a privacy preserving event-
triggered control scheme for each agent to solve the consensus
problem and prove that the Zeno behavior can be excluded.

A. Controller design

It is assumed that each agent can monitor its own state
continuously and decide when to transmit its current state over
the network based on the event-triggered mechanism.

For each agent 4, define Z;(¢) = x;(tr), Yt € [this tht1.4)
to denote the latest transmitted state of agent ¢, where ¢y ; de-
notes the k-th event-triggering instant of agent ¢, which will be
determined later by the designed event-triggered mechanism.

To protect the privacy of initial states from disclosure,
the edge-based mutually independent standard white noise is
added to each communication channel. The information of the
7-th agent received by the i-th agent is

Yji(t) = ;(t) + ojinyi(t),
where 7;;(t),7 € V, j € N; are mutually independent standard
white noises, and oj; > 0 is the noise intensity. Here, the
noises are independent of the initial states.

Based on the information from the neighbors, the control
law of agent 7 is given as

wilt) = alt) Y ag;(Gi(t) — E: (1)), @)
JEN;
where the consensus gain function a(t) : [0, 00) — [0,00) is a
decreasing and bounded piecewise continuous function, which
satisfies the following assumption.

Assumption 2: a(t) satisfies that lim;_,, t7a(t) exists and
is positive, where v € (0.5, 1).

Remark 1: Assumption [2| guarantees that [;~ a(s)ds = oo
and [~ a?(s)ds < oo, which not only avoids the failure of
controller caused by too fast attenuation rate, but also can
suppress the noise to make the system converge eventually.

Remark 2: A direct consequence of Assumption 2 is that
V¢t > 0,3 C, C >0 makes

C C
—— <at) £ ———.
(1+1t) (1+1t)

We present the design of the event-triggered mechanism

here. For each agent 7, denote the state error as



Then, the event-triggered mechanism for agent ¢ is designed
as

el (t)ei(t) > a(t)}. (4)

Substituting (2)) into (T)), the dynamics of agent i in the form
of Ito stochastic differential equation is given by

da;(t) = a(t) Y ai;(§5:(t) — &:(1))dt

tht1,; = inf{t > g,

JjEN;
= alt) Y ay(&;(t) — &(t))dt
JEN;
a(t) Z aijogingi(t)dt s

E :ZZJ z;(t
g a;;05;dwj; (t)

JEN;

) +e;(t))dt

where wj;(t) is a one dimensional standard Brownian motion.
Let «(t) = [z1(t),---,2ny@®)]T and e(t) =
[e1(t),- -+ ,en(t)]T, the dynamics of MAS can be described

as
dz(t) = —a(t)L(x(t) +

Here, Y =diag(a1Xh, - - ,anXyN), where «; is the
i-th row of the weighted adjacency matrix A and
X :diag(ali,~-~ 70'Ni) with 0ji = 0 for j ¢ -/\/; w(t) =
[wii(t), - ,wni(t), - ,wnn(t)]T is an N? dimensional
standard Brownian motion. Let F; = o {x(s) : s <t} be the
filtration generated by z(t).

Next, we will focus on the consensus problem. To this end,
denote J = 177 and define the disagreement vector as

o(t) = (In = J)(t). ()
Since (Iy — J)L =L = L(In — J), the dynamics of §(t) is
do(t) = —a(t)L(5(t) + e(t))dt + a(t)(Iny — J)Xdw(t).

e(t))dt + a(t)Xdw(t).  (6)

According to Lemma [I| there are matrices T = [1y Y]
and 7' = [r WT]T, where Y € CN*V=1) and W ¢
CWN=1xN “such that

OT
Sl ®)

71 o _
T LT =J; = {ON_l "

where J is the Jordan canonical form of the matrix £ and £
is the block diagonal matrix in which the diagonal entries are
the nonzero eigenvalues of L.

Using the state transformation, we introduce a new variable

e(t) =T718(t) = [ea(t), € ()",

where ¢1(t) € C and &(t) = [ga(t), - ,en(t)]T
Since rT1, = 1, it can be seen from (]ﬂ) that

e1(t) =rTs(t) =0,

e CN-1,

and £(t) satisfies
dé(t) = — a(t)LE(t)dt — a(t) LW e(t)dt

)
+at)W (Iy — J)Zdw(t).

Then, the consensus problem can be converted to the conver-
gence problem of 4(¢), which is equivalent to the convergence
problem of £(t). For further analysis, we present here the
following auxiliary lemma regarding a(t), the proof of which
can be found in the Appendix.

Lemma 2: It is supposed that Assumption [2] holds. Then,
for any given > 0,p > 2, we have

e~ o ale)ds — o=, (10)
and
i t2 [ 222 ()t St ey gy — (mioe Da(t)
t— 00 0 ’

Y

B. Convergence analysis

Next, we will conduct the convergence analysis of £(¢). The
relevant result is given by the following theorem.

Theorem 1: For a MAS with communication topology G, it
is supposed that Assumption [I] holds. Apply the protocol (2)
to the system (I). If Assumption [2] holds, then £(¢) converges
in the p-th moment, which means that lim;_,. E(x;(t) —
x;(t))P =0 for Vp > 2.
Proof. Since for p > 2, the convergence of £(¢) in the p-
th moment implies the convergence in mean square, we can
assume p > 2 in the following proof.

Choose a Lyapunov function V(t) = (E7(t)é(t))%. It
follows from (9) that

AV(E) = p(E (O2(0) T ()0
+ 2a2(a) (@ ()2t

x trace(XT (Iy — J)"WIW (I — J) X)dt
P82 200 (1)2(0)) "2 wacea(1)2” (1)
W(ly — )5 Iy — )" WT)at
= —pa(t)V' T ()T(t) E(t)dt
— pa(t)V' T (t) =T (t) LW e(t)dt
—|—pa(t)V (0 (OW (Iy = J) Dduw(t)
+ 22V (1) IW (I = ) S de
+p(p2 2)a2(t)V v ()
ENMW (Iy — NEET (Iy — )T WTE(t)dt

< p)\mma( YW(t)dt

p—2

—pa(t)V' 7 (0)ET () LW e(t)dt

-2 B
+ (Z WLy 1)z + P2 )ﬂmam>
x a> (V"7 (t)dt

p—

+pat)V 7 (LW (Iy — J)Xdw(t),

N

L+LT

where S\min is the minimal eigenvalue of ==, [iyay is the
maximal eigenvalue of W(Iy — J)XXT(In — J)TWT,



Choose two constants 6, 05 satisfying

p—2 55
2922

( ”W(IN - J)ZH% + (p - 2)/jtmax) > 0.

Then by Young’s inequality and the definition of operator
norm, we have

— pa()VF (0)ET (4) LW e(t)

Co ép;\min —(p— 1)911)%1 -

-1 2 1
<pa(t) (pp9f V() + 0] Plz:vvnpne(t)np),

ROV (1) < P07 V(e +

_P pt2
0y a2

(t)-

SR

Therefore,
AV (t) < — Coa(t)V(H)dt + Cra"® (t)dt

b2 (12)
+pa(t)V' 7 (O)EL ()W (In — J)Xdw(t),

t t
]EV(t)ng’o/ a(s)EV(s)ds+C’1/ a"% (s)ds, (13)
0 0

where Cy = 07| LW ||P|le(t)|[P + (|W (In — J)Z |5+ (p—

b

2)ﬂmaz)02_ 2.
By the comparision theorem, we have

EV(t) < e~ Jo al)dsy (q)

¢ . 14
—l—Cl/ a"%" (s)e=Co Sl alrdrgg, (1
0
Further, according to Lemma [2] we can get that
EV(t) < Copt™ 2, (15)
where C ), is a constant. Therefore,
lim EV (¢) =0,
t—o00
which completes the proof. ]

C. Accuracy analysis

For common weighted consensus algorithms, the state of
each agent can converge to the weighted average of the initial
states with certainty. However, due to the inherent property
of the privacy protection mechanism, the proposed control
algorithm cannot reach the weighted average of the initial
states deterministically. Therefore, we will further analyze the
statistical properties of the convergence value corresponding
to the proposed algorithm.

Definition 1: For any given initial state (0), p € (0,1), « €
R>0, a stochastic system is said to achieve (p, ) accuracy if
the state of every agent converges in the mean-square sense to
a random variable z* such that P{|z* —E(2*)| < a} > 1—p.

Corollary 1: Under the proposed privacy preserving con-
sensus scheme, each agent can achieve

) rT YTy
"V o2y —1)

accuracy and the mean of the convergence value z., is an
unbiased estimate of their initial states’ weighted average.

Proof. Multiply .J by both sides of (). Since JL = 0, we can
get that

Jdz(t) = a(t)J Xdw(t),

which means that
t
Jz(t) = Jx(0) +/ a(s)JXdw(s).
0

Thus, we can get that the covergence value z,, =
limy o0 77 2(2).

Since w(t) = [w11(t), - ,wn1(t), -+ ,wyn ()] is an
N? dimensional standard Brownian motion, we can further
obtain that

T

E(zs) = v 2(0),

rT XXty
V(@oo) = —/—.
(200) = — po—
According to Chebyshev’s inequality,
V(@
P{|2oo — B(zoe)| < a} > 1 — (372 ).
e
Choosing o = TPT(QEV{% we can get that P{ |z —E(2)| <
a} > 1 — p. This completes the proof. ]

D. Zeno behavior analysis

The following result excludes the Zeno behavior a.s..

Theorem 2: Consider system (I)) with the control law given
in (). Under the same conditions as in Theorem [I] for any
agent ¢, the following equality holds:

P{ir]%f(tk‘+1’i - tk,i) = 0} = 0, (16)
which means the lower bound for inter-execution time of agent
1 is strictly positive a.s.. Therefore, the Zeno behavior can be
excluded a.s..
Proof. Without loss of generality, we assume a(t) = (t41)~7
in this proof.

Fix a constant ¢ > 0, for any agent ¢, define

Atgi:=tpr1, — tri,
dp;:= min
ot 0<k<n—1

An,i = {tn,i < 09, Atn,i < dn,i < C}-

Atk,ia

Then
P{inf(tx41,6 — ts) = 0}

=P{3 a decreasing subsequence Aty, ; converges to 0}

a7

To prove P{infj (t5+1,—tk,:) = 0} = 0, it suffices to show

P{A,,; i.0.} = 0. Further, according to Borel-Cantelli lemma,
to prove P{A,, ; i.0.} =0, it suffices to show

i P{An’z} < 0Q.

n=1

(18)

Therefore, the remainder of this proof aims to show @



According to (B) and @), for t € [tk i, tht1,i)s
de;i(t) = —dux;(t)
= —alt) Y aij(&;(t) — &:(t))dt

JEN;

t) Z CLijO'jid’LUjZ' (t)

JEN;

Then, we can get

et =— 3 ay / (&5(t) — F5(8))a(t)dt
jeNi tk,ﬂ,
- Qij05; a(t)dwj;(t)
S,

JEN; ’?

’ /t t a(t)dwji(t)>2 .

And then we derive the expression for P{A4, ;}.

the sake of further derivation, we first define II; (¢)

(1)~ :(0) a(t)it) " and T,
2
a(t)dw,;(t )) . Then,

2NZ]€N lj<ft,“
2(236/\/ awaﬂft

P{A,:}
= P{(tn,i < 00, Atn,i < dn,z’ < C)}
<P{tni1,i <tni+dni <00, dp; <c}

_ o dme)
7

alt)
{

> 1,

sup
tn,i<t<tn,itdn,:

tn,i < 09, dn,i § C}

Hil (t) + Hi2 (t)
a(t)

tn,i < 09, dn,i < C}

>1

- )

<P

sup
tn,i <t<tn it+dn,;

IL; (¢
< ]P’{ sup i (1) >1, bty <00, dp; < c}
tn,iSt<tn,itdn,: a‘(t)
1L, (¢
+P{ sup lz( ) > 17 tnﬂ' < 00, dn,i <
tn.'igtgtn,i"l'dn,i a t)

A

Oi, (t) + 4, (2).

Next, we will estimate O;, (t) and ©;, () respectively.

To this end, we first define &;;(t) = fttk Zi(t)a(t)dt,

where ;;(t) = ||Z;(t) — Z;(t)||. Then, it is easy to get

©i, (t) :P{ sup 4N3M >1
tn,i St<tn itdn i a?(t)

tmi < 00, dnz S C}

”(ﬁW@w—womoﬁ)

and

4
Z]EN ij ]z(t)

sup o2 (t)

tn,i <t<tn itdn,

nyitdn,i ~
19 _ Tyen b (S 3Balt )dt)'
o ( n,t + dn z)
nyitdni - tn, L+dn i 2
o g Ui B i )
aw
JEN; ( it d" z)
tn,itdn,i ~ tn1+dn i 2
, On,i L zh(0de( f, a?(t)dt)
<> a ’ )
N ( n,i + dn,i)
(20) JEN 23)
where the first inequality follows from the monotonicity of
Z’ENzif“() the second and third inequality take advantage

of the Cauchy- Schwarz 1nequahty
Note that d,, ; < =t < fmitl
tn,itdn,:

( L aQ(t)dt)
a?(tyi +dni)
(14 tn)~27d2
T (A +tni+dey)Y
B (1 +tni+ dn,i)%(

14+4,
1

2~ 12—27
<P

Substituting (24) into (23], we can get that
4
Z]GN zj ]z(t)

9 , then we have

For

dn,i
1+t

T 2—2y
n,i

x

) =

sup
tn,i<t<tn,itdn,:

tn.z:-‘rdn,i
3— 2 ’ -
<4vd, " = § ag; / i (t)dt.

JEN; tni
Therefore,
®i1 (t)

m+dm
+1 73 33— 2'y
<]P’{4’Y N d 2v g ”/

JEN; tn,
{

tydt > 1,

tn,i < 09, dn,i S C}

tnz dn1
Zj/

n,i

+1 73 .32
FIN3e WZ,YZ t)dt > 1,

JEN;

tn,i < 00, dn,i S C}

tn,itdn,:
< / i?i(t)dt>
tn,i

2

<47+1N3C372’Y L
2y n*v

a - 1
v+1ar3 3—2v
SN2
JEN;

_AY+1ar3 .3—2
N Sl [ B

JEN;
From (T3) we know
by

EV(t) < Copt™ 2,

)

(25)



which means there exists a constant C' > 0, such that for
V1 <14,7 < N and V¢ > 0, the following inequality holds:

E|Z;(t) — &))" < Ct+ 1)~ (26)
It is easy to figure out
> C
E|z,(t) — #@)|" < . 27)
| Bl - a0t <
Therefore,
(28)

., C 1
O, (t) < (‘UHNSC?’ 2”m > a?j>n2w
JEN;

Secondly, for ©;,(t), we first prove that 3 a constant M; >

0, such that
IT;., (¢
]P’{ sup A0 > 1|}-tm}
tn,itdn,i 2
at.ohi( o a?(t)dt)

tn,i <t<tpn,it+dn,:
'LJ ]'L

( n,t + dn,z)

By Chebyshev inequality for conditional expectation and
monotonicity of a(t), we have

1L,
]P’{ sup iz (1) > 1|‘Ftn,i}

(29)

<AM, N3 2yen @

tn,iSt<tn,itdn,:

12 (¢

<[ wp =g (30)

t71,iStStn,i+dn,i a (t) '
<]E(SUPtn‘igt§tn,i+dn,i ng (t)|]'—tn,7:)
o a2(tn,i + dn,z) '

Define
t
Z amaﬂ/ ) >t dwji(r). (31)

JjEN;

It is a continuous martingale with X, ;(0) = 0. Therefore, by
conditional Burkholder-Davis-Gundy inequality (see Theorem
2.3.8 in [24]), 3 a constant M; > 0, such that

sup

E( X;:,xtmn,i)
’n/ 7<t<t'n 1+d'n Z

<M1E(<Xn 27X'n, Z>(tn 1+dn 1) | n 1) a.s.7

(32)

where (X, ;, Xp,;) is the quadratic variation of X, ;. Thus,

E sup H122 (t) |‘7:tn i
tn,i <t<tn itdn,; '

—m( s XLOIR.)
tn,i<t<tnitdn; '

S4M1E(<Xn 79 Xn z>

(33)

(tn,i+dn,) “Ftn,i)

tn,itdn,:
<AMIN® Y afio}; / a®(t)dt)*

GJEN; tn,i
Substituting (33) into (30), it is easy to obtain (29).

Then, by the property of conditional expectation, we have

0,,(t) =E <JP’{ sup L, (t)

tn,i <t<tn it+dn: a(t)

tni <00, dp; < C|}—tn,i}>

I, (t
=E(P sup A0 > 1| F,
t?L,iStSt7L,i+dn,i a(t)

1tn,i<007 dn,i<0>

tn,it+dn,i 2
> jen @i toi a?(t)dt)

a?(tn,i +dni)

1tn,i<00, dn,i<c>

_ 2
Z]GN ij ;Lz (dn,z<]- + tn,z) 27)
(1 + tnﬂ + dn,i)_Q’Y

]‘tn,7,<007 dn,,i§c>

dni =

=E 4M1N3§ afoddn 2

1+t,,
JEN; '

Ut 4 dni \ 7
i1, ) lte<eodnise
1
+1 3 .22
<4v MN*2 S ol ﬂ)nw
(34

JEN;
where the first inequality follows from (29), the second in-
equality follows from a(t) = (1 + ¢)~7, the third inequality
makes use of d,, ; < t% < % like before.
Therefore,

=1,

<E <4M1N3
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Combining (28) and (33)), we have
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ie.,

D P{A,i} < . (36)
n=1



According to Borel-Cantelli lemma,

P{A,; i.0.} = 0. (37)

So
P (i — thi) = 0}
=P{3 a decreasing subsequence Aty, ; converges to 0}
(38)
Therefore, the Zeno behavior can be excluded a.s.. |
The above theorem proves that there is a strict positive lower
bound between two adjacent execution times of each agent ¢,
thus excluding Zeno behavior. To better clarify this conclusion,

we give the following estimates.
Corollary 2: For any constant ¢ > 0, the inequality

t7z+1,i - tn,i >0 (39)
. . 4N364C~'Z,€N_ afi
holds with probability at least 1 — (W
M, N°C* gg‘e!\fi @395 )ﬂ(l + O,
Proof.
From (2I) we have
P{tni1,i —tn; <t}
T
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And note that
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Then, by proving method similar to (28) and (33)), we can
obtain the following two inequalities:
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which means the inequality
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IV. SIMULATION

In this section, a numerical simulation is presented to
illustrate the effectiveness of the proposed distributed event-
triggered privacy preserving weighted consensus scheme. The
communication topology of the MAS is shown in Fig. [I] The
initial conditions of the agents are x1(0) = 5, z2(0) = 3,
23(0) = 1, 24(0) = 2, and 25(0) = 4. The parameters are
choosen as v = 0.6, £ = 0.01 and h = 0.3.

1 4

L,

Fig. 1. The communication topology.

We first verify the effectiveness of the proposed event
triggering mechanism. Take agent 1 as an example, and its
event triggering interval is shown in Fig. 2] where the abscissa
and ordinate represent the time instant and the time interval
between two adjacent events, respectively. Fig. [2 shows that
the time interval between two adjacent events has a consistent
lower bound, which indicates that Zeno behavior can be ruled
out.

Fig. |3| and Fig. [4| show the state trajectory and consensus
error of each agent, respectively. As can be seen from these
figures, since privacy protection is taken into account in the
consensus control algorithm, each agent cannot converge to
the weighted average of the initial states deterministically.
However, it can be seen from Fig. [5] that the mean-square
convergence of consensus error can be achieved. These results
show that our proposed privacy preserving consistency control
algorithm is effective.
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Fig. 2. Event-triggering intervals of agent 1.
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Fig. 3. The state trajectory of the agents.
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Fig. 4. The consensus error of the agents.
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Fig. 5. The mean square of the consensus error.

25

V. CONCLUSION

In this paper, we proposed a distributed event-triggered
privacy preserving weighted consensus control scheme for
MASSs. In order to reduce unnecessary communication loss,
we have designed a novel event triggering mechanism for
each agent to determine the information transmission instants.
Then, we have developed a privacy preserving scheme, which
protects the state information of each agent from disclosure
by adding edge-based mutually independent standard white
noises to the communication process with neighbors. Further,
we proposed a stochastic approximation type protocol for each
agent to attenuates the effect of noises on consensus control.
Using the tools of stochastic analysis and algebraic theory, the
asymptotic property and convergence accuracy of consensus
error is analyzed. Theoretical analysis and numerical simu-
lation verify that the proposed method can successfully make
privacy preserving weighted consensus without incurring Zeno
behavior.

APPENDIX
Proof of Lemma [2]

According to Assumption [2] there is ¢y > 0 and € > 0 such
that Vt > tg, a(t) > et~7. Thus, it yields that

.+ ot e ,1— e 1—
ef'ujo a(s)ds < e H Jo? a(s)dse llfw to ’Yefﬁt ’Y,

Let v = t177. Since v € (0.5, 1), then as ¢t — oo, v — 0.
And because of ﬁ > (0 and —ﬁ—e,y < 0, we can get that

. Py __pe 4l—v . 2y _ _pe
lim ¢t2 e T-7° = lim vrG-ve 17 = 0.
t—o0 v—00
Thus, .
lim t'7 e #Joa(s)ds —
t—00
ie.,

~

e H IS a(s)ds _ O(t—%)

Further, according to Assumption 2] and (I0), using
L’Hopital’s rule, it follows that

t
lim t%/ a?(s)e~ s almdr g
0

t—o00

AUy @ ()e S a0 ds)
too0 (=T erfo o)/t
(limy o0 t7a(t)) %
i .
This completes the proof. ]
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