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ABSTRACT

Automatic speech recognition (ASR) systems based on deep
neural networks are weak against adversarial perturbations.
We propose mixPGD adversarial training method to improve
the robustness of the model for ASR systems. In standard ad-
versarial training, adversarial samples are generated by lever-
aging supervised or unsupervised methods. We merge the
capabilities of both supervised and unsupervised approaches
in our method to generate new adversarial samples which
aid in improving model robustness. Extensive experiments
and comparison across various state-of-the-art defense meth-
ods and adversarial attacks have been performed to show that
mixPGD gains 4.1% WER of better performance than previ-
ous best performing models under white-box adversarial at-
tack setting. We tested our proposed defense method against
both white-box and transfer based black-box attack settings
to ensure that our defense strategy is robust against various
types of attacks. Empirical results on several adversarial at-
tacks validate the effectiveness of our proposed approach.

Index Terms— Automatic Speech Recognition, Adver-
sarial Machine Learning, Adversarial Defense, mixPGD, Ad-
versarial Training

1. INTRODUCTION

Deep neural networks (DNNs) from its very inception have
been able to prove itself a very powerful tool. Its capability to
find out important features has made it popular to use in every
known scenario. We can see the presence of DNN in the field
of classification tasks [1l], segmentation [2], medical analysis
[13], self-driving vehicles [4], automatic speech recognition
systems [5]], sentiment analysis [6], and many more. Many
real-life applications based on DNN have been deployed as
well.

One of the most used deep learning application in the cur-
rent world is automatic speech recognition (ASR) systems.
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Fig. 1. Schematic diagram of mixPGD adversarial training.

Speech is the primary way of communicating across all an-
imals on our planet. That is why making intelligent devices
understand human speech is a popular and long-cherished
task. ASR systems take input as raw audio waveform and
produce transcriptions of the same. Previously using the Hid-
den Markov Model was the most used method but recently
various deep learning approaches have become widely pop-
ular and more accepted. Models like Listen Attention and
Spell [7], Wav2Letter [8] etc. are quite popular for ASR
tasks. Nowadays to automate our daily life we have been
using various voice assistant and voice controlled devices.

In spite of the success of deep learning methods, it has
been proven recently that these models are unreliable. Recent
studies have shown the existence of adversarial perturbations
which are capable of harming the performance of these DNNs
by adding imperceptible noise to the input data. For audio
data, perturbations can not be heard over normal speech. To
protect DNNs from any adversarial attacks, study of these ad-
versarial attacks and defense techniques are necessary.

One of the most effective defense strategy to mitigate
the effect of adversarial perturbations is adversarial training.
There are also other approaches like detection based methods
proposed by [9,[10L[11] and preprocessing based methods like
[12, 13]]. These methods have limitations like the detection
based methods discards the data during inference time and



the preprocessing based methods are not always capable of
cleaning the perturbations completely. During the adversarial
training approach both original clean and adversarial samples
are used to train the model. In the field of ASR systems few
adversarial training based defense strategies have been ex-
plored. S. Sun et al used Fast Gradient Sign Method (FGSM)
based adversarial training to train a model [14]. However,
they did not mention their approaches performance under
diverse adversarial attacks and attack scenarios like black-
box attacks. Most research work focused on either detection
based methods or on preprocessing methods.

The motivation behind our approach is based on the fact
that most of the existing work focuses on either supervised
approach like FGSM and PGD adversarial training or un-
supervised approach like Feature Scattering. We propose a
new type of adversarial sample generation technique namely
mixPGD approach. We propose to craft adversarial samples
by merging both supervised and unsupervised loss techniques
which would be used to perform adversarial training. Our
new adversarial sample generation technique is based on in-
corporating both the supervised and unsupervised loss calcu-
lating schemes to generate new hybrid adversarial samples.
Figure 1 shows a schematic diagram of our method. We ex-
plore our methods effectiveness under a set of diverse adver-
sarial attacks in both white-box and black-box attack settings.
We also explore which unsupervised loss estimation method
would aid in this method.

2. MIXPGD ADVERSARIAL TRAINING

Most of the adversarial attacks like FGSM, PGD etc are su-
pervised ones. These approaches have the benefit of generat-
ing stronger adversarial samples. However these approaches
do not consider inter-sample relationship and is susceptible
to label-leaking. In order to solve these problems unsuper-
vised adversarial sample generation methods were proposed
like Feature Scattering (FS) [15]. This method takes time
and not always generates stronger adversarial samples. We
wanted to create a method which embodied the capabilities
of both supervised and unsupervised methods. Intuitively,
if both of these methods are merged together we would get
stronger adversarial samples which in turn will aid us in per-
forming adversarial training.

Adversarial samples are generated by using the loss value
with respect to the input data for getting the gradient in-
formation. In supervised scenarios, cross-entropy (for clas-
sification), connectionist temporal classfication (for speech
recognition model) etc. are used while in unsupervised ap-
proach no labels are used but rather the difference between
clean samples prediction and adversarial samples prediction
are used. We can define connectionist temporal classfication
(CTC) [16] loss between the original label and the prediction

Algorithm 1 mixPGD Adversarial Training

Inputs: Training data {z;, y; }i=1,.. n, Outer iteration number
T,, inner iteration number 7;, maximum perturbation ¢, step
size 11 and 72, network architecture parametrized by 6.
Outputs: Robust Speech Recognition Model, fy
1: fort=1,2,...7T, do
2 Uniformly sample a batch of training data B(*)
3: for z; € B®) do
4: ; +— ;40.0001-N (0, I), where N (0, I) is the
Gaussian distribution with zero mean and identity vari-
ance.
5 fors=1,...,7; do
6: generate adv sample using Eqn. (5)
7 end for
8: end for
9: 0 <«—6—m ineB(t) V@(L(fe(x/z)ayz))
10: end for

of the model as follows,

Lere(f(x), ) (1

where z is the audio input which is fed to the speech recogni-
tion model f and y is the corresponding transcription. This
equation is a supervised loss function as we are using the
original label of the data. Generally in supervised adversarial
sample generation techniques like FGSM and PGD we try to
maximize Equation 1. For the unsupervised loss we are using
the concept of optimal transport (OT) theory. This method
was used as an unsupervised loss function in [15)]. The au-
thors in this paper tried to maximize the loss between the
predicted label and the adversarial label to generate stronger
adversarial samples. In this case the adversarial sample is
initialized with random noise. The OT distance can be repre-
sented as,

Lor = mTin (T-0) 2)

where 7' is a matrix which helps to solve the OT problem and
is calculated in this paper using Sinkhorn’s approach[17]. C
is the transportation cost matrix. We used the cosine distance
between the predictions of the clean sample f(x) and the pre-
diction of the adversarial sample f (') It is defined as:

__ f@)TfEY
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We propose to combine both of the supervised loss and
unsupervised loss, i.e, Equation 1 and Equation 2 and use it
to craft new adversarial samples. By using these new sam-
ples we plan to perform adversarial training to improve the
robustness of our speech recognition model. Formally this
loss function can be described as:

C=1

3)

Lnew = LCTC + BLOT~ (4)
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Fig. 2. Speech recognition model.

Here, (8 is a weighting factor balancing the supervised and
unsupervised losses. In our experiments we found out that
setting 8 = 1 was good enough. By using Equation 4 we
can generate hybrid adversarial samples. This is an iterative
process and it can be described as,

F) = 7 4 e sign(Va (Lnew))- ©)

Here, & represents the mixPGD adversarial example of origi-
nal input  and y is the corresponding transcription. The pro-
posed approach is an iterative one and ¢ refers to the iteration
number. The adversarial samples of the previous iteration are
used to generate samples in the next iteration. The task of
the adversarial training is to minimize the CTC loss between
the adversarial sample and target. The adversarial sample is
generated by taking the gradients of the summed loss. The
overall approach is describe in Algorithm 1.

3. EXPERIMENT

3.1. Speech Recognition Model

At the very beginning of our speech recognition model a sin-
gle convolution layer exists that takes in the input data. This
speech recognition model has two main deep neural network
components. One is Residual Convolutional Neural Networks
(ResCNN) and the other part is Bi-directional Recurrent Neu-
ral Networks (Bi-RNN). We used the Gated Recurrent Unit
(GRU) in this experiment. In the end, there are some fully
connected layers so that the input can be classified into char-
acter per time step. To decode the output to text, we used a
greedy decoder in this experiment. There are various other
decoders that may perform better but the main purpose of this
experiment is to evaluate the robustness of the model that is
why this decoder has been used for its simplicity. Figure 2
provides a detailed view of the speech recognition model®.
This model achieved 28.75% of WER.

1 https://www.assemblyai.com/blog/end-to-end-speech-recognition-

pytorch/

3.2. Experimental Setup

To perform automatic speech recognition we used the popular
speech recognition dataset named Librispeech[18]]. There are
more than 100 hours of speech data recorded here at 16KHz
frequency. All the training and testing data are in raw audio
format. Asraw audio is very inefficient to use to train a speech
recognition model, we take the mel-spectrogram features of
the audio data for both training and testing. The speech recog-
nition model is trained using AdamW [[19] optimizer and One
Cycle Learning Rate [20] scheduler. The initial learning rate
was set at 0.0005 with batch size of 10. The speech recog-
nition model is trained on 25 epochs. We used two differ-
ent evaluation metrics here, one is character error rate (CER)
and the other is word error rate (WER). In this experiment,
we trained five different speech recognition models includ-
ing ours to compare which model provides better robustness.
The speech recognition model which is trained without any
defense strategies is called a standard trained model. Other
speech recognition models all have some defense strategies
included in them like FGSM, PGD adversarial training, Fea-
ture Scattering and our proposed method. We tested these
models against FGSM, MIFGSM, and PGD adversarial at-
tacks. During training and testing the maximum value for
allowed perturbation € was 0.00004 with step sizes of /4.
In [21] the authors used a small perturbation size similar to
ours. We created the same number of adversarial samples as
the original data for both training and testing purposes. We
used four NVIDIA GeForce GTX 1080 Ti GPUs for training
and testing purpose.

3.3. Performance Under White-box Attacks

We performed a diverse set of adversarial attacks in white-
box attack settings on popular adversarial defense strategies
and our proposed method to compare which defense strategy
is more robust. We performed FGSM, MIFGSM, PGD20 and
PGD100 adversarial attack. All adversarial attacks were per-
formed under a fixed perturbation budget ¢ = 0.00004. We
evaluated different models performance using character error
rate (CER) and word error rate (WER). The results are shown
in Table 1. Each row presents standard training, FGSM adver-
sarial training, PGD adversarial training, Feature Scattering
and mixPGD adversarial training models performance against
different attacks shown in the very first column. We can see
that standard trained model had been affected the most by ad-
versarial attacks, as it had no defense mechanism. FS method
achieved good results against FGSM attack but its perfor-
mance was not good under PGD attack. FS approach does not
generate strong adversarial samples with respect to the orig-
inal labels so it may under-perform against stronger adver-
saries. Also another important factor is that for ASR systems
we have to use a decoder to generate the transcripts this might
cause reduced performance. Under all attacks PGD adversar-
ial training performed well. However, our mixPGD based ad-



Table 1. CER(%) and WER(%) comparison of different methods under white-box attacks.

Standard FGSM PGD Feature mixPGD
Training adv adv Scattering adv

CER WER CER WER CER WER CER WER CER WER
Clean 11.3370 | 28.78 | 10.8772 | 33.70 | 10.6461 | 33.16 | 9.6515 | 30.01 | 9.2731 | 29.02
FGSM 15.4303 | 48.70 | 13.1881 | 40.23 | 12.7255 | 39.20 | 12.7788 | 39.08 | 11.2406 | 35.07
MIFGSM | 17.1673 | 57.29 | 13.1366 | 39.75 | 12.8168 | 39.54 | 13.4278 | 41.02 | 11.2915 | 35.15
PGD20 | 21.8359 | 69.69 | 13.1991 | 40.29 | 12.8599 | 39.59 | 14.2479 | 45.34 | 11.3015 | 35.29
PGD100 | 24.2174 | 75.61 | 13.1569 | 40.45 | 12.8633 | 41.02 | 14.5591 | 47.60 | 11.4232 | 35.39

Table 2. WER(%) comparison of different methods under
transfer based black-box attacks.

FGSM | MIFGSM | PGD50
Standard |20 o3 | 4y 4s | 4643
Training
FGSM 1 3393 | 3305 | 34.05
adv
PGD | 305 | 3328 | 3332
adv
Featre | o7 50 | sg16 | 5871
Scattering
mixPGD [ 5956 | 2036 | 2938
adv

versarial training achieved better CER and WER score against
all type of attacks since this utilizes both supervised and un-
supervised loss. It gained 4.1% WER of better performance
than PGD adversarial training against PGD20 adversarial at-
tack.

3.4. Performance Under Transfer Based Black-box At-
tacks

In transfer based black-box adversarial attack settings as any
information about the target model is not known to the adver-
sary they use a surrogate model to generate adversarial sam-
ples and use it to attack the model. To mimic the same effect
we used a different speech recognition to generate FGSM,
MIFGSM and PGD50 adversarial samples. We compared our
models performance against standard training, FGSM, PGD
adversarial training and FS method on these adversarial sam-
ples. The results can be found in Table 2. Each row represents
different defense models WER performance against different
adversarial attacks shown in the columns. We can see that
under this scenario our proposed method out-performed other
defense models as well.

3.5. Impact of Unsupervised Loss Calculation.

We study the importance of choosing the appropriate unsuper-
vised loss calculation technique in this section. We compared

Table 3. WER(%) Comparison between unsupervised loss
calculation

FGSM | MIFGSM | PGD20 | PGD100
KL Div | 39.59 39.76 40.13 40.35
oT 35.07 35.15 35.29 35.39

the Kullback-Leibler (KL) divergence the OT distance. We
performed mixPGD adversarial training twice and used these
approaches one at a time. Then performed different white-
box adversarial attacks on them. From the results displayed
in Table 3 we can see that using OT distance would be the
better choice than using KL divergence.

4. CONCLUSION

Adversarial samples based on audio data can be very trou-
blesome in modern days. That is why it is very important to
work on an effective defense strategy to protect deep learning
models from adversarial attacks. In this paper, we discuss
a new adversarial training based defense that generates ad-
versarial examples in a new way. The generated adversarial
samples contain the capabilities of both supervised and un-
supervised approach which was not considered before by
any other researchers. We perform white-box and black-box
attacks on our proposed method and other popular defense
strategies as well and compare the results. After extensive
experimentation, we found out that our proposed approach
performed much better than all other popular methods.
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