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We propose a quantum key distribution (QKD) protocol that is carried out in an indefinite causal
order (ICO). In QKD, one considers a setup in which two parties, Alice and Bob, share a key with
one another in such a way that they can detect whether an eavesdropper, Eve, has learnt anything
about the key. To our knowledge, in all QKD protocols proposed until now, Eve is detected by
publicly comparing a subset of Alice and Bob’s key and checking for errors. With the use of ICO,
we show that it is possible, to detect Eve without publicly comparing any information about the
key. Indeed, we prove that both correlated and uncorrelated eavesdroppers cannot extract any useful
information about the shared key without inducing a nonzero probability of being detected. We
discuss the practicality and implementability of such a protocol and propose an experimental setup

to simulate some of the results derived.

I. INTRODUCTION

In our everyday, classical world, we are used to events
occurring in a well defined order: A happens before B or
vice versa. Remarkably, it appears that, in the quantum
world, events can happen in a superposition of orders [I-
3]. This phenomenon has been termed indefinite causal
order (ICO) and, aside from the foundational interest in
this topic, a number of applications have been proposed
that show an advantage when compared to their definite
causal counterparts [I [4H7]. Here, we propose another
such application, this time in the well established field of
quantum key distribution (QKD).

QKD is concerned with the scenario in which two par-
ties, conventionally named Alice and Bob, would like to
share a private key (a string of Os and 1s) in such a
way that they are confident an eavesdropping third party,
called Eve, has not been listening in. There have been
a number of protocols proposed [8HI3], the first of which
being proposed by Charles Bennett and Giles Brassard
in 1984 (BB84) [§]. The security of these protocols comes
from the fact that Eve can be detected. This is possible
because, when Eve is present, due to the quantum phe-
nomenon of measurement disturbance, a non-zero prob-
ability of error in Bob’s key, with respect to Alice’s, is
induced. So, if one could somehow detect these errors
induced by Eve, it could be concluded that an eaves-
dropper had been listening in. The way that these er-
rors are normally detected is by having Alice and Bob
publicly compare a subset of their respective keys. Now
public information, this subset is subsequently discarded
regardless of whether they conclude Eve is there or not.

To our knowledge, this public comparison is a feature
of all QKD protocols so far proposed. In this work, we
show that using ICO, it is possible to determine whether
eavesdroppers are there or not without having to pub-
licly compare, and subsequently discard, a subset of the
distributed key. Aside from highlighting a new feature
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in QKD, this work also acts to begin the investigation
of largely or totally unexplored connections in quantum
information science: ICO with sequential measurements
and QKD. In Sec.[ITA] we describe how a key can be dis-
tributed between Alice and Bob in an indefinite causal
order when no eavesdropper is present. In Sec.[[IB] we
introduce a single eavesdropper to gain some intuition
of their effects. One eavesdropper being insufficient to
prove the security of this protocol, in Sec.[[TC| a second
and final eavesdropper is introduced in order to achieve
this proof of security. Finally, in Sec.[[TI} the findings
are summarised along with a discussion of the imple-
mentability and practicality of this protocol, including a
reference to Appendix|[C| detailing a possible experimen-
tal setup for simulating the results of this paper. The
reader is assumed to be familiar with qubits, quantum
measurement, Pauli operators and their eigenstates, the
BB84 protocol, quantum channels and Kraus operators
[14), [15].

II. QUANTUM KEY DISTRIBUTION IN AN
INDEFINITE CAUSAL ORDER

Suppose two parties, Alice and Bob, would like to share
a private key to use for some cryptographic task. As men-
tioned before, this is often done, as in BB84, by having
Alice prepare qubits in states that correspond to the Os
and 1s of the private key and sending them to Bob to be
measured. Indeed, in BB84, Alice and Bob respectively
prepare and measure, independently and randomly, in
one of two non-orthogonal bases. In this paper, we will
use the Pauli z and z-bases: {|0),]1)} and {|+),|—)} re-
spectively, where |+) := (|0) & |1))/v/2. If Alice (Bob)
prepared (measured) the qubit to be in the state |0) or
|+), she (he) will have a corresponding key bit of 0. Like-
wise, if |1), |—) the corresponding key bit will be 1. Once
Bob has measured the qubit Alice sent him, the two par-
ties publicly discuss which bases they chose. If they chose
different bases, there is only a 50% chance of them agree-
ing on the key bit value, so they discard the correspond-
ing key bit. If, however, they chose the same basis, when
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no eavesdroppers are present, Bob’s measurement result
is guaranteed to correspond to the state that Alice pre-
pared the qubit in, assuming noiseless and lossless trans-
mission, as we will do throughout. Therefore, Alice and
Bob can use the corresponding ordered set of key bit val-
ues as their shared key.

To make this protocol secure, notice that when an
eavesdropper, Eve, intercepts the transmission from Alice
to Bob and tries to learn the key bit value being shared,
she disturbs the quantum state being sent with non-zero
probability. This means that, even if Alice and Bob agree
on the basis chosen, there is a non-zero probability that
they disagree on the state of the qubit, meaning that
there is a chance of an error in Bob’s key with respect
to Alice’s. To detect these errors, Alice and Bob take
a subset of their final keys and compare them publicly.
Since it has to be done publicly, this subset must subse-
quently be discarded, regardless of whether errors, and
therefore Eve, were detected or not. Let us now see how
this protocol can be adapted to an indefinite causal or-
dered setting.

A. Indefinite causal key distribution with no
eavesdroppers

In BB84, Alice would prepare the qubits to be sent to
Bob in a certain state. When considering an indefinite
causal ordered scheme, Alice is simultaneously sending
and receiving the qubit from Bob, so having one party
prepare the state makes no sense. To avoid this, both Al-
ice and Bob measure the qubit being used, which, because
of how states are updated following projective measure-
ments, allows them to both be the preparer and measurer
of the shared qubit. This method has similarities to how
the key is generated in protocols like E91 [9]. Taking this
approach, the key would be made up of the results of a
projective measurement on some qubit p, but only when
Alice and Bob agree they had performed the same projec-
tive measurement. This is because, once one party per-
forms this measurement, p collapses to the measurement
operator corresponding to the measurement outcome ob-
tained. Due to the projective nature of the measurement,
a subsequent measurement performed by the other party
in the same basis necessarily results in the same measure-
ment outcome (assuming noiseless and lossless channels).

Thinking of the key generation in this way, we can
consider a scheme in which a key is distributed in an
indefinite causal order. Here, we send a state p to two
parties, Alice and Bob, in a superposition of two orders:
Alice before Bob and Bob before Alice. As shown in
FIG.[I} this superposition is controlled by the qubit w:
if w = |0)(0], p travels around the loop in one direction,
if w = |1)(1], p travels around the loop in the opposite
direction, and if w = |p){y| is in some superposition of
|0) and |1), p travels around the loop in a superposition of
both directions. Alice and Bob then both make a random
choice to measure either in the Pauli z-basis {|0),|1)}
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FIG. 1. Indefinite causal key distribution with no eavesdrop-
pers. A key is shared between Alice and Bob by sending a
qubit p to them in a superposition of orders controlled by the
qubit w. Alice and Bob perform projective measurements ran-
domly in either the Pauli x or z-basis. After discarding cases
in which Alice and Bob measured in different bases, they are
left with identical keys. Regardless of the superposition of
orderings, w never changes when there are no eavesdroppers.

or z-basis {|+),|—)}. We can therefore think of Alice
and Bob as acting on the state by putting it through a
quantum channel A, defined by the Kraus operators

Ay = %\0><0|,
1
Al - 7‘1><1|7
v2 1)
Ay = )+
A_

1
=5k

where the factors of 1/ \/2 arise because we are assum-
ing Alice and Bob are both equally likely to measure in
the x or z-basis. For convenience, define the set contain-
ing the Kraus operator indices by I := {0,1,+,—}. It
should be made clear that Alice and Bob are not just
putting p through some quantum channel, they are in-
deed performing the stated measurements. They could,
for example, store their measurement results in an an-
cillary register R (available only in their respective lab-
oratories) initially in the state |0)z. The corresponding
Kraus operators that would achieve this would have the
form A} = |i)(i|®|i) r(0|r/V/2 for i € I. Having said this,
since these ancillary systems factor out, we can take A;
to have the form given in Eq. (I)).

Following their measurements, Alice and Bob then
publicly discuss the basis they chose for each measure-



ment and only keep the measurement outcomes in which
they measured p in the same basis. Assuming no er-
rors occur between Alice and Bob’s measurements, their
keys, made up of the measurement outcomes they kept,
should be identical. In what follows, similarly to what
we discussed earlier, a measurement outcome of 0 and
+ will correspond to a 0 in the key. Likewise, 1 and —
correspond to a 1 in the key.

Let’s see in more detail out what happens to the state
p when it is put through the setup in FIG.[I} Following
[7], the channel that p goes through, corresponding to a
superposition of being measured by Alice first then Bob,
and vice versa, is given by

Sw(Aa A)(p) = Z Sijﬂ@cuS;fj, (2)
i,5€l
where
Sij = Aid; ®[0)(0] + A; A; @ [1)(1]. (3)

After some algebra and index relabelling, it can be shown
that Eq. can be rewritten as follows:

Sl A A) = 7 3 (A AdplAs A3) 0w

i,j€I
+ [Ai, Ajlp[As, AT @ oawe)  (4)

where o, is the z Pauli operator.

Now, recall that, after public discussion, Alice and Bob
only keep the cases in which they performed a measure-
ment in the same basis. Therefore, following this discus-
sion, the state becomes

Sal A A) = 5 3 (A Aol A A} 0w

SeEBi,jES
+ [A“A]]p[A“AJ]T ®UZUJUZ) (5)

where the prefactor is found by requiring normalisation
and B = {{0,1},{+, —}}. Noting the form of A; given
in Eq. , the terms in these sums have the following
properties

{AZ»AJ} = \/§A16137
[Aiv Aj] =0,

for all 7, 7, where d;; is the Kronecker delta. This confirms
that Alice and Bob must agree in their measurement out-
comes. Overall, we have that

Su(A,A)(p) = Y AipAl @ w. (7)
el

So, when there are no eavesdroppers present, the control
qubit w stays in its original state and this situation is
ultimately no different from that when the causal order
is definite. Let us introduce an eavesdropper to see what

changes.
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FIG. 2. Indefinite causal key distribution with a single eaves-
dropper, Eve, between Alice and Bob.

B. Introducing an eavesdropper

Notice that, unlike in BB84, there are two places an
eavesdropper can reside (see FIG.|3). Having said this,
to obtain some intuition as to how eavesdroppers change
things, let us first consider introducing just a single eaves-
dropper, Eve, between Alice and Bob as shown in FIG.[2]
Denote the channel corresponding to Eve’s measurement
by &, defined by the Kraus operators {E;}. As before,
allowing a qubit p to be acted on by Alice, Eve and Bob
in an indefinite causal order controlled by w, the channel
p passes through is given by

SAAEAP) =Y SypowSl,, ()
i4.k
where

Sijk = AiEjAk ® |O><0‘ + AkEin ® |1><1‘ (9)

Note that E; is always in the middle since Eve is in be-
tween Alice and Bob. After some algebra and index re-
labelling, this channel can be rewritten as
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Su(A €, A)p) = > (A By Aol Ai By, A} @ w + [Ai, By, AdlplAs, By, Al @ osw0), (10)

4,3,k

where
{Ai, Ej, Ak} = AiEJAk + AkEin (11)

and analogously for the commutator brackets.

j SeBikes

where the prefactor is once again deduced by requiring
normalisation. From this, we can see that, like before, the
w terms survive. But more interestingly, notice that the
0,wo, terms can survive too. For example, suppose Alice
and Bob measure in the z-basis and Eve measures in the
x-basis, then it is possible for Alice to obtain an outcome
of 0, and Bob an outcome of 1. This combination allows
for [Ao, E:t, Al] 7é 0.

We may therefore hypothesise that if Eve attempts to
extract information about the state when in between Al-
ice and Bob, she induces a nonzero o,wo, term. So,
if we were to let w = |+)(+| (and therefore o,wo, =
|—)Y{—]), if someone were to perform the measurement
{|+){+],|=)(—|} on the control qubit w, and obtain an
outcome of —, they could conclude that there was an
eavesdropper in between Alice and Bob. To reiterate,
this differs from other QKD protocols in that no subset
of the distributed key need be publicly compared and
then discarded to determine the presence of Eve.

C. Introducing another eavesdropper

Let us now see what happens when two eavesdroppers
are introduced. There being more than one eavesdropper
allows for both correlated and uncorrelated strategies.
Although the results derived for correlated attacks in-
clude uncorrelated ones as a special case, different math-
ematical tools to those used so far are required. We there-
fore consider the cases separately, with the bulk of the
correlated case being presented in Appendix[B]

1. Uncorrelated eavesdroppers

Let us begin with the uncorrelated eavesdropping sce-
nario. For simplicity, here we assume that Alice and Bob
would like their shared key to contain, on average, equal
numbers of 0s and 1s. Therefore, we can make a nat-
ural choice of p to be the maximally mixed state 1/2,

After discarding the cases in which Alice and Bob mea-
sured p in different bases,

1
Su(A, &, A)(p) — 522 7 ({Ai By, AdelAs, B, Aut @ w + [Ai, By, ArlplAi, By, A @ owes) . (12)
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FIG. 3. Indefinite causal quantum key distribution with un-
correlated eavesdroppers Eve and Yves.

which simplifies some of our results. Having said this,
we keep p explicit for as long as we can for clarity. Now,
if Alice is in the lab in which the state p is created and
entangled with w (thereby inducing the indefinite causal
order), there are two places eavesdroppers, who we call
Eve and Yves, can be located. This setup is shown in

FIG.B

Suppose Alice and Bob’s actions on p are once again
described by the channel A defined by the Kraus op-
erators given in Eq. , and let Eve and Yves’ actions
be given by the channels £,) with Kraus operators
{E;},{Y;} respectively. Then the total channel, depicted
in FIG.[3] can be defined using the Kraus operators

Sijii = Y;A;ER A @ |0)(0] + A ERAY; @ [1)(1],  (13)



such that the state p ® w evolves as follows:
pRw—= Su(V, AEA)p) = D Sijup@wSy,. (14)
3,3,k
Defining

{A,B,C,D} := ABCD + DCBA,

1
[A,B,C, D] := ABCD — DCBA, (15)

notice that S;;r; can be rewritten as

1 1
Sijkl = §{KaA]aEk7Al} ®1+ 7[Yi7Aj7Ek’aAl] Q0.

2
(16)
Like before, after performing their measurements, Alice
and Bob have a public discussion and discard the cases
in which different bases were used. So, the state p ® w
evolves as p @ w — S, (V, A, &, A)(p) = Preep, Where

1
Pieep = 5 Z Z Z ({Yi,Aj,EkaAz}P{Yz‘,Aj,EmAz}T ®w+ Vi, Aj, By, AlplYi, Aj, Ex, AT @ 0,00,

ik SEBj,leS

+ {Y—m Aja EkaAl}pD/iaAj,Eka AZ]T K wo, + [Y;; Aj7Ek7 Al]P{Ym Aja EkaAl}T X Uzw)~ (17)

Note that, similarly to the case of one eavesdropper, the w
term is not the only one to appear in the final state of the
system. Therefore, if these new terms are nonzero and
distinguishable from the w terms by measuring the con-
trol state, we can determine the presence of Eve and/or
Yves. As was noticed before, w and o,wo, are perfectly
distinguishable from one another if we take w = |+)(+|.

So, taking w = |+)(+|, performing the measurement
{|+)(+],|-)(—|} allows us to detect the presence of
eavesdroppers with probability

Pdctcct = TI‘(]]. & |_><_|pkccp)~ (18)

Further, noting that from here on, we will be using p =
1/2, we can state the following theorem.

Theorem II.1. When p = 1/2, the presence of uncor-
related eavesdroppers can be detected with probability

S e S 1)

i,k SEBj,leS

Pdetect =

x (jEx|l) GIEL|D),  (19)

where B = {{0,1},{+, —}}. Further, Pjetect = 0 if and
only if, Vi, k, it is true that Y; o< Ep o< A where A €
{]lao'xao'yaaz}-

This theorem is proved in Appendix[A]and what it is say-
ing is that it’s only possible for uncorrelated eavesdrop-
pers to go undetected when they don’t extract any in-
formation about the key being shared (since their Kraus
operators must be proportional to unitary operators). It
follows that, if Eve and/or Yves do extract information
about the key, they will be detected with at least proba-
blhty Pdetect~

Another result of interest is the probability that Alice
and Bob share the same key. This is calculated using

Psuccess =Tr (Pkeep |j:l) (20)

(

where Pkeep‘]:l denotes the terms of pieep in which Alice

and Bob’s Kraus operators (and therefore measurement
outcomes) agree. Again, after a little algebra, we find
that

ik jEI

where I = {0,1,4, —}, as in Sec.|IL A

5 @)

2. Correlated eavesdroppers

So far, we have only considered Eve and Yves to be
uncorrelated with one another. It turns out that when
we allow them to be correlated, they still cannot learn
anything useful about the key without being detected.
They can, however, do a little better than in the uncor-
related caseE they can find Kraus operators that tell
them something, first, about which basis Alice and Bob
measured in and, second, about whether each bit of Alice
and Bob’s keys agree or not. As mentioned, this is not
useful information as the basis choice used becomes pub-
lic information and knowing whether each key bit agrees
or not says nothing about the key itself. Full details of
the correlated case can be found in Appendix|[B] where,
unlike the uncorrelated case, we consider what happens
when an arbitrary state p is input rather than 1/2. It
should also be noted that the results found in the cor-
related picture include the uncorrelated one as a special
case. Therefore, Theorem[[T.T] actually extends to allow
for arbitrary input states p.

1 At least mathematically. It is not clear whether the Kraus oper-
ators derived are physical or not. They are, however, consistent
with the uncorrelated case when the correct parameters are cho-
sen. See Appendix@ for more detail.



D. Eavesdropper induced errors

When thinking about errors induced by eavesdroppers,
there are three cases to consider.

1. Case 1: Only possible eavesdropper is Fve

As discussed before, when we know that the only place
an eavesdropper (Eve) can be situated is between Alice
and Bob, if present, she allows for Alice and Bob’s mea-
surement results to sometimes disagree. When this hap-
pens, [A;, Ej, Arzi] # 0 and therefore, when measuring
the control qubit in the z-basis, an outcome of — can
occur. In fact, if the control qubit is indeed measured to
be |—)(—/|, it is impossible for Alice and Bob to have ob-
tained the same measurement outcome. This is because,
when they dO7 [A,“ Ej, Az] = AZE‘JAz —AlE‘JAZ = 0 which
implies that the only possible outcome when measuring
the control qubit is 4. It follows that if the control qubit
is measured to be |—)(—|, Alice and Bob’s measurement
outcomes disagree and thus, their corresponding key bit
differs by a bit flip. Having said this, some of the Eve in-
duced errors live in the w terms, since {A;, E;, Agzi} # 0
is possible. Any errors go undetected when the outcome
of the control qubit measurement is 4+ but they can be
suppressed using the normal information reconciliation
and privacy amplification methods [16].

2. Case 2: Only possible eavesdropper is Yves

When we know that only possible location for an eaves-
dropper is that of Yves in FIG.[J] we can deduce that
no errors will ever be induced. To see this, note that
{Yi, Aj, Ak}, [Yi, Aj, Agzj] = 0 regardless of what Y is.
It follows that the only contributing terms to pyeep are
those in which Alice and Bob’s measurement outcomes,
and therefore key bits, are the same.

3. Case 3: Number and location of eavesdroppers unknown

Finally, when eavesdroppers could be located at either
or both locations and their presence is detected, we can-
not determine whether an error has been caused for a
particular key bit. This follows from the previous two
cases: Eve induces errors when detected but Yves does
not. Since we don’t know who is there, we cannot deter-
mine whether errors have been induced or not.

E. Example

Let us consider a simple and symmetrical example.
If Eve and/or Yves are present and perform measure-
ments independently from one another in the x or z-basis

(choosing only one or randomly between the two), they
will be detected with probability 1/8. Note that this
differs from the error rate of 1/4 in BB84 when a simi-
lar strategy is used. This is because, as was alluded to
earlier, the effects of the eavesdroppers are not solely con-
tained in the terms used to calculate Pyetect: the o,wo,
terms. Some of them lie in the w,wo, and o,w terms.
It is, however, possible that a different measurement on
the control qubit could result in better odds. Here, we
do not attempt to optimise this measurement.

The success rate of Eve and Yves depends on which of
them is present and also who’s key one, or both of them
are trying to agree with. For example, maybe there’s
a scenario in which Alice will only send encrypted mes-
sages to Bob, in which case Eve and/or Yves need only
have the same key as Alice. As mentioned earlier, the
location of the eavesdroppers also dictates the errors in-
duced between Alice and Bob’s key. For example, if only
Yves is present, there will be no errors found. If, how-
ever Eve is present, regardless of whether Yves is there
or not, the probability of error in Alice and Bob’s key is
3/4, similarly to what is observed in BB84.

III. CONCLUSION AND DISCUSSION

We have shown that, with the use of indefinite causal
order, it is possible to detect eavesdroppers during a
QKD task without publicly comparing any subset of a
shared private key between the two parties involved, Al-
ice and Bob. We found that this could be done using a
second qubit that acts as the control in inducing the in-
definite causal ordering. As far as we are aware, this dif-
fers from all other QKD protocols which require a public
comparison to detect eavesdroppers. In contrast to some
of these other protocols, however, there are two locations
eavesdroppers can reside, allowing for correlated and un-
correlated attacks. These have both been considered and
it was shown that the protocol is secure regardless of
whether the shared key is completely random or not.

It is natural to ask whether this protocol is physically
realisable, let alone practical. The difficulties lie in that p
must go through (projective) measurement apparatuses
and carry on around the loop while simultaneously doing
the same in the opposite direction along the same loop.
This challenge need only be considered for Alice and Bob,
however: if the eavesdroppers decide they do not care
about preserving the indefinite causal order, they will de-
stroy the superposition of the two directions which would
lead to — outcomes being observed when measuring the
control qubit, thereby indicating their presence.

Whether or not these challenges prove too great, the
results of this protocol can, in theory, be simulated using
linearly polarised light, a Sagnac interferometer and some
polarising filters. The Sagnac interferometer creates the



indefinite causal orderﬂ and the polarising filters can be
orientated in various different ways to correspond to each
of Alice and Bob’s measurement outcomes. More details
are included in Appendix[C}

When it comes to practicality, consider using a Sagnac
interferometer or something similar to create an indefi-
nite causal ordering of operations. In order for the ICO to
be legitimate, the coherence length of the light used must
be considerably larger than the path length of the inter-
ferometer [3], perhaps indicating a limit to how practical
such a protocol would be. Another limitation becomes
apparent when we notice that two qubits are required to
distribute one key bit securely, compared to BB84’s one
qubit. Perhaps this second, control qubit could find a
secondary use beyond determining the presence of eaves-
droppers, but this has not considered this here.

A possible benefit to this protocol lies in the fact that
it allows us to continuously monitor for eavesdroppers.
This feature could perhaps find use in streaming sce-
narios where it’s possible an eavesdropper begins inter-
cepting the signal part way through the distribution. To
fully utilise this, it would be interesting to consider what
would happen if Alice wanted to share a non-random bi-
nary string with Bob, that is, a binary string containing
some information. This is possible since Alice can cre-
ate p in her lab and Theorem[B.T]says that eavesdroppers
will be detected regardless of p. We leave this, along with
full experimental implementations for future work.
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Appendix A: Probability of eavesdropper detection
is nonzero

Here we prove Theorem[[I.T] stated again for conve-
nience:

Theorem When p = 1/2, the presence of uncor-

2 Provided the coherence length of the light used is large enough.

related eavesdroppers can be detected with probability

Pacier =5~ 5 32 32 (VY1)

ik SEBj,lES
x (G1EWll) (I ELID)), (AL)

where B = {{0,1},{+, —}}. Further, Pietect = 0 if and
only if, Vi, k, it is true that Y; o< Fy x A where A €
{]laaw70y70z}-

First, using Eq. , the form of Pgetect follows, after
some algebra, from Eq. . Next, we show that Eve
and Yves go undetected (that is, Pyetect = 0) if and only
if each of their Kraus operators are all proportional to
either 1,0,,0, or o,. The reverse implication can be
seen to true by the fact that Pyetect = 0 when substituting
Y;, By o< A, Vi, k into Eq. (or Eq. ), where A €
{1,04,04,0.}.

Conversely, let Pgetect = 0. This means that Tr(1 ®
|—)(—|Pxeep) = O which, using Eq. with p = 1/2,
implies that

LSS T (1 Ay, B AV Ay, B, AT =0
SeB ik jleS

(A2)
Notice that, since [Yi, A;, Ex, A][Yi, A;, B, AT is a
positive operator, Tr ([Yi,Aj,Ek,Al][Yi,Aj,Ek,Al]T) =
0 Vi,k and j,l € S VS € B. Now, for any matrix X,
it can be shown, using the singular value decomposition,
that if Tr(XXT) = 0, then X = 0. It therefore follows
that [Y;, A;, Ex, Aj) =0 Vi, k and j,l € S VS € B, which
implies

GIERDYil) ] = (ERDIDGY: = 0

for the same options of i, 7, k,l. In what follows, every-
thing that is said must hold for all i, k.

Let us find the constraints these equations put on
Eve and Yves’ channels. Since Y;, ) are assumed to
be nonzero, they both must have at least one nonzero
element in each basis (¢ and z). Consider, first, the
case in which FEj has a nonzero diagonal element in
both bases. That is, suppose that, for some S € B,
3j,m € S such that (j|Ex|j), (m|HEyH|m) # 0 where
H = (0, + 0.)/V2 is the Hadamard operator that
changes between x and z bases. It follows that, in or-
der for Eq. to be true in this case,

D/ia |J><]H =0, [Y;',O'z] =0,
{m,H|m><m|Hw —0 {mox] =0

(A3)

(A4)

which implies that [Y;,0,] = 0 Vw € {z,y,z}. Since
Y; trivially commutes with 1, we therefore have that Y;
commutes with the irreducible representation of the Pauli
group which has 1 representing the identity. Thus, by
Schur’s Lemma, Y; oc 1. Now to find Fy. Using this
form of Y; in Eq., taking a,b € S for any S € B
such that a # b, we have

(alEk[b)]a)(b] — (bl Ex|a)|b){al =0 (A5)



which can only be true if (a|E|b) = (b|Ex|a) = 0. Since
this must hold for a, b in both bases, it follows that

Ey = alj)(j|+ Bl

= ali)il + Bl "
= yH|m)(m|H' 4+ 6H|n)(n|HT,

where a, 3,v,6 € C and j,I,m,n € S for some S € B.

Using

1

H|a>:ﬁ

[(=D)%]5) + (=D*11)] , (A7)

where we are using the shorthand (—1) := (=1)? = 1
and (—1)~ := (=1)! = —1, this implies that a = 8 =
(v 4+ 6)/2 and hence Ej 1.

Next, consider the case in which Fj has a diagonal
element in only one of the bases. That is, 35 € B, such
that Vj € S, (j|Ex|j) = 0 but (m|HEH'|m) # 0 for
somem € S. It follows that 37,1 € S such that (j|Ex|l) #
0. Similarly to before, (m|HE,H'|m) # 0 implies that
[Y;, Hm)(m|H'] = 0 = [Y;,0,] = 0 such that w =
zifm € {0,1} and w = zif m € {+,—}. Therefore
Y; =d'l + oy, for some o/, 3’ € C. So, using this form
of Y; in Eq. with j # [, we find that

(IERID (') (1 + B0 )
= (UEBkl) (1) (] + B'lD) ) = 0.

Since Y; # 0 and (j|E|l) # 0, we have that (I|Ey|j) # 0.
So, in order for Eq. to be true, o' = 0 and (j|E|l) =
(I|Eglj). Thus, Y;, By 04, where w depends on the
basis that i, j correspond to.

(A8)

Finally, if the previously discussed cases are not true,
we arrive at the scenario in which Ej only has off-
diagonal terms in both bases. That is, (j|Ex|j) =
(m|HELHf|/m) = 0 Vj,m and 3j,I,m,n € S for
some S € B (where | # j,n # m) such that
(| Ex|l), (m|HE,HT|n) # 0. It follows that

B = o”|5)(1 + B"[1) (] (A9)
= ' H|m)(n|H' + §'H|n)(m|H",

where o, 3",~+',6' € C. Using H as defined in Eq. ,
it follows that 8’ = —¢ and o” = —B” which means
that E o o,. Using this form of Ej, we have that
(j|Ex|l) = —(|Ek|j) # 0, which, using Eq. implies
that Y;|7)(I| + [I)(j|Y; = 0 V4,1 € S,¥S € B. 1t follows

J

|w) =

Sl

2

Intuitively, the CJ isomorphism says that one can think

([ Y7Ly YoBr(n)BoBrip) Bodr[1)AoCt|0) e 4 [yp)4r|1) Ao Br 1) BoBr|1)) oYt ) Yot 1) Ce),

that (j1Yilj) = 0 Vj, (jIYill) = —(UI¥ilj) V.1, and there-
fore Y; o< ;. We conclude that an uncorrelated Eve and
Yves go undetected if and only if Y;, Ey o< A Vi, k, where
Ae {]]-7 Ox, 0y, Uz}‘

Appendix B: Correlated eavesdroppers

Let us now consider the situation in which our eaves-
droppers Eve and Yves are no longer independent, but
instead can work together. In order to do this, it is conve-
nient to use the process matrix formalism [17]. To utilise
this technique, we reinterpret the Hilbert space H~ of
the system passing through the labs of Alice, Bob, Eve
and Yves as two spaces H~X!, HX© which correspond to
the Hilbert spaces of the system incoming to and out-
going from the lab X respectively. We can then employ
the Choi-Jamiotkowski (CJ) isomorphism which details a
correspondence between completely positive (CP) maps
X : L(HX1) — L(HX©) and positive semi-definite oper-
ators MX € L(HX1) ® L(H¥X©), where L(HX) denotes
the space of linear operators on HX. Explicitly,

MY = (T X)) ()X XT) (B1)
where |[1)4F = > 177)AP with j € {0,1} for our pur-
poses, and the primed superscript X indicates that the
space HXT is a copy of HX7. The channel X can be
recovered using

X(p) = Tex, [(07 © 1)MY] (B2)
for some state p, where the superscript 7' denotes the
transpose with respect to the {0,1} basis. In general,
since we require each lab to obey quantum mechanics
locally, the CP maps we consider make up a quantum
instrument. However, in our case, we won’t need to be
this general and instead only consider completely positive
trace preserving maps (CPTP maps).

For our situation, (depicted in FIG. we have the labs
of Alice, Bob, Eve and Yves. Further to this, and follow-
ing [I7, [I8], we think of there being another lab C' that
takes in the target and control qubits at the end of the
process. That is, we think of this space as being com-
posed from a target component and control component
respectively: H¢ @ H. Analogously to [I7, 18], we
use the process matrix to encode the causal structure
of the setup shown in FIG.[B] If we input a pure state
p = |[){(3p| with control qubit w = |+){+]|, the process
matrix we use is W = |w)(w| where

(B3)

(

of the temporal evolution of a state through a channel



from L(HX7) to L(HX©) as a spatial teleportation of the
state between the same two spaces. Therefore, we can
think of the process matrix as providing the route by
which |¢) is teleported to HC*.

Let us now write down the positive semidefinite opera-
tors that describe each lab’s channel. For Alice and Bob,
being independent, these are given by

MY = (I X)(\11>>X’X3 (P

where X € {4, B} and X}, € {Ay, By} are the Kraus op-
erators defining the channel X € {A, B}. Remember that
Alice and Bob’s channel are the same, we just give them
different labels here to make the setup clearer. Contrar-
ily to Alice and Bob, Eve and Yves don’t necessarily act
independently from one another. As shown in FIG.[4]
we can think of Eve and Yves as belonging to some “su-
perlab” (with CJ operator, channel and Kraus operators
denoted using M%, Z, Z, respectively) which acts on the

_ Z  (Xali) (I X )Xo (B4)  space LHYT) @ LIHYO) @ LIHET) @ L(HFO) using
.5,k
M7Z = (5 @ ZYTE (L) (17T @ 1) P (1)) (B5)
= > (RGN @ (Zalik) (I Z),) Y0P (B6)
i,4,k,lm
[
BOB We can gain a little intuition by observing that when Eve

S R S
} | SUPERLAB | !
[xves] :
I |

[avzos's sas] [ '=
p / ALICE }—/:

FIG. 4. Indefinite causal quantum key distribution with cor-
related eavesdroppers Eve and Yves.

and Yves are independent, Z,,, = Fs; ® Y;, where F,,Y;
are the Kraus operators defining Eve and Yves’ channels
respectively. In this case, M% = MF @ MY as one might
expect.

At this point, using similar logic to Eq. (B2 and [17],
we can find out what p ® w becomes, when put through
the setup illustrated in FIG.[4}

pPOW— TYYIYOBIBOE,EOA,AO [(MZ ® MA@ MP @ 1¢C)Tw]

RN
Comparlbon

SeB i j,keS

where,

X7 =

1Z)

for X € {4, B}, X* indicates the complex conjugate of

[ BE 1) )| ZE DA B, (B7)

(Lo X))¥rXe = 3 |m)¥ Xy |m)*e
me{0,1}

— (L& Z])|1) "o )P Ee -

B8
> [mn)YEz mn) Yoo, o

m,ne{0,1}

(

X, and the factor of 2 comes from requiring normali-



sation. Using these, and Eq. (B3|) for W, we can see,
explicitly, that |¢) ® |4+) becomes

Wy @[+ =v2 Y > > (ZF (AT I(BE - w)

SeB i jkeS

“X T Y

SeEB i jkeS

(B9)

where,

i) 9% = Y [((nl@1)(Br® Aj) Zilgh)[n) “*|0)
ne{0,1}

+ (1@ (n)) Zi(Br ® Aj)[n) < [9)[1)°].  (B10)

We can quickly check our sanity by considering the
case when Eve and Yves are not present. That is, when
Z; x 1 ® 1, Vi. Here, it turns out that

Fi) 1 o —= (A Belah)® [0)° + By 1) 1))

V2
(B11)
which is what we’d expect from a quantum switch with

two operations [3]. Similarly, if Eve and Yves act inde-
pendently (Z; = E; ® Et), > fijk){fijk| looks like
Eq. .

Recall that earlier, we found that when no eavesdrop-
pers are present, measuring the control qubit C, at the
end in the {|4)} basis would always result in +. In other
words, the probability of measuring —, denoted P(—%<) is
always zero. The question now is, if a correlated Eve and
Yves are present, what form must Z; have if P(—%) = 0?
And further, with this form of Z;, can Eve and Yves ex-

tract information about the key being shared between
Alice and Bob?

Theorem B.1. For any input state, P(—%) = 0 if and
only if

Jikss,t

3
Z; = Z rt'o, ®o,, (B12)
pn=0

where vt € C Y, i and (09,01,02,03) = (1,04,0,,0).
Proof. First, assume that P(—C) = 0, this means that

PIDID DD DN (IS SIS I Ay

SeB i j,keSme{0,1}

=0

(B13)

which implies that ((m|“(—|%)|f;x)*C = 0 Vi, k €
S,S8 € B,m € {0,1} and Vi. Using Eq. (B10)), it follows
that

> (nl(m|(Br ® A;)Zilgh)|n)
ne{0,1}
= (m[{n|Zi(Br @ Aj)In)|)) =0, (B14)
Vi, k € 5,5 € B,m € {0,1} and Vi. Suppose we have

an arbitrary, pure input state |¢) = «|0) + (|1), where
o, € C subject to |a?> +[6]> = 1. If we show the
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theorem to be true for this case, it follows that it is true
for any mixed state p = >_,, py|1)(¢| by the linearity of
the theory. In order to achieve this, we first of all take
1) # [0}, 1), that is, @, 3 £ 0.

Note that Eq. must hold for both j, &k € {0,1}
and j,k € {+,—}. Let us first see what we can find out
about Z; when we take j € {0,1}. In this case, Eq.
has the following form:

810 (a(km| Zi|0K) + B(km| Zi|1k))

= (adjo + Boj1)(mk|Z;|kj). (B15)
When j % m, we can quickly see that
(00|Z;|01), (01| Z;]11), (10| Z;|00), (11]Z;]10) = 0. Next,
when m = j, Z; is constrained by

alkm|Z;|0k)+B(km|Z;|1k) = (abmo+LBOm1) {(mk|Z;|km).
(B16)
When  (k,m) = (0,0),(1,1) we find that
(00|Z;|10), (11| Z;]01) = O respectively. And, defining
e; = (10|Z;]01), d; = (01|Z;]10), when (k,m) = (0,1),
it turns out that (01|Z;|00) = g(ei — d;), and when
(k,m) = (1,0), (10[Z;|11) = F(e; — d;). Here we can see
why we have not allowed a =0 or § = 0.
Taking stock so far, Z; has the form

a; 0 0 bl

*(ei — dl) C; di 0
0 ei fi Glei—di) |’
gi 00 h;

Z; = (B17)

where all entries can be complex numbers. This can be
simplified further by summing Eq. (B14)) over j and k.
This results in

Y (nm|Zilyn) = Y (mn|Ziny),
ne{0,1} ne{0,1}

which implies

Z a ({nm|Z;|0n)y — (mn|Z;|n0))
ne{0,1}

= > B(mn|Zin1) — (nm|Zi|1n)), (B18)

ne{0,1}

which must be true for all m € {0,1}. Choosing m =
0 and using Eq. (B17), we find that d; = e;. So, we
therefore have

b,

&

d

f
0 h

C

d
gi 0

N
N

aZOO
cd; 0
o] (B19)

N
N

To finish the derivation, we use the fact that Eq.
must also hold for j, k € {4, —}. Using the Hadamard
matrix H = (0, + 0.)/v/2 = HT to relate the x and 2-
bases, we replace By ®A; in Eq. with (H®H)(Br®
A;)(H ® H), and after some rearranging, we find that



1 (a + ,8)5]‘0 + (a — 6)5]

11

> [Bko + (=1)"0a){kj|(H @ H) Zi|¢m) =
ne{0,1}

Straight away, we can see that the RHS has a dependence
on m but the LHS does not. So we can equate the m =0
and m = 1 cases of the RHS. Doing this, the four cases
that come from k,j € {0,1} result in

a; = hy,

B21

gi =bi +¢ — fi. (B21)
Updating Z; and looking at Eq. (B20) when (4, k,m) =
(0,0,0) results in ¢; = f; and b; = g;. Therefore we have

a; 0 0 bi
0 C; dl 0
0 dz C; 0
bi 0 0 a;

Z; = (B22)

which can be rewritten as

Z; = [(ai+ci)]l®]l+(di+bi)om®ax

¢i)o, ® CTZ]. (B23)

N =

+ (dz — bl)Uy X Oy + (ai —
Further, since the mapping
= a; + ¢,
= d; + b;,

0

1

i (B24)
P=di —bi,

3

303,33

=a; — G

is invertible and linear, a;,b;,c;,d; € C being indepen-
dent from one another implies that r!* € C are indepen-
dent from one another. Therefore,

3

Z; = E rt'o, ®o,.
n=0

(B25)

At this stage, one might notice that we didn’t consider all
the combinations of j, k in Eq. . It turns out that
these give us no further constraints on Z;. To confirm
this, we just need to prove the reverse implication of the if
and only if statement. If it turns out that we missed some

J

GWE (119 4 13265, + |rt +721785%), 4.k € {0,1}
(|T? + Til‘z(sjk + |rz2 + T?|26jl_g)a ja ke {+? _}a

P(Zi, Aj, By,) = {uﬁw?
2

where k denotes “not k”. At first glance, it appears that
Eve and Yves have access to some information about Al-
ice and Bob’s key. However, note first that distinguishing

T2 o+ (-1)moj,

> ko + (—1)"Ska](mn| Z;(H @ H)|kj).
ne{0,1} (B20)

(

constraints on Z;, P(—¢) would be nonzero in general
when using Eq. for Z,.

So, suppose that Z; is given by Eq. . Substitut-
ing this into ((m|%(—|)|fijx) ¢ and carrying out the
sum over n results in

3
(mI (|9 fig)O:Ce = S vt (][ Ay, 0, Bror]46) = 0
pn=0
(B26)
for all j,k € S, € B,m € {0,1} and Vi since
[A;,0,Brou] =0V, k, p.

Finally, for the cases in which |¢)) =]0/1), notice that
what we have shown so far holds for |¢p) = | + /—).
Now, the process matrix defined using Eq. can
equivalently be be formulated in the z-basis, and Alice
and Bob’s measurements are invariant under this basis
change. So, after converting everything to the z-basis,
what was the situation in which |[¢)) = |+ /—) becomes
that of when |¢)) = |0/1). Thus, since Z; has the same
form when it is changed from the z-basis to the x-basis,
the result also holds for this case. O

It is difficult to have any intuition about what Eve and
Yves’ measurement would look like physically. A little
can be gained, however, by considering when only one of
the coefficients is nonzero for each 7. In this case we’d
have a situation similar to that considered in Sec.[TC|
and Appendix[A] That is, if one of Eve or Yves performs
o;, then the other eavesdropper must do the same. It is
possible that an ancilla qubit is necessary to understand
Eve and Yves’ correlations physically: this is normally
how correlations are accounted for in the process matrix
formalism. The approach taken considers no physical
constraints on the correlations between Eve and Yves’
and thus, operations with physical correlations should
be included as a subset of those derived.

The final question to answer is whether Eve and Yves
gain any information about Alice and Bob’s shared key
using Eq. . To do this, we calculate P(Z;, A;, By) =
(fije|fiji) for j,k € {0,1} and j,k € {+,—}. These are
given by:

(B27)

(

between the two cases of j,k € {0,1} and j,k € {+,—}
is of no use as Alice and Bob publicly discuss which ba-
sis they measured in after they have done so. Secondly,
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Mirror Mirror
Bob’s
polariser
0/1or+/-
Eve’s Yves’
channel channel
Partially 50/50 beam
reflecting "
. splitter
mirror
1 > Mirror
[p) = —=(H) +i|V)
W) =75 (H) + V)
Alice’s
polariser
0/1 or +/-

v Light v

; + ; intensity ; - ;

detectors

FIG. 5. The results derived in this work can be simulated using polarised light to share a key between Alice and Bob, and
a Sagnac interferometer to induce the indefinite causal order. Within the interferometer, polarising filters are orientated to
correspond to all the valid measurement outcomes Alice and Bob obtain during the protocol.

although Eve and Yves could alter 74 however they like,
the only information they could gain is about whether
each bit of Alice and Bob’s key agree or not. Therefore,
they can still do no better than a guess to determine the
key.

Appendix C: Experimental simulation

Figure |5 shows a possible experimental setup to simu-
late some of the results derived. The idea is to use pho-
ton polarisation (in the horizontal, vertical basis, with
|HY =:10),|V) =:|1)) as the target qubit p, initially in
the state |¢) (1], that is acted on by Alice, Bob, Eve and
Yves. As is mentioned in the main text, if we wanted
Alice and Bob to have approximatly equal numbers of
0s and 1s, we can take our input state to be 1/2. This
can be achieved by taking it to be |i) half of the time
and | — ¢) the remainder of the time. These correspond
to left and right circularly polarised light respectively:
[Y) = [ +4) = (|H) £i[V))/V2. The control qubit w
is taken to be the path degree of freedom induced by a
beamsplitter. Using a 50/50 beamsplitter corresponds to
taking w = |+)(+| with |0) corresponding to reflection
and |1) to transmission.

Recall that Alice and Bob perform projective mea-
surements in either the x or z-basis. This is difficult to

do non-destructively and even more difficult to do while
keeping the photon continuing around the Sagnac inter-
ferometer in its original superposition of paths. Having
said this, it is possible to simulate projective measure-
ments using polarisers. This means we can obtain the
statistics that the measurements of Alice, Bob, Eve and
Yves would have produced.

Explicitly, when Alice and Bob measure in the z-basis,
we use polarisers orientated at 0 and 7/2 which corre-
spond to measurement outcomes of 0 and 1 respectively.
Likewise, when measuring in the z-basis, polarisers be-
ing orientated at /4 correspond to measurement out-
comes of + respectively. The probability of Alice and
Bob measuring i, j can be taken to be the ratio of the to-
tal intensity ot (4,7) of light exiting the interferometer
to that of it entering Ienger:

I Xit ('Lv])

P(A;,Bj) == (C1)

Ienter
Here, the dependence of It (i,5) on i,j highlights that
the interferometer is setup with Alice and Bob’s polaris-
ers being orientated correspondingly to the measurement
outcomes i, j respectively. Since Alice and Bob only keep
measurement results when they have publicly confirmed
that they measured in the same basis, there are eight
permutations when ignoring Eve and Yves. These are
given in the Table[l]



TABLE L.

Alice polariser orientation | Bob polariser orientation
0 0
0 2
E 0
s s
2 2
T s
1 4
s us
4 2

s s
1 4

us ™
T4 T

The benefit of this protocol involves the measurement
of the control qubit in the £ basis. Noticing that, after
going through the main part of the Sagnac interferome-
ter, the path that the light exits the 50/50 beamsplitter
along, is controlled by the path qubit in the + basis. That
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is, the |[+) component is transmitted through the beam-
splitter, whereas the |—) component is reflected. There-
fore, placing a detector in the reflected arm corresponds
to the — outcome and, after a partially reflecting mirror,
a detector in the transmitted arm corresponds to the +
outcome. The probability of measuring the eavesdrop-
pers comes from the probability of measuring the control
qubit to be —. Therefore, for each run of the experiment
(each permutation of polariser angles), the ratio of the
intensity in the — arm to the total intensity exiting the
interferometer is what is required. As a sanity check,
this should always be zero when Eve and Yves are not
present. As mentioned before, in order to exploit the
features of indefinite causal order, the coherence length
of the light used should be significantly longer than the
path length of the interferometer. A laser can be used to
achieve this.
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