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ABSTRACT
Machine Learning (ML)-powered apps are used in pervasive devices

such as phones, tablets, smartwatches and IoT devices. Recent ad-

vances in collaborative, distributed ML such as Federated Learning

(FL) attempt to solve privacy concerns of users and data owners,

and thus used by tech industry leaders such as Google, Facebook

and Apple. However, FL systems and models are still vulnerable

to adversarial membership and attribute inferences and model poi-

soning attacks, especially in FL-as-a-Service ecosystems recently

proposed [2], which can enable attackers to access multiple ML-

powered apps. In this work, we focus on the recently proposed

Sponge attack: It is designed to soak up energy consumed while

executing inference (not training) of ML model, without hampering

the classifier’s performance. Recent work [1] has shown sponge

attacks on ASCI-enabled GPUs can potentially escalate the power

consumption and inference time. For the first time, in this work, we

investigate this attack in the mobile setting and measure the effect

it can have on ML models running inside apps on mobile devices.
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1 ADVERSARIAL SPONGE MODEL ATTACK
Figure 1 outlines the attack considered here: (1) User/victim: oper-

ates an app that performs on-device training and generates a vanilla

ML model. (2) Attacker: a third-party app installed on the user’s

device that gained root system access and compromises the vanilla

model built by the user app, by either installing a malicious patch

that forces the victim’s app to train a sponge model unknowingly,

or replacing the final vanilla model with a sponge model trained

on the attacker server. (3) During inference phase, the installed

sponge model generates proper classification results but also drains

device battery. We assume the attacker does not have access to the

user’s training data and only poisons the model.

2 EXPERIMENTAL METHODOLOGY
Figure 2 overviews the pipeline we follow to manifest the sponge

attack on mobile devices. (a) To keep model performance com-

parable, we train both vanilla and sponge ML models on a GPU-

equiped server in PyTorch format for 100 epochs, following [1].

We tune hyperparameters via grid search and find the best con-

figuration for highest test accuracy and sponge effect. (b) Then,

we port each model to the victim’s mobile by transforming the

model from PyTorch to ONNX, then to Tensorflow, and then to

Figure 1: Sponge attack on mobile phones.

Figure 2: Experimental methodology.

Quantized Tensorflow Lite. (c) Finally, we deploy each model into

the mobile phone and perform automated inferences on at least

2000 test samples while measuring CPU and memory usage, total

inference time and battery drainage. We experiment with two mod-

els (MobileNetV2(M1) and ResNet18(M2)) on two mobile devices

(Nexus 5 and Samsung-S20) using the FL benchmark dataset CIFAR-

10. We measure the first 3 metrics using the ADB shell and battery

drainage through Android Battery Historian. We repeat each setup

20 times, with the device fully charged and the display switched

off during testing.

3 RESULTS
Figure 3 shows results for Samsung-S20 (top) and Nexus5 (below)

for battery drain and inference time. For CPU and memory usage,

we observe no significant difference during the inference phase for

both devices, models M1 vs. M2, and sponge vs vanilla setting. Key
insights:(1) Sponge attacks can be effective in increasing inference

time by 13% on average, and consequently draining the device

battery faster by 15%, on average. (2) For high-end devices like

Samsung S20 and optimized network MobileNetV2, there are more
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Figure 3: Preliminary experimental results (Samsung-S20 (top) and Nexus5 (below)).

minor differences in inference time and battery drain; for low-end

Nexus5, there is a marked increase in both metrics. From these

observations, we conclude that the Sponge attack is more effective

when the model is deployed on low-end devices.
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