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The new variant of measurement-device-independent quantum key distribution (MDI-QKD),
called asynchronous MDI-QKD or mode-pairing MDI-QKD, offers similar repeater-like rate-loss
scaling but has the advantage of simple technology implementation by exploiting an innovative
post-measurement pairing technique. We herein present an evaluation of the practical aspects of
decoy-state asynchronous MDI-QKD. To determine its effectiveness, we analyze the optimal method
of decoy-state calculation and examine the impact of asymmetrical channels and multi-user networks.
Our simulations show that, under realistic conditions, aynchronous MDI-QKD can furnish the high-
est key rate with MDI security as compared to other QKD protocols over distances ranging from
50 km to 480 km. At fiber distances of 50 km and 100 km, the key rates attain 6.02 Mbps and
2.29 Mbps respectively, which are sufficient to facilitate real-time one-time-pad video encryption.
Our findings indicate that experimental implementation of asynchronous MDI-QKD in intercity
networks can be both practical and efficient.

I. INTRODUCTION

Quantum key distribution (QKD) [1, 2] enables remote
two parties to share secret keys protected from eaves-
dropping by the laws of physics. In the past forty years,
QKD has achieved rapid development in terms of secret
key rates [3–6], transmission distance [7–9] and network
deployment [10–13]. Although the security of QKD has
been proven in theory, the imperfections of realistic de-
vices lead to various security loopholes [14–16], especially
in detection [15].

Fortunately, measurement-device-independent (MDI)
QKD is proposed [17], which assumes an untrusted in-
termediate node to perform two-photon Bell state mea-
surements, thus solving all security issues at the de-
tection side [18]. Extensive work demonstrates the
potential of MDI-QKD, including experimental break-
throughs [19–25], on-chip implementations [26–28], and
continuous theoretical developments [29–34]. Moreover,
users in a MDI-QKD network can share expensive de-
tectors, and the topology of MDI-QKD is naturally suit-
able for deployment in star-type networks. Additionally,
side-channel-secure QKD has recently been experimen-
tally realized, which is not only MDI but also immune to
potential source imperfections [35, 36]. However, the key
rates of most forms of QKD are fundamentally bounded
by the secret key capacity of repeaterless QKD [37–40]
due to photon loss in the channel. A rigorous theorem,
the absolute repeaterless secret key capacity (SKC0), ex-
presses this limit as R = − log2(1− η) [39], i.e., the key
rate R scales linearly with the channel transmittance η.
Despite some progress in overcoming this bound [41–44],
such devices remain elusive.

Twin-field (TF) QKD [45] and its variants [46–51]
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are proposed to break this bound. The protocols make
the untrusted intermediate node use Bell state measure-
ments based on single-photon interference, rather than
two-photon interference. Numerous works have advanced
theory with finite key analysis [52–55]. Ref. [56] applies
entangled coherent state sources as untrusted relays to
further increase the transmission distance of TF-QKD
by reducing the signal-to-noise ratio at the measurement
nodes. Several experimental achievements have shown
the performance of twin-field QKD over large loss [57–
70], and the maximum distance of TF-QKD has been ex-
perimentally increased to 830 kilometers [68]. The idea
of single-photon interference has also been implemented
in device independent QKD [71]. Nonetheless, as TF-
QKD requires stable long-distance single-photon inter-
ference, phase-tracking and phase-locking techniques are
indispensable [45]. These techniques are complicated and
expensive, and usually impose a negative impact on the
system performance. For example, phase tracking tech-
nology requires sending strong reference light, which re-
duces the effective clock frequency of the quantum signal
and increases background noise [61, 62, 67, 68].
Recently, the new variant [72, 73] of MDI-QKD,

called asynchronous MDI-QKD [72] (also called mode-
pairing MDI-QKD [73]), is proposed. It asynchronously
pairs two successful clicks within a long pairing time
to establish two-photon Bell state, thereby breaking
SKC0. Asynchronous MDI-QKD is highly practical and
has a noteworthy advantage over TF-QKD in intercity-
distance quantum communications, owing to its imple-
mentation simplicity and performance. Several excit-
ing experiments have successfully verified the superior
performance of asynchronous MDI-QKD with accessible
technology. Ref. [74] realizes the experiment with a max-
imal distance of 407 km without global phase locking.
Ref. [75] demonstrates the first asynchronous MDI-QKD
that overcomes SKC0 without global phase tracking and
extends the maximal distance to 508 km. However, be-
fore asynchronous MDI-QKD can be applied in real life,
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many issues of practicality necessitate resolution, such
as identifying the optimal number of decoy states, deter-
mining the optimal calculation method of decoy states,
and assessing the performance in asymmetric channels
and networks.

In this work, we address these issues by introduc-
ing the joint-constraints technique [76] and new meth-
ods for phase error rate estimation to enable higher-
rate asynchronous MDI-QKD. By employing the three-
intensity protocol alongside an additional click filter-
ing operation—which is the known best choice for
performance—we simulate the key rate of asynchronous
MDI-QKD in multi-user networks. For a network of five
users, asynchronous MDI-QKD result in the key rates of
all links surpassing the secret key capacity. Furthermore,
using a 4 GHz repetition rate system [68], secret key rates
of 6.02 Mbps, 2.29 Mbps, and 0.31 Mbps can be achieved
at fiber distances of 50 km, 100 km, and 200 km, respec-
tively. Asynchronous MDI-QKD can achieve the highest
key rate in the range of 170 to 480 km, compared with
decoy-state QKD [77–79] and TF-QKD [45]. More im-
portantly, our work provides conceptual differences be-
tween asynchronous MDI-QKD and its synchronous ver-
sion (original time-bin MDI-QKD) [80] in Sec. V. Asyn-
chronous MDI-QKD holds the most promising potential
as a solution for intercity-distance quantum communica-
tion in the future, owing to its minimal detector require-
ments and absence of strong light feedback.

II. PROTOCOL DESCRIPTION

Here, we consider an asymmetric asynchronous MDI-
QKD protocol using three-intensity setting, which is sim-
ilar to the protocol described in Ref. [75], but offers the
option to use click filtering or not. The intensity of each
laser pulse is randomly set to one of the three intensities
µa(b) (signal), νa(b) (decoy) and oa(b) (vacuum), and the
intensities satisfy µa(b) > νa(b) > oa(b) = 0. A successful
click is obtained when one and only one detector clicks
in a time bin, and we refer to (ka|kb) as a successful click
when Alice sends intensity ka and Bob sends kb. The no-
tation [ktota , ktotb ] indicates an asynchronous coincidence
where the combined intensity in the two time-bins Alice
(Bob) sent is ktota (ktotb ). The details of the protocol are
presented as follows.

1. Preparation. For each time bin, Alice chooses a
phase value θa = 2πMa/M with Ma ∈ {0, 1, ...,M − 1}
at random. Then, she selects an intensity choice ka ∈
{µa, νa, oa} with probabilities pµa

, pνa
, and poa = 1 −

pµa
− pνa

, respectively. Alice prepares a weak laser pulse
|eiθa

√
ka⟩ based on the chosen values. Similarly, Bob pre-

pares a weak coherent pulse |eiθb
√
kb⟩ (kb ∈ {µb, νb, ob}).

Finally, Alice and Bob send their optical pulses to Charlie
via the quantum channel.

2. Measurement. For each time bin, Charlie performs a
first-order interference measurement on the two received
pulses, and he publicly announces whether a successful

click is obtained and which detector (DL or DR) clicked.
The first two steps will be repeated N times.
3. Coincidence pairing. The clicks that Alice and Bob

retained for further processing depend on whether click
filtering is applied. If they perform click filtering, Al-
ice (Bob) announces whether she (he) applied the decoy
intensity νa (νb) to the pulse sent for each event. Then
they discard clicks (µa|νb) and (νa|µb), and keep all other
clicks. Otherwise, they keep all clicks.
For all kept clicks, Alice and Bob always pair a click

with the nearest one within a time interval Tc to form a
successful coincidence. They discard the lone click that
failed to find a partner within Tc. For each coincidence,
Alice (Bob) computes the total intensity used between
the two time bins ktota (ktotb ) and the phase differences
between the early (e) and late (l) time bins, φa(b) =

θla(b) − θea(b).

4. Sifting. Alice and Bob announce their computa-
tional results and then discard the data if ktota = µa + νa
or ktotb = µb + νb. When there is a click filtering opera-

tion, we define k̃a(b) = µa(b); otherwise, we define k̃a(b) ∈
{µa(b), νa(b)}. For [k̃a, k̃b] coincidence, Alice (Bob) ex-

tracts a Z-basis bit 0 (1) if she (he) sends k̃a(b) in the
early time bin and oa(b) in the late time bin. Otherwise,
Alice (Bob) extracts an opposite bit. Note that we use
four intensity groups ([µa, µb], [µa, νb], [νa, νb], [νa, µb]) for
the key generation when click filtering is not applied,
while existing MDI-QKD protocols typically use only
one intensity group. For [2νa, 2νb] and [2µa, 2µb] coinci-
dences, Alice and Bob calculate the relative phase differ-
ence φab = (φa−φb) mod 2π. They extract an X-basis
bit 0 if φab = 0 or π. Afterwards, Bob flips his bit value,
if φab = 0 and both detectors clicked, or φab = π and the
same detector clicked twice. The coincidence with other
phase differences is discarded.

5. Parameter estimation. Alice and Bob group their
data into different sets S[ktot

a ,ktot
b ] and count the corre-

sponding number n[ktot
a ,ktot

b ]. By using all the raw data
they have obtained, Alice and Bob estimate the neces-
sary parameters to calculate the key rate. They estimate
the number of vacuum events, sz0, the number of single-
photon pair events in the Z basis, sz11, the bit error rate
of the single-photon pairs in the X basis, ex11, and the
phase error rate associated with the single-photon pair
events in the Z basis, ϕz

11.
6. Key distillation. Alice and Bob perform an error

correction step that reveals at most λEC bits of informa-
tion. Under the condition of passing the checks in the
error correction and privacy amplification steps, a εtot-
secure key of length [75, 81]

ℓ =sz0 + sz11

[
1−H2

(
ϕ
z

11

)]
− λEC

log2
2

εcor
− 2 log2

2

ε′ε̂
− 2 log2

1

2εPA
,

(1)

can be extracted, where x and x are the lower and
upper bounds of the observed value x, respectively;
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H2(x) = −x log2 x − (1 − x) log2(1 − x) is the binary
Shannon entropy function. Using the entropic uncer-
tainty relation [75], the total secure coefficient εtot =
2(ε′ + 2εe + ε̂) + ε0 + ε1 + εβ + εPA + εcor, where εcor is
the failure probability of error correction; εPA is the fail-
ure probability of privacy amplification; ε̂ and ε′ are the
coefficients while using a chain-rule for smooth entropies;
ε0, ε1 and εβ are the failure probabilities for estimating
the terms of sz0, s

z
11, and ex11, respectively.

III. THE KEY RATE FORMULA

In the following description, let x∗ be the expected
value of x. In the asynchronous MDI-QKD protocol,
[k̃a, k̃b] coincidence can be used to generate keys. Since
the binary Shannon entropy function is concave, we can
correct errors for each group [k̃a, k̃b] separately to reduce
the consumption of information, which does not affect
the security of the protocol. Hence the amount of in-
formation consumed in error correction can be written
as

λEC =
∑
k̃a,k̃b

[
n[k̃a,k̃b]

fH2

(
E[k̃a,k̃b]

)]
, (2)

where f is the error correction efficiency and E[k̃a,k̃b]
is

the bit error rate of [k̃a, k̃b] coincidence. Because vac-
uum states contain no information about their bit val-
ues, in the asymmetric case we can separately extract
higher-valued vacuum components in each group [k̃a, k̃b]
to obtain higher key rates. The total number of vacuum
components in the Z basis can be given by

sz∗0 =
∑
k̃a,k̃b

max

{
e−k̃ap[k̃a,k̃b]

p[oa,k̃b]

n∗
[oa,k̃b]

,
e−k̃bp[k̃a,k̃b]

p[k̃a,ob]

n∗
[k̃a,ob]

}
.

(3)
Here p[ktot

a ,ktot
b ] is the probability that [ktota , ktotb ] coinci-

dence occurs given the coincidence event, which is

p[ktot
a ,ktot

b ] =
∑

ke
a+kl

a=ktot
a

∑
ke
b+kl

b=ktot
b

pke
a
pke

b

ps

pkl
a
pkl

b

ps
, (4)

apart from p[2νa,2νb] because of the phase matching con-
dition in the X basis, which is

p[2νa,2νb] =
2

M

pνa
pνb

ps

pνa
pνb

ps
. (5)

When click filtering is not applied, ps = 1, otherwise
ps = 1− pµapνb

− pνapµb
.

Next, we need to estimate the number and phase error
rate of the single-photon pairs in the Z basis, sz11 and
ϕz
11. Because the density matrices of single-photon pairs

are identical in the Z and X bases, the expected ratio
of different intensity settings is the same for all single-
photon pairs [17, 31]; namely,

sz∗11
sx∗11

=
tz∗11
tx∗11

=

∑
k̃a,k̃b

(
k̃ak̃be

−k̃a−k̃bp[k̃a,k̃b]

)
4νaνbe−2νa−2νbp[2νa,2νb]

, (6)

where tz11 represents the number of errors of the single-
photon pairs in the Z, while sx11 and tx11 denote the num-
ber of single-photon pairs and their corresponding error
count in [2νa, 2νb] coincidence, respectively.
Then we estimate the lower bound of sz∗11 using the

decoy-state method [77–79], which can be given by

sz∗11 =

∑
k̃a,k̃b

(
k̃ak̃be

−k̃a−k̃bp[k̃a,k̃b]

)
νaνbµaµb(µ′ − ν′)

×
[
µaµbµ

′
(
eνa+νb

n∗
[νa,νb]

p[νa,νb]
− eνb

n∗
[oa,νb]

p[oa,νb]

−eνa
n∗
[νa,ob]

p[νa,ob]
+

n∗
[oa,ob]

p[oa,ob]

)
− νaνbν

′
(
eµa+µb

n∗
[µa,µb]

p[µa,µb]
− eµb

n∗
[oa,µb]

p[oa,µb]

−eµa
n∗
[µa,ob]

p[µa,ob]
+

n∗
[oa,ob]

p[oa,ob]

)]
,

(7)

where {
µ′ = µa, ν′ = νa, if µa

µb
≤ νa

νb
,

µ′ = µb, ν′ = νb, if µa

µb
> νa

νb
.

(8)

We can use the technique of joint constraints [76] to ob-
tain the tighter estimated value of sz∗11. The details of
the analytic results of joint constraints are shown in Ap-
pendix A. Then we can obtain the lower bound of sx∗11
with Eq. (6).
The upper bound of the single-photon pair errors in

the X basis is

t
x
11 = m[2νa,2νb] −m0

[2νa,2νb]
, (9)

where m[2νa,2νb] is the observed error bit number in the

X basis, and m0
[2νa,2νb]

is the error bit number in the

X basis given that at least one of Alice and Bob sends
vacuum component. The lower bound of the expected
value m0∗

[2νa,2νb]
can be given by

m0∗
[2νa,2νb]

=
e−2νap[2νa,2νb]

2p[oa,2νb]
n∗
[oa,2νb]

+
e−2νbp[2νa,2νb]

2p[2νa,ob]
n∗
[2νa,ob]

−
e−2νa−2νbp[2νa,2νb]

2p[oa,ob]
n∗
[oa,ob]

.

(10)

TABLE I. Simulation parameters. Here ηd = ηL
d = ηR

d ,
pd = pLd = pRd , and ηL

d (ηR
d ) and pLd (pRd ) are the detection

efficiency and the dark count rate of the detector DL (DR),
respectively; α denotes the attenuation coefficient of the fiber;
ωfib is the fiber phase drift rate; EHOM is the interference mis-
alignment error rate; f is the error correction efficiency; ∆ν is
the laser frequency difference; and ϵ is the failure probability
considered in the error verification and finite data analysis.

ηd pd α ωfib EHOM f ∆ν ϵ

80% 0.1 Hz 0.16 dB/km 5900 rad/s 0.04 1.1 10 Hz 10−10
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Using similar arguments, we obtain the tighter value of
m0∗

[2νa,2νb]
under the joint constraints [76].

For single-photon pairs, the expected value of the
phase error rate in the Z basis equals the expected value
of the bit error rate in the X basis, and the error rate
ex11 = t

x
11/s

x
11. There are two methods for estimating ϕ

z

11.
The first method involves using the random sampling
method to estimate ϕ

z

11 from ex11 [75]. Explicitly [82],

ϕ
z

11 =ex11 + γ (sz11, s
x
11, e

x
11, εe) , (11)

where

γU (n, k, λ, ϵ) =

(1−2λ)AG
n+k +

√
A2G2

(n+k)2 + 4λ(1− λ)G

2 + 2 A2G
(n+k)2

,

(12)
with A = max{n, k} and G = n+k

nk ln n+k
2πnkλ(1−λ)ϵ2 .

On the other hand, following Ref. [31], an alternative
approach involves using the observed values of tz11 to es-
timate the upper bound for ϕz

11. Specifically,

ϕ
z

11 =
t
z
11

sz11
, (13)

where the upper bound of tz11 and the lower bound of
sz11 can be estimated by t

z∗
11 and sz∗11 with the Chernoff

bound (see Eqs. (E1) and (E2) in Appendix E). We can
calculate t

z∗
11 with Eq. (6) and

t
x∗
11 = m∗

[2νa,2νb]
−m0∗

[2νa,2νb]
. (14)

IV. PERFORMANCE

A. Optimal decoy-state method

For the evaluation, we numerically optimize the se-
cret key rate R := ℓF/N of asynchronous-MDIQKD
with Eq. (11) (original method [75]) and Eq. (13) (new
method), which is shown in Fig. 1. Here F is the system
clock frequency. In this work, we set failure parameters
εcor, ε

′, εe, ε̂, εβ , and εPA to be the same value: ϵ. The
experimental parameters are set to the values used in
the state-of-the-art system, as shown in Table I. We de-
note the distance between Alice (Bob) and Charlie by
la (lb). In Fig. 1, we set F = 1 GHz and la = lb, and the
source parameters of Alice and Bob are all the same. The
genetic algorithm is exploited to globally search for the
optimal value of light intensities and their corresponding
probabilities. The black line is the results of SKC0. We
denote the relative difference between the key rate of the
new method Rnew and that of the original method Rori

as ∆ = (Rnew − Rori)/Rori. The results show that as
the distance increases, the influence of statistical fluctu-
ations becomes increasingly significant, and the key rate
advantage of the new phase error rate estimation method
is also increasing. For example, at a fiber length of 600
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FIG. 1. Secret key rates of the three-intensity asynchronous
MDIQKD protocol with click filtering using different phase
error rate estimation methods. Here la (lb) is the distance
between Alice (Bob) and Charlie. The horizontal axis repre-
sents the total transmission distance l = la + lb. The relative
difference between the secret key rates of the new method
Rnew and that of the original method Rori is shown with the
y axis on the right. ∆ = (Rnew −Rori)/Rori.

The numerical results here show that the new phase error
rate estimation method has a notable advantage.

km with N = 1014, the secret key rate obtained by the
new phase error rate estimation method is approximately
1.49 times that of the original method. In the following
key rate calculations, we use the new phase error rate
estimation method by default.

B. Optimal protocol

Figure 2 shows a comparison of the secret key rates of
asynchronous MDI-QKD with and without click filtering
under symmetrical la = lb and asymmetrical channels
la − lb = 100 km. The parameters are listed in Table I.
F = 1 GHz andN = 1013 are used. The green dotted line
is results of using only [µa, µb] coincidence to form the se-
cret key without click filtering. In the symmetric channel,
Fig. 2(a), we can see that the key rate of asynchronous
MDI-QKD with click filtering is always higher than that
of asynchronous MDI-QKD without click filtering based
on [µa, µb] group. This is expected since the filtering op-
eration corresponds to a higher number of valid pairs and
smaller statistical fluctuations in the estimation process.
And the key rate of asynchronous MDI-QKD with click
filtering is higher than that of asynchronous MDI-QKD
without click filtering based on four intensity groups at
short and medium distances. At a fiber length of 300
km, the secret key rate obtained with click filtering is
approximately 1.11 times the one without click filtering
based on four intensity groups, and 1.29 times the one
based on [µa, µb] group. At longer distances, the effec-
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Untrusted
Relay

User E
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200 km

175 km

200 km
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User C
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75 km

FIG. 3. Example of a scalable QKD network setup consisting
of numerous users who may freely join or leave the network.
Each user node has an asymmetric channel connected to an
untrusted relay, through which it can establish a QKD link
to others.

tiveness of click filtering is diminished by a decrease in
coincidence pairing efficiency due to less frequent pho-
ton clicks. Therefore, in scenarios where click filtering
is not utilized, incorporating additional intensity groups
([µa, νb], [νa, µb], [νa, νb]) for key generation can lead to
higher key rates at longer distances than using click fil-
tering alone. The same trend is observed for the asym-
metric channel (Fig. 2(b)).

C. Asynchronous MDI-QKD Networks

We provide a figure about a scalable QKD network
setup consisting of numerous users who may freely join
or leave the network in Fig. 3. Each user node has

an asymmetric channel connected to an untrusted relay,
through which it can establish a QKD link to others.
The users will adjust the sending intensities and corre-
sponding probability values so that each link can obtain
the optimal key rate. The experimental parameters used
here are listed in Table IV.

Table II shows simulated secret key rates per sec-
ond for asynchronous MDI-QKD, sending-or-not-sending
QKD (SNS-QKD) with actively odd-parity pairing
(AOPP) [83], and phase-matching QKD (PM-QKD) [84]
in the QKD intercity network. Assuming a clock rate of
4 GHz [68] and a transmission time of 22 hours, which
corresponds to approximately 3.2× 1014 quantum pulses
for asynchronous MDI-QKD. We further assume that the
quantum transmission duty ratio for the SNS-QKD and
PM-QKD systems is 50% [57, 67, 70]. Note that duty
cycle ratios are lower in many important TF-QKD exper-
iments, for example, the duty ratio at 402 km is 22.4%
in Ref. [61], 45% in Ref. [62], and 40% in Ref. [68]. The
duty cycle has two effects on the key rate. Firstly, the
total number of quantum pulses transmitted per second
depends on the system clock frequency and the duty cy-
cle. Secondly, the key rate per second is obtained by
multiplying the key rate per pulse with the total number
of quantum pulses transmitted per second. We can see
that asynchronous MDI-QKD enables the key rates of all
links to exceed SKC0. Additionally, asynchronous MDI-
QKD always enjoys higher secret key rates per clock than
SNS-QKD (AOPP) and PM-QKD.
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TABLE II. Simulated secret key rates per second for asynchronous MDI-QKD, SNS-QKD with the AOPP method, and PM-
QKD in the QKD network shown in Fig. 3 using the parameters in Table IV. The system clock frequency is 4 GHz and the
transmission time is 22 hours. Here, link A-B represents that user A communicates with user B. The sending intensities and
corresponding probabilities are selected by the users to obtain the optimal key rate for each link. Note that here we consider
a 50% duty cycle for the TF-type protocols [57, 67, 70].

Link A-B (A-E) B-C (C-E) B-D (D-E) B-E A-C A-D C-D

SKC0 5.77 ×103 4.80 ×103 1.45 ×104 2.30 ×103 1.21 ×104 3.64 ×104 3.03 ×104

Asynchronous MDI-QKD 1.47 ×104 1.36 ×104 2.05 ×104 9.46 ×103 2.36 ×104 4.04 ×104 3.56 ×104

SNS-QKD (AOPP) 1.18 ×104 1.09 ×104 1.64 ×104 7.53 ×103 1.78 ×104 3.05 ×104 2.72 ×104

PM-QKD 2.56 ×103 2.40 ×103 3.22 ×103 1.71 ×103 4.19 ×103 6.91 ×103 6.01 ×103

D. Practical advantages of asynchronous
MDI-QKD

We simulate the performance of our protocol as-
suming a 4 GHz clock rate and 22 hours transmis-
sion time. Figure 4 presents the key rate per sec-
ond versus fiber distance for asynchronous MDI-QKD,
together with four-intensity time bin MDI-QKD [76],
SNS-QKD (AOPP) [83], PM-QKD [84], four-phase TF-
QKD [68], and four-intensity decoy-state QKD. For SNS-
QKD (AOPP), PM-QKD, and four-phase TF-QKD, we
set the duty cycle to 50%, Charlie’s transmission loss
at Alice’s (Bob’s) side to 2 dB, the angles of misalign-
ment to 20◦, which contributes to an interference error
rate of approximately 3%. We assume an insert loss
on Bob’s side of 2 dB and a misalignment error rate of
em = 0.02 for decoy-state QKD. The interference mis-
alignment error rate of decoy-state MDI-QKD is set to
0.04, which corresponds to 27% error rate in the X basis.
Device parameters are shown in Table IV. The simula-
tion formulas of MDI-QKD and decoy-state QKD are de-
tailed in Appendix D2 and D3, respectively. We also in-
clude SKC0 to prove the repeater-like behavior for asyn-
chronous MDI-QKD. Simulation shows that the key rate
of our protocol surpasses that of the decoy-state QKD
protocol when l > 170 km, and it exceeds SKC0 when
l > 330 km. In the 170-483 km range, the performance
of our protocol is better than that of the other five pro-
tocols, especially in the range of 200-300 km. We observe
that, in the simulations, the key rates of decoy-state QKD
surpass those of original time bin MDI-QKD due to the
influence of the dark rate and finite key analysis. At short
distances (less than 45km), asynchronous MDI-QKD has
a slightly lower key rate compared to the original time-
bin MDI-QKD. This is attributed to the stronger light
intensity of the signal state in the original MDI-QKD,
approaching 1, which results in a higher number of single-
photon pairs in the Z basis. In Table III, we present the
bits-per-second (bps) values of asynchronous MDI-QKD
at various typical distances, employing device parameters
identical to those employed in Fig. 4. Our protocol can
generate secret keys rate of 0.31 Mbps at a fiber length
of 200 km, thereby rendering it adequate for secure key-
demanding applications such as real-time one-time-pad
secure audio encryption in intra- and inter-urban areas.

V. DISCUSSION AND CONCLUSION

Here, we point out two conceptual differences between
asynchronous MDI-QKD and original MDI-QKD.

i. In original MDI-QKD, the total number of sent
pluses allows for a direct measurement of the “gain”,
while the “yield” of single-photon pairs in the Z and
X bases can be estimated using decoy-state meth-
ods [29]. However, in asynchronous MDI-QKD, where
post-measurement coincidence pairing is utilized, there
is no concept of the total sent pair number. Therefore,
the terms “gain” and “yield” are not applicable.

ii. In asynchronous MDI-QKD, the terms ”three-
intensity” and ”four-intensity” refer to the number of
light intensities used, and the intensities at different
bases after pairing are associated. Specifically, in three-
intensity asynchronous MDI-QKD, there are two inten-
sities in each of the Z and X bases after coincidence
pairing. These intensities are associated as follows: in
the Z basis, the intensities are µ and ν, while in the X
basis, the intensities are 2µ and 2ν, and the non-basis
intensity is 0. In contrast, in the original three-intensity
MDI-QKD, there is only one intensity in the Z basis.

In the original MDI-QKD protocol, an important idea
is to consider the double-scanning method [76]. We have
applied the double-scanning method to asynchronous
MDI-QKD. The derivation details of double-scanning are
shown in Appendix B. However, numerical results show
that the method does not work for the three-intensity
asynchronous MDI-QKD protocol [85]. We remark that
this phenomenon may be caused by the above two im-
portant characteristics. In asynchronous MDI-QKD, the
number of single-photon pairs in the Z basis can be accu-
rately estimated using Z-basis data, without the need for
inefficient X-basis data. Additionally, there is a correla-
tion between the intensities used to estimate the number
of theZ-basis single-photon pairs and the intensities used
to estimate the X-basis phase error rate in asynchronous
MDI-QKD. In contrast, the intensity and decoy-state es-
timation in the Z and X bases are independent in origi-
nal MDI-QKD, which makes double scanning an effective
strategy.

Furthermore, in the original MDI-QKD protocol, we
can improve the performance of the protocol by increas-
ing the number of decoy states, such as four-intensity
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TABLE III. The secret key rates of the three-intensity asynchronous MDI-QKD protocol with click filtering. Here the fiber
loss is 0.16 dB/km; the clock rate is 4 GHz; the dark count rates is 0.1 Hz; and the detection efficiency is ηd = 80%.

Data size 1012 5 ×1012 1013 1013 5 ×1013 5 ×1013

Distance (km) 50 100 150 200 250 300

Secret key rate 6.02 Mbps 2.29 Mbps 855.40 kbps 305.05 kbps 129.60 kbps 46.671 kbps

0 200 400 600 800
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10 -2
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45-483km

Asynchronous MDI-QKD
MDI-QKD
Decoy-state QKD
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Four-phase TF-QKD

FIG. 4. Simulated secret key rates for asynchronous MDI-
QKD, original time-bin MDI-QKD, decoy-state QKD, SNS-
QKD with the AOPP method, PM-QKD, and four-phase TF-
QKD under the state-of-the-art system. The horizontal axis
represents the total transmission distance l = la + lb.

MDI-QKD [31]. We also have calculated the key rate of
the four-intensity asynchronous MDI-QKD protocol, in
which the intensity of each laser pulse is randomly set to
one of the four intensities µa(b) (signal), ωa(b) (decoy 1),
νa(b) (decoy 2) and oa(b) (vacuum), and the intensities
satisfy µa(b) > ωa(b) > νa(b) > oa(b) = 0. The detailed
calculation of the protocol is presented in Appendix C.
Comparing secret key rates of the three-intensity and
four-intensity asynchronous MDI-QKD protocol with
click filtering, we find that the optimal key rates for the
four-intensity decoy-state method are nearly equal to the
results for the three-intensity decoy-state method [85].
We remark that this situation is also due to the corre-
lation between intensities at different bases. Therefore,
the three-intensity asynchronous MDI-QKD protocol is a
good trade-off between the performance of key rates and
the ease of implementation.

In this work, we have presented an analysis of the
practical aspects of asynchronous MDI-QKD. We have
provided refined decoy-state methods that enable higher-
rate asynchronous MDI-QKD. The numerical results of
different asynchronous MDI-QKD protocols demonstrate
that the three-intensity protocol, with a click filtering op-
eration, can provide a favorable balance between perfor-
mance and ease of implementation. We have introduced

the decoy-state method for the asymmetric situation,
which permits the direct application of our protocol to
asynchronous MDI-QKD experiments with asymmetric
channels. Our work also provides important insights into
asynchronous MDI-QKD: the decoy-state analysis for the
Z and X bases of asynchronous MDI-QKD are corre-
lated, rendering the introduction of double scanning and
additional decoy states ineffective for key rate improve-
ment. With its superior performance and straightforward
design, asynchronous MDI-QKD holds strong potential
in future quantum networks spanning 200 to 400 km. We
anticipate the application of the asynchronous concept to
MDI multiparty quantum communication tasks, such as
quantum conference key agreement [86], quantum secret
sharing [86], and quantum digital signatures [87].
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Appendix A: Analytic results of joint constraints

Here, we introduce the joint-constraints method to
bound tighter values. Without loss of generality, we take
Eq. (7) as an example. Similar operations can be applied
to other parameters. We can rewrite Eq. (7) as

sz∗11 ≥

∑
k̃a,k̃b

(
k̃ak̃be

−k̃a−k̃bp[k̃a,k̃b]

)
νaνbµaµb(µ′ − ν′)

(
S∗
1 − S

∗
2

)
, (A1)

where

S1 =µaµbµ
′eνa+νb

n[νa,νb]

p[νa,νb]
+ νaνbν

′eµb
n[oa,µb]

p[oa,µb]

+ νaνbν
′eµa

n[µa,ob]

p[µa,ob]
+ (µaµbµ

′ − νaνbν
′)
n[oa,ob]

p[oa,ob]
,

(A2)
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and

S2 =νaνbν
′eµa+µb

n[µa,µb]

p[µa,µb]
+ µaµbµ

′eνb
n∗
[oa,νb]

p[oa,νb]

+ µaµbµ
′eνa

n[νa,ob]

p[νa,ob]
.

(A3)

For S∗
1, we define

S1 :=a1γ1 + a2γ2 + a3γ3 + a4γ4, (A4)

where a1 = µaµbµ
′eνa+νb

p[νa,νb]
, γ1 = n[νa,νb], a2 = νaνbν

′eµb

p[oa,µb]
,

γ2 = n[oa,µb], a3 = νaνbν
′eµa

p[µa,ob]
, γ3 = n[µa,ob], a4 =

µaµbµ
′−νaνbν

′

p[oa,ob]
, γ4 = n[oa,ob]. Denoting {b1, b2, b3, b4} as

the ascending order of {a1, a2, a3, a4}, and ξ1, ξ2, ξ3, ξ4
as the corresponding rearrange of {γ1, γ2, γ3, γ4} accord-
ing to the ascending order of {a1, a2, a3, a4}, then we have
the lower bound of S∗

1 [76]:

S∗
1 :=b1(ξ1 + ξ2 + ξ3 + ξ4)

∗
+ (b2 − b1)(ξ2 + ξ3 + ξ4)

∗

+ (b3 − b2)(ξ3 + ξ4)
∗
+ (b4 − b3)ξ

∗
4
.

(A5)

For S
∗
2, we define

S2 :=c1κ1 + c2κ2 + c3κ3 + c4κ4 (A6)

where a1 = µaµbµ
′eνa+νb

p[νa,νb]
, γ1 = n[νa,νb], a2 = νaνbν

′eµb

p[oa,µb]
,

γ2 = n[oa,µb], a3 = νaνbν
′eµa

p[µa,ob]
, γ3 = n[µa,ob], a4 =

µaµbµ
′−νaνbν

′

p[oa,ob]
, γ4 = n[oa,ob]. Denoting {d1, d2, d3} as

the ascending order of {c1, c2, c3}, and χ2, χ3, as the
corresponding rearrange of {κ1, κ2, κ3} according to the
ascending order of {c1, c2, c3}, then we have the upper
bound of S∗

2 [76]:

S
∗
2 :=d1 × (χ1 + χ2 + χ3)

∗
+ (d2 − d1)× (χ2 + χ3)

∗

+ (d3 − d2)× χ∗
3.

(A7)

Appendix B: Decoy-state estimation with the
double-scanning method

Here we apply the double-scanning method to asyn-
chronous MDI-QKD. Using the decoy-state method, we
can estimate the lower bound of the number of single-
photon pairs in the X basis

sx∗11 =
e−2νa−2νbp[2νa,2νb]

µaµb(µ̃′ − ν̃′)
(S+∗ − S

−∗ −H
∗
), (B1)

where {
µ̃′ = 2µa, ν̃′ = 2νa, if µa

µb
≤ νa

νb
,

µ̃′ = 2µb, ν̃′ = 2νb, if µa

µb
> νa

νb
,

(B2)

and

S+∗ =µaµbµ̃
′e2νa+2νb

n∗
[2νa,2νb]

p[2νa,2νb]
+ νaνbν̃

′e2µb
n∗
[oa,2µb]

p[oa,2µb]

+ νaνbν̃
′e2µa

n∗
[2µa,ob]

p[2µa,ob]
,

S−∗ =νaνbν̃
′e2µa+2µb

n∗
[2µa,2µb]

p[2µa,2µb]
+ νaνbν̃

′n
∗
[oa,ob]

p[oa,ob]
,

H∗ =µaµbµ̃
′
(
e2νb

n∗
[oa,2νb]

p[oa,2νb]
+ e2νa

n∗
[2νa,ob]

p[2νa,ob]
−

n∗
[oa,ob]

p[oa,ob]

)
.

(B3)
The upper bound of the bit error rate of single-photon
pairs in the X basis ex∗11 satisfies

ex∗11 =
1

µaµbµ̃′e2νa+2νbsx∗11

(
µaµbµ̃

′e2νa+2νb
m∗

[2νa,2νb]

p[2νa,2νb]
− H

2

)
.

(B4)
Denote ñ[2νa,2νb] = n[2νa,2νb] − m[2νa,2νb]. We can
divide the effective [2νa, 2νb] coincidence into two
kinds of events, the right effective events whose to-
tal number is ñ[2νa,2νb], and the wrong effective events
whose total number is m[2νa,2νb]. Denote M =

µaµbµ̃
′e2νa+2νbm∗

[2νa,2νb]
/p[2νa,2νb]. We can rewrite

Eq. (B1) as

sx∗11 =
e−2νa−2νbp[2νa,2νb]

µaµb(µ̃′ − ν̃′)
(S̃

+∗ − S
−∗

+M∗ −H
∗
),

(B5)
where

S̃+∗ =µaµbµ̃
′e2νa+2νb

ñ∗
[2νa,2νb]

p[2νa,2νb]
+ νaνbν̃

′e2µb
n∗
[oa,2µb]

p[oa,2µb]

+ νaνbν̃
′e2µa

n∗
[2µa,ob]

p[2µa,ob]
,

S−∗ =νaνbν̃
′e2µa+2µb

n∗
[2µa,2µb]

p[2µa,2µb]
+ νaνbν̃

′n
∗
[oa,ob]

p[oa,ob]
,

H∗ =µaµbµ̃
′
(
e2νb

n∗
[oa,2νb]

p[oa,2νb]
+ e2νa

n∗
[2νa,ob]

p[2νa,ob]
−

n∗
[oa,ob]

p[oa,ob]

)
.

(B6)
For each group (H,M), we can calculate ex∗11 with
Eqs. (B4) and (B5)

ex∗11 =
(µ̃′ − ν̃′)(M −H/2)

µ̃′(S+ − S− +M −H)
. (B7)

By scanning (H,M) [76], we can get the worst case for
ex∗11 , i.e.,

max ex∗11 (B8)

s.t. H ≤ H ≤ H, (B9)

M ≤ M ≤ M.

With the formulas in Eqs. (2), (3), (6), (7), and (13),
we can get the final key rate.
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Appendix C: Four-intensity asynchronous
MDI-QKD protocol

Here, we provide the decoy-state method for four-
intensity asynchronous MDI-QKD with click filtering.
The core difference in the parameter estimation steps be-
tween the four-intensity protocol and the three-intensity
protocol is to estimate the lower bound of the number of
single-photon pairs in the Z basis. In the four-intensity
protocol with click filtering, sz∗11 is bounded by

sz∗11 =

∑
k̃a,k̃b

(
k̃ak̃be

−k̃a−k̃bp[k̃a,k̃b]

)
νaνbωaωb(ω′ − ν′)

×
[
ωaωbω

′
(
eνa+νb

n∗
[νa,νb]

p[νa,νb]
− eνb

n∗
[oa,νb]

p[oa,νb]

−eνa
n∗
[νa,ob]

p[νa,ob]
+

n∗
[oa,ob]

p[oa,ob]

)
− νaνbν

′
(
eωa+ωb

n∗
[ωa,ωb]

p[ωa,ωb]
− eωb

n∗
[oa,ωb]

p[oa,ωb]

−eωa
n∗
[ωa,ob]

p[ωa,ob]
+

n∗
[oa,ob]

p[oa,ob]

)]
,

(C1)

where {
ω′ = ωa, ν′ = νa if ωa

ωb
≤ νa

νb
,

ω′ = ωb, ν′ = νb if ωa

ωb
> νa

νb
,

(C2)

and p[ktot
a ,ktot

b ] is defined in Eq. (4). When click filtering is
not applied, ps = 1, otherwise ps = 1−pµapωb

−pµapνb
−

pωapµb
− pωapνb

− pνapµb
− pνapωb

. Similarly, we use the
technique of joint constraints to get the tight estimated
value of sz∗11. The calculation of the remaining parameter
values can directly utilize Eqs. (2), (3), and (9) - (13).

Appendix D: Simulation formulas

The experimental parameters used for performance
comparison of these protocols, asynchronous MDI-QKD,
decoy-state QKD, SNS-QKD (AOPP), PM-QKD, and
four-phase TF-QKD, are listed in Table IV.

1. Simulation formulas for asynchronous
MDI-QKD

In asynchronous MDI-QKD, suppose Alice and Bob
send intensities ka and kb with phase difference θ, the
overall gain is given by [Eq. (C22) in Ref. [75]]

q(ka|kb) =yL(ka|kb)
I0

(
ηLd
√

ηakaηbkb

)
+ yR(ka|kb)

I0

(
ηRd
√
ηakaηbkb

)
− 2yL(ka|kb)

yR(ka|kb)
I0

[
(ηLd − ηRd )

√
ηakaηbkb

]
,

(D1)

where y
L(R)
(ka|kb)

=
(
1− p

L(R)
d

)
e−

η
L(R)
d (ηaka+ηbkb)

2 ; ηLd (ηRd )

and pLd (pRd ) are the detection efficiency and the dark
count rate of the detector DL (DR), respectively; ηa =

10−
αla
10 and ηb = 10−

αlb
10 ; I0(x) refers to the zero-order

modified Bessel function of the first kind.

We define NTc = FTc as the number of time bins
within time interval Tc. The total number of valid suc-
cessful pairing results is [Eq. (C24) in Ref. [75]]

ntot =
Nqtot

1 + 1/qTc

, (D2)

where qtot is the probability of having a click event, and
qTc

= 1 − (1 − qtot)
NTc is the probability that at least

one click event occurs within the time interval Tc af-
ter a click time bin. When using the matching method
without click filtering, qtot =

∑
ka,kb

pka
pkb

q(ka|kb); when
using the matching method with click filtering, qtot =∑

ka,kb
pka

pkb
q(ka|kb)−pµa

pνb
q(µa|νb)−pνa

pµb
q(νa|µb). The

average of the pairing interval can be given by [Eq. (C25)
in Ref. [75]]

Tmean =
1−NTc

qtot(1/qTc
− 1)

Fqtot
. (D3)

The total number of set S[ktot
a ,ktot

b ] (except set S[2νa,2νb])

is [Eq. (C26) in Ref. [75]]

n[ktot
a ,ktot

b ] = ntot×∑
ke
a+kl

a=ktot
a

∑
ke
b+kl

b=ktot
b

(
pke

a
pke

b
q(ke

a|ke
b)

qtot

pkl
a
pkl

b
q(kl

a|kl
b)

qtot

)
.

(D4)
The total number of set S[2νa,2νb] is [Eq. (C27) in
Ref. [75]]

n[2νa,2νb] =
ntot

Mπ

∫ 2π

0

(
pνa

pνb
qθ(νa|νb)

qtot

pνa
pνb

qθ(νa|νb)

qtot

)
dθ.

(D5)
The total number of errors in the X basis can be written
as [Eq. (C28) in Ref. [75]]

m[2νa,2νb] =
ntot

Mπ
p2νa

p2νb
×

∫ 2π

0

{
(1−EHOM)

[
qθ,L(νa|νb)

qθ+δ,R
(νa|νb)

+ qθ,R(νa|νb)
qθ+δ,L
(νa|νb)

]
q2tot

+EHOM

[
qθ,L(νa|νb)

qθ+δ,L
(νa|νb)

+ qθ,R(νa|νb)
qθ+δ,R
(νa|νb)

]
q2tot

}
dθ,

(D6)
where EHOM is the interference misalignment error rate,
and δ = Tmean(2π∆ν + ωfib) is the phase misalignment
resulting from the fiber phase drift rate ωfib and laser
frequency difference ∆ν.
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TABLE IV. List of experimental parameters used in numerical simulations. The spectral filtering loss results from the use of
dense-wavelength-division-multiplexing in dual-band TF-type QKD implementations [67, 70], whereas asynchronous MDI-QKD
does not require the dual-band method. Additionally, the asynchronous MDI-QKD system and the decoy-state QKD system
do not require a reference pulse, allowing their duty cycle for quantum transmission to be 100%.

Asynchronous MDI-QKD Decoy-state QKD SNS-QKD & PM-QKD Four-phase TF-QKD

Fiber loss 0.16 dB/km 0.16 dB/km 0.16 dB/km 0.16 dB/km

Charlie loss — 2 dB — —
Detector efficiency 80% 80% 80% 80%
Dark count rate 0.1 Hz 0.1 Hz 0.1 Hz 0.1 Hz

Spectral filtering loss 0 dB 0 dB
2 dB at Alice-Charlie
2 dB at Bob-Charlie

2 dB at Alice-Charlie
2 dB at Bob-Charlie

Duty Cycle 100 100 50 50
Laser frequency difference 10 Hz — — —

Drift rates 5.9× 103 rad/s — — —
Number of phase slices 16 — 16 4

2. Simulation formulas for four-intensity
MDI-QKD

We denote the number and error number of de-
tection event when Alice sends intensity ka (ka ∈
{µa, νa, ωa, oa}), and Bob sends kb (kb ∈ {µb, νb, ωb, ob})
in the Z(X) basis as n

z(x)
kakb

and m
z(x)
kakb

, respectively. The

key rate of time-bin MDI-QKD is [29, 76]

R =
1

N ′

{
nz
0 + nz

11

[
1−H2

(
ϕ
z

11

)]
− λEC

− log2
2

εcor
− 2 log2

2

ε′ε̂
− 2 log2

1

2εPA

}
,

(D7)

where λEC = nz
µaµb

fH2

(
mz

µaµb

nz
µaµb

)
.

Here we use the decoy-state analysis to consider the
complete finite-key effects and apply the double-scanning
method to MDI-QKD [76]. The corresponding parame-
ters in Eq. (D7) can be given by

nz∗
0 =max

{
e−µapµa

poa
nz∗
oaµb

,
e−µbpµb

pob
nz∗
µaob

}
,

nz∗
11 =

µaµbe
−µa−µbpµapµa

νaνbωaωb(ω′ − ν′)

(
P+∗ − P

−∗
+ M̂

∗
− Ĥ

∗)
,

t
x∗
11 =

1

ωaωbω′eνa+νb

(
M̂ − Ĥ

2

)
,

t
z∗
11 =

µaµbe
−µa−µbpµapµa

νaνbe−νa−νbpνa
pνa

t
x∗
11 ,

ϕ
z

11 =
t
z
11

nz
11

,

(D8)
where {

ω′ = ωa, ν′ = νa if ωa

ωb
≤ νa

νb
,

ω′ = ωb, ν′ = νb if ωa

ωb
> νa

νb
.

(D9)

and

P+∗ =ωaωbω
′eνa+νb

(nx
νaνb

−mx
νaνb

)∗

pνa
pνb

+ νaνbν
′eωa

nx∗
ωaob

pωa
pob

+ νaνbν
′eωb

nx∗
oaωb

poapωb

,

P−∗ =νaνbν
′eωa+ωb

nx∗
ωaωb

pωa
pωb

+ νaνbν
′ n

x∗
oaob

poapob
,

M̂∗ =ωaωbω
′eνa+νb

mx∗
νaνb

pνa
pνb

,

Ĥ∗ =ωaωbω
′
(
eνb

nx∗
oaνb

poapνb

+ eνa
nx∗
νaob

pνapob
−

nx∗
oaob

poapob

)
.

(D10)

By scanning (Ĥ, M̂), we can obtain the secret key rate

min R (D11)

s.t. Ĥ ≤ Ĥ ≤ Ĥ, (D12)

M̂ ≤ M̂ ≤ M̂.

Because of the dead time of the detector, only one of the
four Bell states can be identified. In the simulation, we
set

nz
kakb

=N ′pka
pkb

pd(1− pd)
2e−

kaηa+kbηb
2{

I0(
√
kaηakbηb)− (1− pd)e

− kaηa+kbηb
2

+
[
1− (1− pd)e

− kaηa
2

] [
1− (1− pd)e

− kbηb
2

]}
,

mz
kakb

=N ′pka
pkb

pd(1− pd)
2e−

kaηa+kbηb
2{[

I0(
√
kaηakbηb)− (1− pd)e

− kaηa+kbηb
2

]}
,

(D13)



11

and

nx
kakb

=N ′pka
pkb

y2kakb

[
1 + 2y2kakb

−4ykakb
I0

(√
kaηakbηb

2

)
+ I0(

√
kaηakbηb)

]
,

mx
kakb

=N ′pka
pkb

y2kakb

{
1 + y2kakb

− 2ykakb
I0

(√
kaηakbηb

2

)
+EHOM

[
I0(
√

kaηakbηb)− 1
}
,

(D14)

where we have ykakb
= (1− pd)e

− kaηa+kbηb
4 and EHOM =

0.04. Note that in time-bin MDI-QKD, two pulses form

one bit, i.e., N ′ = N/2.

3. Simulation formulas for four-intensity
decoy-state QKD

The key rate of decoy-state QKD is [82, 88]

R =
1

N

{
nz
0 + nz

1

[
1−H2

(
ϕ
z

1

)]
− λEC

−6 log2
23

εsec
− 2 log2

2

εcor

}
,

(D15)

where λEC = (nz
µ + nz

ν)fH2

(
mz

µ+mz
ν

nz
µ+nz

ν

)
, and n

z(x)
k and

m
z(x)
k are the number and error number of intensity pulse

k (k ∈ {µ, ν, ω, o}) measured in the Z(X) basis, respec-
tively.

First, we extend the decoy state analysis to finite-size cases. The number of vacuum events in the Z and X bases
satisfy

nz∗
0 =

pµe
−µ + pνe

−ν

po
nz∗
o , (D16)

and

nx∗
0 =

pωe
−ω

po
nx∗
o , (D17)

respectively.
The number of single-photon events in the Z and X bases are

nz∗
1 =

(pµµe
−µ + pννe

−ν)µ

µν − ν2

(
eνnz∗

ν

pν
− ν2

µ2

eµnz∗
µ

pµ
− µ2 − ν2

µ2

nz∗
o

po

)
, (D18)

and

nx∗
1 =

pωωe
−ωµ

µν − ν2

(
eνnx∗

ν

pν
− ν2

µ2

eµnx∗
µ

pµ
− µ2 − ν2

µ2

nx∗
o

po

)
, (D19)

respectively. In addition, the number of bit errors t
x
1 associated with the single-photon events in the X basis is also

required. It is given by

t
x
1 = mx

ω −mx
0 , (D20)

where mx∗
0 = pωe−ω

po
mx∗

o . Second, the formula for the phase error rate of the single-photon events in the Z basis can

be written as

ϕ
z

1 =
mx

1

nx
1

+ γ

(
nz
1, n

x
1 ,

t
x
1

nx
1

, εe

)
. (D21)

In the simulation, we set

nz
k =

Npk
2

[
1− (1− pzd)

2e−kqzη
z
] [

1 + (1− pxd)
2e−kqxη

x
]
,

mz
k =

Npk
2

[
1 + (1− pxd)

2e−kqxη
x
]{

(e0 − ezm)
[
1− (1− pzd)

2
]
e−kqzη

z

+ ezm

[
1− (1− pzd)

2e−kqzη
z
]}

,

(D22)
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and

nx
k =

Npk
2

[
1− (1− pxd)

2e−kqxη
x
] [

1 + (1− pzd)
2e−kqzη

z
]
,

mx
k =

Npk
2

[
1 + (1− pzd)

2e−kqzη
z
]{

(e0 − exm)
[
1− (1− pxd)

2
]
e−kqxη

x

+ exm

[
1− (1− pxd)

2e−kqxη
x
]}

,

(D23)

where e0 = 1/2 is the error rate of the background noise, ezm = exm = em, pzd = pxd = pd, and ηz = ηx = ηd10
−αl+ηint

10 .
The code of decoy-state QKD and decoy-state MDI-QKD has been uploaded to the open-source code website [85].

Appendix E: Statistical fluctuation analysis

In this Appendix, we introduce the statistical fluctua-
tion analysis method [82] used in the simulation.

Chernoff bound. For a given expected value x∗ and
failure probability ε, we can use the Chernoff bound to
estimate the upper and lower bounds of the observed
value

x = φU (x∗) = x∗ +
β

2
+

√
2βx∗ +

β2

4
, (E1)

and

x = φL(x∗) = x∗ −
√
2βx∗, (E2)

where β = ln ϵ−1.

Variant of Chernoff bound. The variant of the Cher-
noff bound can help us estimate the expected value from
their observed values. One can apply the following equa-
tions to obtain the upper and lower bounds of x∗

x∗ = x+ β +
√

2βx+ β2, (E3)

and

x∗ = max

{
x− β

2
−
√
2βx+

β2

4
, 0

}
. (E4)
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S. Robyr, P. Trinkler, L. Monat, J.-B. Page, G. Ribordy,
A. Poppe, A. Allacher, O. Maurhart, T. Länger, M. Peev,
and A. Zeilinger, Field test of quantum key distribution
in the tokyo qkd network, Opt. Express 19, 10387 (2011).

[12] J. Dynes, A. Wonfor, W.-S. Tam, A. Sharpe, R. Taka-
hashi, M. Lucamarini, A. Plews, Z. Yuan, A. Dixon,
J. Cho, et al., Cambridge quantum network, npj Quan-
tum Inf. 5, 101 (2019).



13

[13] Y.-A. Chen, Q. Zhang, T.-Y. Chen, W.-Q. Cai, S.-K.
Liao, J. K. Chen, J. Yin, J.-G. Ren, Z. Chen, S.-L. Han,
Q. Yu, K. Liang, F. Zhou, X. Yuan, M.-S. Zhao, T.-Y.
Wang, X. Jiang, L. Zhang, W.-Y. Liu, Y. Li, Q. Shen,
Y. Cao, C.-Y. Lu, R. Shu, J.-Y. Wang, L. Li, N.-L. Liu,
F. Xu, X.-B. Wang, C.-Z. Peng, and J.-W. Pan, An in-
tegrated space-to-ground quantum communication net-
work over 4,600 kilometres, Nature 589, 214 (2021).

[14] Y. Zhao, C.-H. F. Fung, B. Qi, C. Chen, and H.-K. Lo,
Quantum hacking: Experimental demonstration of time-
shift attack against practical quantum-key-distribution
systems, Phys. Rev. A 78, 042333 (2008).

[15] L. Lydersen, C. Wiechers, C. Wittmann, D. Elser,
J. Skaar, and V. Makarov, Hacking commercial quan-
tum cryptography systems by tailored bright illumina-
tion, Nat. Photonics 4, 686 (2010).

[16] Y.-L. Tang, H.-L. Yin, X. Ma, C.-H. F. Fung, Y. Liu, H.-
L. Yong, T.-Y. Chen, C.-Z. Peng, Z.-B. Chen, and J.-W.
Pan, Source attack of decoy-state quantum key distribu-
tion using phase information, Phys. Rev. A 88, 022308
(2013).

[17] H.-K. Lo, M. Curty, and B. Qi, Measurement-device-
independent quantum key distribution, Phys. Rev. Lett.
108, 130503 (2012).

[18] S. L. Braunstein and S. Pirandola, Side-channel-free
quantum key distribution, Phys. Rev. Lett. 108, 130502
(2012).

[19] Y. Liu, T.-Y. Chen, L.-J. Wang, H. Liang, G.-L. Shentu,
J. Wang, K. Cui, H.-L. Yin, N.-L. Liu, L. Li, X. Ma,
J. S. Pelc, M. M. Fejer, C.-Z. Peng, Q. Zhang, and J.-
W. Pan, Experimental measurement-device-independent
quantum key distribution, Phys. Rev. Lett. 111, 130502
(2013).

[20] A. Rubenok, J. A. Slater, P. Chan, I. Lucio-Martinez,
and W. Tittel, Real-world two-photon interference and
proof-of-principle quantum key distribution immune to
detector attacks, Phys. Rev. Lett. 111, 130501 (2013).

[21] Z. Tang, Z. Liao, F. Xu, B. Qi, L. Qian, and H.-K.
Lo, Experimental demonstration of polarization encoding
measurement-device-independent quantum key distribu-
tion, Phys. Rev. Lett. 112, 190503 (2014).

[22] H.-L. Yin, T.-Y. Chen, Z.-W. Yu, H. Liu, L.-X. You, Y.-
H. Zhou, S.-J. Chen, Y. Mao, M.-Q. Huang, W.-J. Zhang,
H. Chen, M. J. Li, D. Nolan, F. Zhou, X. Jiang, Z. Wang,
Q. Zhang, X.-B. Wang, and J.-W. Pan, Measurement-
device-independent quantum key distribution over a 404
km optical fiber, Phys. Rev. Lett. 117, 190501 (2016).

[23] L. Comandar, M. Lucamarini, B. Fröhlich, J. Dynes,
A. Sharpe, S.-B. Tam, Z. Yuan, R. Penty, and A. Shields,
Quantum key distribution without detector vulnerabili-
ties using optically seeded lasers, Nat. Photonics 10, 312
(2016).

[24] H.-L. Yin, W.-L. Wang, Y.-L. Tang, Q. Zhao, H. Liu,
X.-X. Sun, W.-J. Zhang, H. Li, I. V. Puthoor, L.-X. You,
et al., Experimental measurement-device-independent
quantum digital signatures over a metropolitan network,
Phys. Rev. A 95, 042338 (2017).

[25] R. I. Woodward, Y. Lo, M. Pittaluga, M. Minder,
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[40] S. Das, S. Bäuml, M. Winczewski, and K. Horodecki,
Universal limitations on quantum key distribution over a
network, Phys. Rev. X 11, 041016 (2021).

[41] L. Jiang, J. M. Taylor, K. Nemoto, W. J. Munro,
R. Van Meter, and M. D. Lukin, Quantum repeater with
encoding, Phys. Rev. A 79, 032325 (2009).

[42] W. J. Munro, A. M. Stephens, S. J. Devitt, K. A. Harri-
son, and K. Nemoto, Quantum communication without



14

the necessity of quantum memories, Nat. Photonics 6,
777 (2012).

[43] K. Azuma, K. Tamaki, and H.-K. Lo, All-photonic quan-
tum repeaters, Nat. Commun. 6, 6787 (2015).

[44] K. Azuma, K. Tamaki, and W. J. Munro, All-photonic
intercity quantum key distribution, Nat. Commun. 6,
10171 (2015).

[45] M. Lucamarini, Z. L. Yuan, J. F. Dynes, and A. J.
Shields, Overcoming the rate–distance limit of quantum
key distribution without quantum repeaters, Nature 557,
400 (2018).

[46] X. Ma, P. Zeng, and H. Zhou, Phase-matching quantum
key distribution, Phys. Rev. X 8, 031043 (2018).

[47] X.-B. Wang, Z.-W. Yu, and X.-L. Hu, Twin-field quan-
tum key distribution with large misalignment error, Phys.
Rev. A 98, 062323 (2018).

[48] H.-L. Yin and Y. Fu, Measurement-device-independent
twin-field quantum key distribution, Sci. Rep. 9, 3045
(2019).

[49] J. Lin and N. Lütkenhaus, Simple security analysis of
phase-matching measurement-device-independent quan-
tum key distribution, Phys. Rev. A 98, 042332 (2018).

[50] C. Cui, Z.-Q. Yin, R. Wang, W. Chen, S. Wang, G.-C.
Guo, and Z.-F. Han, Twin-field quantum key distribu-
tion without phase postselection, Phys. Rev. Applied 11,
034053 (2019).

[51] M. Curty, K. Azuma, and H.-K. Lo, Simple security proof
of twin-field type quantum key distribution protocol, npj
Quantum Inf. 5, 64 (2019).

[52] K. Maeda, T. Sasaki, and M. Koashi, Repeaterless quan-
tum key distribution with efficient finite-key analysis
overcoming the rate-distance limit, Nat. Commun. 10,
3140 (2019).

[53] H.-L. Yin and Z.-B. Chen, Finite-key analysis for twin-
field quantum key distribution with composable security,
Sci. Rep. 9, 17113 (2019).

[54] C. Jiang, Z.-W. Yu, X.-L. Hu, and X.-B. Wang, Uncondi-
tional security of sending or not sending twin-field quan-
tum key distribution with finite pulses, Phys. Rev. Ap-
plied 12, 024061 (2019).
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