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Towards Compositional Adversarial Robustness:
Generalizing Adversarial Training to Composite Semantic Perturbations
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Abstract

Model robustness against adversarial examples
of single perturbation type such as the £,-norm
has been widely studied, yet its generalization to
more realistic scenarios involving multiple seman-
tic perturbations and their composition remains
largely unexplored. In this paper, we firstly pro-
pose a novel method for generating composite
adversarial examples. By utilizing component-
wise projected gradient descent and automatic
attack-order scheduling, our method can find the
optimal attack composition. We then propose gen-
eralized adversarial training (GAT) to extend
model robustness from £,-norm to composite se-
mantic perturbations, such as the combination of
Hue, Saturation, Brightness, Contrast, and Ro-
tation. The results on ImageNet and CIFAR-10
datasets show that GAT can be robust not only
to any single attack but also to any combination
of multiple attacks. GAT also outperforms base-
line /,,-norm bounded adversarial training ap-
proaches by a significant margin.

1. Introduction

Deep neural networks have shown remarkable success in a
wide variety of machine learning (ML) applications, ranging
from biometric authentication (e.g., facial image recogni-
tion), medical diagnosis (e.g., CT lung cancer detection)
to autonomous driving systems (traffic sign classification),
etc. While these models can achieve great performance
on benign data points, recent researches have shown that
state-of-the-art models can be easily fooled by malicious
data points crafted intentionally with adversarial perturba-
tions (Szegedy et al., 2014).

To date, the most effective defense mechanism is to incorpo-
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rate adversarial examples during model training, known as
adversarial training (AT) (Madry et al., 2018; Zhang et al.,
2019). Nonetheless, current adversarial training methods
may not be practical because they typically consider single
perturbation type (i.e., threat model) bounded by a specific
distance metric (e.g., {2-norm, £,-norm, etc.), which may
overlook the compositional adversarial robustness against
a combination of multiple threats models, such as simulta-
neous composite adversarial perturbations using £,-norm
and semantic perturbations (e.g., hue, saturation, rotation,
brightness, and contrast).

To tackle this issue, in this paper we propose generalized
adversarial training (GAT), which can harden against a
wide range of threat models, from single ¢.,-norm or se-
mantic perturbation to a combination of them. Notably,
extending standard adversarial training to composite adver-
sarial perturbations is a challenging and non-trivial task, as
each perturbation type is sequentially applied and thus the
attack order will affect the effectiveness of the composite
adversarial example. To bridge this gap, we propose an effi-
cient attack order scheduling algorithm to learn the optimal
ordering of various perturbation types, which will then be
incorporated into the GAT framework.

Different from existing works, this paper aims to address
the following questions: (a) How to generalize adversarial
training from single threat model to multiple? (b) How to
optimize the perturbation order from a set of semantic and
¢p-norm perturbations? (c) Can GAT outperform other ad-
versarial training baselines against composite perturbations?

Our main contributions in this paper provide affirmative
answers to the aforementioned fundamental questions:

1. We propose composite adversarial attack (CAA), a novel
and unified approach to generate adversarial examples
across from multiple perturbation types with attack-
order-scheduling, including semantic perturbations (Hue,
Saturation, Contrast, Brightness and Contrast) and (-
norm space. To the best of our knowledge, this paper
is the first work that leverages scheduling algorithm for
finding the optimal attack order in composite adversarial
attacks.
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Figure 1. (a) Qualitative study: illustration of some perturbed examples generated by different attack combinations and their predictions
by different ResNet50 models (He et al., 2016) on ImageNet, including standard training, Madry /., robust training (Madry et al., 2018)
and our proposed GAT. The results show that our proposed GAT can maintain relatively high robust accuracy when under composite
adversarial attack. (b) Quantitative study: the attack success rate (ASR, %) of above-mentioned models under multiple composite
attacks (higher ASR means less robust) on all correctly classified test samples for each model. The attack parameters and robust accuracy

(RA) are given in Tables 1 and 6.

2. Building upon our composite adversarial attack frame-
work, we propose generalized adversarial training (GAT)
toward achieving compositional adversarial robustness,
which enables the training of neural networks robust to
composite adversarial attacks.

3. For the attack part, our proposed composite adversarial
attack exhibits a high attack success rate (ASR) against
standard or {..-norm robust models. Moreover, our
method with learned attack order significantly outper-
forms random attack ordering, giving average 9% and
7% increase in ASR on CIFAR-10 and ImageNet.

4. For the defense part, comparing our GAT to other adver-
sarial training baselines (Madry et al., 2018; Zhang et al.,
2019; Laidlaw et al., 2020; Zhang et al., 2020; Wu et al.,
2020; Wong et al., 2020), the results show the robust
accuracy of GAT outperforms them by average 30% ~
60% on semantic attacks and 12% ~ 22% on full attacks.

To further motivate the effectiveness of our proposed GAT
framework, Fig. 1 compares the performance of different
models under selected attacks, ranging from a single threat
to composite threats. The models include standard train-
ing, ¢, -robust training, and our proposed GAT. The results
show the limitation of ¢.-robust model (Madry et al., 2018),
which is robust against the same-type adversarial attack, but
becomes fragile against semantic adversarial attacks and
their composition. Our proposed GAT addresses this limita-
tion by providing a novel training approach that is robust to
any combination of multiple and adversarial threats.

2. Related Work

2.1. Adversarial Semantic Perturbations

Most studies on adversarial machine learning focus on gen-
erating examples that can fool a model to make the wrong
prediction (Biggio & Roli, 2018). Several works have pri-
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marily focused on the vulnerability of deep neural networks
against £,-norm adversarial threats (Goodfellow et al., 2015;
Carlini & Wagner, 2017; Chen et al., 2018; Croce & Hein,
2020). Some works consider the adversarial threats beyond
¢,-norm, which generally occur in natural transformation
such as geometry, color, and lightness, categorized as seman-
tic perturbations (Hosseini & Poovendran, 2018; Joshi et al.,
2019; Bhattad et al., 2019a; Shamsabadi et al., 2020; Wang
et al., 2021; 2020; Bhattad et al., 2019b; Kang et al., 2019;
Qiu et al., 2020). In contrast to £,-norm perturbations, se-
mantic perturbations normally lead to semantically-similar
or natural-looking adversarial examples but with large differ-
ences, in £,-norm perspective. For color translation, (Hos-
seini & Poovendran, 2018) shows that randomly shifting the
Hue and Saturation components in Hue-Saturation-Value
(HSV) color space of images can dramatically decrease the
accuracy of a neural network by 88%. Similar idea is pro-
posed by (Bhattad et al., 2019b), including colorization and
texture transfer attack which can either perturb gray-scale
image with natural colorization or infuse texture of one im-
age to another. For geometric transformation, (Xiao et al.,
2018; Engstrom et al., 2019) target rotate transformation.
The former uses coordinate-wise optimization in each pixel,
which is computationally expensive. The latter proposes a
simple way by parametrizing a set of tunable parameters
for spatial transformation. (Wong et al., 2019) uses Wasser-
stein distance for generating adversarial examples beyond
¢p-norm. (Mohapatra et al., 2020) studies certified robust-
ness against semantic perturbations but does not discuss
adversarial training. Prior works (Qiu et al., 2020; Dunn
et al., 2020; Zhou et al., 2021) exploit the context-sensitive
changes to features from the input and perturb images with
the corresponding feature map interpolation.

2.2. Composite Adversarial Perturbations

Inspired by the prior works (Laidlaw & Feizi, 2019; Bhattad
et al., 2019a; Jordan et al., 2019), via combining different
adversarial threats, the adversarial examples can be hard-
ened. The experimental results of prior works show how to
expand the perturbation space of an image and further in-
crease the misclassification rate of neural networks. Laidlaw
and Feizi (Laidlaw & Feizi, 2019) propose the ReColorAdv
attack, which admit multi-functional threats to be used for
perturbing every input pixel and also combine with addi-
tional £,-norm threat. Instead of changing input by adding
perturbation functionally, (Mao et al., 2020) rather utilizes
genetic algorithms for searching the best combination in
multiple attacks that are stronger than single attack. How-
ever, they only consider searching the order of attack combi-
nation in particular norm space (i.e., {2, ¢, and corruption
semantic space), which is different from our multiple and se-
quential attack setting. In (Kang et al., 2019), they propose
to measure model robustness with an ensemble of unforseen

attacks from broader threat models, including JPEG, Fog,
Snow, Gabor, etc. They consider the worst case over all
attacks and attempt to improve model performance against
these unforseen adversarial threats.

2.3. Adversarial Training

Adversarial training (AT) is one of the most efficient ways
to defend against adversarial attacks (Kurakin et al., 2017b;
Madry et al., 2018; Zhang et al., 2019). Madry et. al. (Madry
et al., 2018) proposed to minimize the worst-case loss in a
region around the input. Further, Zhang et. al. (Zhang et al.,
2019) make the robust boundary more smoother by consider-
ing the ratio in loss of natural input and the perturbed input.
Laidlaw et. al. (Laidlaw et al., 2021) expand the adversarial
attack from single to broader threats via neural perceptual
distance measurement to generalize the AT with perceptual
adversarial examples. AT with adversarial transformations
is also done in (Stutz et al., 2020; Engstrom et al., 2019).

However, most of them only target on single adversarial
threat model. Specifically, as shown in Fig. 1, a robust clas-
sifier that can help defend against ¢,-norm perturbations
still has low robustness to composite semantic attacks or
other ¢, threats (p # ¢) (Sharma & Chen, 2018). The adver-
sarial robustness under multiple adversarial threats has been
discussed in (Tramer & Boneh, 2019; Wang et al., 2019;
Maini et al., 2020). They propose multiple-norm adversarial
training, which yields models simultaneously robust against
multiple £,-norm (e.g., {1, {2, and /) attacks. Nonetheless,
the considered perturbations are simultaneously added to
the same data sample rather than sequentially. In contrast
to their works, we consider composite adversarial perturba-
tions involving the design of attack order and extend beyond
the £,-norm attacks by considering semantic perturbations.

3. Composite Adversarial Attack and
Generalized Adversarial Training

In this section, we first propose the composite adversarial
attack (CAA) framework (Fig. 2), and elucidate the details
of our attack order scheduling algorithm. We then adopt the
CAA into adversarial training, which is called generalized
adversarial training (GAT). Algorithm 1 summarizes the
flow of our proposed composite adversarial examples with
the attack order scheduling in Sec. 3.1 and attack perturba-
tion optimization in Sec. 3.2.

3.1. Composite Attack Formulation

Composite adversarial attacks with order auto-
scheduling: Consider the case of learning to schedule
the order of K sequential adversarial perturbations for
generating composite adversarial examples, we formalize
the problem as follows. Let F : X — R? be an image
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Figure 2. Pipeline of the proposed composite adversarial attack
method. We first take an image and initialize an attack order for
generating the composite semantic example. By utilizing order
scheduling as mentioned in Sec. 3.1, we can dynamically optimize
the attack order and iteratively update the adversarial examples.

classifier that takes any image sample X € X as input
and generates a d-dimensional prediction scores (e.g.,
softmax outputs), where d is the number of classes.
Suppose there is an attack set of K perturbation types,
Q4 = {A,..., Ak}, with a corresponding set of
perturbation intervals E = {e1,€a,...,€x}, where
€; = |aj,B;] governs the perturbation boundary in
the attack space. For each attack operation A; € Q4,
an input X can be transformed to a perturbed sample
Xy = Ap(X; 0r). Specifically, the perturbation level dj
can be optimized through maximizing the classification
error (e.g., cross-entropy loss L..) within a perturbation
interval €g:

arg max Lee(F(Ar(X;01)),v), (D

Sk Ee
where y is the ground-truth label of X.

An optimal attack order w € Py can be selected from
Qa {Al,.. Ak} <). Let Aw(l) Aw(g) € Oy,
A1) < Au(z) denotes A, (qy strictly preceds A, 2). Pk
denotes the permutatlon polytope on K attack types and
|Px| grows factorially with K. Here, we formalize the
order auto-scheduling as a constrained optimization prob-
lem, where the order with maximum classification error is
selected by solving Eq. 2:

S.t. Aw(m) < Aw(n),Vm <n, m,ne {1,...,K}
5w(k)€6w(k),Vk‘€{1,...,K} 2)

rrel%x Lee(F(Aury (- 0uw(k)))Y),
w K

For optimization, we alternatively parameterize w as a
scheduling matrix Z = (Zij)c[k],je[ k) Which is a square
nonnegative real matrix. By construction, Z can be viewed
as a doubly stochastic matrix, where Zfil Ziyy = 1,Vj €
{1,..K}and 300 Zij = 1Vi € {1,..,K}. Zy =1

means attack j is applied at time step ¢. We sequentially
apply adversarial attacks in 24 according to the schedule
matrix Z. The attacks in 24 can be reformulated as Eq. 3:

AKX {0 im) = [A(X561),

where A is a column vector of K elements Ag(+). the corre-
sponding composite adversarial example X, .4y is formally
defined as Eq. 4:

Ag(X;0e)l,  (3)

Xeadv = Zk A(Zg_1A..(Z1A(X;0)..;0);0), (4)
where Zj, is the k-th row of the matrix Z and § = {& }7_,.
In every time step & € {1,..., K}, we launch an attack
indexed by Z and optimize the perturbation parameter §j

within the constraint 0y € €, as detailed in Sec. 3.2.

How to learn optimal attack order? Learning an opti-
mal attack order expressed by the best scheduling matrix
Z* is originally a combinatorial optimization problem for
solving the best column and row permutation of a schedul-
ing matrix. In (Mena et al., 2018), the authors theoretically
show how to extend the Sinkhorn operator (Sinkhorn, 1966)
to learn and determine the optimal permutation matrix. Sim-
ilarly, in our case, optimizing the attack order over a doubly
stochastic matrix Z can be cast as a maximization problem,
where the set of feasible solutions is convex and belongs to
the Birkhoff polytope B, which is the polytope of doubly
stochastic matrices. To update the scheduling matrix Z,
we apply the mirror descent algorithm (Wang & Banerjee,
2014). The iterative function can be formed as Eq. 5, a
double-loop algorithm at iteration ¢ is updated by

t+ aLce(')
2% = Zlexp(S55),
]
Z =1p(2; ), 5)

where 113 is the projection function for Z onto the Birkhoff
polytope, which can be solved by Sinkhorn algorithm in
a limit of iterations (Sinkhorn & Knopp, 1967). Here, we
set the iteration step as 20. Our goal aims to use Z* to ap-
proximate the optimal permutation choices P in the set Pg.
Specifically, we further apply a hard projection operator
T(-) on Z*, which is a row-wise threshold. In every k-th
row of the matrix Z, the operator 7 (-) is defined as Eq. 6:

. N\ ) 1 ify =argmaxjiek Zijrs
Py =T(Zk;) = { 0 Otherwise.
(6)

To correct the Birkhoff relaxation after optimization, we
check whether P* belongs to Pk or not. If not, we utilize
Hungarian algorithm (Kuhn, 1955; Munkres, 1957) on Z*
for solving the attack scheduling. Hungarian algorithm has
cubic complexity while Sinkhorn iteration (Cuturi, 2013)
has near-linear time complexity (Altschuler et al., 2017).
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3.2. Component-wise Projected Gradient Descent
(Comp-PGD)

Upon addressing the attack scheduling issue, we now move
forward to elucidate the design of adversarial perturbation
in each attack type (component) of our composite adversar-
ial example. For most of the semantic perturbations, their
parameters are of continuous value. We propose to update
the parameters of semantic attacks by gradient descent algo-
rithm with specific projection to each continuous semantic
space. In particular, we show how to update the parame-
ters in the following five different semantic perturbations,
including (i) hue, (ii) saturation, (iii) brightness, (iv) con-
trast, and (v) rotation. We extend the iterative gradient sign
method (Kurakin et al., 2017a) to optimize our semantic
perturbations for 7" iterations, which is defined as:

St = clip,, (6} + a - sign(Vs J(F(AR(X;67)),9))),
@)

where ¢ denotes the iteration index, « is the step size of
each iteration, Vs: J(-) is the gradient of a loss function
(e.g., cross entropy) with respect to the perturbation variable
6t Let e, = [a, Bk, we denote the element-wise clipping
operation clip, (z) as:

ap ifz <o,
clipEk(z) = clip[akﬁk](z) = z ifay <z < B,
ﬁk if ﬁk < z.

Next, We elucidate each semantic attack. The concrete
examples of each of them are shown in Appendix Fig. 6.

Hue: The hue value is defined on a color wheel in HSV
color space, ranging from 0 to 27. In hue attack (Ag), we
define the perturbation interval of hue as ey = [a g, S,
—7m < ag < By < 7. Let zy = Hue(z) denote the hue
value of an image x, the variation of hue value at step ¢ is
§t;, and the initial variance 6% is chosen from e uniformly.
Then 6%, can be updated iteratively via Eq. 7, and the hue

value of the perturbed image =y, = Ay (X; %)) is:

vy = Hue(zyy,) = clipyg oq (m + 8fr)-

Saturation: Similar to hue value, saturation value deter-
mines the colorfulness of an image ranging from 0 to 1. Let
xg = Sat(z) denote the saturation value of an image x. If
xg — 0, the image becomes more colorless, resulting in a
gray-scale image if xg = 0. The perturbation interval of
saturation is defined as es = [ag, Bs], 0 < ag < fg < oc.
Let the perturbation factor of saturation value at step ¢ is
5%, and the initial factor 5% is chosen from eg uniformly.
The saturation attack is to update the perturbation factor dg
via Eq. 7, and the saturation value of the perturbed image
Togy = As(X;05) is:

s = Sat(wyy,) = clipy 1) (zs - 35).

Algorithm 1: Composite Adversarial Attack

Input: classifier 7(+), input z,;, label y, attack
space Q4 = {44, ..., Ak}, total iteration
N for order scheduling, perturbation
intervals {ej }5_,, maximum Comp-PGD
steps T'

Output: Composite adversarial examples x,qy

1 # Initialization

2 89,...,8% < initial perturbation
3 wi < initial order (random / fixed)
4 if schedule == scheduled then

5 ‘ Z, < initial scheduling matrix by w;

6 # Iteration of attack order scheduling

7 foric {1,..,N}do

8 T = Tori

9 # Applying attacks in order

10 | forke{l,.. K}do

11 A* = Awi(k) s 62 = (52”(@ > Ex = €y, (k)
12 Tagy  Au(2;60)

13 # Iteration of Comp-PGD

14 fort € {1,...,T}do

15 if F(x,av) # y then

16 ‘ return z,q, # Early stop option
17 else

18 6L = clip,_(*; @aay; 657 1) by (7)
19 Tady — Ax(x;0L)

20 T = Tadv
21 # Resetting the attack order
22 if schedule == random then

23 w;+1 < Shuffle a new order
24 else if schedule == scheduled then

25 # Optimize scheduling order Z

26 Evaluate Loss(-) in (1) with F(z,4y) and y.
27 Ziy1/2 < Z; x exp(V z,Loss(-))

28 Z; < Update with Sinkhorn I15(Z; 11 /2)
29 w;i+1 < Update the next order based on Z;

via hard projection operator P* in (6)
30 return x,qy

Brightness and Contrast: Unlike hue and saturation, these
values are defined on RGB color space (pixel space), and
they determine the lightness, darkness, and brightness dif-
ferences of images. In our implementation, we convert the
images from [0, 255] scale to [0, 1]. The perturbation inter-
val of brightness and contrast is defined as eg = [a s, O5],
—1<ap <fBp<landec = [ac,Bcl,0 < ac < Pe <
00, respectively; the same, the initial perturbation 5}03 and
62 are chosen from € 5 and e uniformly, and can update via
(7). The perturbed image z!;, under the brightness attack
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(Ap) and contrast attack (A¢) can be formulated as:
gy = clippg yj(2 + 0) and gy, = clipjy (2 - 5¢).

Rotation: This transformation aims to find a rotation angle
such that the rotated image has a maximum loss. The rota-
tion implementation is constructed by (Riba et al., 2020).
Given a square image , let (4, j) denotes pixel position and
(¢, ¢) denotes the center position of . Then the position
(¢, 7") rotated by 0 degree from (i, j) can be formulated as:

[i’] {cos&~i+sin0~j+(1cos@)‘csin0~c
'

Here, we define the perturbation interval of rotation degree
€r = [ar® Br°], ar < Br, ar,Br € R. The pertur-
bation degree at step ¢ is 0%, and the initial degree 6% is

chosen from er uniformly. Similarly as previous attacks,
the perturbation d zp would update via Eq. 7.

3.3. Generalized Adversarial Training (GAT)

To harden the classifier against composite perturbations, we
generalize the standard adversarial training approach with
our proposed composite adversarial attack from Section
3.1. Our goal is to train a robust model F(-) over a data
distribution (z,y) ~ D, and make it robust against compos-
ite perturbations in the perturbation boundary £'. Existing
adversarial training objectives such as the min-max loss
(Madry et al., 2018) or TRADES loss (Zhang et al., 2019)
can be utilized in GAT. Here we use min-max training loss
(Madry’s loss) for illustration. The inner maximization in
Eq. 8 is to generate x4y Optimized using CAA within
boundary F, and the outer minimization is for optimizing
the model parameters 0 z.

min E Ece (-F(xc-adv)7 y) . (8)
07 (z,y)~D

max
Teay EB(2;Q4;E)

4. Experiments

In this section, we first elucidate the experimental settings
and then present the performance evaluation and analysis
against multiple composite attacks on two datasets: CIFAR-
10 (Krizhevsky & Hinton, 2009) and ImageNet (Rus-
sakovsky et al., 2015). Additional experimental results and
implementation details are shown in Appendix A.6.

4.1. Experiment Setups

Datasets: We evaluated GAT on two different datasets:
CIFAR-10 (Krizhevsky & Hinton, 2009) and Ima-
geNet (Russakovsky et al., 2015). CIFAR-10 consists of
60000 32*32 images, with 6000 images per class. There are
50000 training images and 10000 test images. ImageNet
is a benchmark in image classification and object detection
with 10 million images, including 1000 classes.

—sinf@-i+cosf-j+sinfd-c+ (1 —cosb)-c|’

Attack Composition: There are many feasible combina-
tions of threats can be utilized in the evaluation; we discuss
two attack combinations here, semantic attacks and full
attacks, with two scheduling strategies. Semantic attacks
consist of a combination of five semantic perturbations, in-
cluding Hue, Saturation, Rotation, Brightness and Contrast
attacks. For full attacks, one can generate examples with all
five semantic attacks and £, attack. We consider different
order scheduling strategies: scheduled and random. That
is, we can either schedule the order by the aforementioned
scheduling algorithm in Section 3.1, or randomly shuffle
an attack order when launching attacks for generating the
corresponding composite adversarial examples.

Comparative Training Methods: We compare our
GAT with several baseline adversarial training models
on both datasets using two different model backbones:
ResNet50 (He et al., 2016) and WideResNet34 (Zagoruyko
& Komodakis, 2016b). The comparative methods are sum-
marized in Baseline Model Details below. For GAT, we
train our models via finetuning on the ¢.,-robust pretrained
model for both CIFAR-10 and ImageNet and use the min-
max loss in Eq. 8 (Madry et al., 2018). Two ordering modes
were adopted in GAT: random order (GAT-f) and scheduled
order (GAT-fs). We also found that training from scratch
using GAT is unstable due to the consideration of multiple
perturbation threats (see Appendix A.2).

Baseline Model Details: We use symbols to mark the
model backbones. Here, 1 denotes models in ResNet50 (He
et al., 2016) architecture and * denotes models in WideRes-
Net34 (Zagoruyko & Komodakis, 2016a). The baseline
models are obtained from top-ranked models of the same
architecture in RobustBench (Croce et al., 2020).

+ Normal’/Normal*: Standard training.

. Madrylo: {+ adversarial training in (Madry et al., 2018).

» Trades : /, adversarial training in (Zhang et al., 2019).

» FAT_: (Zhang et al., 2020) uses friendly adversarial data
that are confidently misclassified for adversarial training.

* AWP?_: (Wu et al., 2020) injects the worst-case weight
perturbation during adversarial training to flatten the
weight loss landscape.

. PATlel £ PATZ,le:E: Two adversarial training models based
on the perceptual distance (LPIPS), two models differ:
ResNet50 (self) and AlexNet (alex) (Laidlaw et al., 2020).

+ Fast-AT': Computationally efficient /., adversarial train-
ing in (Wong et al., 2020).

Training & Evaluation Settings: We adopt the whole train-
ing set on both CIFAR-10 and ImageNet for model training.
In every training iterative step, the images in each batch
share the same attack order. Besides, the Comp-PGD is
applied on each image, where we set the iteration-update
step 1" as 10 steps of each attack component for evaluation,
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and 5 steps for GAT. The perturbation interval of each attack
module in GAT are specified in Table 1. During the training
of GAT, we apply every attack component on the input with-
out the early-stopped option to ensure the model could learn
all attack components which have been launched. Further-
more, we evaluate two different order scheduling settings:
random/scheduled during GAT on CIFAR-10. For training
efficiency, we only use random order on ImageNet. As
mentioned in Sec. 4.1, GAT utilizes a pre-trained model for
fine-tuning to make the composite adversarial training more
efficient instead of training from scratch. Different from the
training phase of GAT, during the evaluation, we can trigger
the early-stop option upon the CAA succeeds in attacking
while optimizing the attack order with the scheduling al-
gorithm mentioned in Sec. 3.1. The further discussion and
comparison between different training settings of GAT, in-
cluding using TRADES/Madry loss and fine-tuning/training
from scratch are given in Appendix A.2.

Table 1. Perturbation interval of each attack component

| CIFAR-10 | ImageNet
Hue, ey ‘ —T ~ T
Saturation, eg | 0.7~ 1.3
Rotation, € ‘ —10° ~ 10°
Brightness, ep ‘ —-0.2~0.2
Contrast, e¢ | 0.7~1.3
loorer | 8/255 41255

Computing Resources and Code: For CIFAR-10, we train
models on ResNet50 and WideResNet34 with SGD for
150 epochs. The training of GAT takes about 16 hours
(ResNet50) and 28 hours (WideResNet34) on 8 Nvidia Tesla
V100 GPUs. For ImageNet, we train ResNet50 with SGD
for 100 epochs and about three days on 64 GPUs. The
implementation is built with PyTorch (Paszke et al., 2019).

Evaluation Metrics: We report the models’ Clean and Ro-
bust Accuracy (RA, %) in Tables 2, 3, 4 and 5 against multi-
ple composite adversarial attacks. The RA aims to evaluate
the model accuracy toward the fraction of perturbed exam-
ples retrieved from the test set which is correctly classified.

4.2. Performance Evaluation

The experimental results of semantic attacks and full attacks
are shown in Table 2 (CIFAR-10) and Table 3 (ImageNet).
On CIFAR-10, GAT-fs and GAT-f show competitive results.
Both of them outperform all the other baselines. For seman-
tic attacks, the RA increases by 50% ~ 62% on CIFAR-10,
27% ~ 35% on ImageNet. For full attacks, the RA increases
by 18% ~ 27% on CIFAR-10, 10% ~ 15% on ImageNet.
Also, in Tables 4 and 5, we show the RA against three
multiple threats with three different combinations, our pro-

Table 2. Comparison of accuracy (%) on CIFAR-10.

Semantic attacks Full attacks

Training | Clean | Rand.  Sched. | Rand. Sched.
Normal® | 953 | 59.6 44.8 0.0 0.0
Madry! | 87.0| 313 21.6 | 109 3.9
PAT! . | 824 | 286 180 93 3.0
PAT!, | 716 | 234 129 | 102 2.8
GAT-ff 86.5 | 176.0 727 | 263 158
GAT-fst | 826 | 71.1 67.7 | 31.8 215
Normal* | 94.0 | 45.6 306 | 0.0 0.0
Trades?, | 849 | 164 8.7 5.8 1.8
FAT?, 88.1 | 185 10.5 6.3 1.7
AWP?_ 854 | 154 8.0 6.0 1.8
GAT-f* | 854 | 738 703 | 319 217
GAT-fs* | 832 | 71.0 672 | 331 228

Table 3. Comparison of accuracy (%) on ImageNet

Semantic attacks Full attacks

Training | Clean | Rand. Sched. | Rand. Sched.
Normalf 76.1 30.7 19.1 0.0 0.0
Madry[ 62.4 14.1 9.0 7.1 3.1
Fast-ATf 53.8 6.2 3.5 33 1.2
GAT-f 60.0 | 40.7 36.2 17.8 11.7

posed GAT keeps outperforming other baselines and show
the highest robustness than others. Comparing with GAT-f,
GAT-fs can obtain better RA against full attack at the cost of
lower RA against semantic attacks, which suggests a trade-
off between the robustness of /., and semantic attacks.

Besides adversarial training models, we empirically observe
the RA of models with standard training have descent perfor-
mance 19% ~ 30% on ImageNet data under semantic attack
(without /.. -norm attack). However, while /. attack is in-
volved in full attack or in other multiple threats (see Tables 4
and 5), the models with only standard training are unable to
resist these kinds of composite semantic perturbations and
the RA drops dramatically to 0%.

4.3. Analysis and Visualization

Robust accuracy v.s. Number of attacks and their com-
binations: We conduct an ablation study to show that the
number of attacks and their combinations can hugely affect
the robust accuracy, which illustrates the importance of at-
tack ordering and the new insights into robustness through
our proposed composite adversarial examples. Fig. 1b al-
ready shows our model is most resilient to composite adver-
sarial examples consisting of different number of attacks,
in terms of attaining the lowest attack success rate on all
samples from the test set that were originally correctly clas-
sified by each model. Table 6 further shows that as the
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Table 4. Comparison of robust accuracy (%) against 3 composite
adversarial attacks (CAA3) with scheduled ordering, including
3 combinations: CAAs,: (Hue, Saturation, f~.), CAAsy: (Hue,
Rotation, {), CAA3.: (Brightness, Contrast, /), on CIFAR-10

Training | Clean | CAAs, CAAs,  CAAs.
Normalt 95.3 0.0 0.0 0.0
Madrylo 87.0 30.8 19.1 19.7
PAT!,, | 824 | 211 125 184
PAT', | 716 | 211 125 172
GAT-ff 86.5 36.3 29.3 25.6
GAT-fs' 82.6 42.1 354 30.7
Normal* 94.0 0.0 0.0 0.0
Trades} 84.9 30.1 20.8 10.5
FAT? 88.1 30.4 17.4 13.2
AWP? 85.4 34.6 23.6 11.8
GAT-f* 85.4 43.6 37.8 32.3
GAT-fs* 83.2 43.8 37.8 334

Table 5. Comparison of robust accuracy (%) against CAAs,
CAA3yp, and CAA3. on ImageNet (same combination as Table 4)

Training Clean ‘ CAAs, CAAs, CAAs.
Normalt 76.1 0.0 0.0 0.0
Madry!,_ 62.4 14.5 9.6 17.4
Fast-AT' 53.8 9.9 54 10.2
GAT-ft 60.0 17.7 16.9 19.1

number of attacks increases (CAA; to CAAg), the RA of our
proposed GAT consistently outperforms all other models.
Specifically, under three to six composite attacks (CAAs, . . .,
CAAg), GAT is higher than other baselines by 9% ~ 29%.
The higher RA of Standard model (Normal) for CAA; and
CAA; is merely an artifact of Normal having higher clean
accuracy than robust models (see Table 5). In Tables 4 and
5, we show the effect of different combinations when the
number of attacks is fixed. Comparing GAT with others on
both CIFAR-10 and ImageNet, the result shows that GAT-f
is more robust than all baselines under 3 different attacks by
9% ~ 23%. On ImageNet, GAT-f also outperforms those
baselines. For more experimental results, including single
attack , two-component attacks and Auto-attack, please refer
to our Appendix A.6.

Visualization of loss landscape: To better understanding
why GAT leads to great improvement, we visualize the loss
landscape of single semantic attack under three different
models (see Fig. 3), including standard pretrained ResNet50
(Normal®), ResNet50 with £,.-robust (Madry{_), and our
proposed GAT fine-tuned on £,-robust model (GAT—fT).
We visualize the cross entropy loss of selected samples for
every model and sweep over the semantic perturbation space
as shown in Table 1. We empirically observe that GAT can
lead to more smoother and lower curve (in green color)

Table 6. Comparison of RA (%) on four adversarial training ap-
proaches against six different CAAs on ImageNet. CAA;: (Hue),
CAAs: (Hue, Saturation), CAAs: (Hue, Saturation, Rotation),
CAA4: (Hue, Saturation, Rotation, Brightness), CAAs: (Hue, Satu-
ration, Rotation, Brightness, Contrast), CAAs: (Hue, Saturation,
Rotation, Brightness, Contrast, /)

Training | CAA; CAA; CAAs CAAy CAAs CAAg
Normal® | 51.1 459 31.7 241 191 0.0
Madry!_ | 38.6 345 216 144 90 3.1
Fast-ATT | 28.0 241 124 68 35 12
GAT-ft | 48.1 456 413 391 362 11.7
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Figure 3. Loss landscape of selected examples (ImageNet) when
performing specific range of five semantic attacks in different
adversarial training approaches. The blue and orange color curves
represent standard and ¢ robust model respectively. The green
color curve represents our proposed GAT-f model

(e) Contrast

than other models on five different single semantic attacks.
This phenomenon sheds light on the effectiveness of our
proposed approach, which can indeed train a model robust
to the composite adversarial perturbations.

5. Conclusion and Impact Statement

In this paper, we proposed GAT, a generic approach to
prepare deep learning for the real world by strengthening
classifiers to be robust against composite semantic pertur-
bations. The effectiveness of GAT lies in our novel design
of attack order scheduling for multiple perturbation types.
Compared to existing adversarial training methods, GAT
enhances robustness against a variety of adversarial pertur-
bations, including £, norms and semantic spaces. Evaluated
on CIFAR-10 and ImageNet datasets, our results demon-
strate that GAT achieves the highest robust accuracy on
most composite attacks by a large margin, providing new
insights into achieving compositional adversarial robust-
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ness. Although our end goal is to strengthen robustness via
our proposed GAT and composite attacks, the attack may
potentially be misused for different purposes.
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A. Appendix
A.1. Implementation Details

Training Phase In the implementation of generalized adversarial training (GAT), we consider two model architectures,
ResNet-50 (He et al., 2016) and WideResNet-34 (Zagoruyko & Komodakis, 2016a), on CIFAR-10 dataset (Krizhevsky
& Hinton, 2009); and ResNet-50 on ImageNet dataset (Russakovsky et al., 2015). For CIFAR-10, we set the maximum
training epoch to 150 with batch size 2048, and select the model having best test accuracy for evaluation. The learning rate
is set to 0.1 at the beginning and exponentially decay. We utilize the warming up learning rate technique for the first ten
epochs, which means the learning rate would linearly increase from zero to the preset value (0.1) in the first ten epochs. For
ImageNet, we set the maximum training epoch to 100 with batch size 1536, and select the model having best test accuracy
for evaluation. The learning rate is set to 0.1 at the beginning and exponentially decay by 0.1 every 30 epochs. Similarly,
we utilize the warming up learning rate technique for the first five epochs. We launch all threat models (full attacks) while
training, and the attack order was randomly given in each batch. The iteration step 7" of each attack for Comp-PGD is set
to 5, and the step size of attack Ay, is set as 2.5 - (8 — ag) /2T, which 5, and «y, are the values of perturbation interval
defined in Table 1.

Testing Phase To compare our GAT approaches with other adversarial training baselines (Laidlaw et al., 2020; Madry
et al., 2018; Zhang et al., 2019; Wong et al., 2020), we launch composite adversarial attacks (CAAs) of different number
of attack types, including single attack, two attacks, three attacks, all semantic attacks, and full attacks on every robust
model. The iteration step T of each attack for Comp-PGD is set as 10 and the step size is the same as training setting. The
maximum iteration of order scheduling is set as 5 and we will launch the early stop option in every update step while the
CAA succeeds in attacking.

A.2. Training Strategy

In our training process, we consider two training strategies: 1.) training from scratch and 2.) fine-tuning on ¢, -robust
models; two learning objectives: 1.) Madry’s loss (Madry et al., 2018) and 2.) TRADES’ loss (Zhang et al., 2019). Note
that z..av € B(z;Q4; F) denotes the composite adversarial example x4y is perturbed by attacks from Q4 within the
perturbation intervals £. The main difference between these two is shown in Eq. 9 and Eq. 10. That is, Eq. 10 encourages
the natural error to be optimized in the first term, meanwhile the robust error in the second regularization term could help
minimizing the distance between the prediction of natural sample and adversarial sample; the author (Zhang et al., 2019)
theoretically proved that this design of loss function could help the outputs of model to be smooth.

i LCE ‘F c-aav /s 9
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As shown in Fig. 4a, we evaluate the clean test accuracy of GAT models in every epoch with different training settings,
including using two architectures (ResNet-50 / WideResNet-34), two learning objectives, and two training strategies
mentioned above. We empirically find the models using fine-tuning strategy can achieve higher clean test accuracy than
most of models training from scratch (see the orange, blue, red and green curve). Furthermore, we evaluate the robust
test accuracy for these four models (see Fig. 4b). Under the semantic and full attacks, the models GAT-f,; (fine-tuning
with Madry’s loss) achieve higher robust accuracy than GAT-fr (fine-tuning with TRADES loss). Hence, in the section of
experimental result, we focus on the model which is trained with Madry’s loss in fine-tuning setting.
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Figure 4. (a) The testing accuracy during GAT on CIFAR-10. The lower script 7" denotes that the model using TRADES”’ loss (Zhang
et al., 2019) for training, and M for Madry’s loss (Madry et al., 2018). The upper script T denotes models in ResNet50 (He et al.,
2016) architecture and * denotes models in WideResNet34 (Zagoruyko & Komodakis, 2016a). (b) The robust accuracy (%) of our GAT
fine-tuned models under semantic and full attacks.

A.3. Loss Trace Analysis of Component-wise PGD

To show the effectiveness of component-wise PGD (Comp-PGD) in Fig. 5, we visualize the update process during Comp-
PGD of selected samples in CIFAR-10 when performing every single semantic attack on WideResnet-34 model. For each
attack, we uniformly sample 20 start points and update d;, using Comp-PGD by these initial points. The red margins of
every sub-figure in Fig. 5 represent the margin of successfully attack by our samples. The end points of the loss trace show
obviously that Comp-PGD indeed can help searching the worst case by maximizing the loss during each attack component.
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Figure 5. Component-wise PGD process of the single semantic attack.

A.4. Sensitive Analysis on Different Order of CAAs

We conduct the analysis on different order type under two attacks to demonstrate the influence of order on CAA. As shown
in Table 7, we evaluate the attack success rate (ASR) of two attacks with different order (¢, — semantic attack / semantic
attack — /) on GAT and other baseline models. Note that ASR is the percentage of the images that can be classified
correctly but be misclassified after being attacked; therefore, the lower ASR indicates the more robust model. The results
show that most of baselines are more fragile to the CAA with semantic attack launched first than the attack with ¢, first.
Furthermore, comparing with other models, the GAT-f model shows it robustness when attack order is changed.

Table 7. Attack success rate of two attacks with two order settings on ImageNet. The value in the parenthesis is the reduced value compare
with another order settings.

2 attacks (Semantic — £) 2 attacks (¢, — Semantic)
Training | Hue, ¢/, Sat., /., Rot.,l, Bri., {y Cont., l | {o,Hue /fy,Sat. {,,Rot. {y,Bri. {, Cont.
Normal® 100.0 99.9 100.0 99.9 99.9199.9 (-0.1) 99.9 (-0) 99.9 (-0.1) 999 (-0) 99.9 (-0)
Madry! 70.0 51.6 60.3 56.0 57.4164.0 (-5.9) 48.6 (-3.1) 52.4 (-7.9) 50.4 (-5.6) 48.2(-9.2)
Fast-ATt 74.7 56.0 66.5 61.7 63.0]70.8 (-3.9) 53.3(-2.7) 59.9 (-6.5) 58.1(-3.6) 56.0(-7)
GAT-ft 63.7 58.7 60.1 59.0 63.6|61.4 (-2.3) 57.3 (-1.3) 55.5(-4.6) 56.3 (-2.7) 56.7 (-6.9)
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A.5. Examples of Single Semantic Attacks at Different Levels

Fig. 6 shows five single semantic attack with corresponding level of perturbation. Each row represents the perturbed image
of a corresponding attack A, with different perturbation values Jy, € €.
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Figure 6. Single Semantic Attack Examples. Clean image was placed at the center of each row.

A.6. Additional Experimental Results and Adversarial Examples

We further evaluate multiple CAAs in this section. In Sec. A.6.1 and Sec. A.6.2, we especially show single attack on both
CIFAR-10 and ImageNet. In particular, the RA of different models on single attack and their corresponding ASR are shown
in Table 8, 9, 10, and 11. In Sec. A.6.3 and A.6.4, more results of multi-attacks are shown in Table 12, 13, 14 and 15.

A.6.1. SINGLE ATTACK ON CIFAR-10

Table 8. Robust accuracy of single attack, which is one of semantic attacks, on CIFAR-10

Single attack
Training | Clean | Hue Saturate Rotation Brightness Contrast /¢, (20-step) Auto-{,
Normal® 95.2 | 81.8 93.9 88.1 92.1 93.7 0.0 0.0
Madry!_ 87.0 | 70.8 84.8 79.5 77.1 79.9 53.5 49.2
PATZelf 824 | 644 79.8 73.9 72.6 78.0 41.2 30.2
PATLGZ 71.6 | 53.5 69.0 63.9 60.7 65.2 41.9 28.8
GAT-ff 86.4 | 85.1 84.9 824 84.9 84.9 40.0 349
GAT-fs' 82.6 | 81.3 81.2 78.9 80.5 80.5 44.8 40.5
Normal* 94.0 | 75.7 923 87.4 89.1 91.3 0.0 0.0
Trades}, 849 | 65.5 82.8 77.6 70.0 70.7 55.8 52.5
FAT? 88.1 | 69.0 85.4 77.0 73.6 76.4 54.7 51.5
AWP?_ 854 | 674 83.0 77.1 68.4 70.9 59.4 56.2
GAT-f* 854 | 84.0 84.0 82.0 83.3 83.3 47.3 41.9
GAT-fs* 83.2 | 81.6 81.6 79.5 80.9 80.7 47.2 42.5
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Table 9. Attack success rate of single attack on CIFAR-10.

Single attack
Training | Clean | Hue Saturate Rotation Brightness Contrast /., (20-step) Auto-£o
Normal' 0.0 | 144 1.4 8.2 33 1.7 100.0 100.0
Madry! 0.0 | 19.3 2.6 9.3 11.7 8.3 38.6 434
PATIelf 0.0 | 22.8 33 11.9 12.5 5.6 50.0 63.4
PATZM 0.0 | 27.5 4.2 13.0 17.0 10.0 41.4 59.8
GAT-ff 00| 2.0 1.8 53 1.9 1.9 53.8 59.6
GAT-fst 0.0 1.7 1.6 5.2 2.6 2.6 45.8 51.0
Normal* 0.0 | 19.8 1.9 7.8 5.4 3.0 100.0 100.0
Trades? 0.0 | 23.2 2.6 94 17.9 16.8 34.3 38.2
FAT? 0.0 | 22.1 3.1 13.3 16.7 13.5 38.0 41.5
AWP? 0.0 | 21.8 2.9 10.5 20.2 17.3 30.4 34.2
GAT-f* 0.0 1.8 1.6 4.6 2.4 2.5 44.6 50.9
GAT-fs* 00| 22 2.0 5.2 2.8 3.1 43.3 48.9

A.6.2. SINGLE ATTACK ON IMAGENET

Table 10. Robust accuracy of single attack, which is one of semantic attacks, on ImageNet.

Single attack
Training | Clean | Hue Saturate Rotation Brightness Contrast /., (20-step) Auto-{o
Normal 76.1 | 51.1 72.4 67.5 68.9 71.7 0.0 0.0
Madry/ 62.4 | 38.6 58.3 50.3 535 55.9 335 28.9
Fast-ATT 53.8 | 28.0 48.0 38.0 42.0 439 27.5 24.6
GAT-ft 60.0 | 48.1 58.1 56.2 57.6 58.0 25.2 20.9

Table 11. Attack success rate of single attack, on ImageNet

Single attack
Training | Clean | Hue Saturate Rotation Brightness Contrast {., (20-step) Auto-fo
Normalt 0.0 | 34.1 5.0 12.8 9.8 6.1 100.0 100.0
Madry! 0.0 | 39.2 6.8 20.9 14.8 10.9 46.3 53.6
Fast-ATT 0.0 | 49.0 11.1 30.9 22.9 19.1 48.9 54.1
GAT-ft 0.0 | 21.3 33 7.2 4.0 3.5 57.9 65.1




Generalizing Adversarial Training to Composite Semantic Perturbations

A.6.3. MULTIPLE ATTACKS: 3 ATTACKS

We show the experimental results of six multi-attacks. In every multi-attack, we combine different types of three attacks
from different norm spaces, including semantic space, spatial space, and . space. To briefly illustrate the results in Table 12
and Table 13, we note the attack and their combinations in the following abbreviations:

¢ 0: Hue, 1: Saturate, 2: Rotation, 3: Brightness, 4: Contrast, 5: {.
¢ s: scheduled order, r: random order.

¢ i.e., (0,1,5) (r) means multi-attack with Hue + Saturate + /., with random order.

Table 12. Attack success rate of three composite attacks on CIFAR-10.

3 attacks (£ + two of semantic attacks)
Training | Clean | (0,1,5) (r) (0,1,5)(s) (0,2,5)(r) (0,2,5)(s) (34,5 (1) (3,45 (s)
Normal® 0.0 100.0 100.0 100.0 100.0 100.0 100.0
MadrylO 0.0 56.8 64.6 68.5 78.1 67.4 77.4
PATIelf 0.0 65.8 74.5 75.3 84.9 68.6 77.7
PATJ;ZEI 0.0 60.2 70.5 70.0 82.6 65.1 76.0
GAT-ff 0.0 54.5 58.1 59.1 66.1 62.1 70.4
GAT-fs' 0.0 47.8 49.0 51.5 57.1 54.6 62.8
Normal* 0.0 100.0 100.0 100.0 100.0 100.0 100.0
Trades}, 0.0 55.6 64.6 67.0 75.5 78.1 87.6
FAT?, 0.0 57.1 65.5 75.6 85.0 70.7 80.2
AWP? 0.0 51.5 59.5 779 86.2 64.5 72.4
GAT-f* 0.0 46.8 48.9 51.0 55.7 55.0 62.1
GAT-fs* 0.0 45.8 47.4 49.3 54.6 52.6 59.8
Table 13. Attack success rate of three composite attacks on ImageNet.
3 attacks ({o + two of semantic attacks)
Training | Clean | (0,1,5) () (0,1,5)(s) (0.2,5)(r) (0,25)(s) (345 @) (345)(s)
Normalf 0.0 100.0 100.0 100.0 100.0 99.9 100.0
Madrylo 0.0 69.2 76.8 62.9 72.1 76.9 84.7
Fast-ATT 0.0 75.6 81.6 73.3 81.1 83.9 90.0
GAT-ff 0.0 64.0 70.5 62.3 68.2 64.3 71.8
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A.6.4. MULTIPLE ATTACKS: SEMANTIC ATTACKS AND FULL ATTACKS

We show the ASR of Semantic attacks and Full attacks in following Table 14 and 15. The RA (%) and detail of these
multiple attacks have been shown in the main paper in Table 2, Table 3, and Sec. 4.2.

Table 14. Attack success rate of composite semantic attacks and composite full attacks on CIFAR-10.

Semantic attacks Full attacks
Training | Clean | Random Scheduled | Random Scheduled
Normalf 0.0 37.5 53.0 100.0 100.0
Madry/ 0.0 64.1 75.2 87.5 95.5
PATielf 0.0 65.4 78.2 88.8 96.4
PATLm 0.0 67.6 82.0 85.8 96.1
GAT-f 0.0 12.1 15.9 69.6 81.8
GAT-fs' 0.0 13.9 18.2 61.5 73.9
Normal* 0.0 51.6 67.4 100.0 100.0
Trades? 0.0 80.7 89.8 93.2 97.9
FAT? 0.0 79.0 88.1 92.9 98.1
AWP} 0.0 82.0 90.6 93.0 97.8
GAT-f* 0.0 13.6 17.6 62.6 74.6
GAT-fs* 0.0 14.8 19.3 60.3 72.6

Table 15. Attack success rate of composite semantic attacks and composite full attacks on ImageNet.

Semantic attacks Full attacks
Training | Clean | Random Scheduled | Random Scheduled
Normal' 0.0 59.8 74.9 100.0 100.0
Madry!_ 0.0 77.5 85.7 88.7 95.0
Fast-AT' 0.0 88.5 93.4 94.0 97.8
GAT-f 0.0 323 39.6 70.4 80.6
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A.7. Additional Visualization of Adversarial Examples under Different CAA

We provide some of the adversarial examples from CIFAR-10 in above CAAs, including single attack, two attacks, three
attacks, semantic attack, and full attack. For every attack in following figures, we arrange the images into several columns;
As the Fig. 7, 8, and 9 show, the left-most column represents the original images; every of the following two columns are the
adversarial examples generated from one of the CAA attacks and their differences compared with the original images. Note
that all of the differences have been multiplied by three for visualization purposes only.

Original Hue Saturate Rotation Brightness Contrast

Figure 7. Adversarial examples generated under one of single semantic attacks (hue, saturate,
rotation, bright, contrast) or ¢, attack.
Original £, Hue £, Saturate 4., Rotation 4, Brightness £, Contrast
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Figure 8. Adversarial examples generated under two attacks (composed of one semantic attack
and the £/, attack).
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Original ¢, Hue, Sat. £, Bri.,,Con. £, Hue, Rot. Semantic Full

Figure 9. Adversarial examples generated under three and other multiple attacks. Semantic
means we launch all semantic attacks (hue, saturate, rotation, brightness, and contrast). Full
means we launch o+ all semantic attacks.



