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Abstract

Many relevant applications from diverse areas such as marketing, wildlife conservation or defending
critical infrastructure can be modeled as interdiction games. In this work, we introduce interdiction
games whose objective is a monotone and submodular set function. Given a ground set of items, the
leader interdicts the usage of some of the items of the follower in order to minimize the objective value
achievable by the follower, who seeks to maximize a submodular set function over the uninterdicted
items subject to knapsack constraints.

We propose an exact branch-and-cut algorithm for these kind of interdiction games. The algorithm
is based on interdiction cuts which allow to capture the followers objective function value for a given
interdiction decision of the leader and exploit the submodularity of the objective function. We also
present extensions and liftings of these cuts and discuss additional preprocessing procedures.

We test our solution framework on the weighted maximal covering interdiction game and the bi-
partite inference interdiction game. For both applications, the improved variants of our interdiction
cut perform significantly better than its basic version. For the weighted maximal covering interdic-
tion game for which a mixed-integer bilevel linear programming (MIBLP) formulation is available, we
compare the results with those of a state-of-the-art MIBLP solver. While the MIBLP solver yields a
minimum of 54% optimality gap within one hour, our best branch-and-cut setting solves all but 4 of

108 instances to optimality with a maximum of 3% gap among unsolved ones.
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1 Introduction and Problem Definition

A bilevel optimization problem involves two decision makers with conflicting objectives. The first decision
maker who is called the leader integrates the response of the follower, i.e., the second decision maker,
into her decision making process. While the leader has complete knowledge of the objective and the
constraints of the follower, once she makes a decision the follower has the full information of her decision

and decides accordingly. In other words, they play a sequential game which is known as a Stackelberg game
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(Von Stackelberg, 1952)). While many real world problems involving competition and non-cooperation can
be addressed as bilevel optimization models, even the simplest version of bilevel problems is known to
be N'P-hard (Jeroslow, 1985; Ben-Ayed and Blair, [1990). A recent survey on bilevel optimization is
presented by Dempe and Zemkoho| (2020)).

In this paper, we address a special class of the bilevel optimization problems called Interdiction Games
(IG). This kind of problems are two-player zero-sum Stackelberg games and have received considerable
attention in recent years. In an IG, the aim of the leader is to attain the maximum deterioration in the
follower’s optimal objective value by interdicting her decisions. 1Gs have applications in diverse areas
such as marketing (DeNegre, [2011), wildlife conservation (Mc Carthy et al., |2016; [Sefair et al., 2017)
or defending critical infrastructure (Brown et al., 2006). Most of the IGs that have been studied so far
are related to network interdiction where certain components of a network such as its edges or nodes
are interdicted by the leader so that the follower cannot use them to achieve its objective. [Smith and
Song| (2020) present a comprehensive survey on network interdiction models. Other popular IGs are
the knapsack interdiction problem (DeNegre, 2011), or the facility interdiction problem and its variants
(Church et al., 2004; Aksen et al. 2014). A more detailed review of IGs and state-of-the-art solution
approaches is provided in Section

1.1 Problem Definition

In this study, we consider the class of IGs with a submodular and monotone objective function. Given
a finite ground set N (of items), a function z : 2V — R is called submodular if 2(S U {i}) — 2(S) >
2(T'U{i}) —2(T), for all S CT C N and i € N\ T (alternative definitions by [Nemhauser et al. (1978
are provided in Section [2.1)). The function z is also monotone (non-decreasing) if z(S) < z(T') for all
SCTCN.

Many problems including the maximal covering problem (Church and ReVelle, [1974; [Vohra and Hall,
1993), uncapacitated facility location problem (Nemhauser and Wolsey, [1981), influence maximization
problem under linear threshold and independent cascade models (Kempe et al.; 2003), bipartite inference
problem (Sakaue and Ishihata, 2018; Salvagnin, 2019)), assortment optimization problem (Kunnumkal and
Martinez-de Albéniz, [2019), maximum capture location problem (Ljubi¢ and Morenoj, 2018) or minimum
variance sensor placement problem (Krause et al., 2008)), have submodular objective functions. Rank
functions and weighted rank functions of matroids are also submodular (Schrijver} 2003]).

In particular, we address IGs whose follower seeks to maximize a submodular and non-decreasing set
function subject to knapsack constraints, which is known to be a AP-hard problem (Cornuejols et al.)
1977)). The leader of the game interdicts the usage of a set of items in N in order to minimize the follower’s

optimal objective value. The problem addressed is formulated as

g%i)l} max {z(9): S C N\ N,,C(S) <Q,} (1)

where N, = {i € N : z; = 1} is the set of items that are not available to the follower under the interdiction
strategy . The set X = {z € {0,1}" : Az < b} is the feasible region of the leader, where A and b are a real

valued matrix and a vector of appropriate dimensions and n denotes the number of leader variables. The



follower is constrained by knapsack constraints C(S) < @ where C(S) = {co(S) = > ;eg¢f, € =1,...,L}
with cf > 0 Vi, f, and @ is a vector of appropriate dimension.
We note that all the problems mentioned above fall under the structure of Problem and interdiction

versions of these problems can be solved with our solution approach.

1.2 Contribution and Outline

The main contribution of this study is an exact method for solving IGs with a submodular and non-
decreasing objective function as given in . Using properties of submodular functions we introduce
submodular interdiction cuts (SICs). They are based on the value of the contribution to the objective
value due to adding an item to a given subset of N, which is called marginal gain. Problem is
reformulated as a single level problem using our SICs and solved within a branch-and-cut scheme. We
also propose various ways to lift our SICs and test the effectiveness of the resulting solution algorithms
on the weighted maximal covering interdiction game and the bipartite inference interdiction game.

The outline of the paper is as follows. In the remainder of this section, we give a discussion of previous
and related work. In Section [2] we first recall basic properties of submodular functions and then introduce
our basic SICs and show how to obtain a single level reformulation of Problem using these cuts.
Finally, we also introduce the problems used in the computational study in this section. In Section |3 we
propose improved, lifted and alternative versions of our SICs and also give illustrational examples of their
occurrence in the weighted maximal covering interdiction game and the bipartite inference interdiction
game. Section 4] contains implementation details of our branch-and-cut solution framework, including
separation procedures for our SICs. In Section [5] we present the computational results of our approach
on the problem families selected as test bed. For the weighted maximal covering interdiction game,
for which a mixed-integer bilevel linear programming (MIBLP) formulation is possible, we compare our
approach against a state-of-the-art MIBLP solver. We conclude the paper with possible future research

directions in Section [6l

1.3 Previous and Related Work

In some cases IGs can be formulated as MIBLPs, in which case they are solvable via general purpose
MIBLP solvers such as the ones proposed by |Xu and Wang| (2014); Lozano and Smith| (2017b); [Fischetti
et al.| (2017); Tahernejad et al. (2020). On the other hand, there exist also specialized methods either for
a specific problem type or for more general IGs. In various studies, the IG addressed has a linear follower
problem and is formulated as a single level optimization problem via linear programming duality. This is
the case in the works of [Wollmer| (1964), Wood (1993) and |Morton et al.| (2007) where the maximum flow
interdiction problem is addressed with the aim of analyzing the sensitivity of a transportation network,
reducing the flow of drugs on a network, and stopping nuclear smuggling, respectively. Similarly, the
shortest path interdiction problem (Golden, [1978; [Israeli and Wood} [2002; Bayrak and Bailey, 2008)
and the node deletion problem (Shen et al., 2012)) which aims to damage the connectivity of a network,
can be solved via duality-based approaches. Although this approach has been frequently used in IG
modeling, many real world problems give rise to mixed-integer lower-level problems. Among them, there

are problems that can still be formulated as an MIP due to their special structure such as the r-median



interdiction problem (Church et al., [2004). Using the closest assignment constraints, the follower decision
can be integrated to the leader’s problem. Some variants like the one with partial interdiction addressed
in Aksen et al.|(2014) still require MIBLP formulations.

The r-interdiction covering problem introduced in [Church et al. (2004) involves finding the facili-
ties to interdict to maximize the coverage reduction. It has applications in determining critical existing
emergency facilities such as fire stations or emergency communication systems. Since it involves a single
decision maker, the attacker, the problem is not exactly an IG and can be formulated as an MIP. The
IG version of this problem with a defender locating facilities after interdiction fulfills the requirements
of our framework and is one of the applications we consider in our computational study (see Section
. Facility location interdiction problems have also been considered within a fortification setting called
defender-attacker-defender model where the defender seeks to minimize the damage due to interdiction
(see, e.g., Brown et al.| (2006)); Scaparra and Church| (2008al/b); |Aksen et al.| (2010|) for the r-interdiction
median with fortification; |[Dong et al.| (2010) and Roboredo et al. (2019) for r-interdiction covering with
fortification). (Cappanera and Scaparra, (2011)) study shortest path interdiction with fortification. Lozano
and Smith| (2017a) propose a sampling based exact method for a more general class of three-level fortifi-
cation problems.

Another widely studied IG is the knapsack interdiction problem. In one version of this problem the
leader’s decision affects the follower’s budget. Brotcorne et al.| (2013) propose a dynamic programming
based method and a single level formulation for this version. In a more commonly studied version
introduced by DeNegre| (2011) the leader interdicts the usage of some items by the followers, which
could have an application in corporate marketing strategies. DeNegre (2011) develops a branch-and-cut
scheme and |Caprara et al.| (2016) propose an iterative algorithm for this variant of the knapsack problem.
Della Croce and Scatamacchia (2020) compute effective lower bounds on the optimal objective and utilize
them to design an exact algorithm.

Another interdiction problem which recently got more attention in literature is the clique interdiction
problem. The problem involves minimizing the size of the maximum clique in a network, by interdicting,
i.e., removing, a subset of its edges (Tang et al., |2016; Furini et al. 2021)) or vertices (Furini et al., [2019)).

Finally, there also exists work on stochastic and robust versions of interdiction. For example, in
(Cormican et al. |[1998]), a stochastic network interdiction problem is considered. In (Borrero and Lozano,
2021)), an attacker affects the objective function of the defender in an uncertain way. Two exact methods
are proposed to solve the robust optimization problem of the defender who wants to be prepared for the
worst case scenario.

There have been several studies focusing on generic methods to solve IGs. [Tang et al. (2016|) propose
iterative algorithms for IGs with a mixed-integer follower problem. These algorithms are finitely conver-
gent when the leader variables are restricted to take binary values. (Taninmig et al.| (2020 improve the
algorithm of [Tang et al.| (2016) for the binary bilevel problem case, using a covering based reformulation
of the problem instead of a duality based one. Fischetti et al.| (2019) address IGs that satisfy an assump-
tion called downward monotonicity. They introduce a branch-and-cut approach based on efficient use of
interdiction cuts which previously have been used within problem specific solution frameworks in several
studies including Israeli and Wood| (2002]), |Cochran et al.| (2011) and |Caprara et al. (2016). The problems



we address and design solution approaches for in this work form a more general class of IGs addressed
in Fischetti et al.| (2019). The reason is that we allow the objective function of the IG to be linear or
non-linear as long as it is submodular and non-decreasing, while a linear objective function of discrete
decision variables can equivalently be expressed as a submodular non-decreasing set function given that

the objective coefficients are non-negative.

2 Submodular Interdiction Cuts

2.1 Preliminaries on Submodular Functions

Given a submodular function z, let p;(S) = 2(S U {i}) — 2(S) be the marginal gain due to adding i € N
to set S C N. The marginal gain p(-) is non-increasing by definition of a submodular function. The

following proposition gives alternative definitions for submodular functions.

Proposition 1. (Nemhauser et al., |1978). If z is a submodular function, then

AT) < 2(S)+ Y pilS) = Y p(SUT\{i}) S, T C N, (2)

i€T\S ieS\T

AT)S2(8)+ ) pSNT) = 3 m(S\{i)  STCN, 3)

1€T\S 1€S\T

Proposition 2. (Nemhauser et all, |1978). If z is a submodular and non-decreasing function, then
p(8) > p(T)>0  SCTCNieN, (4)
and the last term in can be removed to obtain the simpler inequality:

2AT) < 2(8)+ D pilS) S, T C N. (5)
i€T\S

2.2 Single Level Reformulation of IGs and Basic Submodular Interdiction Cuts

Let ®(z) be the value function of the follower problem of (1), i.e., ®(z) = max {z(S) : S € N\ N,,C(S) <

Q}. Our problem can be reformulated as

min w (6)
w > d(x) (7)
Az <b (8)
x € {0,1}". 9)

Rewriting the value function for given z as ®(z) = max {2(S) — > ;cg Msz; : S € S}, where S =
{S§ C N :C(S) < Q} is the set of all feasible follower solutions, allows expressing the feasible region of



the follower independent from the leader’s decision by penalizing infeasible solutions where 3¢ € S, x; = 1
with big-M;. Then can be restated as

min w (10)
w > z(8) — ZszUz Ses (11)
€S
Az <b (12)
xz e {0,1}" (13)

We note that above reformulation follows the same ideas as proposed for IGs with a linear follower
objective function (see e.g.,(Israeli and Wood, [2002; |Caprara et al. 2016; Fischetti et al. 2019))). In the
linear case the interdiction cuts can be written as w > dT{ — > ien Mix;yj; where y is the vector
of binary follower variables, with § being a follower solution, and d is the vector of follower objective
coefficients. [Fischetti et al.| (2019) prove the validity of the interdiction cut when M; = d; under some
assumptions. In the following, we present valid cuts for our problem in the form of using the
submodularity of z(S). As is the case with a linear objective function the values of the big-M coefficients
determine the strength of the formulation. We thus propose various liftings and variants of our cuts in
Section |3} We solve the reformulation with a branch-and-cut scheme, where our various SICs are separated

for integer and fractional leader x*, implementation details are discussed in Section

Theorem 1. Given a follower solution S € S, the following basic SIC is valid for @f@

w > Z(S) - ZPi(@)fUi (14)

Proof. For any feasible leader solution x € X, define the follower solution S’ = S \ N,. Because S’ C
N\ N,, and C(S’) < C(S) due to non- negat1v1ty of ¢f, S’ is a feasible solution for . Due to z(S) being

submodular and non-decreasing, and using , we have
A8) <28+ 30 pil8) = 2(8) + 3 pi(S s (15)
ieS\S' ic8

Thus we have

w > ®(z) > 2(9") > 2( sz ) > 2(S) — Zpi(@)xi, (16)

which shows that the basic SIC for S is satisfied for any leader solution x. The last inequality follows
from the fact that p;(S") < p;(0), i € N. O
2.3 Exemplary Submodular Interdiction Games

The following two problems are interdiction variants of submodular optimization problems, which will be

used in our computational study. The weighted mazimal covering problem (MCP) is a classical problem in



location science (see, e.g., Church and ReVelle (1974); Laporte et al. (2015)), where the goal is to open k
facilities in order to maximize the number of customers covered by these open facilities. In the proposed
interdiction variant, which we denote as weighted mazimal coverage interdiction game (WMCIG) the
leader can interdict the opening of some facilities. Similar to interdiction variants of other facility location
problems (see e.g., Section applications of the WMCIG are in critical infrastructure protection and

facility location under competition. A formal definition of the problem is given below.

Definition 1 (Weighted maximal coverage interdiction game (WMCIG)). We are given a set of m
customers J with profits p;, j € J, a set of potential facility locations N and for each facility i € N the
set J(i) C J of customers that a facility at location i covers. Moreover, we are given two integers k and
B. The problem of the follower is finding a set of B locations to open a facility to maximize the profit
of covered customers, where the profit for a set S C N of open facilities is defined as z(S) = Z]EJ(S) Dj
where J(S) = Ujes(i), i.e., the profit obtained from customers that are covered by at least one of the
facilities in S. The goal of the leader is to interdict k facility locations such that the profit of the follower

s minimized.

We note that for the MCP a compact mixed-integer programming formulation is known, and thus for
the WMCIG a MIBLP formulation can be obtained and the problem can be solved using a MIBLP-solver.
This formulation is discussed in Section [5| where we also provide a computational comparison between
our branch-and-cut and solving WMCIG as a MIBLP with a state-of-the-art MIBLP-solver.

The second problem we consider is the interdiction variant of the bipartite inference problem (BIP).
The BIP is studied in |Alon et al. (2012)); Sakaue and Ishihata (2018)), and Salvagnin (2019)), with an
application to the allocation of marketing budget among media channels in the former. Its interdiction
version could represent a competitive setting where an existing firm tries to undermine the marketing

activities of a newcomer. Contrary to the MCP, for the BIP only a submodular formulation is known.

Definition 2 (Bipartite Inference Interdiction Game (BIIG)). Given a set of items N, a set of targets
M, and a bipartite graph G = (N, M, A), the objective of the follower in the BIIG is to select a set of

items S C N that mazimizes the total activation probabilities of all targets

2(8) = ps(i),

JjEM

where
ps()=1— ] (-m)
i€S:(i,j)€EA
denotes the activation probability of target j and p; is the activating probability of item i € N, independent
of the target (Sakaue and Ishihata, |2018;|Salvagnin, 2019). The follower has a budget of B to select items.
The objective of the leader is to minimize the total activation probability by interdicting a set of items in

N subject to a cardinality constraint, at most k items can be interdicted.



3 Improvements, Liftings and Variants of the Basic Submodular In-
terdiction Cut

In this section, we first show how to obtain an improved version of by exploiting the diminishing

gains property of submodular functions which implies that as the set expands the marginal gains decrease.

Theorem 2. Given an arbitrary ordering (i1, 12, ..., i7) of the items in follower solution Ses, let S'(l) =0
and S ={i1,..yit—1} for 2 <t <T. The following improved SIC is valid for @f@ and it dominates

().

w>2(8) ~ 3 i (S (17)

Proof. For any = € X, define §' = § \ N, which is a feasible set for interdiction decision z (see the proof of
Theorem ) Let SE = S'(t) \ N, denote the items in S(t) that are not interdicted in z, i.e., its maximal
feasible subset. Notice that SEt) - SEt 1)
of S’ can be computed incrementally by using the definition of a marginal gain. Starting with an empty

Using the same ordering of the items in S, the objective value

set, increasing the objective value at each step by the marginal gain of the next item with respect to the

current set yields the objective value of the final set, as used below.

2(8") = pir (S(1)) (1 = iy) + pia (S(g)) (1 = xi) + -+ + pig (S ) (1 — @iy
(18)

Here, if an item i, is interdicted, its contribution is not included in the sum due to the (1 — z;,) multiplier

and S{t) = S(t+1)

Notice that Y pit(g(t)) = 2(9), again by definition of marginal gains. Since S’ is a feasible follower

by definition. The last inequality is due to p(-) being non-increasing and S{t) - S’(t).

solution for x € X, we have
w = (I)( > Zplt S(t) xlt = Z S Zplt S(t) Liy (19)

which shows that is valid for (6)—-(9). It clearly dominates since pit(é'(t)) < pi,(0) for each
tefl,..,T) O

Next, we propose a method to lift the basic and improved SIC based on the pairwise relationships
between some items of the ground set N. In a sense, we are informing the model about possible other
follower solutions with a better objective value, which can be obtained through the exchange of some
items in the current set S with superior items outside of S , if the leader does not interdict their usage.
To be eligible for this type of exchange, an item pair (4, j) should satisfy the condition that replacing i
with j does not increase the marginal gains of the items in S with respect to the rest of the set, as well

as certain subsets of S, which implies the superiority of j to .



We describe how to lift the improved cut in the following theorem, the proof for the basic cut
works similarly and is omitted for brevity. We also give examples on how the condition mentioned

above can occur in the problems considered in the computational study.

Theorem 3. Given a follower set S € S and an ordering (i1,12, ...,i7) of its elements, let A = {ay,...,ax} C
S and B = {by,....bx} C N\ S such that

(i) Cﬁk > cf;k fort=1,...,L, and
(ii) pi(SU{bp}\{ar}) < pi(S) for all S such that (S\A)U{ar} € S C (SUB)\{by}, andi € S\(SU{b:}),

for each k € {1,..., K}. Define the subsets S ={i1,.,ig—1} for T >t > 2 and g(l) = (. Also define
Ay ={a1,...,ax} and By = {b1,...,by} for k € {1,..., K}, and Ay = B(gy = 0. The following lifted cut

1s valid for @f@

T

w2 2(8) = pi(S)ai, + Z (pbk (SUBg_1)) — pag (S U {b} \ {ak})> (1— 23, (20)

t=1 k=1

Proof. Consider any feasible leader solution z. If x;, = 1 for each k € {1,..., K}, the lifted cut is valid
since z satisfies the improved cut (17). Otherwise, let K = {k € {1,..., K} : 2, = 0}, Ag = {ax : k € K}
and B = {b, : k € K}. Define the set &’ = ((S\ Ag) U Bg) \ N, which is feasible for 2 due to
condition (7). Since its feasibility implies that w > ®(z) > z(S5’), showing that z(S’) is greater than or
equal to the RHS of would prove the validity of the cut. To this end, we define an intermediate set
S" = (S\Ag)U BK) and compute the following bound on z(S”) as if at each step we add one by, k € K,

to S and then remove a; from the set.

2(8") = 2(9) + Y o (SU (Bge1) N Bg) \ (A—1y N Ag))
keK
= par (SU By N B) \ (A N Ag)) (21)
kef(
+Zpbk SUBk 1 Zpak mBK)\(A(k)mAf())
keK keK

It is possible to further simplify the RHS of the inequality above as follows by using the condition (ii).

Par. (SU (Bry N Bp)\(Awy N Ag))
Spak(SU ({b27"‘7bk}me() \ ({a27”'7ak}m‘4f())
(22)
< pa, (SU{be} N Bg) \ ({ar} N Ag))
< pay (SU{be} \ {ax})-



The last inequality is due to k € K, i.e., ax € Ag and by € B. We rewrite the inequality in as

28" > 2(9) + D oo (SUBG-1) = Y par (SU {0} \ {ar})

keK keK
ok A (23)
=2(8)+ 3" (0 (S U Bon) = pa (S U b\ {an}) ) (1 = ).
k=1

The equality follows from that x; = 1 for k ¢ K. In the next step, we evaluate the objective value of
S = 8"\ N, using the identity obtained in (I8). Let (j1,..., jr) be an ordering of the items in S”, that
is identical to (i1, ..., iT) except that each ay, k € K, is replaced with by, i.e., j; = i; for 5, € S” \ Bg and
ji = b <= 1i; = a, for k € K. Define the associated subsets SE;) = {j1,.-.,Jt—1}. Then, due to (18) we

have

S

T
2(8") > 2(8") — Zp]t Sty)zj. = 2(8") = Zp“ S(ty)Ti,- (24)

The reason of the equality is that x;, = 0 for j; € Bg and j; = 4 for j, € S\ Bg. Since SE;) is obtained
through the exchange of some ay, with by, condition (7¢) implies that pit(SE/t)) < pz-t(S'(t)). Along with
and , this inequality leads to

T
2(S') = 2(8") = pir (S,

o (25)
>2(9)+ ) (Pbk (SUBg-1)) = pa, (S U {br} \ {ar} ) (1 —a) Zpu (S())zi,
k=1
which completes the proof. O

Remark 1. For a pair (ay, by) satisfying condition (i), it is possible that the coefficient py, (SUB(k_l)) —
Pay (S U {bi} \ {ar}) of the last term in is negative. Even if the items are selected in such a way
that by, can replace ay without any sacrifice in solution quality, the coefficient can still be negative since
its components constitute bounds on the true change in the objective due to adding by and removing ay,
respectively. Obuviously, dominates the improved cut only if the coefficients of the (1 —xyp, ) terms
are non-negative. Since one can choose the sets A and B accordingly, we assume that those coefficients
are positive and call a lifted cut.

Remark 2. Condition (ii) in Theorem@ s a general description for the implication of superiority between
item pairs. Although this type of relationship might seem difficult to detect, it becomes more intuitive on
an application basis. For BIIG, (ii) corresponds to the situation that the neighbors (connected targets)
of ay, is a subset of the neighbors of by, and py, > pa,. Thus, if ai is replaced by by, the objective is at
least as large as before and the marginal gains of © € S with respect to rest of the set is not larger than
before. In some problems such as WMCIG superiority has stronger implications. There, for a facility
pair (ag, by) with J(ai) C J(by) condition (it) is equivalent to p,, ({br}) = 0. In other words including by,
which covers all of the customers that ay, covers, in the set renders ay completely useless and removing a

does not damage the objective anymore. Note that, condition (ii) holds for any pair with pg, ({bx}) = 0.

10



If pa, ({br}) =0 for each k € {1,..., K}, then is reduced to

T K
w > 2(8) = > pi,(Se)xi, + Y pu, (S U Bpgemny) (1 — xp,).- (26)
t=1 k=1

This cut dominates independent of the choices of A and B since the last term is always non-negative.

Example 1. Consider an instance of the BIIG with 3 items N = {1,2,3}, 4 targets M = {a,b,c,d}
and the arc list A = {(1,a),(2,a),(2,b),(3,a),(3,¢)}. Let the activation probabilities of the items be
given as p1 = 0.3, po = 0.5 and ps = 0.4. Recall that the objective function of the follower is z(S) =
dieM (1- [Tics.(ij)ea(l — pi)), therefore z(0) = 0 and the gains with respect to the empty set are
p1(0) = 034+0+0=0.3, po(0) = 05+05+0 =1 and p3(0) = 0.4+ 0+ 0.4 = 0.8 Consider the
set S = {1,2} with objective value z(S) = 1 — (1 — 0.3)(1 — 0.5) + 0.5 4+ 0 = 1.15. The associated
basic SIC is w > 1.15 — 0.3x1 — xo. If we use the ordering iy = 1,io = 2, the improved cut becomes
w > 1.15 - 0.321 — 0.85z5.

Now consider the items 1 € S and 3 ¢ S. Notice that they do not satisfy the special condition in
Remark [9, i.e, p1({3}) = 2({1,3}) — 2({3}) # 0. For the condition (ii) in Theorem [3, it is sufficient
to check if p2({3}) < p2({1}) since only i = 2 and S = {1} fit the definition given. We have that
pa({31) = 2({2,3}) — 2({3}) =1 — (1 — 0.5)(1 — 0.4) + 0.5+ 0.4 — 0.8 = 1.6 — 0.8 = 0.8 and pa({1}) =
2({1,2}) — z({1}) = 1.15— 0.3 = 0.85, thus the condition is satisfied and a better solution can be found by
replacing 1 with 3. For A = {1} and B = {3} the coefficient of the lifting term is p3({1,2}) — p1({2,3}) =
2({2,3})—=2({1,2}) = 1.6—1.15 = 0.45. The improved cut is lifted to w > 1.15—0.321—0.8529+0.45(1—x3)

according to Theorem [3

Example 2. Consider an instance of WMCIG with 4 customers J = {a,b,c,d} and 3 potential facility
locations N = {1,2,3} and the mazimum number of facilities to open B = 2. Let the customers covered
by each location are given as J(1) = {a,c}, J(2) = {a,b}, J(3) = {a,c,d}, and the profits of the
customers are p, = 5, pp = 9, p. = 6 and pg = 4. Now consider the set S = {1,2} with a total profit
z(S’) =5+9+6 = 20. The basic SCI for S is unique and w > 20 — 11z — 14xz9. Since the size ofS’ 18
two, there are two ways to generate the improved cut: w > 20— 11xy —9xy and w > 20 — 6x1 — 14xo. The
facility locations 1 € S and 3 ¢ S satisfy the condition in Remark@ as p1({3}) = 2({1,3}) — 2({3}) = 0.
If we define the sets A = {1} and B = {3}, using p3({1,2}) = 4 the first improved cut can be lifted to
w > 20 — 11zy — 9zo + 4(1 — 3). Similarly, the second one is lifted to w > 20 — 6x1 — 14x9 + 4(1 — x3).
If x3 =1, the lifted cuts are identical to their non-lifted versions, otherwise they yield a better cut.

Remark 3. If the term p;,(Sy)) in the lifted cut is replaced by pi, (D), the resulting cut is the lifted version
of the basic SIC and it is obviously valid and dominated by the current one since pit(S'(t)) < pi, (0).

Next, we propose a method to obtain a new cut that could feed the model with an alternative follower
solution set, in case some of the items in the current set are interdicted. Unlike the lifted cut, this cut is

not based on superiority implying relationships between item pairs, but on the availability of the items.
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Theorem 4. Given a follower set S € S and an ordering (i1,12, ...,i7) of its elements, let A = {ay,...,ax} C
S and B = {by,...,bx’} C N\ S such that ce > cf; fort=1,...,L and for each k € {1,..., K}. Define the
subsets S = {i1,...,ig—1} for T >t >2 and S =0. Also deﬁne By = {b1, ..., b} for k € {1,..., K}
and By = (). The following alternative cut is valzd for @ @D

T

w>2(9) ~ 3 pi (S, + Zpbk ($U By \ {ar})(a, — 21,) (27)
t=1 k=1

Proof. Let x be a feasible leader solution. If x4, —x, < 0forall k € {1,..., K}, then z satisfies since it
already satisfies since p(-) is non-negative by (). Otherwise, let K = {k € {1,..., K} : 2, — 2, > 0}
denote the index set of the ay,b; pairs such that z,, = 1 and x, = 0. Define Ag = {a; : k € K}
and Br = {b, : k € K}. Consider the set S’ = ((S\ Az) U Bg) \ N, which is feasible for 2 under the
assumption that cf;k > cf;k for £ =1,...,L and for each k € K. Due to the definition of A;z and B, we
have that Az C N, and Bg NN, = (. Thus, S’ = (S\ N,;)UBj; and a lower bound on its objective value
can be obtained by estimating the incremental change in the objective value due to adding each by, € By
to S\ N, as follows.

2(8") = 2(S\ Na) + Y iy (9\ No U (B(—1) N Bg))
kekK
Z(S’ \ Nz) + Z pbk(g \ ap U B(kfl))
keK
K

> 2(S\ No) + Y o6 (9 \ @k U Bg_1)) (a, — )
k=1

(28)

The reason of the first inequality is that ax € N, for k¥ € K and p(-) is non-increasing. The second
inequality follows from that z,, — =1 for k € K and Tap — :):bk <0 for k ¢ K. Due to in the
proof of Theorem I we have that Z(S \ N,) > 2(5) — Zt 1 P (S())wi,. Thus, 2(S\ N,) in can be
replaced by its lower bound yielding

w > O(z) > (S) > z(5) - Zplt S )T, + Zpbk S\ak UB (k— 1))(xak xbk) (29)
t=1

and hereby completing the proof.
O

Theorem 4] can be interpreted as follows. If an item in S is interdicted and therefore removed from
the solution, one could obtain a better solution by including a non-interdicted item whose costs are at
most as large as of the former item. However, the new cut can be worse than the original one as x4, — s,
can take a negative value. Thus, is not necessarily a lifted cut, but an alternative to the original
basic/improved SIC. As is the case with the lifted cuts, an alternative cut can be obtained from a basic
cut (14) instead of an improved one, by simply replacing pit(g(t)) in by p;, (). However, it would be

a weaker cut than .
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Example 3. Consider the WMCIG instance in Ezample [3  Suppose that we are given the same set
S ={1,2} and asked to obtain the alternative cut for the ordering iy = 1,iy = 2 and A = {1}, B = {3}.
The coefficient of the additional term would be p3(S\ {1}) = p3({2}) = 24 — 14 = 10. Using the improved

cut from Ezample[d, we obtain the alternative cut
w > 20— 11z1 — 9z + 10(z1 — x3).

Now consider two interdiction strategies V) = (0,0,1) and ® = (1,0,0). While 2V yields an alternative
cut worse than the improved one (w > 10 instead of w > 20), the alternative cut is better for ) (w > 19
instead of w >9).

4 Implementation Detail

In this section we propose a branch-and-cut (B&C) scheme to solve Problem . We explain the details
of the separation of SICs after we provide some observations which can be exploited for a more efficient

implementation.

4.1 Dominance Inequalities

The following dominance inequalities can be added to remove some feasible solutions, but it is guaranteed
that not all optimal solutions will be cut off. Detection of the item-pairs fitting Theorem [5| depends on
the problem structure. Thus, after the main theorem, we give propositions on how to detect them in our

considered applications.

Theorem 5. If a pair of items i,j5 € N satisfies ct cﬁ for ¢ = 1,...,L, pi(S) > p;j(S) for all

<
S C N\ {i,j} and A; < Aj, then the inequality x; > x; does not cut off all optimal solutions to
@f@ if x; > x; 1s not already present in the model.

Proof. Suppose that all optimal solutions are eliminated by dominance inequalities and z* is one of them.
For the sake of simplicity, assume that the model includes exactly one such inequality, which is z; > x;.
Since z* is cut by the dominance inequality, we should have z] < x;f, ie.,z; =0and :c; = 1. Now define 2’
identical to z* except that o} = 1, ac; = 0. Since A; < Aj, o’ is feasible, and it also satisfies the dominance
inequality. Now, let S’ be an optimal follower response to a’. If j ¢ S’, then S’ is also feasible for z*,
and ®(z*) > 2(S') = ®(2'). Otherwise, (S’ \ {j}) U {i} is feasible for z* due to the assumption ¢} < cﬁ
for £ =1,..., L. Moreover, since p;(S) > p;(S) for all S C N \ {4, j} we have p;(S"\ {j}) > p;(S"\ {4}).
which implies by definition of p(-) that

2((9\ {7 Udi}) = 2(5"). (30)

As a result, ®(z*) > 2((S"\ {j}) U{i}) > 2(5’") = ('), and it shows that =’ is also optimal. In case the
model includes n > 1 dominance inequalities z;, > x;,, k € {1,...,n}, the same procedure applies: for

each violated inequality k set i =1 and z, =0, and the same result follows.
O
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Proposition 3. Given a non-decreasing and monotone function z, a ground set N and i,57 € N, if

Proof. Given that z is monotone, i.e., z(0) = 0, z({7,5}) = pi(0) + p;({¢}). If 2({i,5}) = pi(0), then
pi{i}) = p;({i} US) = 0 for all S € N. We need to show that p;(S) — p;(S) > 0. By definition of
marginal gains we have p;(S) — p;(S) = 2(SU{i}) — 2(SU{j}). Using the submodular inequality (2)) we
can write

2(SU{5}) < 2(SU{i}) +p(SU{i}) — pi(SU{5})- (31)

Since p;(S U {i}) = 0, the inequality becomes

2(SU{i}) —2(SU{j}) = pi(SU{j}) =0, (32)
which completes the proof. O

Proposition 4. Given an instance of the BIIG for the bipartite graph G = (N, M, A), let M (i) = {k €
M : (i, k) € A} denote the target set of each item i € N. Let a pair of items i,j € N satisfy M(j) C M(i)
and p; > pj. Then, p;i(S) > p;(S), VS C N\ {i,j}.

Proof. Using the definition of z under BIIG, we have for each S € N \ {3, j} that

pi(S) = 2(SU{i}) —2(8) = > (1- IIT a-w)-> - JI -pn)

keM 'eSu{it: (v k)eA keM i'eS:(i',k)eA
= > (I a-p)- IT -
keM(i) 'e€S:(i,k)eA 'eSU{i}:(i,k)EA (33)
+ Z ( H (1—pir) = H (1—pw))
keM\M (i) i'€S:(i,k)eEA 'eSU{i}:(i,k)eA
= > H L=p)pi> Y II @ —pip;=0i(S)
keM(i)i'eS:(i' ,k)cA keM(j)i'eS:(i',k)eA

The reason of the first equality in the last line is that for each k € M\ M (i) the two products are identical,
le,{i'eS:(i'k)e Ay ={i’ e SU{i}: (I',k) € A}. To put it simply, only the activation probabilities
of k € M(i) are affected due to adding ¢ to S. The inequality follows from the assumptions M (j) C M (i)

and p; > pj, in addition to all terms in the product being non-negative. ]

In our implementation, for WMCIG instances we use the condition in Proposition (3| to detect pairs
that fit into the description in Theorem [5, due to problem characteristics discussed in Remark [2| For
BIIG on the other hand, we check the condition in Proposition [4] for each pair. We add the resulting
dominance inequalities to the initial model. If the conditions are fulfilled in both directions, then the

items can substitute each other, and only one of the resulting inequalities is used.

4.2 Maximal Follower Solutions

A follower solution S € S is called maximal if there is no S’ € & such that S C S’. [Fischetti et al.| (2019)

consider only maximal follower solutions while separating their interdiction cuts since for their setting
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they showed that their proposed interdiction cut for a maximal solution 7 dominates the one for v’ < g.

Theorem 6. Consider a maximal follower solution S eS8 and S’ C S. The basic interdiction cut

for S does not dominate the one for S’.

Proof. Suppose that the basic interdiction cut for S dominates the one for S’. Then the RHS of the basic
cut for S’ should be less than or equal to the RHS of the cut for S, for all z € X. Subtracting the

former from the latter yields
28) =Y (0w — 2(S) + D pi(@)as = 2(S) — 2(5") = D pil0)a;
i€S €S’ ieS\s’

< D a8 = D> piWai= Y (pilS) = pi(0)as).

icS\S' icS\S' icS\S

(34)

The inequality sign comes from the submodular inequality ([5)). Consider the case that z; = 1 for i € S \S".
The difference will be non-positive since p;(S’) < p;(0), which is a contradiction.
O

Theorem 7. Consider a mazrimal follower solution S € S with the ordering (i1, ...,ir) and S’ C S with
ordering (i1, ...,ip—k), where T >k > 0. The improved interdiction cut for S dominates the one for
S’

Proof. We need to show that the RHS of for S’ is less than or equal to the RHS of the cut for S
when the given orderings are used to generate the cuts. Define 5’(75) = Sét) ={i1,...,i541} for T >t >2,
and S(l) = Szl) = (), for the sake of better notation, even though not all Szt) are subsets of S’. Then, the

difference which needs to be proven non-negative is

T

T T—k
2(8) =Y pi(S)wi, — 2(8) + Y pi(Si)wi, = 2(9) —2(8) = D pi(S)wie- (35)
t—1 t—1 t=T—k+1

Since S\ 8" = {ip_g_1,...,ir}, the difference z(S) — z(S") can be computed exactly and the above

expression is rewritten as follows.

T T T

o oS = D> euSw)m = Y. pi(Sp)1—wi,) >0 (36)

t=T—k+1 t=T—k+1 t=T—k+1
O

Theorem [7] indicates that replacing a non-maximal follower solution with a maximal one by appending
new items to it without disrupting the initial ordering yields a better improved cut. On the other hand,
if the improved cuts for Sand & C S are generated based on arbitrary orderings of their elements, it
is not possible to claim that one cut is better than the other since the value of the differences on the

right-hand-side depends on .
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4.3 Separation of Basic and Improved Submodular Interdiction Cuts

We have different separation procedures for SICs for integer and fractional solutions 2* encountered in our

B&C. We first discuss the separation of integer solutions and then the separation of fractional solutions.

4.3.1 Separation of Integer Solutions.

Given a leader solution z* € X, let Ny, = N\ N, = {i € N : z; = 0} be the set of items available to
the follower and y € {0, 1}‘N-w| denote the characteristic vector of any follower solution S C N_, i.e.,
S ={ie€ N, :y =1}. As aresult of submodular inequalities and (3), the follower’s problem can
be formulated as an MIP as follows (Ahmed and Atamturk, [2011), which yields our separation problem
(SEP).

(SEP) ®(x) =max¥0 (37)
s.t.
<28+ Y plSw- SN AN -y) ST, (39)
i€N\S ie8
0<29+ > piMyi—> p(S\{iHA - w) SC N, (39)
iEN\S il
D ey < Qe te{l,...,L} (40
ieN
yi €{0,1} i€ N, (41)

Solving the separation problem (SEP). The separation problem (SEP) can be solved via a branch-
and-cut scheme where submodular cuts and are generated as they are needed. To this end, the
formulation composing of , , and is solved using an MILP solver. Let (6*,y*) be the solution
of the LP at the current (follower) B&C tree node. If y* is integer feasible, then it defines a unique set
S ={i e N, :y' =1} and the value of z(S) is computed according to the definition of z. If * > z(S3),
then and are generated for S (by evaluating the necessary marginal gains); otherwise no cut is
added. For fractional y*, S is obtained in a heuristic way as follows. S is initialized as an empty set, the
items ¢ € N_, are sorted in non-increasing order of y; values, and they are added to S in this order until a
knapsack constraint is violated. and are obtained for S and their amounts of violation are
computed for (6*,y*). The violated cuts are added to the problem, if any. Notice that the p;(N_; \ {i})
values in are independent of S, and can be approximated by p;(N \ {i}). We compute them once in
advance, instead of calculating each time the follower’s problem is solved. The cut is still valid since
pi(N\{i}) < pi(N, \ {i}) for any x. Also note that, while solving the subproblem of BIIG we make use
of the greedy fractional separation proposed in Salvagnin| (2019).

The separation procedure. Now, let (w*,z*) be the optimal solution at the current B&C node with
(w*, x*) integer. The SICs are separated exactly as follows. First, the separation problem (SEP) is solved
on N+ as described above to obtain S , which is defined by its optimal solution, and its objective value
2(S). If w* < 2(9), then S yields a violated basic or improved SIC. While the coefficients in
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a basic cut are independent of S and only computed once as a pre-processing step, the coefficients of an
improved cut depend on S and require an ordering of its elements. For the latter, the items in S are sorted
in non-increasing order of p;({)) values, which performs better than non-decreasing or random ordering in
our preliminary experiments.

Although we need to separate integer solutions exactly for the correctness of our algorithm, it is also
possible to first try to use a heuristic method to find a violated cut instead of solving the separation
problem to optimality to potentially speed up the separation. We propose an enhanced exact separation
procedure as an alternative to the method described above. We first implement a classical greedy algorithm
which is given as Algorithm [l to find a feasible follower solution S. If S leads to violated SIC, then we are
done. Otherwise, we solve the separation problem (SEP) with a B& C until a desired solution is reached.
The procedure is summarized in Algorithm [2| which returns S yielding a violated SIC, if there exists one.
Otherwise, it returns an empty set which implies that the current solution is the new incumbent. The

ordering for the improved cut is obtained as before.

Algorithm 1 Greedy(N, S, 0)
1: while Ji € N\ § such that ¢(SU{i}) <Q do
217 ArgMAX \ §.(SUL1})<Q z(SU{i})
3 S« SU{i*}, O.add(i*)
4
5

: end while
: Return (S,0)

Algorithm 2 Enhanced Separation of Integer Solutions

Input: An integer feasible leader solution (w*,z*)
Output: A follower solution S € S

S« 0, N,={i e N:af=0},0= )

2: (S,0) « Greedy(N.,, S,0)

3: if the SIC defined by S is not violated at (w*,z*) then

4:  Solve the separation problem until a feasible solution y* with objective #* > w™* is found
5:  if a solution is found then

6: S« {ieN, y =1}

7. else

8: There is no violated SIC, S « ()

9: end if

10: end if

11: Return S

4.3.2 Separation of Fractional Solutions.

For fractional z*, S is obtained in a greedy way. If the relative violation of the resulting cut exceeds the
threshold of 1%, then it is added to the problem. The following three options are considered to obtain S

and the ordering of its elements which is required for the improved cut.

e S1 (see Algorithm : First a temporary ground set is determined by using only totally non-
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interdicted items, i.e., i : 7 = 0, and then the Greedy(-) function is called. While generating
the basic cut, non-maximal follower solutions are used If the cut to be generated is an improved cut
and the solution is not maximal, the Greedy(-) function is re-invoked to reach a maximal solution.
This is done according to Theorem [7] i.e., items are appended to the end of the current ordering by
O.add(+).

e S2 (see Algorithm : The same procedure used for S1 is followed except the definition of the

ground set. Here, it is obtained based on a rounding of x*, which allows to include some items with

fractional z; in the ground set.

e S3 (see Algorithm: Another greedy approach is used to obtain a maximally violated basic/improved

cut. The violation increase due to adding an item ¢ € N\ S to S is denoted by vZ(S’ ) and evaluated
by pi(S) — pi(P)z* for the basic cut and by p;(S)(1 — z¥) for the improved cut. The item with the
maximum v;(S) is added to the set until the budget is reached or the maximum v;(S) is negative

(only possible for the basic cut).

Algorithm 3 S1

Input: A fractional leader solution z*
Output: A follower solution S € S and an ordering of its elements

S0, N,={iecN:azf=0},0=(

(8,0) « Greedy(N., S,0)

if cutType = Improved and 3i € N \ S such that ¢(SU{i}) < Q then
(S,0) < Greedy(N, S,0)

end if

Return S and ordering O = (i1,... ,i|§|)

Algorithm 4 S2

Input: A fractional leader solution x*
Output: A follower solution S € § and an ordering of its elements

—= = = =
Ll e

S« 0,0=(),2' +0

for each¢: 27 =1 do
z 1

end for

while 3i € N : 2 =0, A(z' +¢;) <bdo
i < arg maxe ;. 2] =0,A(z/+e;)<b Tj
x 1

end while

N,={ieN:z,=0}

(8,0) + Greedy(N., S,0)

. if cutType = Improved and Ji € N \ S such that ¢(S U {i}) < Q then

(S,0) < Greedy(N, S,0)

. end if

Return S and ordering O = (iy, . .. ,i|§|)
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Algorithm 5 S3
Input: A fractional leader solution x*
Output: A follower solution S €S and an ordering of its elements
: 5' — 0 , 0= ()
. while 3i e N\ S: ¢(SU{i}) < Q and MAX; 1 8. o(30(1])<Q v;(S) >0 do

2

1
2
30T 4 argmax,c g sugiy)<o Vi(S)
4. S« SU{i*}, O.add(i*)
5: end while

6: Return S and ordering O = (iy, ... ,i|5,|)

4.4 Separation of Lifted and Alternative Cuts

In our implementation, the lifted and alternative cuts are obtained heuristically, after the basic/improved
cut is generated. For lifted cuts, as a preprocessing step the dominating list D;, which contains the
items that can replace ¢ according to Theorem [3| is computed for each 7 € N using the problem specific
implications of superiority described in Remark [2. Then, given a follower solution S, sets A and B are
initialized as empty sets and determined incrementally as follows. The items in S are sorted in non-
increasing order of p; () values. The first item i € S is picked and the value of (pj(S' UB) — pi(SU{j}\
{i}))(1 - z7) is checked for each j € D; \ S. If the maximum of these values is positive, i is added to A
and the relevant j is added to B, and they are not considered in further evaluations. Once all i € S are
considered, the final cut is reached.

For an alternative cut, A and B are initialized as empty sets and obtained incrementally as follows.
Given a follower solution S, the items in S are sorted in non-increasing order of pi(0) values. Item i is
picked according to this order and the value of pj(é’ U B\ {i})(z] — zj) is checked for each j € N \ S
such that cf > cg for each £ = 1,...,L. If the largest one of these values is positive, i is added to A,
j is added to B and they are not considered for further evaluations. Once all ¢ € S are processed, the
resulting sets A and B yield the final alternative cut. Notice that this procedure would not yield a new
cut for an integer leader solution x*, as the integer separation procedure leads to z} = 0 for ¢ € S. For

this reason, alternative cuts are only generated for fractional z*.

5 Computational Results

The algorithms we propose have been implemented in C++ using IBM ILOG CPLEX 12.10 as the MILP
solver with its default settings. Each experiment uses a single thread of an Intel Xeon E5-2670v2 machine
with 2.5 GHz processor. The time limit is 3600 seconds and the memory allocated to each experiment is
12 GB. We consider the two applications introduced in Section and generate random data sets of them
to test our framework. In the following sections we present the instance generation procedures and the
obtained results. All of the instances used are available at https://msinnl.github.io/pages/bilevel.
html.

In our experiments, the following settings are considered for our B&C:
e B: Only the basic cut is used for separation.
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I: Instead of a basic cut, an improved submodular interdiction cut (17)) is separated.

L: Once or is obtained, it is lifted heuristically to .

e D: Dominance inequalities are added to the initial model according to Theorem

e A: In addition to the basic cut , improved cut , or lifted cut , the alternative cut

is generated heuristically.

e E: For the separation of integer solutions, the enhanced procedure in Algorithm [2] is used.

We include each of the components above incrementally. The basic setting is B-s where s € {S1, S2, S3}
denotes the method used to obtain S for fractional * and it is followed by I-s, IL-s, ILD-s, ILDA-s, and

finally ILDAE-s which includes all improvements and cut types we propose.

5.1 Weighted Maximal Covering Interdiction Game

WMCI instances used in our study are generated following a similar procedure proposed by ReVelle
et al.|(2008). Customer coordinates are generated randomly in [0, 10]. Potential facility locations are the
same as the current customer locations, i.e., n = m, and m € {50, 60,70, 80,90,100}. The profits p;, Vj
are randomly generated in [1,100]. Coverage is determined based on Euclidean distances and radius of
coverage r € {1,2,3}, i.e., a facility at location ¢ covers customer j if d;; < r where d;; is the Euclidean
distance between ¢ and j. The number of facilities to open is B = 0.1n and the interdiction budget k
takes value in {0.1n,0.2n}. Three instances are generated for each (n,r, k) combination.

Recall that condition (ii) of Theorem (3| is equivalent to p,, (by) = 0 for WMCIG as explained in
Remark [2l Therefore, the lifted cuts generated for this problem are in the form of .

The plots of the results in terms of running times and final optimality gaps for each separation option
s € {51,52,53} are provided in Figures and |3 respectively. The optimality gaps are obtained by
100 x (2* — 2)/(0.1 + z*) where z* and z denote the objective value of the best integer solution and the
best bound, respectively. We see in Figure [1| that using improved cuts (I) instead of the basic one (B)
causes a significant improvement in terms of running time and final optimality gaps. While the ratio of
instances solved to optimality is 56% under B-S1, it is increased to 73% under I-S1. Adding lifted cuts
(L) also improves both measures, especially final optimality gaps at the end of the time limit. The next
component, dominance inequalities yields a significant improvement and the ratio of instances solved to
optimality becomes 93%. While the addition of alternative cuts to the improved/lifted ones does not
make an apparent contribution to the performance, enhanced integer separation decreases the average
solution time. The reason of the ineffectiveness of alternative cuts can be explained by the ground set
definition used for S1, i.e, 7 = 0 for ¢ € S except the cases in which some i with x7 > 0 are also included
to reach a maximal set. This definition usually causes to have non-positive (x4, — xp,) values in the last
term of alternative cuts which results in a smaller violation then the original improved cut.

In Figure [2| we present the results for S2. Here, while 61% of the instances are solved to optimality
under the basic setting B-S2, the maximum optimality gap is 36% which is large compared to B-S1. This

value remains larger until the alternative cuts are included (setting ILDA-S2) which causes a substantial
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Figure 2: WMCI S2 Results.

decrease in running time and final gap unlike option S1. In S2, the ground set for the follower problem
is defined based on a rounding scheme. Thus, the enhanced separation procedure for alternative cuts
given in Section is able to find eligible item pairs with (x4, — z,) > 0 more easily, which explains
the difference in the effect of component A under S1 and S2. After the addition of the enhanced integer
separation component (E), the solution times decrease more and the maximum optimality gap is reduced
to 3%. This result shows that a better search can be done when the time due to solving separation
problems to optimality is saved.

The last option S3 whose results are plotted in Figure [3, yields a maximum gap of 20% under the
basic setting B-S3, which is notably smaller compared to S1 and S2, although the optimal solution ratio
is similar to those of the previous options. On the other hand, I-S3, 1L-S3, and ILD-S3 yield better
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Figure 3: WMCI S3 Results.

running time and final gaps than their counterparts under S1 and S2. Since alternative cuts yield a slight
performance improvement compared to S2, S3 falls barely behind of S2 in the complete setting ILDAE-S3,
with a maximum gap of 5%.

In Table [I} the results of the complete (ILDAE) settings of all three fractional separation options
are presented in terms of running time in seconds, final gaps, root gaps, the number of branch-and-cut
tree nodes, and number of SICs generated. The first three measures are also compared to those obtained
with the state-of-the-art MIBLP solver, using its default setting MIX++ (Fischetti et al., |2017). The
MIBLP formulation of WMCIG is provided in Appendix[A] and the MIBLP solver is publicly available at
https://msinnl.github.io/pages/bilevel.htmll The numbers in the table show averages over three
instances with the same parameter setting. We see that, while MIX++ is not able to solve any of the
instances within the time limit of one hour and yields an average gap of 93.5%, this value is below 1% with
our settings. Even the minimum final gap obtained with MIX++, which is not reported in the table, is
54%. The difference between root gaps is also notable. The average root gap is almost 100% with MIX+
as opposed to 25% which is the average under S1, S2, and S3. When we focus only on our settings, we
see that ILDAE-S2 is the best performing setting in terms of solution time, while it yields slightly larger
root gaps than the others. The average tree size is considerably smaller under S3, and S2 requires the
smallest number of cuts. The detailed results of all instances are given in Appendix [B] Tables and
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5.2 Bipartite Inference Interdiction Game

While generating the BIIG instances, we adopt the parameter settings used in [Salvagnin (2019)) for the
bipartite inference problem which constitutes the lower level of BIIG. We do not include the parameter
values that lead to failing to solve the problem within one hour according to their results, as we have an
additional problem layer. As a result, the instances are generated as follows. The activating probability
p; is sampled uniformly in [0,1] for each ¢ € N. For the density d of the graphs, i.e., the probability
of having an arc between each (i,7j) pair, in addition to 0.07 which is the only value used in |Salvagnin
(2019), two more values {0.1,0.15} are determined, and the arcs are generated in a completely random
manner. The number of items n € {20,50,100}, the number of targets m € {2n,5n,10n}, and number
of items B that the follower can choose is in {5,10} for n = 20, {10,20} for n = 50, and equal to 10 for
n = 100. The leader can interdict k£ = 5 items if n = 20 and 10 items if n > 20. Five distinct instances
are generated for each parameter setting.

The results of the experiments in terms of running time and final gaps are plotted in Figures [ [f] and
@ Common to all three separation options, the improved cuts (I) make the largest contribution for both
measures. I, IL, and ILD settings perform very similarly. In the detailed results that are not reported
here, we see that the number of lifted cuts and dominance inequalities added are very small which leads to
different branch-and-cut trees but not notable improvement in performance. We attribute this situation
to the rareness of item pairs suitable to be used in these cuts, due to the structure of the instances, i.e., it
is difficult to have that one item covers all the targets that another item covers and has a larger activation
probability as described in Remark [2| and Proposition Under S1 (see Figure , the alternative cuts
cause slightly smaller solution times and maximum gap reduced from 40% to 30%. Including component
H further decreases this number to 20%.
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Figure 4: BIIG S1 Results.

The plots for S2 are shown in Figures [5l As is the case with WMCIG instances, B-S1 setting yields

very large final optimality gaps. The increase in the number of instances solved to optimality due to the
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Figure 6: BIIG S3 Results.

improved SICs is larger compared to S1, as can be seen from both plots. Alternative cuts have a larger
contribution than they have under S1. With all the components (ILDAE-S2), the maximum optimality
gap is 24% and the 74% of instances are solved to optimality within the timelimit. The performance of
S3 is similar to that of S1, except the maximum gap under the basic setting which is better in the former.

Next, in Table [2] we present the average results for the ILDAE setting under all three options, with a
similar structure as used in Table [l except the MIX++ columns, since BIIG does not fit into the MIX++
setting, due to not having a compact MIBLP formulation. Each number denotes the average over five
instances. In terms of running time and final gaps, while S2 and S3 perform similarly, S1 falls behind.
S3 outperforms the others in terms of root gaps. As before, the tree size is smallest under S3. Since

the number of instances solved to optimality is larger with this setting, it is understood that with S3 the
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optimal solution is reached in a smaller number of subproblems. Finally, the number of SICs generated
is smaller when using S2. The detailed results for two instances from each class shown in Table |2| are
provided in Appendix [B] Tables[6] [7, and

Table 2: Results of BIIG experiments with the complete settings (ILDAE) of each separation option.

Time(sec.) Gap(%) rGap(%) #Nodes #SIC
(n,m, B, k,d) S1 S2 S3 S1 S2 83| ST S2 S3 S1 S2 S3 S1 S2 S3
(20,40,5,5,0.07) 0.8 0.1 01| 0.0 0.0 0.0]|40.8 25.8 25.0 151.6 63.4 71.0 185.0 208.0 253.4
(20,40,5,5,0.10) 0.1 0.1 02| 00 00 0.0]382 229 231 92.8 49.8 42.8 142.0 151.8 177.2
(20,40,5,5,0.15) 1.2 0.3 05| 0.0 00 0.0]|37.7 270 24.1 139.2 56.6 50.0 194.4 202.8 252.2

(20,40,10,5,0.07) 0.6 0.3 0.1 00 00 0.0|264 250 10.2 101.2 38.2 12.8 108.0 135.4 77.8
(20,40,10,5,0.10) 2.1 0.1 04| 00 00 00274 26.2 16.5 174.0 63.6 28.4 182.2 194.0 135.4
(20,40,10,5,0.15) 1.2 0.1 02| 00 00 0.0|242 255 214 302.2 74.4 46.8 378.0 252.0 252.8
(20,100,5,5,0.07) 1.8 0.2 1.0 00 0.0 0.0]375 23.0 230 93.4 32.8 43.8 152.6 144.2 185.2
(20,100,5,5,0.10) 2.0 1.7 02| 00 00 0.0|399 27.7 25.0 144.0 57.6 63.2 192.6 221.2 253.8

(20,100,5,5,0.15) 3.2 0.6 02| 00 00 0.0]|348 244 258 119.4 39.4 45.8 202.0 203.8 275.8
(20,100,10,5,0.07) 3.3 3.1 1.5 00 0.0 0.0]273 26.6 16.8 278.0 78.0 25.6 289.8 283.2 145.4
(20,100,10,5,0.10) 10.2 1.7 07| 00 0.0 0.0]|281 273 20.7 620.4 168.0 93.6 667.0 589.4 500.0
(20,100,10,5,0.15) 8.8 0.7 03| 00 0.0 0.0|286 294 24.3 497.8 140.2 71.0 582.2 471.4 432.4
(20,200,5,5,0.07) 0.2 0.2 0.2 00 00 0.0|386 232 232 116.4 36.6 45.0 167.4 143.0 172.4
(20,200,5,5,0.10) 2.4 1.0 02| 00 00 0.0|398 24.1 229 122.2 57.4 61.6 200.6 221.8 272.4
(20,200,5,5,0.15) 0.6 0.4 1.1 00 00 0.0]404 27.6 27.9 174.4 55.6 67.6 287.0 279.6 340.4
(20,200,10,5,0.07) 1.0 0.2 04| 00 00 0.0|258 242 15.5 273.4 67.8 32.8 295.2 252.0 179.0
(20,200,10,5,0.10) 6.0 1.8 0.8 0.0 0.0 0.0]29.6 29.0 20.8 642.6 169.4 116.0 852.6 615.2 586.4
(20,200,10,5,0.15) 3.6 3.1 20| 00 00 0.0|29.0 28.6 27.1| 12424 361.2 206.6 | 1509.4 1062.8 1127.6
(50,100,10,10,0.07) 742.6 71.1 545| 0.0 0.0 0.0]39.8 33.6 33.7|13243.2 1066.4 1100.6 | 19297.2 5950.6  7381.0

(50,100,10,10,0.10) 495.0 70.3 44.7| 0.0 0.0 0.0|40.4 355 33.4|10887.0 1135.0 1079.6 | 19737.0 6451.4 7945.4
(50,100,10,10,0.15) 1251.0 291.8 291.5| 0.0 0.0 0.0]381 369 36.2|17118.2 3012.8 2671.4 | 30409.2 13284.6 17265.2
(50,100,20,10,0.07) 3094.1  167.3 740 3.7 0.0 0.0(254 274 248 |30110.6 2761.2 980.4 | 44845.6 14129.6 7556.6
(50,100,20,10,0.10) TL 3426.5 3493.3 |12.6 22 3.0|29.1 27.7 28.0| 17823.4 13535.0 5847.4 | 43050.2 60934.2 50894.8
(50,100,20,10,0.15) TL 3176.4 3129.2|11.9 6.2 5.1 |28.2 29.2 28.2| 13805.8 10767.4 5591.4 | 36628.6 46254.8 48118.4
(50,250,10,10,0.07) 1254.7 2143 1954 | 1.1 0.0 0.0]389 341 34.3|17169.8 1778.8 1816.0 | 33312.2 11623.2 14706.6
(50,250,10,10,0.10) 1476.3 344.1 4443 | 0.7 0.0 0.0]38.6 358 36.0|20454.2 3021.6 2607.0 | 38334.8 17439.0 22967.8
(50,250,10,10,0.15) 2481.5 596.7 571.5| 1.0 0.0 0.0]|40.4 388 38.2|27197.2 4770.8 3521.4|52997.4 25344.8 31984.4

(50,250,20,10,0.07) TL 2832.2 1663.8 | 10.5 3.0 1.5|29.3 28.7 27.9|24945.8 7078.4 3236.4 | 54231.0 44474.8 31120.0
(50,250,20,10,0.10) TL TL TL | 146 7.1 6.2 |31.1 29.4 29.9|23904.0 7229.2 4432.6 | 55816.2 53267.2 53847.2
50,250,20,10,0.15) TL TL TL | 132 72 7.8|294 293 283|17563.8 10147.0 4457.4 | 52104.4 54222.2 52020.0

50,500,10,10,0.07) 1394.1 2399 2442| 1.2 0.0 0.0]41.2 36.3 34.7|18172.4 1909.6 2095.6 | 36983.0 12595.4 17501.2
50,500,10,10,0.10) 2286.9 1470.1 1452.6 | 4.8 0.7 0.7|40.2 36.8 37.4|18616.2 4365.2 3773.4 | 48691.2 30415.6 38090.8
50,500,10,10,0.15) 24574 616.0 1276.7| 3.0 0.0 0.0]389 389 38.0]|19249.4 4608.0 4069.2 | 46038.0 26010.8 37769.0

50,500,20,10,0.07) TL 2470.5 25779 |11.9 3.1 3.6 |28.7 283 27.6|21951.0 5431.0 3118.6 | 51392.4 41838.0 37029.0
50,500,20,10,0.10) TL TL TL | 16.6 88 7.9|30.5 30.1 29.7|16875.2 6230.8 4408.8 | 47643.2 50604.0 57941.8
50,500,20,10,0.15) TL TL TL | 149 11.7 12.2 | 30.1 29.8 30.1 | 14172.6 6352.2 3858.2 | 48670.0 41906.6 46339.2

100,200,10,10,0.07) | 3095.6 906.7 1607.6 | 4.8 0.0 0.7 |31.3 30.2 30.5|21226.4 6033.8 6315.4 | 58458.4 24640.2 38734.6
100,200,10,10,0.10) | 3431.6 1880.5 1824.4| 6.7 1.1 1.2 |29.7 31.5 31.5|20834.4 8998.0 7423.8 | 53874.6 31265.0 43205.0
100,200,10,10,0.15) TL 2906.7 TL | 9.7 47 3.6|28.4 325 31.4|10258.2 8524.6 6958.6 | 36347.2 24304.2 49364.6
100,500,10,10,0.07) TL 22183 2543.1| 82 1.1 1.7|319 31.6 31.5|15180.4 6239.4 5944.8 | 63577.6 41637.6 54433.2
100,500,10,10,0.10) TL 3349.6 TL | 9.6 3.8 43303 323 31.8|14783.8 7862.6 6286.6 | 60239.8 49257.4 67210.4
100,500,10,10,0.15) TL 3577.4 TL | 12.7 95 6.2|29.0 34.2 324 | 65142 6679.8 4145.4 | 31428.2 26154.8 46963.4
100,1000,10,10,0.07) | 3568.3 2936.3 33152 | 7.0 3.0 3.6|31.4 33.3 31.9|15108.0 4373.4 5407.8 | 68691.6 42208.6 63986.0
100,1000,10,10,0.10) TL 3052.2 3484.5| 8.6 2.7 4.2|31.4 34.6 33.5| 137074 6304.0 5070.0 | 66499.8 48547.6 62304.0
100,1000,10,10,0.15) TL TL TL | 125 9.6 83 |29.7 36.3 33.3| 6278.2 6410.6 3571.6 | 34473.2 33760.2 43062.8

o~~~ o~~~ —~

Average ‘1721.7 1218.5 1268.9‘ 4.5 1.9 1.8‘33.0 30.0 27.9‘10498.6 3516.4 2464.8‘27563.6 19647.9 23452.5

The results are aggregated over the five instances with the same n, m, B, k, and d values, and given as averages. TL

indicates that the time limit of 3600 seconds is reached for all instances involved in the average.
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6 Conclusion

In this paper, we have presented an exact method to solve interdiction games with a submodular and
non-decreasing objective function. Such problems have many real world applications as described in
Section We introduce submodular interdiction cuts (SIC) by exploiting the special properties of
submodular set functions. We also develop improved and lifted variants of these SIC. The branch-
and-cut framework which we design based on SICs involves several other components such as dominance
inequalities, greedy algorithms for separation of fractional solutions and an enhanced separation procedure
for integer solutions. We also investigate the impact of using maximal sets while building SICs instead of
non-maximal ones, and utilize the obtained information to design better separation schemes.

To assess the performance of our solution algorithm and its individual components, we conduct a
computational study on the weighted maximal covering interdiction game and the bipartite inference
interdiction game. The results show that the components of our framework provide significant improve-
ments with respect to the basic version. Moreover, our method vastly outperforms a state-of-the-art
general purpose mixed-integer bilevel linear programming (MIBLP) solver for the weighted maximal cov-
ering interdiction game (for which a MIBLP formulation is possible).

Regarding further work, a natural extension of interdiction games is the fortification problem where a
third problem layer includes the interdiction game as a constraint. There are several studies addressing
defender-attacker-defender games such as |Cappanera and Scaparral (2011)), |[Lozano and Smith| (2017al),
Lozano et al. (2017), and Zheng and Albert| (2018]). It could be interesting to study such games with
submodular objective function. Another possible future research direction could be developing methods
for the solution of stochastic or robust submodular interdiction games. Finally, one could also focus on
concrete submodular interdiction games and try to extend our general-purpose framework with problem-

specific components.
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A The MIBLP Formulation of WMCIG

Let binary leader variables z;, ¢ € N indicate the interdiction decisions of the leader. Let binary follower
variables y;, © € N take the value one if and only if facility ¢ € N is open in a solution. Let binary follower
variables z;, j € J take the value one if and only if customer j is covered in a solution. The following
formulation is used while solving WMCIG instances by the MIBLP solver MIX++.

min max g DjZj

zeX Y,z jed
s.t. Zyz <B
1EN
z; < Z Yi VjedJ
i:jed (i)
yi <l—uz Vie N
Y; € {0, 1} Vi e N
Zj € {0, 1} VjedJ

where X = {z € {0, 1}V . 3, v 2 <k}

B Detailed Results
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