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Abstract: Flaws in the process of modulation, or encoding of key bits in the quadratures
of the electromagnetic light field, can make continuous-variable quantum key distribution
systems susceptible to leakage of secret information. Here, we report such a modulation leakage
vulnerability in a system that uses an optical in-phase and quadrature modulator to implement a
single sideband encoding scheme. The leakage arises from the limited suppression of a quantum-
information-carrying sideband during modulation. Based on the results from a proof-of-concept
experiment, we theoretically analyse the impact of this vulnerability. Our results indicate that the
leakage reduces the range over which a positive secret key can be obtained, and can even lead to
a security breach if not properly taken into account. We also study the effectiveness of additional
trusted noise as a countermeasure to this vulnerability.

© 2021 Optical Society of America under the terms of the OSA Open Access Publishing Agreement

1. Introduction

Quadrature modulation played a significant role in the revival of classical optical communication
and the inception of continuous-variable (CV) quantum optical communication at the turn of this
century [1–4]. Information encoded in the amplitude and phase quadratures of the electric field,
usually denoted by I and Q in classical communication or 𝑥 and 𝑝 in quantum communication,
is decoded using coherent detection. The main difference between quantum and classical
communication using optical modulation is that in the former, the signal states are typically much
weaker than in the latter. Any two such quantum states are then non-orthogonal in practice, i.e.,
they exhibit an overlap in phase space. This property of non-orthogonality, together with the
no-cloning theorem and Heisenberg’s uncertainty principle, forms the bedrocks of quantum key
distribution (QKD), a cryptographic method that facilitates secure communication [5–8].

An optical coherent state CVQKD transmitter randomly modulates the output of a coherent
laser source along the 𝑥 and/or 𝑝 quadratures. In the so-called sideband encoding approach [9],
the information carried by the light beam leaving the transmitter can be described in the form of
modulation sidebands: coherent states are generated as a result of weak modulation applied at
frequency (side-)bands shifted away from the optical carrier [10]. After being exposed to loss
and noise on the quantum channel, the sidebands are measured by the CVQKD receiver using a
local oscillator (LO) assisted coherent detector to decode the information in the quadrature(s).

These steps are performed as a part of a ‘CVQKD protocol’ that allows the transmitter (Alice)
and receiver (Bob) to share correlated bitstreams, which are used as secret keys for encryption
after some classical data processing [7, 8]. Security of the key is assessed by evaluating a lower
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bound on the final key length, which characterizes the information advantage of Alice and Bob
over an eavesdropper (Eve), assumed to control the quantum channel. A non-zero key length
assures Alice and Bob that Eve possesses at most an insignificant knowledge of the key, while a
zero value implies the channel to be too unsafe for exchanging confidential messages.

Realistic cryptographic systems, whether quantum or classical, are however vulnerable to side
channels that lead to security loopholes in both design and implementation [8,11]. Such loopholes
can destroy the security assurance: in QKD systems, Eve obtains significant information about
the shared key without leaving any footprints. CVQKD systems too have been known to be prone
to attacks due to device imperfections and operational limitations [12–17].

Here, we experimentally demonstrate and theoretically analyze a vulnerability due to modulation
leakage [18] in a CVQKD setup that implements an optical single sideband (OSSB) encoding
scheme using an in-phase and quadrature (IQ) modulator. OSSB encoding is a technique where
one of the two sidebands around the optical carrier is eliminated, effectively resulting in a single
(modulated) sideband at the output of the transmitter. Apart from being spectrally efficient
and immune to dispersion related issues [19], OSSB modulation potentially offers better noise
performance for CVQKD systems by placement of sidebands in a manner that avoids the noisy
carrier during modulation and the low-frequency noise region during detection [20].

However, any practical IQ modulator is capable of only finite sideband suppression, so
information about the random modulation along 𝑥 and/or 𝑝 at the transmitter is leaked on the
quantum channel through the suppressed band. Eve may be able to access this suppressed band
without alerting the legitimate parties, and can thus obtain more information about the key than
estimated. Through a proof-of-principle experiment and ensuing security analysis, we show that
as we (intentionally) reduce the sideband suppression by 20 dB (starting with the best possible
value of ∼ 24 dB), the leakage of the secret key rises from 0.063 to 0.19 bits/symbol for reverse
reconciliation (RR) and from 0.15 to 0.99 bits/symbol for direct reconciliation (DR) techniques.
One way to address this security issue is to lower the bound on the secret key length, after
having quantified the influence of the leakage on the Holevo information. We also investigate the
conditions under which noise sources not controlled by Eve could reduce this penalty.

In the last 5 years, there has been a gradual shift in CVQKD setups to replace the discrete
amplitude and phase modulators with an IQ modulator to prepare phase-shift keying or Gaussian
constellations [21–24]. This move offers a compact design, potential cost benefits, and may also
improve resilience to a Trojan-horse attack (through the reduction of a fiber connection) [15, 25].
However, poor sideband suppression, which could arise due to sub-optimal settings of the DC bias
control of the IQ modulator or due to finite manufacturing tolerance and RF mismatch, can lead to
insecure keys if Alice and Bob do not take the leakage into account. Although the demonstrated
vulnerability affects CVQKD systems based on single-sideband encoding only, leakage can also
occur due to production of higher-order sidebands (in the so-called ‘strong modulation’ regime),
or more generally, due to multiple back-reflections inside Alice’s station [12, 15, 25].

The paper is organized as follows: we first develop a basic model of an IQ modulator and
describe the conditions in which the leakage gets manifested. We then describe the attack model
that treats the suppressed sidebands as excessive modulation. After detailing the experiment and
the proof-of-concept implementation of Eve’s attack strategy, we present the measurement results.
Following a discussion on the impact of the attack and countermeasures, we conclude this work.

2. Theoretical background

As shown in Fig. 1(a), the IQ modulator is essentially a Mach-Zehnder interferometer consisting
of two nested Mach-Zehnder modulators (MZMs) and a phase modulator (PM). These modulators
are characterized by 𝑉𝜋 , the voltage at which the optical phase changes by 𝜋. For a MZM, this
means going from maximum optical transmission to the minimum, or vice versa.

In the so-called optical single sideband modulation with carrier suppression (OSSB-CS)



Fig. 1. Optical single sideband modulation with carrier suppression (OSSB-CS) from
an IQ modulator. (a) The incoming light is split into two arms, and RF signals 𝑉𝑅𝐹1
and 𝑉𝑅𝐹2 with a phase difference of 90◦ drive Mach–Zehnder modulators (MZMs)
operating on minima due to 𝑉𝐷𝐶1 and 𝑉𝐷𝐶2. A relative phase of 90◦, added by the
phase modulator (PM) using 𝑉𝐷𝐶3, then ensures OSSB-CS. The output is tapped to
generate the photodiode signal 𝑉𝑃𝐷 used for feedback control of the bias voltages. (b)
Theoretical spectrum depicting both SSB and CS; also see equation (3). The amount
of SSB and CS can be improved, though not always independently, by tuning the
parameters such as dither amplitude and feedback photodiode gain of the bias circuit.

mode [19, 26], both MZM1 and MZM2 are biased at the minimum transmission point, e.g.,
𝑉𝐷𝐶1 = 𝑉𝐷𝐶2 = −𝑉MZM

𝜋 , while the PM voltage is e.g., 𝑉𝐷𝐶3 = −𝑉PM
𝜋/2 to make the optical signals

at the output beam-splitter combine in quadrature. If the RF waveforms to the two MZMs are
sinusoids in quadrature, such as 𝑉𝑅𝐹1 (𝑡) = 𝐴1 sin(Ω𝑡) and 𝑉𝑅𝐹2 (𝑡) = 𝐴2 cos(Ω𝑡), the electric
field obtained at the output of (an ideal) IQ modulator is

𝐸𝑜 (𝑡) ∝ [sin (𝜇1 sin(Ω𝑡)) + 𝑖 sin (𝜇2 cos(Ω𝑡))] 𝐸𝑖 (𝑡), (1)

given an electric field 𝐸𝑖 (𝑡) at the input. Here, 𝜇 𝑗 = 𝜋𝐴 𝑗/2𝑉MZM
𝜋 captures the effective

modulation depth in arm 𝑗 , for 𝑗 = 1 or 2.
Using the (first two terms from) Jacobi-Anger expansion1, we can rewrite Eq. (1) as

𝐸𝑜 (𝑡) ∝ [𝐽1 (𝜇) (cos(Ω𝑡) + 𝑖 sin(Ω𝑡)) − 𝐽3 (𝜇) (cos(3Ω𝑡) − 𝑖 sin(3Ω𝑡))] 𝐸𝑖 (𝑡)
= 𝐽1 (𝜇)𝑒𝑖 (𝜔0+Ω)𝑡 − 𝐽3 (𝜇)𝑒𝑖 (𝜔0−3Ω)𝑡 , (2)

given an input field 𝐸𝑖 (𝑡) ∝ 𝑒𝑖𝜔0𝑡 and assuming 𝜇1 ≈ 𝜇2 = 𝜇. Here 𝐽𝑘 denotes a Bessel function
of the first kind and order 𝑘 . Note that a global phase of 𝜋/2 has been omitted in the above.

Eq. (2) illustrates a complete suppression of the lower sideband at a frequency offset −Ω from
the carrier. Moreover, since CVQKD transmitters operate the IQ modulator at low modulation
depths for preserving linearity, one can consider 𝐽3 (𝜇) ≈ 0 because 𝜇 � 1. The output field is
then a single optical line at frequency 𝜔0 +Ω, and exhibits perfect OSSB-CS.

In practice, such an infinite suppression of the carrier and a sideband is however impossible
because of imprecise DC biasing, finite manufacturing tolerance, RF mismatch, etc. In the above
example, one can thereby anticipate the presence of a suppressed carrier at frequency 𝜔0 and a
suppressed sideband at 𝜔0 −Ω in the output field. Under the low modulation depth condition in

1sin(𝑧 sin 𝜃) = 2
∑∞

𝑛=1 𝐽2𝑛−1 (𝑧) sin[ (2𝑛 − 1) 𝜃 ] and sin(𝑧 cos 𝜃) = −2
∑∞

𝑛=1 (−1)𝑛𝐽2𝑛−1 (𝑧) cos[ (2𝑛 − 1) 𝜃 ].



Fig. 2. Heterodyne spectra of frequency-multiplexed quantum data sideband and pilot
tone (and other signals relevant to CVQKD measurements). (a) A low pass filter (LPF)
with cutoff frequency of 200 MHz, used primarily for reducing out-of-band noise, also
hides the suppressed sidebands quite well. (b) Once the 200 MHz LPF is removed, the
suppressed pilot tone becomes much more apparent. The vulnerability arises if Alice
and Bob do not take into account the leakage from the suppressed components (in the
shaded region), as they are obviously present in the actual optical signal transmitted by
Alice on the quantum channel, and thus fully accessible to Eve.

Eq. (2) but with 𝜇 − 𝛿 = 𝜇1 ≠ 𝜇2 = 𝜇 + 𝛿, one obtains

𝐸𝑜 (𝑡) ∝ [𝐽1 (𝜇2) cos(Ω𝑡) + 𝑖𝐽1 (𝜇1) sin(Ω𝑡) + sin(Δ2) + 𝑖 sin(Δ1)] 𝐸𝑖 (𝑡)

≈ 1
2
[(𝜇 + 𝛿) cos(Ω𝑡) + 𝑖(𝜇 − 𝛿) sin(Ω𝑡) + Δ2 + 𝑖Δ1] 𝐸𝑖 (𝑡)

=
𝜇

2
𝑒𝑖 (𝜔0+Ω)𝑡 + 𝛿

2
𝑒𝑖 (𝜔0−Ω)𝑡 + Δ𝑒𝑖𝜔0𝑡 (3)

on expanding the Bessel functions, with Δ 𝑗 denoting small deviations in the DC biases on the
MZMs and Δ = Δ2 + 𝑖Δ1 (by invoking sin(Δ 𝑗 ) ≈ Δ 𝑗 ). Figure 1(b) illustrates a power spectrum
that may represent the optical field in Eq. (3). The two sidebands, namely, the desired pilot tone
and suppressed pilot tone, are located symmetrically around the suppressed beat signal.

Leakage during state preparation

Coherent detection of the quantum data signal in CVQKD systems is performed by Bob, who
now generally employs a locally generated ‘real’ LO instead of using the ‘transmitted’ LO from
Alice. The sharing of phase reference across Alice and Bob is then done by so-called reference
pulses (for pulsed systems) or pilot tones (for continuous-wave systems) [20–24,27]. We focus
on the latter type, where a broadband signal is frequency multiplexed to the pilot tone, and then
attenuated to yield the quantum data signal with a comparably bright pilot.

Figure 2 shows various spectra measured with a RF heterodyne detector in our CVQKD setup.
We measure the detector electronic noise (dashed-black trace) when both the signal laser and LO
are off, while with the signal laser off but LO on, we obtain vacuum noise (dotted-blue trace).
With both light sources on and with the IQ modulator operating in OSSB-CS mode due to the
DC bias control; see Fig. 1(a), we observe the suppressed carrier / beat signal in the heterodyne
spectra. On applying RF modulation, we obtain the modulated signal (solid-red trace) spectra
that shows the two main sidebands on the left to the beat signal.

In normal operation, we use a low pass filter (LPF) with cutoff around 200 MHz to limit Bob’s
detection bandwidth, as all relevant frequency components needed for carrier and phase recovery
are present within this bandwidth [20]. The LPF is conspicuous by its absence in Fig. 2(b): the
suppressed pilot tone (SP) is fairly distinct in the spectra here. While the suppressed quantum
band (SQB) signal may seem buried in the vacuum noise, it carries correlations with the signal
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Fig. 3. Purification scheme used for security analysis. EPR source 𝑉 radiates states
with quadrature variance 1 + (1 + 𝑘2)𝑉𝑀 in each of modes A and B. We model the
modulation leakage as a linear interaction of the signal (B) and leakage (L) modes on a
beamsplitter with transmittance 1/(1 + 𝑘2). The signal is exposed to losses 𝜂𝐶ℎ and
excess noise with variance 𝜀𝐶ℎ in the untrusted channel. Eve obtains the information
about the transmitted key from the output of the leakage mode (L) and from an auxiliary
channel mode (E). Detection efficiency and trusted noise are modeled as a coupling
with ratio 𝜂𝐷 of the signal mode entering Bob and mode 𝐷1 of an entangled state with
variance 𝑉𝐷 = 1 + 𝜀𝐷/(1 − 𝜂𝐷), where 𝜀𝐷 is the variance of added detection noise.
Possible infusion points of trusted preparation noise 𝜀𝑃1 ,𝑃2 ,𝐿 are also shown. Trusted
preparation noise is also modeled as a result of unbalanced coupling between the signal
and an EPR source with appropriate variance.

in the desired quantum band (DQB) and can also be used for decoding the information by anyone
having access to that sideband, albeit with some penalty.

Note that such a leakage does not affect the security of intradyne or phase-diverse CVQKD
systems [10, 21, 24, 27] because Bob effectively measures both sidebands. However, even in such
systems, the vulnerability can be present in case higher-order sidebands, produced, for example,
due to a large modulation depth, lie outside the detection bandwidth of Bob. This may indeed
happen in pulsed CVQKD transmitters that actually implement polar modulation [12].

Attack model

Modulation leakage in the coherent-state protocol can be considered as a Trojan-horse attack [28],
where the vacuum state injected by Eve receives a fraction of the signal modulation. Such an
attack is equivalent to the setup without the side channel leakage, but with the altered values of
higher signal modulation 𝑉 ′

𝑀
= (𝑘2 + 1)𝑉𝑀 , and lower transmittance of the quantum channel

𝜂′ = 𝜂/(𝑘2 + 1), where 𝑘2 = 𝑉𝑀𝐿
/𝑉𝑀 is the ratio between variances of the leakage mode

modulation and the signal (with 𝑘 ≥ 0), and the input of the leakage mode is assumed to be
vacuum. The covariance matrix describing the effective two-mode state is [28]:

𝛾𝐴𝐵 =
©­«

[1 + (𝑘2 + 1)𝑉𝑀 ]1
√︁
𝜂𝐶ℎ𝑉𝑀 [2 + (𝑘2 + 1)𝑉𝑀 ]P3√︁

𝜂𝐶ℎ𝑉𝑀 [2 + (𝑘2 + 1)𝑉𝑀 ]P3 [1 + 𝜂𝐶ℎ𝑉𝑀 + 𝜀𝐶ℎ]1
ª®¬ , (4)

where 1 is a 2 × 2 identity matrix, P3 = diag[1, 0, 0,−1] is the Pauli matrix, and loss 𝜂𝐶ℎ and
excess noise with variance 𝜀𝐶ℎ characterize the untrusted channel.

Figure 3 shows the overall purification scheme for the attack model, with the entire state in 4
trusted modes 𝐴, 𝐵, 𝐷1 and 𝐷2, and Eve’s modes 𝐸 and 𝐿. The signal is subjected to trusted loss
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Fig. 4. Lower bound on the secure key fraction (in bits per symbol) versus the channel
loss (dB) for DR (left) and RR (right). Solid lines show the expected security in the
absence of leakage, dashed lines show the influence of the modulation leakage with
𝑘 = 0.2 (-7.0 dB), 0.3 (-5.2 dB) for DR, and 𝑘 = 0.2 (-7.0 dB), 0.5 (-3.0 dB), 1 (0.0
dB) for RR. Reconciliation efficiency 𝛽 = 0.96, modulation variance 𝑉𝑀 is optimized,
assumed untrusted excess noise at the channel output 𝜀𝐶ℎ = 0.02 SNU.

𝜂𝐷 and trusted noise 𝜀𝐷 stemming from the receiver, that are purified by an Einstein-Podolsky-
Rosen (EPR) source radiating entangled states with variance 𝑉𝐷 = 1 + 𝜀𝐷/(1 − 𝜂𝐷) in modes
𝐷1,2. Likewise, potential trusted preparation noise 𝜀𝑖 (𝑖 = 𝑃1, 𝑃2, 𝐿) can be purified using a
two-mode squeezed-vacuum source with variance 𝑉𝑖 = 1 + 𝜀𝑖/(1 − 𝜂𝑖) coupled to the signal
on a strongly unbalanced beamsplitter 𝜂𝑖 → 1. Such noise can be applied either to the signal
and leaked along with the modulation (𝜀𝑃1), or to the signal only (𝜀𝑃2). In practice, Eve’s
measurement of the leakage mode may be susceptible to limited detection efficiency and detection
noise, limiting the channel advantage for Eve. We adopt a pessimistic approach and assume
that during the experiment Eve could retrieve the leaked information with perfect efficiency, and
purify and eliminate the noise at her side. Nevertheless, we discuss the influence of all possible
types of noise [29], including 𝜀𝐿 associated to the leakage mode 𝐿, on the security in Sec. 4.

Since Eve is assumed to hold a purification of the state shared between the trusted parties, one
can use the equivalence between entropies of the state in Eve’s mode and states in Alice and Bob
modes [30]. Hence a four-mode covariance matrix 𝛾𝐴𝐵𝐷1,2 is sufficient to evaluate the Holevo
bound on the information accessible to Eve:

𝜒DR
𝐸 = 𝑆(𝐴𝐵𝐷1,2) − 𝑆(𝐵𝐷1,2 |𝐴) , 𝜒RR

𝐸 = 𝑆(𝐴𝐵𝐷1,2) − 𝑆(𝐴𝐷1,2 |𝐵) , (5)

where 𝑆(𝐴𝐵𝐷1,2), 𝑆(𝐴𝐷1,2 |𝐵) and 𝑆(𝐵𝐷1,2 |𝐴) are the (conditional) Von Neumann entropies
that are calculated based on the symplectic eigenvalues of respective covariance matrices 𝛾𝐴𝐵𝐷1,2 ,
𝛾𝐴𝐷1,2 |𝐵 and 𝛾𝐵𝐷1,2 |𝐴. The secret key fraction, in bits/symbol, for direct (DR,→) and reverse
(RR,←) reconciliation is given by Ref. [31]:

𝑅→(←) = 𝛽𝐼 ′𝐴𝐵 − 𝜒
DR(RR)
𝐸

, (6)

where 𝛽 ∈ [0, 1] is the efficiency of the reconciliation algorithm, and 𝐼 ′
𝐴𝐵

is the mutual
information2 modified according to the scheme depicted in Fig. 3. For further details of the
security estimation see Ref. [32].

Figure 4 shows the resulting lower bounds of the secure key fraction of Eq. (6) as a function of
the channel loss. As expected, CVQKD protocols adopting DR are very sensitive to modulation
leakage and are not able to establish a secure key when the leakage ratio reaches 𝑘 = 1 [18].
Protocols with RR are less susceptible in comparison, however, with a diminished range of

2In the absence of trusted noise, 𝐼𝐴𝐵 = 𝐼 𝑥
𝐴𝐵
+ 𝐼 𝑝

𝐴𝐵
= log2 [ (1 + 𝜂𝐶ℎ𝑉𝑀 )/(2 + 𝜀𝐶ℎ) ] for heterodyne detection.



Fig. 5. Schematic of the experiment exposing the leakage vulnerability and measured
heterodyne output spectra at varying degrees of sideband suppression. (a) Alice and
Bob perform regular QKD measurements while Eve launches the attack illustrated in
Fig. 3 from the quantum channel. (b) Both the suppressed pilot and quantum data
clearly become more apparent with the departure of the scaling 𝜌 from 0 dB. The insets
I1 and I2 show the zoomed desired and suppressed quantum data bands, respectively.

channel loss for secure operation [18,28]. For typical sideband suppression (> 20 dB) in bulk
modulators, the performance impact is rather small. However, we note that if not taken properly
into account, the leakage results in a wrong evaluation of the lower bound on secure key fraction,
and can lead to security breach at large channel loss.

3. Experiment and Eve’s attack strategy

Figure 5(a) shows a simplified scheme of the prepare-and-measure CVQKD setup used for the
experiment. We use a commercial off-the-shelf IQ modulator in the transmitter and a home-made
broadband balanced detector in the receiver. The output of the transmitter (Tx) laser is modulated
using RF waveforms prepared using an arbitrary waveform generator (not shown in the figure).
The DC biases to the IQ modulator (IQmod) are controlled using a commercial automatic bias
controller to obtain OSSB-CS. The modulated output is attenuated so that the quantum data band
contains a few photons when it travels over the quantum channel to Bob.

Using a manual polarization controller, we optimize the received signal’s polarization for RF
heterodyne detection with a real LO, generated by the receiver (Rx) laser. An oscilloscope samples
and acquires the balanced detector output. The acquired data is used to reconstruct Alice’s data
using various digital signal processing methods, in particular, a machine learning framework
based on Bayesian inference, for highly accurate phase estimation and compensation [20].

Since information is (also) encoded in the suppressed sidebands, Eve can use an optical filter,
such as an optical add-drop multiplexer (OADM) as exhibited in Fig. 1(a)), to divert a part of the
spectrum to herself, while transmitting the rest to Bob. If Eve intercepts the SQB (shaded region
I2 in Fig. 1(b)) and if Alice and Bob do not take this into account, then the security of the final



key can be compromised.
In the experiment, we connected Alice and Bob without any channel, i.e., in a back-to-back

(B2B) configuration. From the acquired data, we processed the desired and suppressed quantum
data bands (see Fig. 2(b)) independently of each other. The sharing of phase reference, i.e., phase
corrections to the quantum data, can be performed using either the desired or the suppressed
pilot tone. resulting in the following possible measurement strategies for Eve:

• SQB-SP: Suppressed quantum band processed using suppressed pilot tone, and

• SQB-DP: Suppressed quantum band processed using desired pilot tone,

while Bob’s measurement involves processing of the desired quantum band using the desired
pilot tone (DQB-DP). Eve’s second strategy can be justified on the basis that DP is a classical
signal, and therefore, Eve can manipulate – intercept, utilize, prepare afresh and re-send – it
without any eventual penalty.

To highlight the vulnerability, we performed regular CVQKD measurements while varying
the amount of sideband suppression by scaling the two RF output voltage levels that drive the
IQ modulator with respect to each other; see Fig. 1(a). Eve is assumed to access the relevant
parts of the spectrum using a perfect OADM, as illustrated in Fig. 5(a). The RF scaling factor,
given by 𝜌 = 10 log max(𝑉RF1 (𝑡))

max(𝑉RF2 (𝑡)) , is expressed in dB. We processed the acquired data from the
heterodyne detector on a frame-to-frame basis, with each frame consisting of 107 samples from
the oscilloscope. We acquired 20 frames per value of 𝜌 for statistics.

Figure 5(b) shows the spectra from modulated frames acquired at four different values of 𝜌.
The averaged frequency response obtained from the power spectra of the measured vacuum noise
(see the dotted-blue trace in Fig. 2(b) for example), was inverted to create a ‘whitening’ filter.
Applying this filter to the acquired data frames results in the flat response from near DC to > 400
MHz. To process the signal of interest, we performed carrier recovery with the help of a machine
learning framework that employs an Unscented Kalman Filter (UKF) [20].

4. Results and Discussion

Figure 6(i) shows the total excess noise 𝜀𝐶ℎ + 𝜀𝐷 versus the RF scaling factor 𝜌 for the 3 different
data processing strategies mentioned before. Here, negative [positive] 𝜌 values correspond to
varying the peak-to-peak voltage of the applied waveform on arm 1 [arm 2] while keeping the
peak-to-peak voltage on arm 2 [arm 1] constant; see Fig. 1(a). For poor sideband suppression
(|𝜌 | > 4 dB), the average value of 𝜀𝐶ℎ < 0.06 SNU, regardless of whichever pilot tone is used
by the UKF for the purpose of phase recovery. For |𝜌 | < 4 dB, the suppressed pilot tone power
is not large enough to provide enough SNR for a proper carrier recovery: consequently, the
excess noise increases rapidly. Note that the green curve is above the orange curve because the
modulation variance is higher for DQB compared to the SQB.

The pilot tone SNR values available to UKF are plotted in Fig. 6(ii); for SNR < 10, we could
not obtain a sufficient number of processed frames with decent correlations for a reasonable
estimation of the excess noise. Nonetheless, we note that in our experiment, we use much less
powerful pilot tones compared to most other CVQKD setups [22–24]. So in general, there is a
good likelihood that even the suppressed pilot tones provide a reasonable SNR for successful
reconstruction. Finally, the slight asymmetry across the |𝜌 | = 0 dB vertical line stems from
experimental imperfections, e.g., the mismatch in the electrical-to-optical response at the two
MZMs in the IQ modulator.

Evaluating Bob’s (DQB-DP) and Eve’s (SQB-DP) data, we obtained a map between 𝜌 and the
modulation variance 𝑉𝑀 (𝜌) and the leakage parameter 𝑘(𝜌). These two parameters are depicted
in Fig. 6(iii) and (iv), respectively, and along with the upper bound estimates of 𝜀𝐶ℎ (𝜌) and
𝜂𝐶ℎ (𝜌), are used to construct the covariance matrix 𝛾𝐴𝐵𝐷1,2 (𝜌) and assess the lower bound
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Fig. 6. Values of the estimated parameters (i-iv) and security analysis results (v-xi) as a
function of the RF scaling 𝜌 (bottom X axis). The corresponding sideband suppression
values, estimated as the ratio of desired to suppressed pilot tone powers, are presented
on the top X axis. From top to bottom: (i) the estimated total excess noise in shot noise
units (SNU) from the processing of the SQB and DQB; (ii) signal-to-noise ratio (SNR)
of desired and suppressed pilot tones; (iii) modulation variance 𝑉𝑀 obtained from
DQB; and (iv) leakage parameter 𝑘 . The security analysis provides a lower bound on
the key fraction in bits per symbol (bps) with RR (v) and DR (vi); difference of secure
key fraction Δ𝑅 without leakage and with side channel leakage 𝑘 ≠ 0 for RR (vii) and
DR (viii) techniques; maximal tolerable additional channel loss 𝜂𝑚𝑎𝑥 in dB for RR
and DR (ix) and (x) respectively; (xi) difference between maximal tolerable additional
channel loss provided trusted parties are ignorant about modulation leakage (𝑘 = 0)
and if the leakage is taken into account Δ𝜂 for RR (red) and DR (blue) techniques.



on the key fraction in Eq. (6) subsequently. The secure key fractions in B2B configuration
for RR (red) and DR (blue) obtained with a reconciliation efficiency 𝛽 = 96% and finite-size
effects for a block size of 107 [33] are shown in Fig. 6 (v) and (vi), respectively. Evidently,
the best sideband suppression yields the highest values of signal modulation variance 𝑉𝑀 and
lowest amount of leakage 𝑘 , which consequently translates into higher levels of achievable secret
key. Note that 𝑘 never reaches zero due to the experimental inability to completely eliminate
the suppressed components. The protocol based on DR is as expected very sensitive to the
modulation leakage [18] and cannot deliver a secret key with poor sideband suppression, i.e.
|𝜌 | > 3 dB. The RR technique, on the other hand, can tolerate more leakage and can securely
operate regardless of the sideband suppression, although with significantly reduced key fraction.

The sensitivity of the CVQKD system to leakage is also highlighted in Fig. 6(vii) and (viii),
where Eve’s information advantage, i.e., the difference Δ𝑅 = 𝑅(𝑘 = 0) − 𝑅(𝑘 ≠ 0) between the
secret key fractions, is shown for RR and DR, respectively. One way to interpret this would be, if
Alice and Bob are ignorant of the side channel leakage they would be generating a key at rate Δ𝑅
higher than what is actually secure.

As the main sources of loss and noise are taken into account, we assess the maximal tolerable
additional loss 𝜂 (→,←)

𝑚𝑎𝑥 of the untrusted channel, i.e., the total loss is given by 𝜂𝐶ℎ𝜂
(→,←)
𝑚𝑎𝑥 . The

results are shown in Fig. 6(ix) for RR and (x) for DR techniques. For RR 𝜂
(←)
𝑚𝑎𝑥 is largely

influenced by the noise encountered by Bob and Eve; see Fig. 6(i), while for DR, this additional
loss is again determined by the amount of information leakage 𝑘 . By ignoring the leakage, trusted
parties might assume secure operation with up to 𝜂

(→,←)
𝑚𝑎𝑥 (𝑘 = 0) of additional channel loss,

however the actual maximal loss, as shown in Fig. 6(ix) and (x), is lower. This is highlighted in
Fig. 6(xi). Here Δ𝜂 = 𝜂

(→,←)
𝑚𝑎𝑥 (𝑘 = 0) − 𝜂 (→,←)

𝑚𝑎𝑥 (𝑘 ≠ 0) shows the regime where ignorant Alice
and Bob would assume secure key distribution, while in fact the RR (red) or DR (blue) based
CVQKD protocol is not secure anymore.

A possible approach to improve the secure key length under modulation leakage involves
injection of trusted noise to the reference side [29, 34]. In our experiment, preparation noise
was not characterized and was thus attributed to the untrusted channel, whereas detection noise
was accurately identified. Such trusted noise on either side can be controlled and optimized in
order to improve or even recover the security of CVQKD protocol in a noisy untrusted channel.
However, it is important to recognize and characterize the trusted noise and identify where it is
referred to, as it can affect only the signal or both the signal and leaked modulation (see Fig. 3)
and carry different repercussions for security.

We identify the conditions under which trusted noise can be used to improve the key rate
and summarize the results in Table 1. Firstly, any trusted noise 𝜀𝐿 in the leakage mode 𝐿 will

Trusted noise: DR RR

Signal & leakage 𝜀𝑃1 3 7

Signal only 𝜀𝑃2 3 7

Leakage 𝜀𝐿 3 3

Detection 𝜀𝐷 7 3

Table 1. Viability of positive influence of trusted noise on the security of the coherent-
state CVQKD protocol with modulation leakage.

translate into improved secure key fraction. As the DR technique is more sensitive to leakage
(compared to RR) it will also benefit more from the respective noise, especially for stronger



leakage. Secondly, the effect of trusted detection noise 𝜀𝐷 is not altered by the leakage mode,
and can be defensively used during RR only [34]. Lastly, overall influence of preparation noise
remains similar to conventional CVQKD operation without the leakage. For DR, any preparation
noise (𝜀𝑃1 or 𝜀𝑃2 ) can be used to the advantage of Alice and Bob. Although, if the noise is leaked
along with the signal (𝜀𝑃1) it can also directly hinder the effect of the leakage. For RR, trusted
preparation noise can actually be harmful, even though 𝜀𝑃1 seemingly curtails the usefulness of
that leakage to Eve.

5. Conclusion

Optical single sideband (OSSB) encoding is a well-known technique in classical optical com-
munication. It also has the potential to revolutionize broadband continuous-variable quantum
key distribution (CVQKD) protocols by offering very low excess noise performance. OSSB
modulation requires the suppression of a sideband, which can readily be implemented using an
optical in-phase and quadrature (IQ) modulator. However, the amount of suppression is limited
in practice, and as we have shown here, this can lead to the modulation leakage vulnerability in
CVQKD systems. We have also presented a theoretical framework that analyses the insecurity
resulting from this vulnerability: While the reverse reconciliation strategy suffers a reduction of
the secret key length that becomes significant at higher leakages, the direct reconciliation strategy
cannot produce a secret key even at moderate leakages. As a countermeasure, we have shown
that depending on the type of reconciliation adopted, the trusted parties performing the CVQKD
protocol could use preparation or detection noise, which is not in control of the adversary, to
reduce the severity of the leakage. Finally, we note that such a leakage is much more likely in
(future) photonic integrated circuit based modulators compared to bulk modulators. With IQ
modulators poised to become the workhorses of CVQKD systems, we therefore believe this study
is timely and can help protecting future CVQKD implementations against this vulnerability.
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