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Abstract

In this paper we characterize the c-Boomerang Connectivity Table
(BCT), ¢ # 0 (thus, including the classical ¢ = 1 case), for all monomial
function ¢ in terms of characters and Weil sums on the finite field Fpyn,
for an odd prime p. We further simplify these expressions for the Gold
functions 2 ! for all 1 < k < n, and p odd. It is the first such attempt
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1 Introduction and basic definitions

For the first time, in this paper we find a characterization of the boomerang
connectivity table and its uncle, c-boomerang connectivity table (¢-BCT) [24],
for all monomial functions in terms of characters of the relevant finite field
(all characteristics). We further detail that characterization for the Gold
functions 2" 1 for all 1 < k < n, where p is an odd prime. Since our
method mostly relies on finding some double Weil sums, it may have an
interest beyond its applicability in the computation of the ¢-BCT.

For a positive integer n and p a prime number, we let F,» be the finite
field with p" elements, and Fy. = Fpn \ {0} be the multiplicative group (for
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a # 0, we often write % to mean the multiplicative inverse of a). We use |S|
to denote the cardinality of a set S and Zz, for the complex conjugate. We
call a function from Fy» to F, a p-ary function on n variables. For positive
integers n and m, any map F' : Fpn — F,m is called a vectorial p-ary function,
or (n,m)-function. When m = n, F can be uniquely represented as a
univariate polynomial over Fp» (using some identification, via a basis, of the
finite field with the vector space) of the form F(z) = Zfio_ Yaat, a; € Fpn.
For f : Fpn — F, we define the absolute trace Tr, : F,n — ), given by

n—1
Tr,(z) = Z 2P" (we will denote it by Tr, if the dimension is clear from the
context). ZTi)le reader can consult [20] for more on this and related notions
in finite fields.

Given a vectorial p-ary function F', the derivative of f with respect to a €
Fyn is the p-ary function Do F(x) = F(z+a)— F(z), for all x € Fyn. For an
(n,n)-function F, and a,b € Fpn, we let Ap(a,b) = #{x € Fyn : Dy f(z) =
b}. We call the quantity ép = max{Ap(a,b) : a,b € Fpn,a # 0} the
differential uniformity of F. If 0p = §, then we say that F' is differentially
d-uniform.

For the interested reader, we point to [5l [7, &, 13} 2], 26] for a proper
background on Boolean and p-ary functions.

As a follow up to Wagner’s work [29] on the boomerang attack against
block ciphers (see also [2, [I6, [, 17]) and Cid et al. [I0] who introduced
the theoretical tool called the Boomerang Connectivity Table (BCT) and
Boomerang Uniformity, we defined in [24] the c-Boomerang Connectivity
Table (¢-BCT) and analyzed some known perfect nonlinear as well as the
inverse function in even and odd characteristics.

Let F be a permutation on Fyn and (a,b) € Fyn x Fyn. We define the
entries of the Boomerang Connectivity Table (BCT) by

Br(a,b) = #{x € Fon|F 7Y (F(z) + b) — F7Y(F(z + a) +b) = a},

where F~! is the compositional inverse of F, and the boomerang uniformity
of Fis fp = max Bp(a,b). We also say that F' is a Sp-uniform BCT

a, pr ¥
function. Surely, Ap(a,b) = 0,2" and Bp(a,b) = p"™ whenever ab = 0. We
know that dp = dp-1, Br = Bp-1, and for permutations, Sr > §r and they
are equal for APN permutations. We mention here that this concept became
an object of study for many recent papers [3] [4] [6] 18], 191 22| 27], to mention
just a few.



Li et al. [18] (see also [22]) observed that

B0 ) = {500 € By x By PENEDD )
= > #{z € Fp[DyF(z) = band D,yF(z+a) = b},
YEFpn

and therefore, the concept can be extended to non-permutations, since it
avoids the inverse of F'.

Based upon our prior c-differential concept [14] (see also [15] 23] 25| 28]
for very recent work on that topic), we extended this notion recently in [24]
to the c-Boomerang Connectivity Table. For a p-ary (n,m)-function F :
Fyn — Fpm, and ¢ € Fpm, the (multiplicative) c-derivative of F' with respect
to a € Fpn is the function

eDoF(z) = F(x + a) — cF(x), for all z € Fpn.

For an (n,n)-function F, and a,b € Fpn, we let the entries of the c-
Difference Distribution Table (¢-DDT) be defined by Ap(a,b) = #{z €
Fyn @ F(x + a) — cF(x) = b}. We call the quantity

Orc =max{:Ap(a,b)|a,b € Fyn, and a # 0 if c =1}

the c-differential uniformity of F. If 0p. = 6, then we say that F' is dif-
ferentially (c,d)-uniform (or that F' has c-uniformity 4, or for short, F' is
d-uniform ¢-DDT). We can recover all the classical perfect and almost per-
fect nonlinear functions, taking ¢ = 1. It is easy to see that if F' is an
(n,n)-function, that is, F' : Fpn — Fpn, then F' is PcN if and only if D, F
is a permutation polynomial.

Further, for an (n,n)-function F, ¢ # 0, and (a,b) € Fpn X Fpn, we
define [24] the c-Boomerang Connectivity Table (¢-BCT) entry at (a,b) to
be

CBF(a’? b) = # {CC € F;D"

and the c-boomerang uniformity of F is fp. = max Br(a,b). If Br. = B,
5 pn*

we also say that F'is a S-uniform ¢-BCT function. We showed in [24] that we
can avoid inverses, thus allowing the definition to be extended to all (n,m)-
function, not only permutations. Precisely, the entries of the c-Boomerang
Connectivity Table at (a,b) € Fyn x Fyn can be given by

F Y 'F(a +a) +b) — F~Y(cF(x) +b) = a} .

Br(a,b) = {(% y) € Fpn x Fpn F(yféﬁ_cfig@?l):b}

_ D~ F(z)=b and C_lD.YF(:c—I—a):b}
B Z 7 {33 € Fpr | the c-boomerang system )
’YE]Fpn



The exact computation of the differential and/or boomerang uniformity
and its relative with respect to ¢ seems to be quite difficult, even for mono-
mials. It is the purpose of this paper to characterize the c-BCT (¢ # 0) for
all monomials 2% in terms of characters on the finite field F)n, where p is any
prime number. We use that characterization to further describe the ¢-BCT
for all Gold functions a:pk“, 1 <k <mn, podd, and ¢ # 0. In particular,
our result can be seen as a significant generalization of the known results,
where p = 2, ged(n, k) = 1,2, in which case the boomerang uniformity is 2,
respectively, 4.

2 A description of the c-BCT of the power map
in terms of characters on F»

We concentrate here on the c-boomerang uniformity of the power maps

x? over finite field Fyn. Let G be the Gauss’ sum G(¢), x) = Z P(2)x(2),
z€lFy

where x, v, are additive, respectively, multiplicative characters of F,, ¢ = p".

Below, we let x1(a) = exp <%f(a)> be the principal additive character, and

q—1
qg — 2. We let i1 be the generator of the cyclic group of multiplicative
characters.

Pg (gz) = exp <2’T—M> be the k-th multiplicative character of Fy, 0 < k <

Theorem 1. Let F(x) = z¢ be a monomial function Fy, g =p", p a prime
number. Let c € Fy and b € Fy. Then, the c-Boomerang Connectivity Table

entry Br(a,ab) at (a,ab), a # 0, is given by

1 1
a (CAF(lvb)'i'c*lAF(lvb))'i_l_'— 3 Z Xl(_b(o‘+ﬂ)) Sa-ﬂ Sfac,fﬁcflv

a,BeF,,af#0
with
Sap = Z X1 <O‘33d) X1 <5(3: + 1)d>
z€Fq
q—2
= TP 2 GG ) 3 v ((aay (3 +1)7)).
(q 1) J:k=0 z€Fy

Proof. For b+ 0 and fixed ¢ # 1, the ¢-boomerang uniformity of 2% is given
by Inax Br(1,b), where .Bp(1,b) is the number of solutions in F, x F,,
€F*,
P



q = p", of the following system

cy® =b (1)
(z+1)?—cHy+1)? =0
We know (and easy to argue) that the number N (b) of solutions (z1, ..., x,) €
[y, for b fixed, of an equation f(z1,...,2y) =bis

S Y wlalflan,...z) b))

T1,..,2n€Fg a€lFy

!
q
:é > X ez,

T1,...,2n€Fq XE]FQ

(2)

where E is the set of all additive characters of Fy, and xi is the prin-
cipal additive character of F,. Next, note that the number of solutions
(T1,...,2,) € Fy of a system fi(21,...,2,) = b1, fa(w1,...,2,) = b2 is
exactly

1
7 SN xala(fil@n . zn) = b)) xa (B (2@, x) — b))
x1,.. ,Z‘nEFq « BE]Fq

For our system (I), we see that the number of solutions for some a, b fixed
is therefore

N = pe Z Z X1< <!Ed—0yd—b))><1 <5<($+1)d—0_1(y+1)d—b>>

z,y€lFq a,B€F,
Z Z xi1(=bla+ B8))xa (Oéil?d + Bz + 1)d> x1 (acy® + Be=L(y + 1)%)
z,y€Fq a,BEF,
- i? > xal=bla+8) 3 x <O‘$ + Bz +1) > > x1 (acy? + By + 1)9).
q a,B€lF, z€lfy yeF,

We now, rewrite the above expression as (the term ¢? comes from a = 3 = 0)

PNoe— > = Y xa(=ba) Y <al’d) > ox <—Oécyd)

a€lFy,=0 z€lFy yelF,

+ > al) Y xa (B +)7) Y (<8 + 1))

a=0,B€F, z€lF, yElFq

+ Z x1(—=b(a+ ) Z X1 (amd + B(x + 1)d)

o, BEF 4,00 =

5



: Z x1 (acy® + Be=1(y + 1)7)

y€Fq
= Z Z X1 (a(md—cyd—b>>
z,y€lFq a€lfy
+ > YoaB(@ry -yt -o))
z,y€lFq BEF,
+ Y e+ 8) Y x (et + A+ 1))
a,B€F4,aB#0 z€Fy
: Z x1 (acy? + Be(y + 1)9)
y€Fq
= Z ZXl(a(md—cyd—b>> Z ZXl( (96 —chyt b))
z,y€Fq a€ly z,ycFq BeF,
> albat8) Y xa (aal+ Bla 1))
a,B€Fq,af7#0 S
: Z x1 (acy? + Be(y +1)9)
yEFq
= Q(CAF(lab) +c*1AF(17b)) + Z Xl(_b(a+/8)) Sa,ﬁ S—OCC7—6071’
a,B€Fq,aB7#0

where S, 3 = Zzqu X1 (ozxd + Bz + 1)d) (the last identity, involving the
c-DDT entries, follows from Equation (2])).

Further, [20, Equation (5.17)] relates the additive character x to the
cyclic group (of cardinality ¢ — 1) of all multiplicative characters ¢ of F,
via

-2 q—2
1 _
P Z X1 (2 Z (W)y;(2) = — > Gy, x5 (w),
q 2€F; §=0 q j=0
where G is the Gauss’ sum G(, x Z U(z ). Using this, we get
z€lFy

Sap= > X1 (awd> X1 (5(:6 + 1)d)

z€lFy
= 2 Z Z TJZ)]7X1 T;Z)k7X1)¢j (OA’E ) ¢k (5(:17 + 1)d) )
x€lFy j,k=0
from which we infer our last identity. U



Remark 2. In the previous theorem and the next ones, we could have em-
bedded the differential entries ([Ap(1,b), .—1 Ap(1,b) into the character sums,
but we wanted to point out how the c-BCT entries depend upon the c-DDT
entries.

Remark 3. Surely, we could have written the previous theorem for any
function F, but we simply wanted it for the Gold functions from the next
section. We may come back to that idea for other functions. Also, the case
p = 2 will be treated in a separate paper as the Weil sums results are rather
different.

3 The «-BCT for all Gold functions xpk“, p odd

We will now use this approach to push even further the above result for
the Gold function. It is perhaps the first result of this type that computes
the boomerang uniformity and its relative, the c-boomerang uniformity for
all functions in this class (we gave a lower bound in [24] the c-boomerang
uniformity). We will, in fact, find all entries in the ¢-BCT, including ¢ = 1,
as well, for all ¢ # 0.

We shall make use of the following results from Coulter [I1),12] (we make
slight changes in notations and combine various results), who generalized
a result of Carlitz [9]. Let 1 < k < n, e = ged(n, k), and (A, B) =
Zmqu X1 (A:vplchl + Ba:). We let n = 94_1)/2 be the quadratic character
of IF,.

Theorem 4 ([11]). Let ¢ = p™, n =2m > 2, p and odd prime, 1 < k < n,
e = ged(n, k). Then:

(1) Ifn/d is odd, then
(A, 0) = {(

(2) Ifn/d is even, then

m . q-1
yk(A 0) _ (_1)?pm Zprejll 7é (_1)
Ll E e AR = (-1
Theorem 5 ([12]). Let ¢ = p™, n > 2, p an odd prime, 1 < k < n,
e =ged(n, k). Let f(x) = AP ™ + Az, for some nonzero A. The following
statements hold:



(1) If f is a permutation polynomial over Fy, and xq is the unique element
such that f(zo) = —BP", B #0, then:

(i) If & is odd, then

(—1)"‘1\/677(—/1) Xl(Amng) ifp=1 (mod 4)

(A, B) = o i .
(=) gn(=A) xi(Azg ) ifp=3 (mod 4).
n_ o _p®tDR :
(where the solution Ty = —% Zf:ol(_l)]A P Bp(zﬂ“)’c)‘

—1 m
(ii) If % is even, then n = 2m, Apert #(—1)% and

F(A,B) = (=1) p™ y1 (Azf ).

(2) If f is not a permutation polynomial, then, for B # 0, (A, B) =0,
unless, f(x) = —BP" has a solution x (this can only happen if 2 is

even with n = 2m, and AT = (=1)%), in which case
LA B) = (1) TP (e ).

The proof of our results are long and complicated, so we will split the
analysis into several cases ¢ = 1,¢ = —1, etc., and record each case in
a separate theorem. The goal in each case is to make more explicit the
expressions of Theorem [ for the Gold functions.

We need some notations below. For 1 <k < n,let o, 8 € Fyn, Lo g(z) =
(o + B)xf”% + (ﬁpnfk + B)x and 1, % be the set of (o, 8) € Fii, where
L g, respectively, L_,. _g.-1 are not permutations.

Further, let 7 be the set of all (a, 3) € Fi# such that Lo g(z) = —(8 +

87" has a root Zqap, and o, § satisty (with d = ged(2k, n))
Bpn k /8 37;
=1
T a+p ’

(hence, L, g is not a permutation polynomial [30]). Observe that the left
hand side expression is just the relative norm from Fyn to F,« of the argu-
ment. Similarly, let @ be the set of all (o, 8) € F3Z such that L_ . _g.—1(z)

(50_1 + (56—1)Pk) has a root x_,. _g.-1, and «, 3 satisfy

als

(=1

pfl

LB\
ac+ Bet N

als

(=1



hence, L__. _z.-1 is not a permutation polynomial).
ac,—fc Yy
We showed in Theorem (Il that .Bp(a,ab) equals (we let ¢ = p™)

1 1
5 (CAF(Lb) +C*IAF(17b))+1+_2 Z Xl(_b(a_‘_ﬁ)) Saﬁ S—ac,—ﬁc*%
a,B€F4,a57#0
(3)

where S, 3 = erqu X1 (axd) X1 (ﬂ(x + 1)d), and d = pF +1. We let T} =

Z Xl(_b(a =+ ﬁ)) SO!,B S—ac,—ﬁcfl'
a,B€F4,a57#0

We now concentrate on S, g, for a8 # 0. Using the fact that xi(uP) =
x1(u) for u € F,, we compute

Sap = Z X1 <oz:npk+1 + B(x + 1)pk+1)

_ ; xi (a4 8)a? ! 4 ga* + Bz + )

_ ii xi ((+ B ) xa (87 2 ) xa (B + )
_ i: xi ((@+ B)ar ) xa (B ") xa (B + B)

_ i wi ((+ B2 ) (87" + B)a + 8)

_ ;Izg) > (o B4 (87 1 B

Let A = a+ 8,8 =p""+§ (recall aff # 0). ffa = —f = g "

n

(the last identity can only happen for % even, where e = gcd(n, k)), then
Sa,3 = qx1(f) (there are p® — 1 such nonzero f’s, since 5 # 0, ﬁpnik +5=0
is equivalent to ﬂpk_l +1=0). fa=-p+# ﬂpnik, then S, 3 = 0. If
a#—fB= Bpnfk, then we use [I1, Theorem 1 and 2] (observe that the case
2 odd does not happen), obtaining that when 2 is even (thus, n = 2m),

then (with A = o + 8; we simplify a bit the original statement)
n . q=1

Sep = {(_1)epm x1(8) if Apejll £ (—1)

T () ET e (B) i AP = (1)

n—k

We next assume that o 2 —f3 # P . We shall now be using Theo-
rem [5 which gives explicitly the sum . (A, B) = erqu X1 <Ag;pk+1 + Bx)

9



depending upon whether L, g(x) = AP 2P 4 Az is a permutation polyno-
mial or not.

Now, it is known that a linearized polynomial of the form L,(z) =
2P+ yx € Fpn is a permutation polynomial if and only if the relative norm

Nr .k ,(7) # 1, that is, (—1)/dn " =1/ =1) £ 1, Where d = ged(n,r).
p

For our polynomial L, g(z) = (a + B)ar™ + (87" + B)z, (dividing by
a+ f # 0) the previous nonpermutability condition becomes (with d =

ged(2k,n)) o
o [ BP +5
- m( — ) ! (@)

pt—1

2°=L roots for the equation priT — = (—1)4, forming a set

Surely, there are pd—l

. We then see that for an arbitrary v € 27, and any

b€ IFpn, then there is a unique « € Fy» such that 8" " 4p =, namely o =

a+f
B”i;rﬁﬁv‘ Therefore, there are < w pairs (a, §) forming a set %
with the restrictions a # —f3 # P" " such that L, g is not a permutation
B8

p(p D .
1

than one 8 may generate the same « if the linearized a;p - + (1 —~)x is not
a permutation polynomial). Let @/ C % be the subset of all («,3) € #
such that L, g(x) = —(ﬁ—l—ﬁpk) has at least a root x4 g. Surely, if L, g is not
a permutation on Fy and L, g(z) = —(8 + ﬂpk) has no root, then S, g = 0.

If Lo is not a PP (abbreviation of “permutation polynomial”), but the
linearized equation has a root (hence, by Theorem 5] 2 is even), then for all

(o, B) € & (note that the cardinality of |« |< E (p _1)) then

is because more

(the reason that the number of pairs is not precisely

Sas = (CDEPE B0 ((a+ Balif).

In addition, again, by Theorem B when % is even and L, g is a permu-

tation on F, and z, g is the root of L, g(x) = —(8 + 87" then

Sap = (“DEpExa (B ((a+ B)al 3.

Finally, if 7 is odd and L, g is a permutation on F, and z, g is the root
of Lo g(x) = —(8+ "), then Sa,p equals

(—)"axaB)n(—a — B xa(la+B)zh i), if p=1 (mod 4)

10



(=)™ gxa(B)n(—a = B) xa((a + B)nggl), if p=3 (mod 4).

We take 22, %5, o7 to be the corresponding sets as above, where L, g is
replaced by L_,. _g.-1, etc.

3.1 Thecasec=1

Theorem 6. Let F(x) = :ppkH, 1 <k <mn, be the Gold function on Fyn, p
and odd prime, n > 2, and ¢ = 1. The Boomerang Connectivity Table entry

2 1
of F at (a,ab) is Br(a,ab) = gAF(l,b) +1+ pr, where:

(i) If 2 is odd, then

Pl
Ty=(-1)""2p" > xa(-bla+p)).
(a,8)€
(ii) If & even, then, with A= a + 3 and ¥ = Z x1(—bA),

a,B€F
q=1 m
APTHT =(—1)"¢
Tb — (p2n+e . 2p2n +pn) + (p2n+2e . pn+2e . p2n + pn) 21
+p" > xa(=bla+B) +p" > xa(=bla+p)).
(a,B)€c (a,8)e?
Proof. Observe that the conditions o = —f3, —3 = ﬁpnik
cf = (—cﬂ)’ﬂHc are equivalent, when ¢ = 1.
First, if 2 is odd, and p = 1 (mod 4), a # —f # Bpnfk and L, g is
a permutation (as well as, L_, ) (recall that (a,3) € %), then (since
':L'OC,B = :U_av_ﬁ)’

SapS-a-p =ax1(8)(—a — B) x1((a + B)al 3

xa(=B)nla+ B) xa(—(a + Bl i) = q(~1)",

, and —ca = cf,

and so,

Ty=(-1)"" > xi(=bla+B)).

(a,B)EP

Similarly, in the same case, if p = 3 (mod 4), then (there are two extra
copies of 13" rendering a factor of (—1)")

SapS—a,—p=(—1)"qn(-1) =g,

11



therefore,

Ty=p" 3 xi(-bla+B)).
(o,8)€%

Therefore, when Z is odd, we can uniquely write this as

Ty= ()" 55" Y xa(-bla+f)).
(a,B)e%h

f0#£Aa=-8= Bpnfk (there are p® — 1 such roots ), so, 2

then S, 5 = qx1(8), S—a,—5 = qx1(—p), and so,

Ton= Y, xi(=bla+5)SapS-a-s

O£a=—p=pr"""

n—k .
Assume o # —3 = P, so T is even.

is even,

- >, x1(=b(a + B8))x1(B)x1(—B) = P> (p° — 1).

We observe that either both

—1 m
a+ B, —(a+ B) satisfy X = (=1), or none will do. Furthermore,

Pt AR £ (-])
SOC,BS—Q7—B = +2 . _Q71
phteeif APFT = (—1)

o3 of3

m

Thus, if AFFFT — (—1)%, then
To=p™* Y xa(-bla+5)

a,BEIF:;
1

m

a—
APTFT =(—1)%

= pte > > xa(-bA)

g—1 m BEF*
A,A‘p€+1:(_1)?ﬁ a

— e — 1)),
If ¥ £ (1), A # 0 (since o # —f3), then

T3 = p" Z X1(=b(ar+ B)) =p"(p" — 1) Z

A0

12
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x1(—bA)



=p"(" =1 | Y_oxa(=bA)— > (b4 -1
A€l q-1 m
A APTFT =(—1)e

= " 1) (14 3).

Now, let o #£ —3 # gP" "
root of Lq g(x) = —(8 + 5Pk), if it exists; observe also that —xz, g is a root
for L, —g(x) = ~((=B) + (=B)""), as well),

p" if L, g is PP
Sa7BS_a7_ﬁ = n+2e . .
D if L, g is not PP.

and 7 even. Then (we assume that z, g is a

In this case, then,
Toa=p"" Y xa(=bla+8)+p" > xi(-bla+8).
(a,B)en (a.B)e
Thus, when % is even,
Ty =Ty1+ T2+ Tp3+Tpa.
The theorem is shown. O

Remark 7. As an example, we took p =n =3, k =2, b = 2, and easily
found in less than a second, using SageMath on a Macbook Pro 17 with 16GB

n—k

of RAM, the set of all pairs («, B), such that « # —( # [P and Lo g 18
a permutation, and computed the value of Br(a,2a) = 2, via Theorem 6(i),
for all a.

3.2 The case ¢ = —1

Below, we take x4 g to be the root of Ly g(x) = —(ﬁpk + ), which always
exists if (o, B) € A1 U #, and

Si= > xa(=bA), = > x(28).

g—1 k_ _
AAPTFT=(—1)" pPE14+1=0

Theorem 8. Let F(x) = :npkH, 1 <k <mn, be the Gold function on Fyn, p

and odd prime, n > 2, and ¢ = —1. In addition to X1 from Theorem [6l, we

let X9 = Z X1(28). The (—1)-Boomerang Connectivity Table entry
grF-141=0

2 1
of F at (a,ab) is Br(a,ab) = p (1AR(Lb) + 1+ ?Tb, where:

13



(i) If Z is odd, then

Ty = (—1)""5 p" > X (25 A(b+2x” +1)).

(i) If % is even,
Ty =p"(p" — D1 +p" (0™ — 1)51%2
S (20— (a4 8) (2605 +0))

(a,B)€
+p" Y xa <25—(a+ﬁ) <2<Ep +1+b))
(a.B)E%
Proof. In this case, since ¢ = —1, Sq3 = S_q¢_pc-1- If 2 is odd and

a# =B #B"", then
(Sa,g)2 =p"x1 (2ﬂ —2(a + B)2? +1> if LopisPP,p=1 (mod 4),
(Saﬁ)z =(—1)"p"x1 (25 —2(a + B)a? +1> if Lo g is PP,p=3 (mod 4).

We then get, if L, g is a PP, then

Ty=p" > X (25 A <b+2a:p +1>) ifp=1 (mod 4),
(.p)e

T, = (-1)"p" Z X1 <25 —A <b + 2x5jgl>> ifp=3 (mod 4).
(.B)e

Therefore, if 7 is odd, then, we can write this uniquely as

T,= ()" Yy (25 A<b+2x” +1>).

(.B)e%

When % is even, we will write Ty, = Tj, 1 + T3 2+ T3, 3+Tp 4, with the partial
sum’s expressions defined below. If T is even and 0 # a = —f3 = P g
then

Tu= Y. xi(-bla+8)(Sus)’
Oaéa__gzgpnfk:
=p™ > xa(28) =p™"%s.
B,BPF 1 4+1=0

14



If Zis even (n=2m) and 0 # a # —f = BP" " then

o [P (28) i AvT = (—1)%
(Saﬂ) = . a=1
p"x1(28) if APFT £ (—1)

n—k

Thus, if T iseven, 0 #a # -3 = ~ and que;fl = (—1)%, then

Tyo = p"+>e > x1(=b(a+ 5))x1(25)
o, BEF}, A7 1 4+1=0

—1
Ap—%ﬁ:(_l)%

=p" N xa(=p4) > xa(28) =p"TE D,
AATFFT (1) 8,6 ~14+1=0

n—k

If Ziseven, 0 # a# —f =37

and AP £ (1) (note that A # 0),
then

T3 = p" > X1(28 — b(a + B))
a,B€F;, 67" 1 +1=0

m
e

AZ0 AP £(-1)

=" > xa(2B) > xa(-b4)
8,87 ~1+1=0 L0
AFFT 41y

= —anQ Z Xl(—bA) + 1
A,Ap%%:(_n

= Py (51 +1).

o3

n—k .
Now, we let 2 be even and o # —3 # P . Then (we assume that z, g is

a root of Ly g(x) = —(B8 + ﬁpk), if it exists),

(Sus)? P (28)x (2427 1) if L is ot PP
a,f) — R EEe——
@B (2420 5")  if Lag is PP.

In this case, then,

Ty = pt2e Z X1 <25 —(a+p) <2x§k;1 + b))
(w.p)es ’

15



" Y xa (28— (a+8) (205" +0)).

(8%
Therefore, if 2 is even, then

Ty =Ty + T2 +Tp3+Tpa
= p?"%1 + p" TS Ny — p" % (D + 1)
% 3 (28— (a+8) (2851 + b))
(a,8)€A
+p" Z X1 (25 —(a+p) (295” o +b>>
(w.B)ePh
=p"(p" — 1)2 + p"(p* — 1)X15,
+pte Z X1 <2ﬁ —(a+p) (295” T b))
(.)€
+p" Z X1 (25 — (a4 p) (2955;;1 +b>> .

(o)

Our theorem is shown. O

3.3 The case ¢*~! =1, ¢ not equal to +1

Since they were treated earlier, we assume here that ¢ # +1. In this case,
the conditions —3 = 8P ", and —c"18 = (—c‘lﬂ)pnfk are equivalent. From
here on until the end of the subsection, we let A = a+ 3, A’ = —ca — ¢~ 1.
We will be using below that if —8 = ﬂpnik (which is the same as Bpk_l =
—1, or, even further, fP°~! = —1); this can happen only if 2 is even),

m

-1
then ﬁpq‘iﬁ = (—1)e. This follows from the following computation (let
n=2m = 2et, sot="T2):

m

B = B D ) () (),

We define ¥3 = Z x1 (B(1— c_l)) and use the notation
075_5257)’”716
k
Z X1 < (o + B)ab, > X1 (-50_1 + (ae + 56_1)513{0;,1_5071) :
(aw.B)el

1 m
Further, C,C’ are the sets of (o, 8) satisfying the conditions ArTT = (1),

. g-1
respectively, A'»*+1 = (—1)% .

16



Theorem 9. Let F(z) = a:pk“, 1 <k <n, be the Gold function on Fyn, p
and odd prime, n > 2, and Pl = 1, ¢ # +1. The c-Boomerang Connectiv-

1
ity Table entry of F' at (a,ab) is Br(a,ab) = p (Ap(1,b) + -—1Ap(1,0)) +
1+ %Tb, where:
q
(i) If Z is odd, then

To=p"(-1)" 7 > xi(-bA+B(1-c")

(a,B)eZN%s

(AA Y (A A ).

—ac,—pBc1
(id) If 2 is even (n = 2m),

Ty =p D E IS YD a(blact BB - )

a,Becnc’
az—p=p"" "
O0#az#—Bc 20
-pmt Y xal=bla+ M)a(Bl - )
a,BeCAC’
ag—p=p"" "
0#a#—pBc 240
+p" Y al=bla+ BB - )
a,feCNC’
ag—p=p"" "
0#a#—Lc™2#0
YD ER T (B e A=)
grt-1—1
a:—6072

+ " (A 01.) — p S (A 1 ) U (A N ) + S (T 0%

Proof. We first assume that 2 is odd, n = 2m, e = gcd(n, k), and a # —f #

ﬂpnik As before, the only relevant case is —ac # Bc=t # (—Bc71)
and both Lag,L_,._p.-1 are permutations, surely on % N %. Then,
Sa,85_ac,—pe—1 equals

pnfk

A (B — e (A At T L) ifp =1 (mod 4)

—ac,—fc1

P (=1)"n(AAY X1 (B(1 — ¢ H)xa (Anggrl + Alﬂikatylfgcfl)’ ifp=3 (mod 4),

17



and so, Tp equals

n(p—1) —
P17 N A B n(AA  (Aal i+ A ).
(a.B)€Z1NTh

We continue now with 2 being even. If a = - = Bpnfk, then surely

—ac # Bt = (—ﬁc_l)pnfk. Observe that if « = —8 = BP" ", then

1 m -1 q—1
A’h = (=1)e(c— c_l)z’qe+1 = (-1)« (c —1)r 6+1. Using the fact that
& = ¢, then (with m = te)

(2= 1)71 = (& — 1) D@Dt

t pe-1
2e(t—1) 4 ...12€ pe— 2e(t7i)
- ((62 —1)P +-4p +1) ( c 1y )
i=1

:<ﬁ<czp2ew_1>) ‘ :<ﬁc _1)
i=1 i=1

peN t cpe2
e ( S ) =)

—1 m
so A/PFTT — (—=1) holds automatically.

Recall that X3 = Z X1 (5(1 — c_l)). When % is even, we will
0A—p=pr" "
write T, = Ty, 1 +1}p 2+ T} 3, with the partial sum’s expressions defined below.
Thus, if 2 is even and a = -3 = Bt (thus, —ac # fc! = (—50_1)pn7k),
then
Saﬂs—ac,—ﬁc*1 = pn+m+e(_1)?+1X1 (5(1 - c_l)) )
and so,
Tpy =p™ (=1 Y xa(=bla+8))xa (B(1—c¢™)
0#£a=-p
—ﬁ:ﬁpnik
_ pn+m+1(_1)%+1 Z Y1 (,8(1 _ c—l)) _ pn+m+e(_1)%+123'
075_5257)’”716

. n—k
If 2 is even ankd a # —f = [P 7, there are :wo subcases: —ac #
Bt = (=B HP""  and —ac = B¢t = (—Bc1)P" (this can only happen
for = —Bc™2). Here, for easy writing, we let C,C’ be the set of (o, 3)

18



satisfying the conditions A;E;+11 = (—1)%, respectively, A’ AT — (-1)
We write CAC' = (C\ C') U (C"\ C) for the symmetric difference.
In the first subcase (o # —Bc2), we get

"1 (B(1—ct)  onCNC
-1

Sa,85 ae,—pe—1 = —P"Txa(B(1 —c))  on CAL
p"x1(B(1 —c7h)) onCNnC.
We now look at the second subcase (a« = —f3c¢~2). Note that in this case,

q—1 m q—1 .
Ar*H1 = (—1)e reduces to (¢ — 1)»**1 = 1, and from our previous compu-

—1 m
tation, AP = (—1) ¢ holds automatically.
Thus,

Sa,ﬁs—ac,—ﬁc*1 = anI ( Be~ ) ( )m+1pm+exl(5)
= (=1 (B — ¢ 7h),

and so,

Tho=p"" Y xi(=bla+B))aBl-c)

a,BeCnC’
Ol?é—ﬁ:ﬁpnik
0#a#—Bc™ 240
=" Y xa(=bla+ B)xa(B(L— )
a,BECAL!
at—p=p"""
0#£a—Be2£0
+p" ) xa(=ble+B8)xa(B(l—c)
a,BeCNC’
Ol?é—ﬁ:ﬁpnik
O;éoa;é—ﬁc’?;éo
+p" =) Y X (B(1 = ¢ ))xa(=b(B = Be?)).
grt-1=_1
a=—fc 2
n—k

Next, when o # —f # BP" ", the case —ac = B! # (—ﬁc_l)p7Hc
renders S_,._g.—1 = 0. Thus, it is sufficient to assume next, when % is
n—k

even, that « # —f # (P and —ac # fc b # (—ﬁc_l)pnfk. We first
investigate the condition from Equation (4) when L, g,L_,._g.1 are PP,

under 1 = 1, that is, ®*~1 = 1. We compute (n = dt = 2et, since Zis
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even), pz:i = p2e(t_1) 4t p26 4 17

n__ n__

p_—1 p_—1
(Be " g\ (e T T g gl
ac+ et ac+ fBct

n

p"*l 1
n k n—k 4 n—k
pr T+ B\ pr o+ : e K
( ac? + 3 ac?+ 8 ) meer Ip

p—1
Summarizing, L g, L_ac -1 are not PP if and only if <ﬁp:+kﬁ+g> P Y _
ek p’;—l
(—1)4, respectively, <ﬁ1;027+4;f Y

We are now ready to find the relevant products. Given the prior defini-
tion of the sets o7, %;, i = 1,2, we modify them to impose also o # B2,

and write them as 7/, %;, i = 1,2. First,

Sa8S-ae—pet = 2" %1 (B = (a+ Bl ) v (=B + (ac+ e FL ),
if neither Ly g, L_4. .1 is PP (thus, (o, §) € @/ N .4/). Secondly,

50,85 _ae—pe—1 = =" x1 (5 (o + B)at +1) X1 <—50_1 + (ac +ﬂ6_1)$likat}_ﬁcfl) ,

if exactly one of Ly g, L_ 4 —gc-1 is PP (thus, (o, 8) € (A NB)U(AYNHA)).
Lastly,

k k
5088-aepet =11 (8= (ot ) wa (e (et e a0 L)

if both La g, L_4c —p.—1 are PP (thus, (o, 3) € B N o).
With the notation

Z X1 < (o + B)ab, > X1 (-50_1 + (ae + 56_1)513{2;,1_5071) ;

(a.B)el
we obtain
Ty = "8 (o 0 otf) = "8 (A N D) U (AN D)) + "5 (B0 )
Therefore, when 7 is even, then
Ty =Ty1 +Tp2 + Th 3,

and the theorem is shown. O
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3.4 The general case

We can surely find an expression for the ¢-BCT for -1 = 1, but it is going
to be slightly complicated to write, although, as we mentioned, computing
the boomerang uniformity is a difficult endeavor.

As in the previous results, for ¢ € Fyn, . # 0, the c-Boomerang

Connectivity Table entry of F(z) = 27" 1 at (a,ab) is

1 1
CBF(a7 ab) = 5 (CAF(17 b) + cflAF(ly b)) +1+ q—2Tb,

where T}, = Z X1(=b(a + B)) Sa,p S_ae,—pe—1
a,B€F4,a57#0
When % is odd, then T, is the same as for the case of Pl = 1, ¢ # £1,
namely (recall that A = a4 8,4’ = —ca — ¢~ '3), T, equals

DT Y (b A= n(Ad s (Ad A ),
(a,B)EZAND

For even %, we will not write the T}, expressions, rather we will find just

the products Sy, 55_ 4. —gc-1, which obviously determine the T}, expressions.
When 2 is even, and a = —f8 = ﬂpnik, then S, 3 = p"x1(B), and either
—ac=Bc = (=Bc)P" ™" in which case

Saﬂs—ac,—ﬁc*l = panI (6(1 - C_l)) ’

or, —ac # fct # (—ﬁc_l)pnfk, in which case, via Theorem[l, S, gS_4c —ge-1
equals

+1

pn+m+e(_1)%+1xl (ﬂ(l — cfl) + (ac+ ﬂcfl)xékaa_ﬂc,l) , (a,B) € o
P (B0 - e ek et un) () €%

Similarly, when 2 is even, and —ac = fc™! = (=B W' a £ —B £

A" ", and Sa,85_ae,—pe-1 equals

prEm (=) E g (81— e )~ (a+ B)all; ), (@.8) € A
(=D (Bl - (Bl ), (aB) €

If 2 is even, o # —f3 = BP" " and —ac # Bet # (=B )P (we let here
and below Cy,Cs be the sets of («, ) such that A:e;fl = (—1)%, respectively,
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AP = (—1)%), then S 55 1
= € )s a,fRP—ac,—Bc—1 €quals

k+1

—prtey, (5(1 —c N4 (ac+ Bc—l)x{acﬁﬁc,l) , (o, 8) € (Ci N aho) U (C1 N %)
i (B0 = e+ (act e ), (@B eain

k+1

e (81— )+ (ac+ B, ), (@) €Cin s,

Similarly, when 2 is even, o # —f # " and —ac #£ Bl = (—ﬁc_l)ka,
then Sy 5S_ 4, _pgc—1 equals

—prtex (Bl —e ) = (a+B)al, ), (@.B) € (GNaA)U(CN )
pa(Bl-c =@+l ), (@B et

k+1

P (B - —(a+ Bk ), (@8) €Can .

Finally, if 2 is even, a # —f # Br" " and —ac # Bl # (—ﬁc‘l)ka,
then Sq 35_qc,_gc—1 equals

pk+1

e (5(1 ey A A’xiacﬁﬁc,l) . (a,B) € (o4 ND) U (T N tb)
o (B =) a4 A L)L (@0 B) € AN b

—ac,—Bc—1
pha (80— e - aetl S+ 4] (0,8) € #i N .

—ac,—Bc1 )7

4 Concluding Remarks

It would be interesting to see what the entries of the ¢-BCT are for other
functions of interest, like the known PcN or APcN (for all ¢ # 0). We hope
to see other applications and refinements of our methods, as well as contin-
ued progress in computing the c-differential and c-boomerang uniformity for
other classes of functions.
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