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Quantum key distribution overcoming extreme noise:
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High-dimensional entanglement promises to increase the information capacity of photons and is
now routinely generated exploiting spatio-temporal degrees of freedom of single photons. A curious
feature of these systems is the possibility to certify entanglement despite strong noise in the data.
We show that it is also possible to exploit this noisy high-dimensional entanglement for quantum
key distribution by introducing a protocol that uses mutliple subspaces of the high-dimensional
system simultaneously. Our protocol can be used to establish a secret key even in extremely noisy
experimental conditions, where qubit protocols fail. To show that, we analyze the performance of
our protocol for noise models that apply to the two most commonly used sources of high-dimensional

entanglement: time bins and spatial modes.

I. Introduction

Quantum communication is one of the most mature
areas of quantum technologies, with Quantum Key Dis-
tribution (QKD) [1-5] as its most prominent example.
QKD is a cryptographic primitive allowing two parties,
Alice and Bob, to securely establish a shared secret key
in the presence of an adversary, Eve.

One of the primary scientific challenges in the transi-
tion to commercial QKD applications is the relatively low
key rate and the high susceptibility to noise. Contrary
to classical communication with light, the information
encoded in quantum states can neither be copied nor
amplified, meaning that only few photons survive long
distance transmissions. Furthermore, single photons are
challenging to detect and hard to isolate, leading to a lot
of noise in the data.

The problem of successfully performing a QKD pro-
tocol over noisy channels is also connected to the ba-
sic task of distributing entanglement. Essentially, if the
channel is too noisy to distribute entanglement, it is also
too noisy for QKD [3, 5]. This correspondence points to
a possible solution to the above challenges — the use of
QKD protocols which utilize high-dimensional (HD) en-
tanglement. HD entanglement is known to feature high
resistance to noise according to theoretical noise mod-
els (e.g. white noise). At the same time, HD states
can encode more bits per photon. Another reason for
considering entanglement-based QKD protocols is that
they are less prone to practical attacks [6] compared to
their prepare-and-measure counterparts, thus also pro-
viding higher practical security. Indeed, using entangle-

ment based systems one can relinquish trust in the source
and place it in the hands of an untrusted node. Fur-
thermore, entanglement distribution is a necessary step
towards (partially) device independent implementations.
Currently, HD QKD protocols are becoming practical,
because HD quantum states of entangled photons can be
routinely produced in the lab using temporal [7-22], fre-
quency encoding [23, 24] or multiple ones simultaneously
in a so-called hyperentangled state [25-29].

Unfortunately, bringing this idea to practice is not
straightforward, as the physical nature of the carriers
and the actual noise become very important. HD quan-
tum systems are not as easily controlled and measured as
polarisation qubits, and all implementations come with
their own limitations and additional sources of noise.
While used for proof-of-principle experiments in QKD
before [30-53], they have never been competitive to reg-
ular qubit encoding, and the majority of practical QKD
implementations still uses binary encoding of quantum
states in photons, such as polarisation [54] or time-bin
qubits [55]. In fact, perhaps surprisingly, even the the-
oretically predicted higher noise resistance of HD entan-
glement has only recently been demonstrated in realistic
scenarios [56]. There, the data obtained from measur-
ing HD states distributed over realistic very noisy chan-
nels can be used to certify the presence of entanglement.
However, such noisy data are not necessarily useful for
QKD. This is because correcting the errors on the out-
comes obtained using multiple-outcome measurements is
more demanding than correcting binary outcomes and it
conventionally comes at a cost that can obliterate the
advantage of using HD entanglement. Hence, the ques-



tion whether such noisy HD entanglement can actually
be useful remains open. In other words, ‘can we still har-
ness the HD nature of entanglement in situations where
noise dominates the signal and qubit-based QKD would be
impossible?’ In this work we affirmatively answer that
question and provide an entanglement-based HD QKD
protocol with simultaneous subspace coding. We provide
detailed noise models for two paradigmatic implementa-
tions of HD entanglement to showcase the suitability of
our protocol for practical advantages in QKD.

II. The protocol

Protocol 1 Subspace QKD

1: Distribution. A source distributes a state pap to Alice
and Bob.

2: Measurement. Upon receiving the state, Alice and Bob
choose independently at random bits wa and wg, respec-
tively, such that p(wa = 1) = plwp =1) = e < 1. If
wa = 0, Alice performs a measurement in the {A7 g;é
basis, otherwise she measures in {A3 i;(l). Similarly, Bob
measures his part of the state in {B%}i;é or {Bg};;é,
accordingly. They record the outcomes z and y in the
register X and Y respectively. Steps 1 and 2 are repeated
N times.

3: Sifting and Subspace selection. Through a classical
public authenticated channel, Alice and Bob reveal for
each iteration their basis choice and the values ma and
mp of the subspaces their outcomes belong to.

o If ma = mp =m and wa = wp, Alice and Bob set
M=m,2' =2 —mkand y =y —mk.

o If ma # mp or wa # wg, they set M =1, ' =
y' =1, and discard the round

4: Parameter estimation. Alice and Bob use the sec-
ond measurement basis outcomes (test rounds) and some
of the key first measurement basis outcomes (generation
rounds) to estimate correlations for each block M = m.
The remaining measurement results form the raw key.

5: Information reconciliation and Privacy amplifica-
tion. Alice and Bob proceed with information reconcili-
ation and privacy amplification in each subspace and ex-
tract the final key.

The general idea is to use a d x d dimensional entan-
gled quantum system to perform multiple instances of
a QKD protocol simultaneously in non-overlaping sub-
spaces. The choice of subspaces is arbitrary, but to sim-
plify the notation we formulate the protocol using sub-
paces of equal size k. The protocol requires two measure-
ment settings — the computational basis measurement
and a measurement in a basis mutually unbiased with
respect to the computational in each subspace of size k.
Therefore, let {A7}9Z} and {Bf}z;l denote the projec-
tors on the computational basis of H4 and Hp, respec-
tively, and { A% i;é, {Bg}z;é a tensor product of projec-
tors on the mutually unbiased basis vectors in subspaces

of size k (see Appendix A for details). Alice’s measure-
ment outcome x = mk + ¢ is interpreted as outcome i
in the m-th subspace. Bob’s measurement outcome y is
interpreted analogously.

The protocol consists of the steps described in Pro-
tocol 1. To assess the protocol’s efficiency, we calculate
the achievable key rate K in the asymptotic limit. Ini-
tially, we assume that Eve is restricted to collective at-
tacks, i.e., at each iteration she attacks identically and
independently of the previous, and she can perform a
measurement on her ancillary system at any future time.
This assumption can be dropped later with a de Finetti-
type argument [57, 58] and thus security against any
general coherent attack can be obtained. Note that
since we derive our results in the asymptotic setting, we
can safely use the de Finetti theorem without degrading
the key-rate expression. Furthermore, we assume that
Eve prepares the entangled states that Alice and Bob
share. Proving security under this assumption implies
security for any implementation of the protocol. Besides
these security assumptions, we also assume a detector
model with fair sampling, access of the legitimate parties
to randomness and to a classical public authenticated
channel, as usual in QKD protocols. Under these as-
sumptions the asymptotic key rate is given by [59, 60]:
K > H(X|Er) — H(X|Y), where H(X|Er) is the von
Neumann entropy of Alice’s key round outcome X con-
ditioned on the total information available to the eaves-
dropper Eve at the end of Step 4, given that Eve holds a
purification of the state pap, and H(X|Y) is the condi-
tional Shannon entropy between Alice’s and Bob’s key-
round outcomes.

The asymptotic key rate of Protocol 1 is given by

-1
Kror > Z P(M =m)Kp, (1)
m=0

where P(M = m) is the probability that both Alice
and Bob obtain an outcome in subspace m and K,, is
the corresponding rate, given by K, = H(X'|Ep);m —
H(X'|Y')sm, where p™ is the state effectively shared by
the parties in the subspace m. The proof of (1) is based
on similar techniques as the ones used in protocols with
advantage distillation [61-64]. For the definition of the
state p" and the detailed proof of this result, see Ap-
pendix A.

To compute K,, for the subspace m we lower bound
the conditional entropy H(X'|Er);= by the conditional
min-entropy: H(X'|Er)sm > Hpyin(X'|E7)sm, where
Hpin(X'|E7) m = —log Py and P;" is the average prob-
ability that Eve can guess Alice’s outcome computed us-
ing the effective state p™. To determine P;", for a sub-
space m from measurement results, we use the correla-
tions of Alice’s and Bob’s outcomes in the second basis,
expressed as

k—1

Wit =" P(ii22,m), (2)
1=0



where P(ii|22,m) = P(z:méﬁi}yjﬁkﬁm) is the proba-

bility that Alice and Bob obtain equal outcomes when
they measure in {A%}2Z% and {BY }‘yi;(l) and obtain out-
comes in the subspace m. In Appendix B we present and
solve the optimization problem that enables us to show
that Eve’s guessing probability for the subspace m can
be expressed as a function of the subspace dimension k
and the correlation W) as:

Wi/ (k—1) (1-W;))
Hmm(X'|ET),;m=—log2((‘/ RV ) 3)

The conditional entropy H(X'|Y');m for subspace m
can be estimated directly from the measurement out-
comes in the basis {A7}9Z} and {By}

Note that a similar technlque of subspace encoding has
been used previously to encode qubits using HD systems
[43, 44]. However, our protocol is intrinsically different.
Our construction allows to explore subspaces of arbitrary
sizes and the encoding is simultaneous in all the sub-
spaces. Moreover, our protocol, as well as the noise anal-
yses presented in the following Sections, are designed for
an entanglement-based implementation, which offers an
higher level of practical security compared to prepare and
measure protocols, whose noise robustness and feasibility
were considered in [45].

Isotropic state example: First we investigate a paradig-
matic noise model, i.e. a maximally entangled state
mixed with white noise, pq(v) = v|¢} )(1/);{|—|— 191,014
with visibility v. We calculate the asymptotlc key rate
for k¥ = d, i.e. Alice and Bob use standard QKD
and derive the key from the full Hilbert space. Mea-
suring pg(v) in the second basis for both Alice and
Bob leads to Wy = v + 17” and thus via equation

(3) H(X|Er) > —log, (erd(;z 1)vi—v)’ ) o

determine H(X|Y), we observe that, given p4(v), the
probability distribution for Alice obtaining result x and
Bob obtaining result y in the key rounds is given by
Prey(zy) = pdzu = df, and the respective condltlonal
probability distribution is Pyey(2|y) = vy + 52
Similar calculations can be done in case Alice and Bob
perform Protocol 1 with subspaces H 4, ®H p,, of size kX
k. In such a case they effectively measure the state p}*(?)
in each subspace m, which can obtained by projecting
pa(v) onto this subspace. Because of the symmetry of
pa(v), the state p}* () is independent of m and 1ts denslty

)1k X
|ig) and © = v(d,v, k) =

matrix is equivalent to pi(3) = oY) (¥

1g, where [¢f) = 2= ¥17)
vd/(vd + k — vk).

For each subspace H(X'|Er)s» and H(X'|Y")zm we
can now set p™ = pi(0). Measurements of this state in
the second basis lead to W} = %71:&, which (using
Eq. (3)) results in:

H(X'|Er)sm > —log, <(V”d+1 vr(k=1)vI=v)° > (@)

k(vd+k—vk)

Evaluating H(X'|Y"),,
spaces leads to:

(3) and summing over all sub-

50 vdt+k—vk k
Tor(d, v, k) > (W= ) log, ((m+<k1)m)2>
+('Ud+1 U)IOgQ(Ud+1 v)_’_wlog ( ) (5)

For each d and v, which are known experimental param-
eters, one can optimize K581 (d, v, k) over the subspace
size k to determine the protocol implementation with the
optimal key rate. Another interesting quantity is the crit-
ical visibility, i.e. the visibility beyond which one cannot
obtain a positive key rate anymore. This is generally a
complicated function of £ and d. However, considering
even d and k = 2, it can be shown that the key rate is
positive for v > T(l)sg?,d' For constant v, one can always
obtain a positive key rate by increasing the global dimen-
sion d. This is in accordance with the previously observed
fact — the robustness of entanglement in the isotropic
state increases with the dimension. In practice, however,
the v is not a constant, but rather a function of d, and
strongly depends on the particular implementation. To
infer whether our protocol actually holds the potential
to outperform qubit-based protocols, it is thus essential
to take the experimental specifications into account. In
what follows we study two different state-of-the-art im-
plementations of our protocol with dimension-dependent
noise models. The first employs temporal and the second
spatial degrees of freedom of photons for the generation
of HD entanglement. The motivation for using these par-
ticular setups is that they were recently shown to provide
an advantage for entanglement certification [56].

ITI. Realistic noise models

A. Implementation using temporal degrees of
freedom

To start with the temporal implementation we con-
sider a hyper entangled state of the form |¥) = |[¢7) 4,5 ®
Jdtf(t)|t) 4 ®|t) 5. The part of the state entangled in
energy—tlme is produced by a laser source via spontaneous
parametric down-conversion, and the interference of pho-
tons in the temporal domain is subsequently enabled by
introducing entanglement in polarization by means of
|¢~) 4- Alice and Bob measure the time of arrival, ¢, of
the photons, i.e., the time when the detectors click. The
maximum resolution with which they can detect photons
arriving at the same time is given by the duration of a
time bin, t;, and with respect to it, they determine a time
frame, F', outside of which any photon arriving is consid-
ered “lost”. They choose F' = dt; for d € N, effectively
discretizing the energy-time space to obtain a space of
dimension d; the encoding space. The frames in which
they both had one click are post-selected and used for
the key rate. In Appendix C we present in detail a noise
model for this setup, in which we take into account noise



effects due to the interaction of the photons with the
environment and due to the imperfect detectors. In par-
ticular, photons might be lost before arriving to the lab,
and other photons coming from the environment might
enter and make the detectors click. The environmental
photons are the main source of noise for this implemen-
tation. Moreover, we consider dark counts, i.e., detector
clicks in the absence of a photon, and finally, that the
detectors might not click in the presence of a photon.
We can, then, express the key rate as a function of the
dimension d and the visibility v, which is the probability
that, given that both Alice and Bob had one click, this
click is due to a photon coming from the laser source and
not due to an environmental photon or a dark count. For
this model the visibility is given as

v(d) = 1/(1 + dtyTaTpy™ "), (6)
and the production rate of post-selected frames/sec is
R(d,v) = =TT (A4 T T + ), (7)

where Ty, are experimental parameters incorporat-
ing all quantities that are independent of d. T4, p is the
average number of uncorrelated clicks per second, coming
from dark counts, environmental photons or laser pho-
tons when one of the parties is affected by losses or detec-
tors’ inefficiencies; ~ is the average number of detected
entangled photons per second, i.e, the photons coming
from the laser source that were not lost and produced
a click. The achievable key rate expressed in bits/sec is
K(d) = R(d,v)K¥§p(d,v, k). In practical implementa-
tions this number is further multiplied by (1 — ¢)?, i.e.
the probability that both Alice and Bob used the first
measurement. Since here we are dealing with asymptotic
key rate, we can choose ¢ arbitrarily close to 0, hence we
disregard it. In Figure 1, we plot K (d) versus the noise-
to-signal ratio for different subspace-dimension choices k
in various total dimensions d.

B. Implementation using spatial degrees of freedom

We move to photons entangled in spatial degrees of
freedom. Due to spatial symmetry, the state produced by
the laser source is of the form [¥) = > ¢/ [l) 4 |-1) 5,
where [ denotes momentum modes and ¢; depends on
the source specifications. This state is subsequently pro-
jected in a space spanned by a finite subset of modes, [,
with cardinality d; our encoding space, hence arises from
an effective discretization with respect to the finite reso-
lution of the detectors. In our noise model, we consider
noise effects originating from losses, environmental pho-
tons, detector inefficiencies and dark counts. For the key
rate, Alice and Bob post-select the rounds in which they
both obtained one click, and just like in the previous im-
plementation, the visibility v includes the rounds where
the clicks came from a source photon pair. In this im-
plementation each party needs a detector for each mode,
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FIG. 1. Achievable key rate versus noise-to-signal ratio for

the temporal domain. The noise-to-signal ratio is the aver-
age number of non-entangled photons that arrive in the lab
(including singles and taking into account detector inefficien-
cies) divided by the overall average number of clicks per sec-
ond, assuming that these quantities are the same for both
parties. For this implementation this quantity is dimension-
independent. Since we vary the frame sizes, but not the bin
sizes, the end points are independent of the total dimension
and the optimal noise resistance is always achieved in two-
dimensional subspaces, which includes the traditional qubit
encoding (d = 2,k = 2). The plot illustrates the fact that
choosing k > 2, however, can significantly increase the total
key rate at lower noise levels. Another fact one can directly
observe is that the best key rate for given noise level can be
obtained by fine-tuning values of d and k.

resulting in dark counts contributing the most to noise
through more frequent accidental coincidences. We cal-
culate the visibility to be

N
a-1
v(d) = — — >
ed —1+d[l —e W1 — e+ )]

(8)

and the rate of post-selected rounds/sec is given by

(e*+£%)
R(d,v) = Ce= @ +1) =

o S (MRS

A/B

(9)

where is the average number of dark counts per de-
tector, £4/8 is the average number of uncorrelated pho-
tons due to the environment, losses and detector inef-
ficiencies, 7y is the average number of detectable corre-
lated photons, and finally C'is a related, also dimension-
independent, parameter (for details see Appendix D). We
can now express the achievable key rate in bits/sec as
K(d) = R(d,v)K¥8r(d,v, k). In Figure 2, we plot K (d)
versus the total dimension d for different choices of sub-
space size k.
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FIG. 2. Achievable key rates versus dimension for different
subspace encodings in the spatial domain. The parameters
that we use here are: detector efficiencies Pc = 60%, losses
for one party Pr, = 98,4%, dark counts p = 600 clicks/s, envi-
ronmental photons v = 21000 photons/s, coincidence window
At = 107"s, average laser photons (at source) A = 200000
photons/s. Increasing the Hilbert space by adding detectors
imposes a natural limit beyond which the extra dimensions
are not useful, but in fact detrimental. Also, different sub-
space sizes are optimal for different total dimensions. Except
for small dimensions, the subspace encoding tremendously in-
creases key rates over traditional full encoding.

IV. Conclusions

We presented a simultaneous subspace coding
entanglement-based HD QKD protocol. Using two noise
models for the most paradigmatic platforms for photonic
HD entanglement, we showcase that the protocol can in-
deed provide a viable pathway towards practically im-
proved QKD. Most of the improvement comes from the
fact that encoding in subspaces of HD systems are is
more resilient to physical noise [56], compared to directly
encoding in a comparable dimension. It seems counter-
intuitive that a qubit subspace reaches the highest noise
resistance, when the entire premise is that HD systems
are inherently more resistant to noise. The principal rea-
son is that for the most common experimental implemen-
tations, the entanglement of the HD state is also present
in two-dimensional subspaces, where the cost of error cor-
rection is the lowest. So, while larger subspaces feature
more entanglement, smaller subspaces have a smaller er-
ror correction overhead, leading to this intricate interplay
between noise, rate and subspace dimension that we ob-
serve. And in the cases of extremal noise they are the
smallest subspaces that yield the highest (or any) key.

Surprisingly, the optimal subspace size in noisy scenar-
ios often goes beyond two dimensions. The actual value
of achievable key rates highly depends on the implemen-
tation and specific noise parameters, from dark counts
and background to losses and device fidelities. For all
parameter ranges, HD encodings led to improved key
rates. We believe that our noise models together with
the SDPs for computing key rates for our protocol will be
useful for optimizing system parameters for a broad fam-
ily of future setups. The security analysis and the noise
models can be further refined and adjusted accordingly
to account for other sources of noise and different noise
regimes. For instance, at the noise regime that we con-
sider, multi-photon detection events are negligible, there-
fore we discarded them without affecting the security of
the protocol. However, in different noise regimes simply
discarding these events might open up a security loop-
hole and the security analysis should account for them,
e.g. by treating them as additional noise (decreasing the
key rate) depending on the implementation. Last but
not least, the theoretical predictions for the achievable
key rates presented in this paper were recently success-
fully verified in a proof of principle implementation of
our protocol using photons entangled in path degree of
freedom [65].
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Appendix

A. Key rates of the subspace QKD protocol

Here we prove the key rate expression for the Subspace-QKD Protocol 1. The key rate can be computed using the
key rates of each subspace, as stated in the following theorem.

Theorem 1. The asymptotic key rate of the subspace-QKD protocol, Protocol 1, is given by

-1
Kror = 3 p(M = m) (H(X'|E)pm — HX'|Y )m), (A1)

m=0

where the conditional entropies are evaluated on the states p%y/ g given by
P%ryie = (EXyrcap ® idE)(‘wZLBE>) (A2)
and ‘Q;ITBE> is the purification of the state

m . LY @I (pap)lly @ Oy
PAB = —
p(M =m)

with
p(M = m) = Te(I1 @ T pap). (Ad)

Proof. The protocol explores multiple subspaces of size k, where d = £-k. Then both H4 and Hp can be divided into
¢ subspaces of size k as Ha =Ha, ®--- P Ha, , and Hp =Hp, ®--- ®Hp,_,-
The QKD protocol involves two measurement settings: {A7 ‘;;é and {Bly}z;(l) denote the computational bases of

H4 and Hp, respectively, and { A% g;%h {Bg }Z;(l) are sums of mutually unbiased measurements in subspaces of size

k. Formally, A§ = UAUT and BY = U*BYUT, where U = Y_, 1) S20 2 wil [mk +4) (mk + j| and w;, = e*F. Note
that the two measurements of the parties are block diagonal with blocks of size k. Therefore, Alice’s measurement
outcome x = mk + ¢ is interpreted as outcome 7 in the m-th subspace. Bob’s measurement outcomes are interpreted
analogously.

The subspace-QKD protocol, given in in the main text, can be divided in the following maps

SubspaceQK D _ ¢IR—PA Sub M :
EKAKBE’H—ABE(/DABE) = gKAKBE’N—X’Y’E’ o &NV B XYE© (8XY<—AB ®idp)(paBE)- (A5)

where £, 4 5 ®idp represents the measurements implemented in Step 2, E% /. xy g corresponds to the subspace
selection implemented in Step 3, and finally £ [I(IZ}I; ’;‘?,, describes the classical post-processing applied to the raw key
consisting of information reconciliation and privacy amplification.

The difference between the subspace-QKD protocol, Protocol 1, and a standard high-dimensional QKD protocol is
in the subspace selection described in Step 3. The selection of subspaces, Step 3 in Protocol 1, corresponds to Alice
and Bob applying a local projection described by {Hm}fn;lo with elements

k—1
0™ =" [mk + i) (mk +l, (A6)
i=0

and selecting the cases where both get the same outcome. This step resembles the procedure called advantage
distillation that has been studied in the classical setting [61] as well as in QKD protocols [62—64]. Indeed the subspace
selection in Step 3 aims to select the rounds in which higher correlations between Alice and Bob are observed. This is
exactly the objective of advantage distillation procedures such as the ones studied in [62-64]. However the procedures
studied in [62-64] consist of processing several rounds together (corresponding to a joint quantum operations in several
copies of the state) while the procedure given by Step 3 only involve one copy of the state (and corresponds to a single
copy filter operation).
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Now, note that the map implemented in Step 3 is a projection into subspaces, and this operation commutes with
both measurements of Alice and Bob. Therefore we can, instead, describe the QKD protocol as first Alice and Bob
perform the projection and then proceed with the measurements in the resulting state

SubspaceQK D _ ¢oIR—PA M . Sub
8KAKBE“<—ABE(pABE) = SKAKBE”<—X’Y’E’ o (Exlyrarp ®idE) o EA'E e app(PABE)- (A7)

So in order to perform the security analysis we will use this alternative description. Our goal is to determine the
state shared by the parties after the action of the map €55, 1. spp- Initially, Eve distributes a state pap to Alice
and Bob such that she holds a purification of it

pag =Tre[Yape)(VasE] (A8)

Applying the map E5% p o ape(1¥) App) leads to
gAD — A9
4B EeABE(PABE) = PA'BEM (A9)

where the register M records the result of the projection, i.e. M takes value m if myp = mp = m, and M =1
otherwise:

-1
PA'B'EM = Z p(M =m)pigp @ |m)(m|y +p(M =L)] LLNLL [4ap®@prp®| L)(L|m (A10)
m=0
where
MRS Ln((ane)ane DG O TE & T )
p(M =m)
and p(M = m) is the probability that Alice and Bob get outcome m in the projection, given by
p(M =m)=Te(IIy UL @ Ig|Yape){VasE|)- (A12)
Now, Alice and Bob will perform measurements on the state (A10) in order to generate a key:
pxry EM =EXy e arp ®idpy(parp en) (A13)

The entropy of Alice’s outcome after measuring the state pa g gy, conditioned on the information available to the
eavesdropper is given by

£—1

H(X'|EM),,,.. =Y p(M=m)HX|EM=m),,, (A14)
m=0
-1
=Y p(M =m)H(X'|E),n,, (A15)
m=0
{—1
Z p(M = m)H(X/|E)ﬁv)?/E (A16)
m=0

The first equation follows from the properties of conditional von Neumann entropy for cg-states. In the last step we
consider the entropy evaluated on the state that results from Alice and Bob applying the measurements to pa/p g,
where

-1
papem =Y p(M =m)ilipp ® lm)(mly +p(M =L1)| LL)(LL |ap@pp @ | L)(L | (A17)

m=0

and

Pape = TrelYisr) (VABE] (A18)
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where |75 5) is the purification of p'y5. Giving Eve the purification of p’yy before the measurements only increases
her power, which proves the lower bound. Similarly for the required information to be exchanged for information
reconciliation

~

-1

HX'\Y'M)pryry, = p(M =m)H(X'lY'M =m),,,,.., (A19)
m=0
-1
= 2 p(M =m)HX'Y )z, (A20)
m=0
-1
= p(M=mHX'Y )5, , (A21)
m=0
and the last step follows from the fact that p%f'p = p}'5. O

B. Solution of the SDP and the choice of W

In this appendix, we present in detail the optimization problem for calculating the average guessing probability of
Eve, and its solution. The average guessing probability is obtained by maximizing, over all possible tripartite states
papk (recall that Eve holds a purification of papg) and all possible measurements of Eve {E°}., the probability P,
that Eve’s guesses Alice’s outcomes, and then performing a weighted average of these probabilities:

— € Yy e
P, = max dilZTr (paBeAS ® BY @ E°)

paBeAE Y2y oy
st Tr (/WpAB) —w,

paBe = 0, (B1)
Tr (paBr) =1,
E°® >0 Ve,

PO

where A;, By stand for the computational basis and W is the yet-to-be-defined operator, with W its measured value
that constrains the optimization. W will be constructed depending on which target state the experiment is trying to
produce. Here, we consider W to be the average value of equal outcomes that Alice and Bob get in the second basis,
W = > P(xx]22), which is the average value of the operator W = 3" A% ® B3. Our goal now is to express the
guessing probability as a function of W and d, by solving the following optimization problem which we obtain from
the previous one by substituting p. := Trg (papr E°):

d—1

Fy(W.d) = max D Tr(peAS ® 1g)
efJe e=0

d—1
s.t.  Tr <W2p6> =W,
e=0

pe >0 Vee{0,...,d—1},
d—1
Tr <Zpe> =1,
e=0
whose dual is

min v+ SW,

7,5
s.t. ylge + SW > le)(el ® 14 ,Ve.
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The non-zero eigenvalues of SW — le){e] ® 14, as a function of S and the local dimension d, for a given e are
A\ 5—1£4/(5-1)2+45(d—1)/d (
+ = D)

each one with degeneracy d) , and the optimization now reads:

min v+ SW,
7,8
st. v+ A_ >0 Ve,

Y+ A >0 Ve

Since Ay > A_, for all S,d, and A1 are the same for all e, we can relax the constraints to:

min v+ SW,
v,S
st. y+A_>0.
We finally solve (%)\_ = W, which gives
1 25+2—-4/d 2 1-2w d—1 d—1 W d—1
W=_11- , S=-—-1+ and . =———— | ———M—.
2 ( 2\/(5—1)2+4S(d—1)/d> d d w1 -Ww) d d\|wa-w)

and obtain the form of the guessing probability as a function of W and d:

(V7 + V@@= - W))

d

2

P,(W,d) = —A_ + SW =

C. Implementation with temporal degrees of freedom

We start by considering a hyper-entangled state of the form

0y =[67),,® / AP |8) 4 @ [1) (1)

This is the state of two entangled photons (one for Alice and one for Bob), with two degrees of freedom: the time of
arrival ¢ of the photon at the respective labs of Alice and Bob and their polarization. The time of arrival, i.e., the
time at which the detector clicks, is a continuous variable, which can be discretized by considering time bins of size
tp. Setting a time frame F' outside of which a photon is “lost” and taking F' to be a multiple of ¢;, we have effectively
a discrete system of dimension d = g
The probability that at the frame [0, F] exactly n pairs of entangled photons are produced is given by the Poisson
distribution:

(/\F)nef)\F

Pr(n) = n!

with A\ being the production rate of the photon pairs. Both F' and A are tunable parameters, and we assume that A
is small enough, such that multi-photon events in the same frame are negligible. In particular, we choose A such that

Pr(n>2)=1—Pp(0) — Pp(1) =1— (1 + AF)e M <e.

The average number of photons per frame is AF and for AF < 0.2 we get Pr(n > 2) < 0.015, which is small enough
with respect to the noise scale in our model. Note, though, that by decreasing the production rate A we are also de-
creasing the key rate, see Equation (C3) at the end of this section, therefore we should tune these parameters carefully.

We consider two types of noise, namely the noise due to the interaction of the photons with the environment
before entering the labs of Alice and Bob, and the noise introduced due to the detectors’ inefficiency. Because of its
interaction with the environment, a photon can be lost with probability Pr. Given n photons, the probability that
ny, of them are lost while the rest arrive at the lab is Py (1 — Pr)" =" (" ).

Moreover, photons from the environment may be introduced in the system. We assume that the environment
produces on average v photons per second. The number of photons arriving to the frame from the environment will

then follow the Poisson distribution, Pg(n) = (vF)"e~*¥/(n!).
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As far as the noise due to the detectors is concerned, each detector has probability Pc to click when a photon
arrives, and probability per second p to click when no photon is there. These events are called dark counts and they
also follow the Poisson distribution, Pp(n) = (uF)"e=#*/(n!).

The probability that both Alice and Bob receive in their labs (7, j) photons in a time frame F' is

n

- — - n—mn n 2 n—mn n . .
P(i,j) = Z Z Z Pp(n)Ppr(1—Pp)" ™ (m) Pr(1—-Pp)" e (nz) Pg(i—n+n1)Pr(j—n+nse).
n=0n;=max{n—i,0} ng=max{n—j,0}

Given that 7 photons enter, the probability of obtaining exactly one click in a frame F' is

P(click|i) = (1 — Pc)"" ' (PcPp(0)i + (1 — Po)Pp(1)) = e *(1 — Po)’ <1 i_JD?DC + uF) ,

and the probability that both Alice and Bob get one click is P(11) = ZZ’}:O P(click|i) P(click|j) P (i, 7).

After applying the approximation Pr(n > 2) &~ 0, we can calculate P(11) to be:

P(11) m e~ FRUvPON .

with g := [)\012 + F(p+ VPC)Q} and « := [Pc(l —PL)+ F(u+ Pov)PrL + F(u+vPe)(1 — Po)(1 — PL)].
In the above expressions note that, if only a photon pair is produced, the probability that it passes and gets detected
is Po(1— Pr), the probability that it passes but does not get detected is (1 — Pc)(1 — Pr), and the probability that it
gets lost is Pr,, and an environment photon or a dark count is making the click instead with probability (F'(u+vP¢)).
The term e~ 2(#T7Pe)F 5 the probability that all the extra photons of the environment are not detected and there are
no dark counts. If there is no pair in the frame, the click must have come from the environment or it is a dark count.
If the setup is asymmetric (one detector is close to the source, the other is far), we can modify the formula to
include different parameters for Alice and Bob:

P(11) =~ e’(“A+“B+”AP£+”BPg+’\)FF{/\aAaB + F(u + vAP2)(u? + I/BPCB)].

In our noise model, we do not consider finite size effects (the number of rounds is sufficiently large), neither border
effects on the frame (F is sufficiently large, so the error of the clock that decides when the frame begins and ends is
negligible), nor errors related to the relaxation time of the detectors (which is the time a detector needs before being
able to detect another photon. If the frame were approximately the same size as the relaxation time this effect would
be important, but we choose F' to be sufficiently large for this purpose). We also assume that the interaction with the
environment can only destroy a photon, and that the photon pairs coming from the environment are uncorrelated.
Furthermore, F' and the production rate A\ are chosen such that the probability of observing two or more entangled
photons during a single frame is negligible. With these assumptions, we have a model that gives us the rate of “valid”
rounds per second, as a function of F', which, in turn, is proportional to the local dimension d:

R(d) = P(11)/F = e~ FRUtvFe)tAl g, (C2)

For large F = dt,, we have 3 ~ F(u+ vPc)?[(1+ PcPr, — Po)? + A\F] « F.

We can also estimate the visibility, i.e. the probability that — given that both parties had exactly one click — the
photons that clicked were the entangled ones coming from the laser source and not the environment or dark counts.
First, we calculate the probability of a photon pair to survive and get detected

Pg = Pp(1)(1 — Pp)?P2e2F(ntvle)

which gives the visibility as a function of the dimension d to be v(d) = Ps/P(11) = X\(1 — P)?P2 /B, while for an
asymmetric setup we have v(d) = A\(1 — P)(1 — PBYPAPE /8.
Finally, for large d, A oc 1/F and 3 o< F', thus making the visibility scale as d—2.

In order to take into account multi-photon events, we write o and P(11) as

a(n) = (1= Pc+ PcPp)" ' [nPc(1 = Py) + F(u+ vPc)(1 — Po + PoPL)],
P(11) = ¢~ (W HnP 0 PER PP N7 B () o (n)a (n)

n=0

)
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and obtain
P(11) = e FTaATetN(F2T) Ty + F~)  and R = e FTarTsH)(FT, T + ), (C3)

where S =1— Po+ PcPr, Q= p+vPc, Tajp = QYE + ASB/A(1 — §4/8) and v = (1 — §4)(1 — §B).
Accordingly, the generalized success probability becomes

Ps = e P@HD 37 Pp(n)($157)" 7 (1 - §M)(1 - §7)n = e Tt et

n=0

The maximum of Pg is for F'=1/(T4 + Tg + ), and the visibility becomes v = 1/(1 + FTATgy™1).

D. Implementation with spatial degrees of freedom

A basic parameter of our model is At, the coincidence window in which two events, for Alice and Bob, are considered
coincident. Note that multiple clicks in the same coincidence window are treated as a single event. Another parameter
is related to the projection of an infinite-dimensional entangled state of the form |U) =7 ¢/ |l) , ® |—~I) into a
finite dimensional space. This is the probability Pp(d) := Tr(142|¥)(¥|142), which we assume to be constant, thus
providing lower dimensions with an advantage. One could give an advantage to higher dimensions by dropping this
assumption.

Entanglement source (a)
—* 4 H Environmental
photons (c)

Detectors (d)

FIG. 3. A schematic representation of the noise model: a laser source (a) produces entangled pairs distributed in time with a
Poisson distribution, with A\ as the average number of photons per second. The pairs are distributed to the parties and suffer
from party-dependent losses (b) with probability Pr. On top of the entangled photons the parties receive v environmental
photons per second on average, distributed as well with a Poissonian. For each of the modes that are being measured, there is
an associated detector (d), which comes with an average number of dark counts u per second and an efficiency Pc.

In our model, we consider that a click can come either from the laser or from the environment or from the dark
counts. We start with the laser photons, by assuming that they follow a Poisson distribution, factorized by the
probability Pp(d) of being within the modes —d/2 and d/2. The probability that the laser produces j detectable

e~ o Pljg(d)(l — Pp(d))"~7 (?) Given j photons produced from

photons given that n in total are emitted is (AtA)™

n!
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the laser, the probability they produce no click in one of the labs is

POlj) =Y _PI7"(1—Pp)" (i) (1—Po)" (g) =[1-Pc(1—-P) =(1—-T), where T =Pc(l-Pp),

r=0

while the probability that they produce one or more clicks in a single detector is

P = 3 P - (1) 3 sy o= ror @y - a- e () (7)

- ;1{_(11 -T+%) -(1- T);]z-_l

In the above, Pj, reflects the losses affecting the entangled photons, and we further assumed that all modes suffer the
same losses, therefore we absorbed them in Pr. In case one would like to further refine the noise model, they could
consider different losses for different modes. We also calculate the probability that, given j photons were produced,
Alice and Bob both get one click from a laser photon in different detectors, as this way we account for entangled
photons. We have

PE—di-y Y Y ro,ﬁ,m,m’ X (PPP) PP (1= PRM PR (L= PR (1~ PR~ PP)™ x

r1,r2,r3=0  10=
ro+rit+re+rz=j

T1 d—1 r1—l1 1 U r T2 d—1 ro—la 1 Lo r
1 _ PA Tlfll - 1 1 _ PB Tzflz - 2
XZZO( r) R (g) <ll>xl§( r) o (g) (2)

% i 1 a2\ 3! (1-— PB)83+q3(1 _ PA)P3+<13 x[1—(1- pA)l1+53H1 —(1- pB)l2+p3] —
d d s3p3lgs! ¢ c c c

$3,P3,43=0
s3+p3+q3=rs

1

=d(d— 1){[(1 —TH1-TB) + [(1 -1 -T8) + g[TA(1 —TP)+1B(1 - TA)]T—

- {(1 -TP)ya-14 +TA/d)r — {(1 —TH1-T8 +TB/d)r}_

Similarly, the probability that, given j photons, Alice and Bob both get one click from a laser photon in the same
detector is

Pep-d Y Y ro.,,l.rg,rg < (PLPPY[PP (1= PAY PR (1= PEY™[(1 = P = PP)]™ x
r1,72,73=0 ro=0
T0+7£1J?T23+7’3 =J .

T1 d _ 1 Tlfll s Tl_ll 1 11 T‘l T2 d _ 1 ’I‘gflg B r2_12 1 l2 T2
) o) QR () e (G) ()

<3 (d;l)l (;)l (1= PEY (= PR () 1= (1= PAYHL - (1 PEY) =

13=0

= d{[(l —TH1 -TB) + {(1 -1 -T8) + %[TA(l —TBY+TB1-TH) + TATB]]j

- {(1 —TA4+T4/d)(1 —TB)T — {(1 —TH(1-T8 +TB/d)r},

We can now proceed to the clicks due to dark counts. Again, their distribution is Poissonian with multiple clicks
in the same detector counting as one. Therefore, the probability of no clicks in a single detector is e =2, while the
probability of one or more clicks in one detector is 1 — e~ 2. In total, the probability of n dark counts in all d
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detectors is Pp(n,d) = (e AtH)d=n(1 — e~ Atr)n (Z), which also gives another quantity that we need: the probability
that, given that a detector already clicked because of a laser photon, all other detectors do not click because of dark
counts. Denoting this probability by P(0,d — 1), we have

P(0,d—1) = Pp(1, d) + Pp(0,d) = e~ (d=DAW,
Finally, we consider the last type of clicks that Alice and Bob register, the ones coming from environmental
photons. We assume that they are produced according to a Poisson distribution. Given r photons in the same mode,

the probability that at least one of them clicks is 1 — (1 — P¢)". Furthermore, the probability that r out of ¢ photons
go in the same mode, one of them clicks, while all the others do not click is:

Z (L) a-ror (3) n-a-rer)(7) -

and we multiply it with the Poissonian distribution of environmental photons and the number of modes to obtain

Po(d—1)]"

Pg(1,d) =d 3 (vAL)?

q=0

PA(d—1 efz/At equt
_ C(d )] —de/At (1- Po)e

q! g = dPg(0%,d) ( e—PcuAt/d) ’

with Pg(0*,d) = e~ Fe vAt(d—1)/d \which is the probability that, in case a detector already clicked because of a laser
photon or a dark count, r out of ¢ environmental photons end up in this detector, while the rest ¢ — r end up in the
other detectors and none of them clicks. Note that losses affecting environmental photons are absorbed in v.

With all the above in place, we can now calculate the quantities of interest, namely the visibility and the key rate.
We start with the probability that, given j photons locally, a single detector clicks

P(1) = P(1]5)Pp(0,d = 1)Pg(0%,d) + P(015) Pp(1,d) P (07, d) + P(0]5) Pp(0, d) Pe(1, d)

TV’ .
= dPp(0,d —1)Pg(0*,d) [ (1 —T+ d) — (1= T)eAtlu+Por/d) |
and we continue with the probability that both parties get a single click

—At)\

ZZ (AtA)"

n=0 j=0
x {[P(1|5)Pp(0,d — 1)Pg(0*,d) + P(0|n)Pp(1,d) P (0*,d) + P(0|n) Pp(0,d) P (1, d)]"
x [P(1]7)Pp(0,d — 1) Pg(0*,d) + P(0|n)Pp(1,d)Pg(0*,d) + P(0|n)Pp(0,d)Pg(1,d)] P+
+[Pp(0,d = 1)Pe(0%, d)]*[Pp(0,d — 1) Pg(0,d)] °[P(# |j) + P(= [5) — PA(117) PP (11j)]} =

P - peia= (1)

— de—At(d—l)(uA+£A/d+uB+EB/d)e—Atv{ d (1 _ e—At(uA+§A/d)) (1 _ e—At(uB+fB/d)) 4 eAtv/d _ 1}’

where
A8 = PLIPUAIE o Pp(@)APE A (1 - PP/ (1~ PA'P + PA/PPMP) and

are all experimental constants independent of d. Note that «y is the same as in the previous implementation of temporal
encoding, and represents the average number of detectable entangled photons, while £ represents the environmental
and laser photons that click independently in the labs. We are now able to write that the rate of “valid” rounds per
second is

R(d) = ray _ Ced(uA+uB)e(£A+EB)/d{d2 {1 _ e*<#“‘+5“/d)} {1 _ e%fﬁ‘*/d)} d (ev/d _ 1) }

where C = At +1” =67 =67 =) A,
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Finally, in order to get the expression for the visibility, we need the probability that an entangled pair clicks on
both labs, while all other detectors do not click. However, once the detectors click because of the entangled pair,
they might also receive any number of other photons and register dark counts. We can go around this cumbersome
calculations, by directly considering the probability that the same detector clicks for both Alice and Bob (which is
due to the correlated photons and the noise), and subtract the probability that different detectors click (which is due
to the noise only). Essentially, we subtract the P(# |j) contribution in P(11) from its P(= |j) contribution to obtain

Py = de—At(d=1)(n?+&* /d+pP +67 /d) ,— Aty (eAt'y/d B 1)

3

which, in turn, gives us the visibility

Ps 1
P(11) T 14d (1 _ e—At(MA+§A/d)) (1 — e—At(;tB-s-gB/d)) (eAt'y/d — 1)_1~

v(d) =

By re-scaling with At, we can also write

e/t —1
= ST d[l = e e[ = oG ren ]

Note that for large d and small At the visibility scales as v(d) ~ W.
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