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Construction of sequences with high nonlinear
complexity from a generalization of the Hermitian
function field

A.S. Castellanos* L. Quoos' and G. Tizziottit

Abstract

For r > 1 an odd integer, we provide a sequence from the function field F,, of
the maximal curve over [ or defined by the affine equation y? +y = x4 +1. This
sequence has high nonlinear complexity, and this fact comes from the existence of
a rational function on F,, with pole divisor of small degree, and support in certain
q rational places.

MSC codes (2020): 14G50; 94A55

1 Introduction

In recent years the study of sequences over finite fields has increased due to its applica-
tions in cryptography and pseudorandom number generation, see e.g. [3, 8, @] and [10].
In cryptography, to assess the suitability of a pseudorandom sequence, the complexity-
theoretic and statistical requirements must be tested. In practice, both categories of tests
- complexity-theoretic and statistical - should be carried out since these two categories
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are in a sense independent. For details on the testing of pseudorandom sequences in a
cryptographic context, we refer the reader to [II]. In this paper, we are concerned about
the complexity-theoretic analysis of pseudorandom sequences.

One of the requirements of such sequences is that it should be very hard to replicate
the entire sequence from the knowledge of a part of it, that is, its complexity should be
large. Many different complexity measures are available in the literature, the most usual
being the linear complexity.

Let I, be the finite field with ¢ elements, where ¢ is the power of a prime p. The linear
complexity L(ty) of a sequence t,, = (t1,...,t,) over F, is the length m of a shortest linear
recurrence relation

tivm = Cm—1tjym—1 + -+ coty, 0<j<n—m—1,

where ¢; € F, forall j =0,1,...,m—1. We refer to the recent handbook [9] for a concise
survey on linear complexity of sequences.

In the past years various types of sequences with a large linear complexity have been
constructed from function fields , see [I14] and [15]. In [10], Niederreiter and Xing investi-
gated the complexity measure of certain sequences related to feedback shift registers with
feedback functions of higher algebraic degree, the so-called nonlinear complexity. More
precisely, for a non zero sequence t,, of length n > 1 over a finite field F, and k € N, the
nonlinear complexity N®*)(t,,) is defined as the smallest m € N for which there exists a
polynomial f € F,[zy,..., 2] of degree at most k in each variable such that

tivm = f(tistig1, - tigm—1), for 1 <i <n —m.

If we allow the total degree of the polynomial f to be at most k& a similar nonlinear
complexity L") (t,) can be found, see Definition 23

In this paper, we focus on constructing sequences with large nonlinear complexity.
Recently, constructions of sequences from function fields with high nonlinear complex-
ity arose in the work of Niederreiter and Xing [I0]; Luo, Xing, and You [8]; and Geil,
Ozbudak and Ruano [3]. In [8], the authors construct sequences over F, using the ra-
tional and cyclotomic function fields. In [I0, 3], the authors work over the Hermitian
function field H to construct sequences over F 2 of length (¢ — 1)(¢* — 1) with large non-
linear complexity. Both constructions rely on the action of a large cyclic subgroup of the
automorphism group Aut(#) of the function field H on the F -rational places of H. The
results in [3, Theorems 1, 2] improve the bounds on the nonlinear complexities given in
[0, Theorems 3, 4].

In this work, we consider a generalization of the Hermitian curve, the maximal curve
defined over F,- by the affine equation y? + y = 29 ™!, where r > 1 is an odd integer.
Denote by F,, its function field and by P, the only pole of z and y.
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We propose a new sequence, inspired by the sequences presented in [3] and [10], from
the function field F,, over F - of length ¢(¢* —¢" ' —¢"~*—...—¢—2). The constructed
sequence relies on the existence of functions in F,, with pole divisor in ¢ fixed rational
places Py, Q2,...,Q, on F,,. These functions are determined using a characterization
of the Weierstrass semigroup

H(POO,Q2,...,Qq):{(al,...,aq)ENq\EIfE./TW, (f)oo:CL1POO+CL2Q2+"'+CLqu},

given in [I]. The constructed sequence generalizes the results in [3, Theorems 1, 2] and
[10, Theorem 4], see Remarks 3.2 and B4l

The paper is organized as follows. In Section II, we introduce two concepts of nonlinear
complexity, and the function field F,,. From a characterization of the Weierstrass semi-
group at ¢ collinear rational places Py, @2,...,Q, on the function field F,,, in Section
III we present the new sequence over [F .

2 Preliminaries

2.1 Nonlinear complexity of sequences

The following nonlinear complexity notion was first defined by Niederreiter and Xing in
[T0], and it is also the main notion used in [3] and []].

Definition 2.1. Let t,, = (t1,...,t,) be a sequence of lengthn > 1 over F, and let k € N.
Ift; =0 for alli =1,...,n, then we define the k-th order nonlinear complexity N*)(t,,)
to be 0. Otherwise, N®)(t,) := 1 and, for n > 2, let N®)(t,,) be the smallest m € N for
which there exists a polynomial f € Fy[x1,... 2], of degree at most k in each variable,
such that

ti-i—m:f(tiyti-i-la"')ti-i-m—l)a fOT]_ <i<n-—m. (1)

It is clear that N®)(t,,) > 0 for all n > 1. If n = 2, then N (t;) = 0 or 1. Now, for
n > 3, since () is satisfied for m = n — 1 with f the constant polynomial ¢,, we have
that 0 < N®(t,,) <n — 1. Note that if t, = (0,...,0,1), then N®(t,) =n — 1.

Furthermore it suffices to consider 1 < k < ¢—1, since any polynomial f € Fy[z1,..., 2]
can be represented by a polynomial g € Fy[z,...,z,,] of degree at most ¢ — 1 in each
variable, see [7]. For k > ¢ — 1, all nonlinear complexities N*(t,,) of a fixed t,, are the
same and equal to the called maximum-order complexity M (t,) = N@~Y(t,) introduced
by Jansen in [4] and [5].

For a positive integer ny < n, a initial sequence t,,, of a given sequence t,, = (t1,...,t,),
means the sequence t,, = (t1,...,t,,).



Lemma 2.2. Let t,, and t,, be initial sequences of t,. If ny < ngy, then N¥(t,,) <
N®(t,,).

Proof. Let 1 < ny; < ng < n be integers, and consider the initial sequences t,, and t,,
of the sequence t,. If N®)(t,,) = m, then there exists f(z1,...,2,) € Fy[z1,... 2] of
degree at most k in each variable satisfying

ti—i—m = f(tiati-i-b s ati+m—l)> for 1 <:< ng —m.

Since n; < ng, we have that the condition t;,,, = f(ti, tiz1, .- tizm—1), for 1 <i <mnj—m
is also satisfied. The result follows. O

A modified notion for nonlinear complexity, denoted by L*)(t,,), was also used in [10]
and [3]. The difference between the two notions is that the condition “of degree at most

k in each variable” in N*)(t,,), is replaced with the condition “of total degree at most k”
in L®)(t,).

Definition 2.3. Given a sequence t,, = (t1,...,t,) of length n > 1 over F, and k € N,
ift; =0 for alli =1,...,n, we define the k-th order nonlinear complexity L*)(t,) to be
0. Otherwise L™ (t,) := 1 and, for n > 2, let L*¥)(t,) be the smallest m € N for which
there ezists a polynomial f € Fy[x1, ..., x) of total degree at most k such that

ti-i—m = f(tiati-i-la s >ti+m—1)a fOT I<i<n—m.

It is clear that L®)(t,) > N®)(t,), for any k and sequence t,. We also observe
that L™ (t,) is not the same as the linear complexity L(t,) since for the computation of
LMW(t,) we accept degree one polynomials with constant term. In fact, we always have
L(t,) > LW(t,), and from a Remark on [7, p. 401] we also have L((t,,) > L(t,) — 1.

Similarly to Lemma [2.2] we have that if t,, and t,, are initial sequences of t,, with
ny < ny, then LW (t,,) < L¥(t,,).

The Hermitian function field H is defined over F 2 by the affine equation y?+y = 271
In [I0L Section IV], Niederreiter and Xing constructed a sequence sy from H of length
M = (¢ — 1)(¢*> — 1). The obtained lower bounds on the complexities from this sequence
were closely connected to the existence of a function f in H with pole divisor supported
in two rational places and of degree ¢(q — 1). The following result gives us the bounds
obtained for N®)(s,) and L*¥)(s,,) for initial sequences of sy.

Theorem 2.4. [10, Theorems 3 and 4] Let s, be a initial sequence of snp. Then, for any
integer 1 < k < ¢* — 1, we have

751 —1) -1
L] + kgl — 1)

=}

N®(s,) > (2)

4



and

|75 = 1) = (¢ —q— 1)k -1
7]tk ’

L¥(s,) > (3)

for the k-th order nonlinear complexity.

In [3], Geil, Ozbudak and Ruano constructed an analogous sequence to the one in
the work of Niederreiter and Xing from the Hermitian function field H. With this new
sequence, they improved the lower bounds in (2]) and (B]). Their improvements are based
on the existence of a function f in H with poles exactly in two rational places, and pole
divisor of degree 2(q — 1).

Theorem 2.5. [, Theorems 1 and 2] Let s, be a initial sequence of sp. Then, for any
integer 1 < k < ¢®> — 1, we have

251 = 1) —(¢—1)

N 2 =

(4)

and

§ |l 7=)(@® = 1) = (k+1)(g—1)
e 2=y

for the k-th order nonlinear complexity.

2.2 The maximal function field: y? +y = 29 !

Consider F,, the function field over F2» of the curve defined by the affine equation
yq _I_ y — xqr—"_l’

where 7 > 1 an odd integer. This function field F,, has genus g = ¢"(¢ — 1)/2, and were
first studied by Stichtenoth in [13], and also by Garcia in [2, Example 1].

For r = 1, the function field F,; is the Hermitian function field. So, in a way, F,,
can be seen as a generalization of the Hermitian function field.

For each = a in F -, the equation y?+y = a? ™! has ¢ distinct roots y in Fzr. And
this determine ¢?*! rational places on F,,, denoted by P, where b? +b = a? ! a,b in
[F,2r. In addition to these places, there is a single place at infinity, P.,, the common pole
of z and y. So, F,, has ¢* ™! + 1 rational places and it is called a mazimal function field
over F 2 since its number of rational places equals the Hasse-Weil upper bound, namely
equals ¢*" + 1+ 2gq".



Given a function f in F,,, we denote by (f) and (f)~ the divisor and pole divisor of
f, respectively.

Fix a € F,, and let Py, Q2 = Py, Q3 = Papy, ..., Qqr1 = Py, be ¢ + 1 pairwise
distinct rational places in F, ., where b} + b, = a,b, € F2r for cach ¢ = 1,...,¢. Given
an m-tuple s = (s1,...,8,) in N and i € N, define the m-tuple

Vsi = (81(¢" + 1) —ig, s2(q" + 1) + i, .., 8(q" + 1) +14).

By [1l, Theorem 3.4], for 2 < m < ¢+ 1, the minimal generating set I',, of the Weierstrass
semigroup H(Py, Qa,. .., Q) is given by

Fm:{%i;Zsj:q+1—m,0<iq<sl(qr+1),stO}. (6)

j=1
Therefore, for each 75; € I', there exists a rational function f € F,, such that

(foo = (51(¢" + 1) —iq) Pc + (52(¢" + 1) + 1)Q2 + -+ - + (5m(q" + 1) + 1) Q. (7)

By Equation (6)), the degree of the pole divisor of f is

deg((f)oc) =D _si(q" +1) —ilg—m+1) = (g—m+1)(¢" +1—1).

i=1

Since I'), is the minimal generating set of H(Py, @2, ..., Qm), it does not exist a rational
function g € F,, with (¢)eo = a1 Ps + a2Qa + - - + 01, @y, and deg((9) ) < ¢" — ¢ ' + 1.
So, we can conclude that the smallest positive value for deg((f)s) is ¢" — ¢"~* + 1, for
m = q and i = ¢"~'. We recall the improvements obtained in [3], of the results in [10],
were based on the existence of a function in F,; with pole divisor in two places, and of
small degree equal to 2(¢ — 1).

By the definition of the set Iy, it exists a rational function ¢ in F, with pole divisor

(@)oo =P+ ¢ ' Qo+ +q7'Q, (8)

This function ¢ will play a fundamental role on the construction of the nonlinear sequence
in the next section.

In [6], the authors proved that the automorphism group of F,, has a subgroup of
order ¢*"*1(¢" +1)(q — 1), consisting of all automorphism o defined by means of

o: r+— er+E,
T 1 : T r—i—1 (9)
y=r ey + 3T (D) (e )T+ 5,
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with &, 8, € in Fyer satisfying 87 + 8 = €9+, and €@ +D0@-D = 1,
In the following, we collect some properties on automorphisms of function fields, that
can be found in [I2] Section 8.2] and will be useful for the results in the next section.

Lemma 2.6. Let P be a rational place on F,,, and vp be the discrete valuation at P.
For any 0 € Aut(Fy,/Fper), and f a function on the function field F,,, we have

i) o(P) is also a rational place,
ii) vo(p)(0(f)) = vp(f), and
iir) o(f)(a(P)) = f(P) if vp(f) = 0.

3 Sequences with high nonlinear complexity from F_,

Let Fyr and Poo, Q2 = Pup,, Q3 = Papy - -+, Qg = Pup,,, with a € F», and b] +b; = a? L,
be as in Section Consider the automorphism o in Aut(F,,) given by

Y, (10)

where € in F},, is an element of order (¢" 4+ 1)(¢ —1). Then o has order (¢" + 1)(¢ — 1),
and fixes the places Py, and Py. The action of o on the other ¢*"*! — 1 rational places of
F,r provides a partition in q(¢" ' +---+ ¢+ 1) + 1 orbits, where ¢(¢" ' +---+ ¢+ 1) of
them have length (¢" 4+ 1)(¢ — 1), and one has length ¢ — 1.

To simplify the notation we let p:= (¢" +1)(¢ — 1) and v := q(¢" " + -+ g+ 1).
So, under the action of o on @Q)s,...,Q, we obtain ¢ — 1 orbits, each containing exactly
 distinct rational places of F, .. Take Qg41,...,Q,41 other rational places on F,, such
that, under the action of o, we get v — (¢ — 1) distinct orbits of length p pairwise distinct.
Then we have the following v distinct orbits

Q2> U(Q2)> s ’O-M—l(Qz)’

o(x) = ex, o(y)=e""

Qq;0(Qy); - -+ Uu_l(Qq)
Qq+1,0(Qqs1) -, 0" (Qg1),

Qu—l—la U(Qu+1)7 ) Uu_l(@u—l—l)‘



Let ¢ be the rational function given in Equation (8]). Since ¢ has poles only in P, Q2. . . ., Qq,
the sequence

S(i—1)(u—1)4j ‘= 0(07(Qis1)), for 1 <i<vand1<j<pu—1, (11)

is well defined. This sequence is denoted by sy := (s1,...,5un), and has length M =
vip—1) =ql@ '+ +q+1)(¢"" — ¢ + q— 2). Note that the sequence s); is not
identically zero since ¢ has at most ¢" — ¢"~! + 1 zeros. Explicitly, the sequence s, is

s1= p(0(Q2))), s2 = p(0%(Q2)), T 2 (O2)))
:S(q—2)(u—1)+1 =p(0(Qq);  Sg-2u-n+2 = 2(*Qy), - Sg-nu-1) = P(e*(Qy))
Sg-D(u-1)+1 = 2(0(Qq41)),  Sg-1u-142 = L(0°(Qqs1)), -+ Squ-1) = @0 (Qqgs1))
5(u—1>(u—1>+1 = 0(0(Qus1)); Sw-1)(u-1)+2 = L(0*(Qur1)), -+ Suu-1) = P(* " (Quy1))-

Theorem 3.1. Under notation and assumptions as above, let 1 <n < M =v(u—1) be
an integer and consider the initial sequence s, = (s1,...,S,) of the sequence sy; as above.
For any integer 1 < k < u— 1, we have

@ " +a—=2)— ¢ (g 1)
lem—rrems) TR —g¢ 1 +1)

for the k-th order nonlinear complexity.

N (Sn) >

, (12)

Proof. f n < p—1 = ¢ — ¢" + ¢ — 2, then the lower bound is trivial. Hence we
assume that n > pu — 1 without loss of generality. Suppose that there exist a polynomial
f(x1,...,2m) € Fprlzy, ... 2], where 1 <m < p—2, of degree at most k in each variable
such that

Smax = F(Sxy Sasty- oy Sazme1) for 1 <A <n—m, (13)

and n > m + 1. By Lemma 2.2] it is enough to prove the result for n = §(u — 1), with
1<é<wv.Fort=1,....p0—1—mandi=1,...,6 we have

S(i=1)(u=1)+m+t = J (8G=1)(u=1)+ts S(i=1)(u=1)Ft+1s - -  » S(i—1)(u=1)+t+m—1)>

which is equivalent to

(0™ (Qin1)) = f(0(0"(Qix1)), - (™ HQis1)))- (14)



For ¢ as in Equation (), define the function w in F,, as

w:=—0""() + (o, 07N (p), . 0D ().

From Equation (8) we have deg(¢)qo

=q¢"—q¢"'"4+1,vp_(p) = —1, and vg, (p) = —¢"*, for
all K =2,...,¢q. Thus, by Lemma 2.6 (ii

a

"

), it follows that vo—m@,) (07" (@) = vo,(¢) =
pole of 07" (¢). On the other hand, for each
)) = vg,(0™(p)), and the divisor

—q¢"1, and so the place 07™(Q,) is

b=0,...,m—1 we have v,-m,) (0~

(0" (@)oo = Poo + ¢ 0™ (Qa) + -+ ¢ o™ (Qy).

Then we conclude that 0=™(Qs) is not a pole of 0°(¢). This ensures the function w # 0.

Now we are going to determine bounds on the number of poles and zeros of the
function w. The poles of ¢ are exactly Py, @2, ..., and, by definition of o, it follows
that vorg,, )(p) >0, forall 1 <k <p—1and1<i<4. So, by Lemma 2.6 (iii), it
follows that for any integer j

p(07 Qi) = (07 (0"(Qin1))) = 77 () (0" (Qis1))-
Thus, for 1 <t <y — 1 —m we have
w(o'(Qis1)) = —07"(¢)(0"(Qi+1))
+f((0"(Qi+1)): 071 (@) (0" (Qis1)): - -, oD () (0'(Qir1)))
= =™ (Qir1)) + f(0(0"(Qi41)), p(0TH(Qir1)), - - -, (0 H(Qir1)))
=0 (by (Id)).

Therefore we can conclude that
w(o(Qis1)) = =w(e" ™(Qiy1)) =0, foralli=1,...,4.
So, the zero divisor of the function w has degree at least
deg(w)o > 6(pn — 1 —m). (15)
The pole divisor of ¢ is (p)e = Poo + ¢ Q2 + -+ + ¢"'Q, and, by Lemma 28] (ii)

UJ*J’(Poo)(U_j(@)) =vp_(p) =—1 and vafj(Qk)(a—j(go)) = vg, (@) = g



foreach k =2,...,qand 7 =0,...,m. This yields
(077(P))oo = P+ 010 7(Q2) + -+ 410 T(Q), =0, m.

Thus

(fle. 07 ), - 07D (9))e <

kP + k30 ¢ Qi + kS 00T Qi) o+ BT ¢ 0D Qi)
Therefore,

deg(w)oe < km+kmg (g —1)+¢" " (¢—1) =km(q"+1—¢) +¢ (¢ 1)
Since deg(w)p = deg(w)~, we can conclude that

1) — g Yg —
s =1 —q¢"(g—-1)
T k@ g ) +0

O

We observe that the longer the sequence s,,, the greater the lower bound on N®*)(s,,).
For sequences over the same finite field F2-, with  an odd integer, in Theorem 3.l we can
have higher values for the length of a sequence s,, compared to the ones given in Theorem
2.0

Remark 3.2. For r = 1, we have a nonlinear sequence over the Hermitian function
field, and if ¢ > 3, the lower bound given in Theorem [3 1l is an improved lower bound on
N®)(s,), compared to the lower bound () in Theorem[Z3. That is,

|75 —2) = (¢g—1) N |77 —1) —(¢g—1)
=5 + ka 7] +2k(g—1)
In fact, let ny := Lq{‘_lj and ny = qu—"_2j Som < mo <m +1, that is, no = n1 + 1,
where n 1s equal to 0 or 1. We recall that 1 < ny,ne < q. Thus, we have that

(m+m@=2)—(¢=1) _m(@-1)—(¢g—1)
(m +n) + kq m + 2k(qg — 1)

, forq> 3.

if and only if
k-[q°[(q = 2)(m +n) + qn — 1] = q[3n1 + 40 — 3] + 2[2(n1 + n) — 1]]+m(m+n)+n(g—1) > 0.

The last equality is true for ¢ > 3.
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For the order nonlinear complexity L*)(s,), given in Definition 2.3, we have the fol-
lowing result.

Theorem 3.3. Under notation and assumptions as above, let 1 <n < M =v(u—1) be
an integer and consider the initial sequence s, = (s1,...,S,) of the sequence sy as above.
For any integer 1 < k < p— 1, we have

LWHMFHJ(QTH ¢ +q-2)-q¢ '(g-1) -k
|77 tha (g —1)

for the k-th order nonlinear complexity.

L¥)(s,) > (16)

Proof. We follow the same approach as in the proof of Theorem B.Il but here we as-
sume that f(x1,...,2,,) is a polynomial in F-[z1,...2,,] of total degree at most k. The
proof is the same until Equation (IH), and the proof thereafter changes as follows. Let
g(z1, .. xy) = cal . xim € Fer[21,. .., 7,) be any monomial having a nonzero coeffi-
cient in f(xy1,...,%,). We have i; + ...+ i, < k, and the pole divisor of the function
g(p, 07 (@), ..., 0™ D(y)) satisfies

q—1

(902,07 (), (@)oo < kP + i1 Y0 Qi

i1
q—1 q—1

+ iy Z ¢ o Qi) o H i Z qr_la_(m_l)(QiH)-
i=1 i=1

For the pole divisor of w we obtain

qg—1

q—1 q—1
(W)oo S kP + kY ¢ ' Qi + kY ¢ o7 (Qix1) + ...+ kY ¢ o "I (Qign)
i=1 i=1 i=1
¢ M(@2) + (@)
In particular, we have
deg(w)oe < k+kmqH(qg—1)+¢ (g —1).
Since deg(w)o > d(p — 1 —m) and deg(w)y = deg(w)~, we conclude

SO =D) =g Hg=1) =k
=T Stk (g—1)

This completes the proof. O
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Remark 3.4. The lower bound given in Theorem s an 1mproved lower bound on
L¥)(s,,), compared to the lower bound (@) in Theorem[Z3 when we look for the sequences
in the same finite field Fp, if ¢ > 5.
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