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ABSTRACT

In this paper, a Cognitive Radio Network (CRN) based on artificial intelligence is proposed to distribute the limited radio
spectrum resources more efficiently. The CRN framework can analyze the time-sensitive signal data close to the signal
source using fog computing with different types of machine learning techniques. Depending on the computational
capabilities of the fog nodes, different features and machine learning techniques are chosen to optimize spectrum
allocation. Also, the computing nodes send the periodic signal summary which is much smaller than the original signal to
the cloud so that the overall system spectrum source allocation strategies are dynamically updated. Applying fog
computing, the system is more adaptive to the local environment and robust to spectrum changes. As most of the signal
data is processed at the fog level, it further strengthens the system security by reducing the communication burden of the
communications network.
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1. INTRODUCTION

With large growth of wireless services and applications, there exists an exponential demand for the available radio
spectrum. Some radio spectrum resources are sold to the primary users, which sometimes are not fully used. In some
countries, most of available spectrum resources have been fully utilized resulting in the spectrum scarcity problem. On
the other hand, a large amount of the licensed spectrum experiences low utilization based on the recent studies on the
actual spectrum utilization measurements, which indicates inefficiency issues existing in the radio spectrum resources
allocation. In the dynamic spectrum access (DSA) system, the opportunistic unlicensed secondary users sense the
channel to find the available radio spectrum over which they can transmit signal without interfering with the primary
users. The secondary users of such capability utilize an intelligent method called Cognitive Radio (CR). There have been
different cognitive radio applications developed such as spectrum sensing™, autonomous learning, channel estimation
and data detection!?, user cooperation, modeling, target tracking FI#IBIE] and reasoning.

The inefficiency of spectrum use has triggered exciting activities in engineering, economic, and regulation communities
to develop improved spectrum management and spectrum sharing. The concept of Cognitive Radio (CR) was first
proposed by Mitola and Gerald Q. Maguirel”l. The opportunistic spectrum access model’® is a landmark example. Given
the constraints of collision probability and overlapping time, the scenario in which secondary users can opportunistically
access the unused spectrum vacated by idle primary users was investigated. Three spectrum access schemes using
different sensing, back-off, and transmission mechanisms are shown to achieve indistinguishable secondary performance.
Once detecting one or multiple spectrum holes, the secondary users reconfigure their transmission parameters such as the
carrier frequency, modulation scheme, etc. to operate in the detected spectrum holes. Different dynamic spectrum access
models such as dynamic exclusive use model, open sharing model, and hierarchical access model are methods to
improve spectrum efficiency®. The fundamental capacity limits and associated transmission techniques for different
wireless network design paradigms are surveyed!*®l, Based on the prior rules related to spectrum usage, the interaction
between cognitive radios’ signals and the transmissions of noncognitive nodes is of interest. Besides the opportunistic
spectrum access model, the concurrent spectrum access model is investigated by many researchers, where second users
coexist with primary users within a licensed band. Under the constraints that the interference caused by second users’



transmitted signal is within the primary users’ reasonable threshold, three tasks including radio-scene analysis, channel-
state estimation, and transmit-power control and dynamic spectrum management are compared™,

Regarding spectrum detection and allocation, many different approaches have been utilized such as machine learning,
artificial intelligence, model predictionl* fuzzy logic reasoning!®, greedy searchl**l, and dynamic programming™®! . As
for machine learning, the system first learns the pattern of the object through the training samples, then the system can
perform the operation on the data which is not encountered before. Machine learning has wide application areas such as
target detection, image processing!*®, and pattern recognition’’]. For example, neural networks (NN) can learn the
patterns from the structured training data with different features such as power spectrum energy, wave form, modulation,
and etc. through supervised or unsupervised methods, which can be seen in Figure 1. Based on the weights achieved from
training process, each node or the whole system can predict or conduct the corresponding spectrum decision.
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Figure 1 Different Machine Learning Approaches

A contemporary technique is to combine machine learning and game-theoretic methods. Since the over complexity of the
selected model may lead to overfitting, there is a need to adaptively learn the situation when other users try to access the
system. In the scenario of opportunistic spectrum access, it is aimed to find the spectrum holes to transmit the signal
without interference the primary users. Based on the non-cooperative independent decisions[*®l, two dynamic spectrum
access algorithms including Hungarian and greedy search are proposed allowing the second users to access the available
spectrum. The greedy algorithm can reduce the searching complexity to linear level by selecting the best candidate in
each iteration is investigated*®[2%, |t is supposed that the channel availability statistics!?! and the number of secondary
users are unknown, where the problem is formulated as a stochastic game, which can also be applied in the threat
detection and situation awareness? 231, The Nash equilibrium is first achieved based on perfect environment knowledge.
A stochastic learning automata-based channel selection algorithm is proposed so that the second users can approach a
Nash equilibrium point.

A cognitive network consists of multiple cognitive radio nodes, where different nodes can conduct the spectrum sensing
and choose the best spectrum to transmit the signal. Two methods include a centralized approach where all nodes
communicate with the cloud or a decentralized approach where only a few fog nodes communicate between the cloud
and the other nodes. These two frameworks are illustrated in Figure 2. It is necessary for each cognitive node to
communicate with each other, because without information from the other nodes, the node is prone to have a local
optimal decision. It will increase the system’s spectrum efficiency if all the spectrum sensing information is accessible to
the central nodes or cloud. If the central node has the access to all the information, it is capable of achieving the global
optimal spectrum allocation strategies. However there also exist some limitations such as communication burden, system
security, and system’s response to the change of local environment when all fog nodes send the information to the central
node or cloud which has more power computation capability. Since each node keeps receiving signal from its nearby
neighbors, a large amount of data needs to be transmitted to the cloud even in the case the transmitting signal is
compressed before transmitting to cloud4251281 In some cases, some signals may of no meaning to be sent back to the



central node in terms of the spectrum detection or allocation. Also, during the process that the signal is being sent back,
the signal may be jammed or compromised by jammers or neutral users either on purpose or not, which will bring
interference to the primary users’ signal transmission.
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Figure 2 Spectrum Sensing Framework

Cognitive radio methods are promising techniques that can mitigate the spectrum scarcity by enabling the second users
to access the limited spectrum resources licensed by the primary users. However, spectrum sensing security needs to be
considered, as the false information injected into the system can severely interference the spectrum sensing process and
reduce the channel availability to the unlicensed legitimate users?”). The cognitive radio attack surface is studied from
the perspective of primary user emulation attacks, which demonstrates that the spectrum efficiency can drop largely by
emulating the incumbent signal. The corresponding defending strategy called localization-based defense is proposed to
defense this sort of attack strategies, which can detect the attack by estimating the incumbent transmitter’s location and
its signal characteristics. There are also other types of attack strategies which take advantage of the system configuration
to inject the false information that the traditional Chi-Square detector cannot detect. It is shown[28l29l301B that the
adversary can take the fully advantage of the system configuration parameters to attack the system incurring large system
mean square error.

Considering security, communication cost, and dynamic users; it is not feasible for the system to provide real-time
response by sending all the received signals to the cloud. In most cases, it is infeasible to find optimal spectrum
allocation strategies; however suboptimal solutions are fair enough to provide comparatively efficient system spectrum
usage performance. As for the distributed cognitive radio network, each node has to coordinate to the nodes in the
neighborhood in order to avoid the interference to the primary users. This will incur the communication burden and
system security issue. Many cases need agile response in a real-time fashion to support the system functionality. For
examplel®d, an agile and low cost atmospheric measurement system for energy harvest and real time mission support is
developed such that a candidate sensor set can be dynamically deployed to wind filed estimation. In order balance the
advantages and limitations between centralized and distributed frame, in this paper, we proposed fog computing
framework in which fog nodes can analyzes the most time-sensitive data, close to the data sources and send the selected
data or data summary for given time to the cloud for historical analysis and global optimization of the dynamic spectrum
access.

2. SYSTEM MODEL

In this section, the system model is introduced to show how the DSA fog-computing framework can optimally detect and
allocate the limited spectrum resources. Under this framework, each edge node can sense spectrum individually. Based
on the rules provided by the cloud, each node has the ability to choose the best spectrum selection based on the reasoning
process. Each node sends the data summary to cloud periodically for which the centralized cloud server can analyze the
entire system and determine the updated rules for each edge node. Also, whenever there is abnormal data or a situation
that the edge node cannot process, the data related to this certain situation is also sent to the cloud.

The DAS fog system structure can be seen in Figure 3, where each node can conduct its own spectrum sensing. As a
sequence of signal is achieved, the fog node conducts feature extraction, anomaly detection, and decision making. The
feature extraction includes waveform-based sensing, energy sensing, radio identification, cyclostationarity based sensing,
and match filtering.



Figure 3 Fog Computing Framework
2.1 Machine Learning Approaches

All extracted features are used to determine the existence of spectrum and allocate the spectrum for the transmitting
signals. Based on the computation capability of each fog node, different types of machine learning methods are
incorporated in the framework such as least square regression, support vector machine (SVM), and manifold learning.

As for least square logic regression, it is supposed that vector x denotes the training data, of which each element denotes
the output from feature extraction process. It is supposed that X = [xI, 27, ..., xL]" are the N training samples. y denotes
whether certain spectrum is being used or not at the current time. The objective is to find the optimum W that can
minimize the estimation error ||y — Xw||3,. The objective function can be characterized as follows,
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where A is penalty coefficient, 4 is independent of the k in the primal formula. As 1 — 0, w = (XTX)"1XTy. In this
case, the node which conducts the least square regression saves the parameter w.

As for the Support Vector Machine (SVM),
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The corresponding dual form is
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where 1 is a column vector of all ones, C is the upper bound, H is an NxN semidefinite positive matrix, of which H; ; =
yiyiK (x;, %)), the kernel K (x;, x;) = ¢ (x)"p(x;), kernel functions can be linear, polynomial, sigmoid, and Gaussian
RBF, which can also be applied to the least square regression.

A third approach is manifold learning. When a non-linear relation exists between the features and desired output, each
data x; is represented in a Euclidean space x; € R%, where d denotes the number of signal features. x; is assumed to be
an image of some 6, in a topological space. Let space W resemble R” with r < d. W is known as a manifold with
reduction dimensionality r. Figure 4 illustrates the examples of 2-D manifolds embedded in a 3-D Euclidean space. The
objective of manifold learning is to directly uncover the one-to-one map from R¢ to R”. The mapping function should
preserve the geometric structure of space R". Geometrically, this can be interpreted as uncurling a curved surface into a
super-plane. Popular approaches for manifold learning include locally linear embeddingl, IsoMap!®, Laplacian
eigenmap®, and Maximum variance unfolding®l.

Figure 4 2-D Manifolds Embedded in A 3-D Space (Linear Subspace, S-curve, and Swiss roll)

Figure 5 shows the dimensionality reduction of the 3-D Swiss roll based on manifold learning. Figure 5 displays the
results of several manifold functions, e.g., IsoMap, LLE, Hessian LLE, and provides the comparison results from linear
approaches, such as Multidimensional scaling (MDS) and Principle component analysis (PCA). Since the 2D embedded
manifold in Swill Roll is nonlinear, the linear approaches always fail to “uncurl” it. Also, in Figure 5, we can see that for
manifold learning, IsoMap and Hessian LLE can successfully “uncurl” the original data, but LLE cannot. Hence, based
on the computational capability of each edge node, manifold learning can be applied to feature extraction for dynamic
spectrum access.
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Figure 5 Dimensionality Reduction of 3-D Swiss Roll Based on Nonlinear Manifold Learning




3. SPECTRUM SENSING FOR FOG-BASED COGNITIVE RADIO

Spectrum sensing is a collective name of multiple techniques that are applied to cognitive radio to detect the unused
frequency band and assign it to one or multiple secondary users. In this section, we briefly introduce and summarize
some widely used signal processing techniques that have been reported in the literature and are suitable for our proposed
fog framework, The methods determine whether the channel is occupied by the primary user and whether any unused
spectrum is available for a secondary user. In the proposed framework, each fog node serves as a machine learning
engine, and uses various outputs of a given spectrum sensing method based on the computational capability of each
node.

3.1 Energy Detector

Energy detector-based sensing is the most widely used spectrum sensing algorithm due to its low computational
complexity. Another advantage of energy assessment is that the energy detector is developed based on the assumption
that receivers need no prior information of the primary user signals, which makes this sensing technique much more
practical as compared to other existing approaches. However, in some cases, the second users have some information
about the target to be detected. A popular Bayesian detector can be also utilized for detectionf®"],

The received signal is assumed as
y() = hx(n) + w(n) ®)

where y(n) is the received signal, h is the channel coefficient, x(n) is the primary user’s signal to be detected, w(n) is
the additive white Gaussian noise (AWGN), and n is the sample index. Note that when x(n) = 0, there is no
transmission from the primary user over this frequency band. The total energy observed over N samples can be written
as

M= ol ®)

Using (6), the spectrum occupancy decision can be obtained by comparing a threshold p, which is equivalent to the
following hypothesis.

Hy: y(n) = w(n) (7

Hy: y(n) = hx(n) + w(n)

Equation (7) determines whether the primary user’s signal occupies the spectrum. Note that p is stored in “rule” block
for fog processing, and p can also be modified by the cloud in a real time fashion instead of a fixed value of a threshold
used in the traditional energy detector sensing method.

3.2 Waveform-Based Sensing

In the case that the signal patterns are known to the receivers, the waveform-based sensing technique can be applied to
the cognitive radio system. We use the same transmission model (5) , from which the waveform-based sensing metric is

written as
> y(n)x*(n)l ©

n=1

M = Re

where = denotes the conjugate operation. When primary user signal presents on the spectrum, (8) can be further written
as

N
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When primary user signal is absent, the sensing metric is written as
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Similarly, a threshold value needs to be set in the system to make spectrum occupancy decision, and this value is
modified by the cloud.

3.3 Cyclostationarity-Based Sensing

Cyclostationarity-based sensing is a technique that exploit the signal cyclostationarity features to detect the primary user
transmissions. In this method, the cyclic correlation function is used to detect the signals in the frequency band. The
cyclic spectral density function of a received signal is written as

- , (11)
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where a is the cyclic frequency, and Ry is the cyclic autocorrelation function, which can be written as
Ry (1) = E[y(n + )y*(n — 1)e/*™"] (12)

When the cyclic frequency a equals the frequency of transmitted signal x(n), the output of (11) reaches the peak value.

3.4 Feature Detection Sensing

Since primary user signal usually has its unique transmission pattern such as modulation scheme, carrier frequency,
bandwidth, etc.; feature detection and machine learning algorithms can also be applied for spectrum sensing. This
category of sensing techniques usually uses data-driven model rather than physical model to differentiate the primary
user signal from the secondary user signal and noise. In this work, all types of features extracted by feature detection
sensing are sent to the machine learning engine to make the decision on spectrum access.

4. CONCLUSION AND FUTURE WORK

In this paper, we propose a manifold learning dynamic spectrum allocation framework combining fog computing and
cloud computing so that the received signal is processed close to where it is generated. Machine learning approaches are
also incorporated to determine the available spectrum. Based on the features of the signal received, different machine
learning methods are as applied such as least square logic regression, support vector machine, and manifold leaning. The
feature extracted can also be projected to a higher feature space so that categorization performance can be further
improved. Based on the rules defined, each fog node has the ability to reason and choose the best spectrum candidate to
transmit the signal without interfering with the licensed legitimate primary users. The signal could be processed by the
local nodes immediately, while the local node can also send the signal summary to the cloud so that the decision rules at
the edge nodes rely on can be updated dynamically. Considering the computational capability of the cloud, the abnormal
data from the edge nodes is also sent to the cloud for further analysis which enhances system security. The future work
will include the hardware implementation regarding fog nodes of different computational capabilities and machine
learning approach selection considering the feature of transmitted signal to optimize the dynamic spectrum allocation.

REFERENCES

[1] Tian, X., Tian Z., Blasch, E., Pham, K., Shen, D. and Chen, G., “Sliding window energy detection for spectrum
sensing under low SNR conditions”, Wirel. Commun. Mob. Comput, Vol. 16, Issue 12, pp. 1654-1663, Aug. 2016.

[2] Li L., Ding Y., Zhang, J. K. and Zhang, R., "Blind Detection with Unique Identification in Two-Way Relay
Channel”, in IEEE Transactions on Wireless Communications, vol. 11, no. 7, pp. 2640-2648, July 2012.

[3] Chen, Y., Blasch, E., Chen, N., Deng, A., Ling, H., Chen, G., “Real-time WAMI streaming target tracking in fog,”
in Proc. SPIE, Vol. 9838, 2016.

[4] Wu, R, Liu, B., Chen, Y., Blasch, E., Ling, H., Chen, G., “A Container-based Elastic Cloud Architecture for Pseudo
Real-time Exploitation of Wide Area Motion Imagery (WAMI) Stream”, The Journal of Signal Processing Systems,
pp 1-13, Nov. 2016. DOI 10.1007/s11265-016-1206-6



[5] Liu, B., Blasch, E., Chen, Y., Aved, A. J., Hadiks, A., Shen, D., Chen, G., “Information Fusion in a Cloud
Computing Era: A Systems-Level Perspective”, IEEE Aerospace and Electronic Systems Magazine, Vol. 29, No.
10, pp. 16-24, Oct. 2014.

[6] Liu, B., Chen, Y., Blasch, E., Pham, K., Shen, D., Chen, G., “A Holistic Cloud-Enabled Robotics System for Real-
Time Video Tracking Application”, Future Information Technology, Lecture Notes in Electrical Engineering, Vol.
276, pp 455-468, 2014.

[7] Mitola, J., Maguire, G. Q., "Cognitive radio: making software radios more personal,” in IEEE Personal
Communications, vol. 6, no. 4, pp. 13-18, Aug (1999).

[8] Niyato, D., Hossain, E., "Competitive spectrum sharing in cognitive radio networks: a dynamic game approach,"”
in IEEE Transactions on Wireless Communications, vol. 7, no. 7, pp. 2651-2660, July (2008).

[9] Zhao, Q., and Sadler, B. M., "A Survey of Dynamic Spectrum Access,” in IEEE Signal Processing Magazine, vol.
24, no. 3, pp. 79-89, May 2007.

[10] Goldsmith, A., Jafar, S. A., Maric, I., Srinivasa, S., “Breaking Spectrum Gridlock With Cognitive Radios: An

Information Theoretic Perspective,” in Proceedings of the IEEE, vol. 97, no. 5, pp. 894-914, May (2009).

[11]Haykin, S., “Cognitive radio: brain-empowered wireless communications,” in IEEE Journal on Selected Areas in
Communications, vol. 23, no. 2, pp. 201-220, Feb. (2005).

[12] Xiao, S., Metry, M., Trabelsi, M., Balog, R. S. and Abu-Rub, H., "A Model Predictive Control technique for utility-
scale grid connected battery systems using packed U cells multilevel inverter,” IECON 2016 - 42nd Annual
Conference of the IEEE Industrial Electronics Society, Florence, 2016, pp. 5953-5958.

[13] Zadeh, L. A., “Fuzzy logic, neural networks, and soft computing”. Commun. ACM 37, 3 (March 1994), 77-84.
[14]Lu, J., Niu, R. "Sparse attacking strategies in multi-sensor dynamic systems maximizing state estimation errors,"
IEEE International Conference on Acoustics, Speech and Signal Processing (ICASSP), pp. 3151-3155, (2016).
[15]Lu, J., Niu, R., Han, P. "Optimal space-time attacks on system state estimation under a sparsity constraint", in Proc.

SPIE Sensors and Systems for Space Applications 1X, 2016

[16]Park, S., Lee, S. J., Weiss, E., and Motai, Y. "Intra- and Inter-Fractional Variation Prediction of Lung Tumors Using
Fuzzy Deep Learning,” in IEEE Journal of Translational Engineering in Health and Medicine, vol. 4, pp. 1-12, 2016.

[17]Zuo, H., Fan, H., Blasch, E., and Ling, H., “Combining Convolutional and Recurrent Neural Networks for Human
Skin Detection, “IEEE Signal Processing Letters, Jan 2017.

[18]Jung, E. and Liu, X., "Opportunistic Spectrum Access in Heterogeneous User Environments,” 2008 3rd IEEE
Symposium on New Frontiers in Dynamic Spectrum Access Networks, Chicago, IL, 2008, pp. 1-11.

[19]Luo, C., Huang, Y. F., Gupta, V., "Stochastic Dynamic Pricing for EV Charging Stations with Renewables
Integration and Energy Storage," in IEEE Transactions on Smart Grid, vol.PP, n0.99, pp.1-1

[20] Luo, C., Huang, Y. F. and Gupta, V., "A Consumer Behavior Based Approach to Multi-Stage EV Charging Station
Placement,” 2015 IEEE 81st Vehicular Technology Conference (VTC Spring), Glasgow, 2015, pp. 1-6.

[21] Xu, Y., Wang, J., Wu, Q., Anpalagan, A., and Yao, Y. D., "Opportunistic Spectrum Access in Unknown Dynamic
Environment: A Game-Theoretic Stochastic Learning Solution,” in IEEE Transactions on Wireless
Communications, vol. 11, no. 4, pp. 1380-1391, April 2012.

[22] Chen, G., Shen, D., Kwan, C., Cruz, J., et al., “Game Theoretic Approach to Threat Prediction and Situation
Awareness,” Journal of Advances in Information Fusion, Vol. 2, No. 1, 1-14, June (2007).

[23]Lu, J., Niu, R. "A state estimation and malicious attack game in multi-sensor dynamic systems," International
Conference on Information Fusion (Fusion), pp. 932-936, (2015)

[24]Nicolae, B., “High Throughput Data-Compression for Cloud Storage”, Globe 10 in Proceedings of the 3rd
International Conference on Data Management in Grid and P2P Systems, Sep 2010, Bilbao, Spain. 6265, pp.1-12,
2010, LNCS

[25]Li, L., Wang, G., Chen, G., Chen, H. M., Blasch, E. and Pham, K., "Robust airborne image transmission using joint
source-channel coding with UEP," 2016 IEEE Aerospace Conference, Big Sky, MT, 2016, pp. 1-7.

[26]Welch, T. A., “A Technique for High-Performance Data Compression. Computer”, June 1984, 8-19.

[27]Chen, R., Park, J. M. and Reed, J. H., "Defense against Primary User Emulation Attacks in Cognitive Radio
Networks," in IEEE Journal on Selected Areas in Communications, vol. 26, no. 1, pp. 25-37, Jan. 2008.

[28] Kim, J., Tong, L. and Thomas, R. J., "Data Framing Attack on State Estimation," in IEEE Journal on Selected Areas
in Communications, vol. 32, no. 7, pp. 1460-1470, July 2014.

[29]Lu, J., Niu, R., "False information injection attack on dynamic state estimation in multi-sensor systems,” 17th
International Conference on Information Fusion (FUSION), Salamanca, 2014, pp. 1-8.



[30] Lee, K., Emami, T., Ibdah, Y., Bi, Y. and Li, L., "Cooperative Distributed MISO Wireless Relay Networks Under
Jamming Environments with Power Constraints,” 2011 Third International Conference on Computational
Intelligence, Communication Systems and Networks, Bali, 2011, pp. 84-88.

[31]Li, L., Wang, G., Tian, X. Shen, D., Pham, K., Blasch, E., Chen, G., “SINR estimation for SATCOM in the
environment with jamming signals”, in Proc. SPIE 9838, Sensors and Systems for Space Applications I1X

[32] Xiang, X., Wang, Z., Mo, Z., Chen, G., Pham, K., and Blasch, E., "Wind field estimation through autonomous
quadcopter avionics," 2016 IEEE/AIAA 35th Digital Avionics Systems Conference (DASC), Sacramento, CA,
2016, pp. 1-6.

[33]Roweis, S. T. and Saul, L. K., "Nonlinear dimensionality reduction by locally linear embedding," Science, vol. 290,
pp. 2323-2326, 2000.

[34] Tenenbaum, J. B., De Silva, V., and Langford, J. C. "A global geometric framework for nonlinear dimensionality
reduction," science, vol. 290, pp. 2319-2323, 2000.

[35]Donoho, D. L., and Grimes, C., "Hessian eigenmaps: Locally linear embedding techniques for high-dimensional
data," Proceedings of the National Academy of Sciences, vol. 100, pp. 5591-5596, 2003.

[36] Weinberger, K. Q. and Saul, L. K., “An introduction to nonlinear dimensionality reduction by maximum variance
unfolding™. In proceedings of the 21st national conference on Artificial intelligence, 1683-1686.

[37]Niu, R., Lu, J., "False information detection with minimum mean squared errors for Bayesian estimation," 2015 49th
Annual Conference on Information Sciences and Systems (CISS), Baltimore, MD, 2015, pp. 1-6.



