arXiv:1603.00154v1 [cs.IT] 1 Mar 2016

Broadcast Repair for Wireless Distributed Storage
Systems

Ping Hu

Chi Wan Sung

Terence H. Chan

Department of Electronic Engineeringpepartment of Electronic Engineeringlnstitute for Telecommunications Research

City University of Hong Kong
Email: ping.hu@my.cityu.edu.hk

Abstract—In wireless distributed storage systems, storage
nodes are connected by wireless channels, which are broadta
in nature. This paper exploits this unique feature to designan
efficient repair mechanism, called broadcast repair, for wieless
distributed storage systems with multiple-node failures.Since
wireless channels are typically bandwidth limited, we advoate a
new measure on repair performance called repair-transmision
bandwidth, which measures the average number of packets
transmitted by helper nodes per failed node. The fundamenta
tradeoff between storage amount and repair-transmission and-
width is obtained. It is shown that broadcast repair outperforms
cooperative repair, which is the basic repair method for wired
distributed storage systems with multiple-node failures;in terms
of storage efficiency and repair-transmission bandwidth, hus
yielding a better tradeoff curve.

I. INTRODUCTION
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further extended to a more general scenario, and the funda-
mental tradeoff between storage amount and repair banldwidt
for DSS with cooperative repair is derived.

Due to the increasing use of wireless devices and popu-
larity of wireless sensor networks, wireless distributéalr-s
age systems (WDSS) has become an emerging new area. In
[7] [8], more effective file retrieval methods are considkre
Concerning the repair problem, while designs for DSS can
also be applied to WDSS, it is important to understand the
fundamental difference between DSS and WDSS! In [9], the
transmissions between storage nodes during repair armadsu
to experience erasures, and the fundamental storage-mthdw
tradeoff for single-node repair in DSS with erasure chasnnel
are established, which addresses the issue that wireless ch
nels are inherently unreliable. Another basic charadteref

In distributed storage systems (DSS), repairability is arfhe wireless medium, which distinguishes it from wired fan

important design issue. Since storage node failures are corfission, is itsbroadcastature. In[[10], the authors studied the
mon, it is important that failed nodes can be repaired in aff€pair problem when parts of stored packets in nodes are lost
efficient manner. Traditional erasure codes have high géora They focused on one repair round and obtained the minimum
efficiency, but require a large amount of data exchangesgall transmitted packets for repair. For a special parameténget
repair bandwidth for node repair. Dimakigt al. show that ~an exact repair code construction is proposed. Repair under
there is a fundamental tradeoff between storage efficiendy a Multiple repair rounds is unclear for general parameteingst
repair bandwidth[[1]. By usingnformation flow graphthe In this paper, this broadcast nature of the communication
repair dynamics of a DSS is modeled as a multicast networkehannel in WDSS is investigated for multiple repair rourids.
The storage capacity of a DSS is shown to be equal to théesign an efficient WDSS, the broadcast nature of the wseles
min-cut of the information flow grapH [2]. Furthermore, the medium can be exploited during the repair process when there
optimal storage-repair bandwidth tradeoff can be achidged are more than one failed nodes. To reap the potential gain,
linear network codes with finite alphabet size even though thwe proposebroadcast repairfor WDSS with multiple node
information flow graph is unbounde([3]. These fundamentafailures. A graph representation for WDSS is constructed. B
results are re-examined inl [4]. analyzing the min-cut of the graph, a bound on storage cgpaci

The seminal work[[1] has stimulated a lot of study onis derived. Tightness of the bound is also shown. To quantify
efficient repair of failed nodes in DSS. Most of these worksthe benefit of broadcast repair, we compare our method with
focus onsingle-node repairmeaning that nodes are assumedCooOperative repair with unicast transmissions and show its
to be failed one by one and the repair process is triggere8Uperiority.
immediately when a node failure occurs.[In [5], it was obsdrv
that repair bandwidth per failed node can be reduced if the
repair is triggered only when the number of failed nodes The system modelis designed to capture the broadcast char-
reaches a predetermined threshold. This mechanism is dermacteristic under the wireless scenario. It includes onecsou
cooperative repair In [6], results on cooperative repair are node, multiple storage nodes, and multiple data collectors
Each storage node can starepackets at most. Storage nodes
are not directly connected by wires. Instead, they are fully
connected by a wireless broadcast medium.

At the initial stage, the source node stores a file into

Il. SYSTEM MODEL AND BROADCAST REPAIR
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storage nodes such that the data collectors can retrievdehe repair-transmission bandwidth is equal to repair bandwidt
from any k£ nodes. We index these storage nodes by the setince the total number of packets transmitted by helper :iode
N £ {1,2,...,n}. Thesen storage nodes are not reliable is equal to the total number of packets received by newcamers
and can fail at times becoming inactive. When the numbeihey are different, however, when broadcast transmissioms
of failed nodes is accumulated up to a threshgldhe repair allowed. For the WDSS model described above, we have
process is triggered. We call this process one round of repai g

During each repair round; new nodes, callechewcomers T=—
will join the system. Theni > k active storage nodes will
broadcast packets to the newcomers. Each of thlesedes,
called helper nodewill broadcasts packets. We assume that
r < n — d so that there are alway$ active nodes in the
system for repair. When a helper node broadcasts a packet, we

assume that each newcomer receives the packet successfully [Il. GRAPH REPRESENTATION

without error. Besides, we also assume the helper nodes use ] ) .
orthogonal channels to transmit their packets so that teere  1he network of WDSS is represented by a directed acyclic
no interference between their transmissions. We congider 9raphG = (V, ), where) is the vertex set andl is the edge
rounds of repair in total. After each repair round, there areset: Each edge(i, j) € € is associated with a parametey;,

» newcomers, which replace thefailed nodes in this round. Which is the capacity of the edge.

,
Given a requirement on storage capadiiyorage there is a
trade-off between the per-node storage capaeityand the
repair-transmission bandwidth,

We index the newcomers after theth repair round byr, £ The graph includes one source vertexmultiple storage
{n+(s—1)r+1,...,n+ sr}. The set of helper nodes for nodes (including failed ones and newcomers), and multiple
these newcomers are denoted Hy. data collectorsDC; x's. Each storage nodg is represented

Any data collector can join the system after the initiaizat Py two verticesjn-vertexin;, out-vertexOut;, and a directed
stage or after any repair round. It can connect to aractive ~ €dgeln; — Out; with parametera. In this paper, the terms
nodes to retrieve all data stored in the node. Denote the datRode” and “vertex” have different meanings. A node refers
collector which joins after the-th round of repair and connects t0 @ storage device in the WDSS while a vertex is an abstract
to a setk of k active nodes b{C, «. Since we have to ensure €ntity of the graph.
that the file can always be retrieved, we consider all passibl In the initialization stage where data is first stored at the
arrivals (in terms ofs) and connections (in terms df) of a  storage nodes, the source vertgxtransmits packets to the
data collector. We denote the collection of all possibleadat Storage nodes and then becomes inactive. This is modeled by
collectors byf. adding the edgeS — In;, for all j € N/, with capacityco.

The above system is called a WDSS with parameters Inthe first repair round (i.es = 1), nodei € H; broadcasts
(n,k,d,7,a, 3,T). The repair process described above isf packets to newcomer nogec R, which is again modeled
calledbroadcast repair An instanceof a WDSS is determined by two verticedn;, Out;, and a directed edde; — Out; with
by the failure patterns, newcomers, and the collection tfdre  parameterr. Note thatR, and\ are disjoint, meaning that a
sets. newcomer has a new index, which is different from the index of

In the literature of DSS, the total number of packetsthe failed node being replaced by that newcomer. For helper
downloaded by a newcomer so as to repair a failed node i8odei € #;, we add anauxiliary vertex say h}, to which
called repair bandwidth[T]. It is one of the key performance Out; is connected by an edge with capacity Edges with
metrics in DSS, since it reflects the amount of network trafficcapacityco are added from vertelx; to In; of every newcomer
required in the repair process. The same concept can alsoc Ri. The vertexh; is used to model the broadcast feature
be applied to multiple node failures with cooperative repai of the wireless channel. Subsequent repair rounds are ewdel
processes [5]. In a wireless environment, however, reaidb  in the same way. Consider the example shown in[Hig. 1. The
width is not an accurate measure on network traffic, esggcial corresponding WDSS has parameters= 8,k = 3,d = 4,
when there are multiple node failures. To see this, consiger = = 2 andT = 2. In this example, nodes and 6 failed in
double-failure case where two newcomers receive the sanibe first repair round, and we hav®, = {9,10} and#; =
packet from the wireless broadcast of a helper node. Whild1,2,3,4}. Nodes8 and10 failed in the second repair round,
this broadcast packet would be counted twice in calculatingind we haveR, = {11,12} andH; = {9,3,4,7}.
repair bandwidth, this packet was broadcasted only once. To To model the file retrieval process, after each repair round
better reflect the use of frequency spectrum in a wirelesand for each possible choice &f, we add a data collector
environment, we introduce a new performance metric name®C; x. Furthermore, a directed edge from each out-vertex of

repair-transmission bandwidth a node ink to DC, x with capacityco is added. In Fig[]1,
Definition 1. The repair-transmission bandwidth, is defined g?njl?(gg only one data collector, namefy(s (911,12}, for

as the average number of packets the helper nodes trandmitte

per newcomer An S-DC cut X is a subset of) such thatS € &, DC ¢

Y £ Y\ X and there is at least one edge frafrto ). Thecut-
If all the packet transmissions are in unicast mode, thersetof a cutX is {(i,j) € £ : i € X, j € Y}. Thecut-capacity



Fig. 1. An example for cut-capacity in broadcast repair.

of X is defined as:

c(x) £ Z Usj. Q) Fig. 3. An illustration of case where € 7.
(i,4)EELEX JEY

Two examples 06-DC; (9.11,12} cuts are denoted in Figl 1 by

left sides of dashed lines. For ling the cut-capacity i¥3,  When there is no ambiguity, we may simply write it @ .

while for line 2, the cut-capacity isx + 35. For example, in Figl]l, the cut denoted by left side of line 2

has cut-capacity equal 10,0+ Ca1 +Cr2 =0+ a + 30.
Now we investigat&’, ,(X”) for 0 < s < T'. First, consider
According to [2], the capacity of the single source multicas the case where = 0. Since there is no auxiliary vertex in

network is given by the minimum value of the cut-capacity be-repair round 0, we havé', o = xoa, Wherezy is the number

tween the source node and any of the destinations. Thereforef storage nodes in round 0 such that its in-vertex igTnrand
the storage capacity of a particular WDSS instahde given  out-vertex is inX”.

IV. STORAGE CAPACITY

by Second, consider the case where 7/, where7/ £ {s €
. ! , .
C'(I)=min _ min  C(X), ) T ANX" # (Z)}._In oth_er wordss € 77 if there exists at Ie{;\st
DC A:S—DC cut oneh{ in X’. We investigate the three classes of verticeB4n

where the first minimum is taken over all legitimate choices'-€-, auxiliary vertices, in-vertices, and out-verticasg by one.
of DC under the instancé. The storage capacityjsprage of O the auxiliary vertices, denote the numbei{t such that
a WDSS can be obtained by minimizing (I) over all its itisin &’ and its parent verteQut; is in X’ by z,. For the in-

possible instances, i.e., vertices, we only need to consider the case where all of them
o are inX”, for otherwise, the cut-capacity contribution would be
Cstorage= T c'(1). (3) infinite as all its in-edges have infinite capacity and attleag

of its parent vertex is int”’. For the out-vertices, denote the
Rumber of them int” by z5. Then we have,, = rsa+2,03.
An illustration of this case is shown in Figl 2

Third, consider the case where € 7, £ 7 \ 7/. By
definition of 73, all hi's are in X”. For the auxiliary vertices,
denote the number ¢ff’s such that its parent vertéut; is in
X' by ys. For all the in-vertices, since their parent vertices are
all in X7, their cut-capacity contribution is zero, no matter they
are in X’ or X’. The cut-capacity contribution of all the in-
vertices is 0. For the out-vertices, denote the number aghthe
such thatOut; € X7 and its parent vertek; € X’ by vs. we

Consider an arbitrary instance of the WDSS. Regard th
initialization stage as round 0 and ¥y £ A. For rounds
seT 2{1,2,...,T}, let A, 2 {h$ : i € H;} be the set of
auxiliary vertices in round, andV, £ A, U {In;,Out; : j €
Rs} be the set of all vertices in round ThenV,UV U- - -UVr
contains all the vertices except the source and the destisat
in the graph.

To obtain the cut-capacity of an arbitréy- DC cut X7, we
examine the in-edges of all the verticesWpuV, U -- U Vrp,
and express the cut-capacity as a sunT'of 1 terms:

o) = Z Ch,s(X'), (4) haveC, s = vsa+ ys3. An illustration of this case is shown
0<s<T in FIgB
where Combining the above three cases and accordinflto (4), we
CA,S(XI) A Z Ui have
iE€EX JEV.NXT C(X') = zoa + Z (s + z5P8) + Z (vsa + ysB).

is called thecut-capacity contributiorof the vertices inV,. s€T{ s€T3



Now consider a special cut’, which is constructed from
X’ as follows. Initially, letX be the same a&”. Fors € T,

move allh’s into X', and thenz, becomes zero. Furthermore,

sinceh?’s child vertices are all in rounsd, moving allh;’s into
X will not affect the cut-capacity contribution of other raim
Fors € 77, move allln;’s into X, andv, becomes zero. Again,
sinceln;’s child vertexOut; is in the same round, movirlg;
will not affect the cut-capacity contribution of other raim

We have
=zoa+ Y w0+ > ysp,

cx') > ox
s€T1 s€T2

(%)

where 77 is the index set of repair rounds whose auxiliary

vertices are all inX’, and7; is the index set of repair rounds
whose auxiliary vertices are all i¥’. Note that7; U T, = 7.
Sincex; is the number of vertices such that it is A1 and its
parent vertex is int, let z; = 0 for s € 7.

For any round s, let the number of out-vertices iR’ be
ms. By definition, we haven, = z,, if s € 73 U{0} and

0<mys<r, if seTs. (6)
Furthermore, we define
« | s, s€eTLU{0}
Ms = { r, s€Ts. (7

The following result is established by finding bounds fqr
andys,.

Theorem 1. The storage capacity of WDS8k,d,r, «, 5,T)
Cstorage IS lower bounded by’y, 5(T) £

s€T1 seT\T1
(8)
where the minimization is taken ov@r C 7 = {1,2,...,T}
and
0< z9g <n, 9
0<z,<r, forseT, (10)
k< > a4+ (T = [Tihr <k +r. (11)
seT1U{0}

Proof: Since any arbitrary data collect®C; x is able to
connect tok out-vertices through links with infinite capacity,
for any cut with finite cut-capacity, we must have

>t Yomzk
s€T1U{0} s€T2
It is clear thatz, must also satisfy[{9) and(ILO).

There ared helper nodes for newcomers in rousdnd at
mostz _0 m,; of them have their out-vertices ixi. Therefore,
we have

(12)

s—1
ys > max(0,d — Zmi)’ for s € T5.
1=0

By (@), the cut-capacity of a given cut is bounded below by

:Coa—i—Z:vsa—i— Zmaxo d— Zml

s€T1 s€T2
Note that the above expression is a monotonic decreasing
function of eachm;. If (2) is originally satisfied, increasing
the value of eachn; will not violate it. By (8), the above
expression is minimized whem* = r for s € 75. Then [12)

becomes
Z Ts + Z r>k.

seT1U{0} s€T2

(13)

Let (z*,7;*) achieves the minimum of8), where* £
(x§, 2%, ..., 2}). The minimum value of((8) is thus equal to
Z Tha+ Z max(0,d — Z x; — Z r)p.

seT1U{0} s€T2 iETESS{O}' 1€T2,i<s
(14)
Suppose to the contrary that
Z x:+2r>k+r. (15)

seTU{0} s€T2

We claim that we can always find another feasible solution
which achieves a lower objective function value than (14). T
see this, consider the last repair rou@ 7 which has strictly
positive value ofn},. If m}. > 0, thens’ = T'. Otherwise, we
havem}, > 0 andm} = 0 for all s > s’. By definition of
m?%, we haves € T; forall s > §'. If ' € 71, we can set
x¥, = 0 to strictly reduce the value of the expression[in] (14).
Sincez* < r, the new setting will not violate constraitit {13).
Therefore, [(Ib) cannot hold. 1§’ € 73, we moves’ from

T to 71, and setm? = 0. The value in[(I¥) will not be
increased while constrairif (13) will still be satisfied doehe
assumption in[(I5). We then repeat the above argument and
find another new index’. Due to constrainf(13)z* cannot

be the zero vector, which leads to a contradiction. Hemnds), (1
does not hold and we must have](11). [ |

In the following theorem, we show the tightness of the lower
bound whenT is finite.

Theorem 2. WhenT is finite, the lower bound in Theordm 1
is tight whenn > k + 2r.

Proof: Let (z*,7;*) be an optimal solution to the mini-
mization in Theoreni]1. We prove that the bound is tight by
constructing an instancE with aDC* and a cut¥™* such that
the cut-capacityC'(X*) is exactlyCr,5(T).

The instance* is constructed as follows. First, in stage O,
choose any nodes in\" and let them fail. For stage e 7,
choose any — z* nodes inR; and anyz* active nodes in\V’
and let them fail right before stage+ 1. For stages € 75,
choose any- active nodes in\" and let them fail right before
stages + 1. We can always find such a failure pattern since
there arer nodes inR, for every s, and the accumulated



number of failed nodes iV is t('W’ 3), aqd E)TMTB& aMTtB) = _WH(I’ 1), respec-t_
* < kior< ively. Sincer > 1, broadcast repair outperforms cooperative
T Z Ts ¥ Z rEktarsm, repair at these two points.

In Fig.4 (shown in next page), we plot the tradeoff curves
where the first inequality follows fron(11) and the secondgf the two repair schemes with paramet€tsorage= 1,d = 9,
inequality follows our assumption in Theordm 2. Select any, — 4 andr = 2. As a benchmark, we also plot the single-
g ?‘CtiVe nodgs frondV" and denote them byv1o. Denote the  npode repair, in which the repair is triggered whenever there
active nodes iR, by M. In other words, fos € 7" U{0}, s a single node failure. As reported i [6], cooperativeaiep
M C Ry and | M| = o for s € Ty, Ms = Ry performs better than single-node repair due to the benefit of

Next, we specify the helper nodes for each repair round. Theode cooperation. However, it performs worse than broadcas

helper nodes for repair roundfor i = 1,2,..., s, are chosen repair, since it does not exploit the broadcast nature of the
first from My, then fromM 1, and so on, untill helper nodes wireless medium.

are chosen. IE?;& |M;| < d, the remaining helper nodes are

seT s€TS
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Theorem 3. WhenT' > k+r, we haveC',g(T) = Crp(k+r).

V. COMPARISON WITH COOPERATIVE REPAIR

We compare broadcast repair with cooperative repair when
T > k+r andk = ur, whereu is an integer larger than 1. Both
repair process is triggered after the number of failed g®ra
nodes accumulate te. Consider the two pointsminimum
storage(MS) point, which corresponds to the best storage effi-
ciency, and theminimum repair-transmission bandwid¢MT)
point, which corresponds to the minimum repair-transmissi
bandwidth on the trade-off curve between repair-trandoriss
bandwidth and storage (see Fig.4 shown in next page for
example). In cooperative repair, the repair-transmisbiamd-
width is equal to the repair bandwidth. According {d [6],
the MS point and the MT point argrusc, amsc) =
(%,%), and (twrc, amtc) = %(1,1), respec-
tively. We can also derive the MS point and the MT
point in broadcast repair, which are(rmss, amss) =
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