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ABSTRACT

Electrical power systems are one of the most important infrastructures that support our society. However, their vulnerabilities
have raised great concern recently due to several large-scale blackouts around the world. In this paper, we investigate
the robustness of power systems against cascading failures initiated by a random attack. This is done under a simple yet
useful model based on global and equal redistribution of load upon failures. We provide a complete understanding of system
robustness by i) deriving an expression for the final system size as a function of the size of initial attacks; ii) deriving the critical
attack size after which system breaks down completely; iii) showing that complete system breakdown takes place through a
first-order (i.e., discontinuous) transition in terms of the attack size; and iv) establishing the optimal load-capacity distribution
that maximizes robustness. In particular, we show that robustness is maximized when the difference between the capacity
and initial load is the same for all lines; i.e., when all lines have the same redundant space regardless of their initial load. This
is in contrast with the intuitive and commonly used setting where capacity of a line is a fixed factor of its initial load.

1 Introduction

Electrical power systems are one of the most critical nafiémfrastructures affecting all areas of daily Iff€. They also
provide crucial support for other national infrastructuseich as telecommunications, transportation, water glgystems
and emergency servicé€s. Besides daily life, the destruction of power systems woldd aeaken or even disable our defense
and economic securifyThus, ensuring the robustness of electrical power systachsnaintaining the continuous availability
of power supply are of utmost priority. Despite its great artpnce, concerns about the robustness of the power griel hav
grown recently because of several large-scale outage®thiaplace in different parts of the world. For example, ia #9012
India blackout, 600 million people, nearly a tenth of the Mitsrpopulation, were left without powér The blackout spread
across 22 states in Northern, Eastern, and Northeast Indissahe largest power outage in histSry.

These blackouts often start with natural hazards such btlitg shorting a line or with malicious attacks, and affect
only a small portion of the power system initially. But duethe long range nature of electricity, the redistributiorpofver
loads may affect not only geographically co-located linesaiso other parts of the system far from the initial affdcieea.

A typical example is the Western Systems Coordinating Co@(W.SCC) system outage on August 10, 199&here long
range failures have been observed. The large-scale bleckoal often attributed to this initial shock getting estsdadue

to the intricate dependencies within a power system. Fomela when a line is tripped, the flow on all other lines will be
updated, and some lines may end up with a total flow (initiskpkdistributed after failures) exceeding their capadity
lines with flows exceeding their capacity will in turn fail dflows on other lines will be updated again, possibly leading
further failures, and so on. This process may continue sdgely and lead to @ascadeof failures, which may potentially
breakdown the entire system. For instance, on August 1@,H¥9electrical line sagged in summer heat in Southern @rego
and this initiated a chain reaction that cut power to morae foar million people in eleven Western Statés!

Since electrical power systems are among the largest ancbomplex technological systems ever developtlis often
hard to have a full understanding of their inter- and intepehdencies and therefore it is hard to predict their behavider
external attacks or random failures. In this work, we aimhedslight on the robustness of power systems using a simple
yet useful model. In particular, we assume that when a liilg, figs load (i.e., flow) is redistributedquallyamong all other
lines. The equal load redistribution model has the abititgapture théong-rangenature of the Kirchhoff’s law, at least in
the mean-field sense, as opposed tatp@logicalmodels where failed load is redistributed otdgally among neighboring
lines®14 This is particularly why this model received recent attentin the context of power systems first in the work by
Pahwa et al® and then in Yagar® the model is originally inspired by théemocratic fiber-bundle modélthat is used
extensively for studying the rupture of fiber-bundles uridereasing external force.
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Assuming that each of thid lines in the system is assigned independently an initial lgaand a redundant spa&—
meaning that line capacity equélst S — from a joint distributiorP_s(x,y) = P[L < x,S< x], we study the robustness of this
systems againsandomattacks; see Sectighfor the details of our model. In particular, we charactetlzefinal fraction
N (p) of alive (i.e., non-failed) lines at the steady-state, wipefinaction of the lines are randomly failed. We identify the
critical attack sizep* after which the system breakdowns entirely; i (p) = 0 if p > p*. We show that the transition of
the system aroung* is always first-order (i.e., discontinuous). However, depeg on the distributiolP_s, this may take
place with or without a preceding second-order (i.e., cargus) divergence of.(p) from the 1— pline. Finally, under the
constraints that mean lodtl[L] and mean free spad&[g are fixed, we show that assigning every line the same freeespac
regardless of its load isptimalin the sense of maximizing the robustneg$p) for all attack sizeg. This provably optimal
strategy is in sharp contrast with the commonly d$é&?? setting where free-spac is set to be a constant factor of a
line’s initial load, e.g.S = al; for alli. This hints at the possibility that existing power systemesraot designed optimally
and that their robustness may be significantly improved lbjlaeating the line capacities (while keeping the totalawty
unchanged). Our analytic results are validated via extersiinulations, using both synthetic data for load-cagagitues as
well as realistic data from IEEE test-case data sets.

We believe that our results provide interesting insights e dynamics of cascading failures in power systems. In
particular, we expect our work to shed some light on dq@litative behavior of real-world power systems under random
attacks, and help design them in a more robust manner. Thiksrebtained here may have applications in fields other than
power systems as well. A particularly interesting appiaats the study of the traffic jams in roads, where the capadia
line can be regarded as the traffic flow capacity of a ro&d.

2 Model Definitions

Equal load-redistribution model. We consider a power system withtransmission lines#y, . .., £y with initial loads (i.e.,
power flows)L1,...,Ln. Thecapacity G of a line % defines the maximum power flow that it can sustain, and is diyen

C=L+S, i=1,....N, 1)

whereS denotes théree-spacdor, redundancy) available to lin#f. The capacity of a line can be defined as a factor of its
initial load, i.e.,

G = (1+ )L (2)

with a; > 0 defining thetoleranceparameter for lineZ;. Put differently, the free spa& is given in terms of the initial load
Li asS = ail; it is very common318-20 to use dixedtolerance factor for all lines in the system, i.e., to ase= a for all i.
Itis assumed that a linfils (i.e., outages) if its load exceeds its capacity at any givea. The key assumption of our model
is that when a line fails, the load it was carrying (right refthe failure) is redistributeglquallyamong all remaining lines.

Throughout we assume that the pdilts S) are independently and identically distributed whtly(X,y) :=P[L < x,S<Y]
foreachi=1,... N. The corresponding (joint) probability density functisrgiven byp, s(x,y) = %H_s(x, y). Throughout,
we letLmin andSyin denote the minimum values for loadand free spacs; i.e.,

Lmin = inf{x: A (x) > 0}
Smin=Iinf{y: Ps(y) > 0}

We assume thatmin, Smin > 0. We also assume that the marginal densipigx) and ps(y) are continuous on their support.
The equal load redistribution rule takes its roots from deenocraticfiber bundle model/2®> whereN parallel fibers
with failure threshold<y,...,Cy (i.e., capacities) share an applied total foreequally There, it has been of interest to
study the dynamics of recursive failures in the bundle asaiigied forceF increases; e.g., sé&2° This model has been
recently used by Pahwa et3l.in the context of power systems, wifh corresponding to the total load sharegually by
N power lines. The relevance of the equal load-redistriloutimdel for power systems stems from its ability to captuee th
long-rangenature of the Kirchoff’s law, at least in the mean-field seraseopposed to thepologicalmodels where failed
load is redistributed onljocally among neighboring lines* 1 In particular, the equal load redistribution model is expdc
to be a reasonable assumption under the DC power flow modehwapproximates the standard AC power flow model when
the phase differences along the branches are small and shelbages are fixedf, in fact, power flow calculations based on
the DC modei*32 are known to give accurate results that match the AC modeutzlons in many cases. Therefore, we
expect our work to shed some light on tipgalitativebehavior of real-world power systems under random attacks.
Problem definition. Our main goal is to study the robustness of power systemsriheequal load redistribution rule.
In this work, we assume that failures are initiated braadomattack that results with a failure of gfraction of the lines;
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of course, all the discussion and accompanying results ibfbiothe robustness against randéaiiuresas well. The initial
failures lead to redistribution of power flows from the fdilknes toalive ones (i.e., non-failed lines), so that the load on
each alive line becomes equal to its initial load plus itsa¢@nare of the total load of the failed lines. This may lead to
the failure of some additional lines due to the updated floeeexling their capacity. This process may continue receissiv
generating @ascade of failureswith each failure further increasing the load on the alimes, and may eventually result with
the collapse of the entire system. Throughout, wadgp) denote thdinal fraction of alive lines when g-fraction of lines is
randomly attacked. Thebustnes®f a power system will be evaluated by the behawigfp) for all attack sizes & p < 1.

Of particular interest is to characterize ttritical attack sizep* at whichn.(p) drops to zero.

The problem formulation considered here was introduceddiyavi:® This formulation differs from the original demo-
cratic fiber-bundle model (and its anaf8gntroduced for power systems) in that i) it does not assuraettie total load of
the system is fixed & ; and ii) it allows for power lines to carry different initidbads unlike the democratic fiber bundle
model where all lines start with the same initial load. Sipogver lines in real systems are likely to have different bat
the initial set-up, we believe our formulation is more sbiéefor studying cascading failures in power systems. Iritag>°
is concerned with failures in the power system that are #igd by increasing the total force (i.e., load) appliedtdad, our
formulation allows analyzing the robustness of the systgairst external attacks or random line failures, which arenn
to be the source of system-wide blackouts in many interddgrersystemg.3334

A word on notation in use: The random variables (rvs) undesiteration are all defined on the same probability space
(Q,Z,P). Probabilistic statements are made with respect to thibgiritity measuré?, and we denote the corresponding
expectation operator H§. The indicator function of an evehtis denoted byl [A].

3 Results

3.1 Final system size as a function the attack size,  n«(p)

Our first main result characterizes the robustness of poystemis under any initial load-space distributigg and any attack
sizep. LetL andSdenote generic random variables following the same digioh with initial loadsL,,...,Ly, and free
spaces,,..., SN, respectively. Then, witl* denoting the smallest solution of

E
h(x) :=P[S>x (X+E[L| S> x])z% (3)
over the range* € (0, ), the final system size.,(p) at attack sizep is given by
Neo(p) = (1— P)P[S>XT]. (4)

This result, proved in Sectioh.1, provides a complete picture about a power system’s robastagainst random attacks of
arbitrary size. In particular, it helps understand the oasen.. (p) of the system to attacks of varying magnitude.

For a graphical solution afi.(p), one shall plo? [S> x] (x+E[L | S> x]) as a function ok (e.g., see Figuréa), and
draw a horizontal line at the heighit[L] /(1 — p) on the same plot. The leftmost intersection of these twasligiges the
operating poink*, from which we can compute,(p) = (1— p)P[S> x*]. When there is no intersection, we g&t= c and
understand that.(p) = 0.

We see from this result that an adversarial attack aimed attaic part of the electrical power grid may lead to failures
other parts of the system, possibly creating a recursilréaprocess also known aascading failuresThis will often result
with a damage in the system much larger than the initial latséte p. However, in most cases “some” part of the system is
expected to continue its functions by undertaking extrd;eag., withn.(p) > 0. In such cases, although certain service areas
are affected, the power grid remains partially functioriede most severe situations arise when cascading failurgmnoe
until the completebreakdown of the system where all lines fail; e.g., wheKip) = 0. This prompts us to characterize the
critical attack sizep*, defined as the largest attack size that the system canrsustai

The “critical” attack size. Of particular interest is to derive thegitical attack sizep* such that for any attack with size
p > p*, the system undergoes a complete breakdown leading(im) = 0; on the other hand fgo < p*, we haven.(p) > 0.
More precisely, we definp* as

p* = sup(p: Nw(p) > 0}.

The critical attack size can be derived from the previouslte$3)-(4) that characterize.(p). Namely, for any load-
free space distributiop_s(x,y), the maximum attack sizp* can be computed from thglobal maximum of the function
P[S> X (X+E[L | S>X)). In particular, we have

E[L]
B max{P[S> x| (x+E[L | $> X))}

pr=1 5)
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Figure 1. Different types of first-order transitions. We demonstrate the difference betweerabaruptfirst-order transition
and a first-order transition with a preceding divergencaiftbel — p line. The lower curves (shown in red) correspond to
the case where the loadand extra spac® are independent and uniformly distributed withn = Snin = 10 and

E[L] = E[§ = 20. The upper curves (shown in blue) are obtained under the sattieg except that we s&fg = 35. We

see that the lower curve in Figut@reaches its maximum &hin = 10, and the corresponding final system size exhibits an
abruptfirst-order transition as shown in Figuté. On the other hand, the upper (i.e., blue) curve in Figiais maximized
atS= 20> Syin. As expected from our result (e.g., s&)( the total breakdown of the system takes place after agiive
failure rate is observed.

A proof of this result is given in Sectiob. 1

3.2 Understanding the “phase transition”: Conditions for a brupt rupture.
It is of significant interest to understand the behavior @& $ystem near thghase transitioni.e., when the attack size is
very close to but smaller than the critical valpe One main questions here is whetmel p) decays to zero continuously
(i.e., through a second-order transition), or discontirglp(i.e., through a first-order transition). The pradtgignificance of
this is that continuous transitions suggest a more stalilg@eedictable system behavior with respect to attacks, eadswith
discontinuous transitions system behavior becomes méfreudtito predict, for instance, from past data.

Our analysis shows that under the equal-load redistributiodel considered here the total breakdown of the system wil
always be through a first-order (i.e., discontinuous) tteors see Methods for a proof. Namely, we have

Ne(P*) > 0, (6)

while by definition it holds thab. (p* + €) = 0, for anye > 0 arbitrarily small. This means that regardless of the attize
and the distribution of load and capacity, the transitiompwhere the system has a total breakdown (i.e., where &wotidn
of alive lines drops to zero) is always discontinuous. Theeses are reminiscent of the real-world phenomena of uctegbe
large-scale system collapses; i.e., cases where seentdeglycal attacks/failures leading to entirely differeohsequences.
Now that we showed that the breakdown of the power systens takee through a first-order transition, an interesting
guestion arises as to whether this first-order rupturg*dtas any early indicators at smaller attack sizes; e.diverging
failure rate leading to a non-linear decreasediip). Otherwise, arabruptfirst-order transition is said to take place if the
linear decay of..(p) (of the form 1— p) is followed by a sudden discontinuous jump to zerp’at.e., we say that the system
exhibits amabruptrupture when it holds that

_J1-p ifp<p
nm(p) _{ O if p> p* (7)

In Figurelbwe demonstrate the distinction betweerabnuptrupture and a rupture with preceding divergence from thepl
line.

We now present our result that reveals the necessary andisnfftondition for an abrupt rupture to take place. We show
(in Methods) that the system goes through an abrupt firsgrdrceakdown (e.g., see the below line shown in red in Figbye
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if and only if the functiorh(x) = P[S> X|(X+E[L | S> X]) reaches its maximum &t= Syin, whereSyin is the minimum value
the extra spac8can take. Namely, an abrupt first-order ruptuélifouta preceding divergence) takes place if and only if

argxm>%x{IP’[S> X[ (X+E[L|S>X)} = Snin- (8)

Otherwise, if argmax.o h(x) # Snin, then a preceding divergence from the p line will be observed before,(p) drops to
zero; e.g., see the above line shown in blue in Fidune More precisely, it will hold thah.(p) < 1— p for somep < p*. A
detailed analysis of conditions for these two types of reggtiis presented in Methods.

Figurel demonstrates different types of transitions that the aystn exhibit in relation to the behaviorlofx). In figure
1a we ploth(x) in two different cases: the red (i.e., lower) line reachgsriaximum aSyin, while the blue (i.e., upper) line
continues to increase aft€kn and reaches its maximum later. Since the functipg) represented by the blue line does not
satisfy the abrupt rupture conditio8)( we see in figurd b that the corresponding final system size goes through agiinger
transition (from the 1- p line) before entirely breaking down through a first-ordansition. On the other hand, we see that
h(x) represented by the red curve reaches its maximu&nat As expected from our results, we see that the corresponding
final system size exhibits an abrupt breakdown without aeggaing divergence from the-1pline.

3.3 Achieving optimal robustness
The mostimportant question from a system design persgsstaoncerned with deriving thaniversally optimundistribution
of initial loadsL, ... Ly and free spaceS;, . .., Sy that leads tanaximunrobustness under the constraints tit] andE [
are fixed. We believe that the answer to this problem woulddrg useful in designing real-world power grids with optimum
robustness, i.e. with the final system sizg p) maximized for any attack size. The motivation for the constraints on the
mean loadE [L] and mean free spa@dS are as follows. The total load carried by the system is likelye dictated by system
requirements in most real-world cases, which also deterstime average load per line. In addition, the total capéaityotal
free space) available to the system is likely to be boundedathecostsassociated with using high-capacity lines.

Our results concerning this important problem are presemést. First, we focus on maximizing the critical attackesiz
p*. We show in Methods that the critical attack size always&at

N E[S E[S

S E§yEL " ECQ ®)
Namely, regardless of the distributiqn s that generates load-capacity pairs, the system will alwgyinto a complete
breakdown if more thaii[g/E[C]-fraction of lines are attacked; i.e., the system can newstain a random attack of size
exceeding the ratio of mean free space to mean capacity, Nexdhow that this critical attack size is in fact attainaieer
any load distributionby a Dirac delta distribution for the free-spaces, i.e., by givingrgdine the same free space. More
precisely, lef}; . denote the critical attack size wheps(x,y) = pL(X)d(y—E[S]), where the distributiomy_(x) of the initial
loadsLy,...,Ly is arbitrary. We show in Methods that

. E[S
Pdirac = E§<EL

Combined with 9) this shows that assigning every line the same free spagar(iiess of the initial loads) maximizes the
largest attack that the system can sustain.

More can be said regarding the optimality of equal free-s@dlocation. Letg ptimal denote the maximum critical attack
size as established above, i85 imq = E[S/(E[S +E[L]). In view of the fact that we always have(p) < 1— p, the next
result firmly establishes that using the Dirac delta distidn for free space optimizes the robustness of the systéformly
for any attack sizep. In particular, if pLs(x,y) = pL(X)d(y —E[S), then the corresponding final system si&&girac(p)
satisfies

) 7 1-p forp< p;ptimal
noo,dwac(p) { 0 forp > p;ptimal (10)
Namely, the distributiom_s(x,y) = pL(x)0(y — E[S]) maximizes the final system sizg (p) uniformly for all p.

This result shows that as far as trendomattacks are concerned, the system’s robustness can be inedionder the
constraints of fixed [L] and fixedE [§ (and hence fixed [C]), by giving each line an equal free spd€g, irrespective
of how the initial loads are distributed. Put differently, the robustness will be maximized by clings line’s capacityC;
throughC; = L; + E[§ no matter what its load; is. In view of 2), this then leads to a tolerance factor

ai =E[F/L; (11)
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Figure 2. Final system size under different load-free space distribtions. Analytic results (obtained fron8f and @)) are
represented by lines, whereas simulation results (avdraggr 200 independent runs) are represented by symbolse&Ve s
that in each case theoretical results match the simulagigunts very well.

meaning that the optimal robustness is achieved when liftbdavger initial loads are given smaller tolerance fastorhis
result is rather counter-intuitive because one might ttival lines with large initial loads shall receive extra paton (in the
form of larger free space or tolerance factor) given the iy detrimental effect of their failure to the overajlstem. Our
result prove this intuition incorrect and show that robesgiis maximized if all lines share the fixed total free-sapelly.
In fact, numerical results presented in Sectibofishow that the standard choice of setting free-space to bastartt factor
of initial load (i.e., using the same tolerance factor fddiaks) may lead to significantly worse robustness than fhtexal

choice given at11).

A possible explanation to this counter-intuitive resulagsfollows. When all lines have the same extra space, we &nsur
that the system never goes througbascadeof failures. In other words, whep-fraction of the lines are attacked, we will
have eithemn.,(p) = 1— p or n»(p) = 0 depending on whether or not, respectively, the total Idadited lines divided by
1-— pis less than the common free spateln addition, if the attack size is large enough that totablof failed lines, i.e.,
pE[L], is larger than the total free spate— p)E[S available in the rest of the system, then regardless of thieitalition
pLs(X,y), the system will collapse. Collectively, these explain vasgigning equal free-space to all lines ensures that system
will go through an abrupt rupture, but only at the optimatical attack sizepgptimal.

The optimality results presented here shed light on thentdelings by Yagat who investigated the model considered
here in the special case wheSe= al; for all lines; i.e., the case whepg s is degenerate witlp, s(x,y) = pL(X)d(y — xa).
There, they found that the optimal robustness is achieved ffi.(p) is maximized uniformly across af), if the load L
follows a Dirac delta distribution; i.e., the system is mdtust when each line carries the same initial load. On therot
hand, our results show that the distribution of load has irihy to do with optimizing the robustness, and in fact retmess
is maximized undeany initial load distribution if the free-space is distributequally. This shows that Yagan's result of the
optimality of equal load distribution is merely a coincigden It only arises under the assumption that a line’s freeespma
constant factor of its load, so that equal allocation ofahlbads is equivalent to that of free-space.

3.4 Numerical results
We now confirm our theoretical findings via numerical simigla$, using both synthetic and real-world data. We focusen t
former case first and consider various commonly known thistions for the load and free-space variables.

Synthetic data. Throughout, we consider three commonly used families dfitligions: i) Uniform, ii) Pareto, and iii)
Weibull. The corresponding probability density functi@re defined below for a generic random varidhle
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e Uniform Distribution:L ~ U (Lmin, Lmax). The density is given by
1

=— 1Lmn<x<L
I-max—l-min [mm_X_ max]

pL(X)

e Pareto DistributionL ~ ParetdLmin,b). With Ly, > 0 andb > 0, the density is given by
pL(X) = L2 bx P11 [x > L] .

To ensure thaE [L] = bLyin/(b— 1) is finite, we also enforck > 1. Distributions belonging to the Pareto family are
also known as power-lawdistributions and have been extensively used in many fieldading power systems.

e Weibull Distribution:L ~ Weibull(Lmin, A, k). With A |k, Lmin > O, the density is given by

— k1 X—Liin \ ¢
DL(X):/\E (X )\Lm|n> e*( A ) 1[X2 me]_

The cas&k = 1 corresponds to the exponential distribution, &rd2 corresponds to Rayleigh distribution. The mean
load is given byE [L] = Lmin+ AT (1+ 1/k), wherer (-) is the gamma-function given dy(x) = [ t* le 'dt.

First, we confirm our results presented in Secti®drisand3.2 concerning the response of the system to attacks of varying
size; i.e. concerning the final system sigg p) under different load-extra space distributions includtadransition behavior
around the critical attack sizg*. In all simulations, we fix the number of lines ldt= 10°, and for each set of parameters
being considered (e.g., the distributipps(x,y) and attack sizep) we run 200 independent experiments. The results are
shown in Figure2 where symbols represent teenpirical value of the final system siz®,(p) (obtained by averaging over
200 independent runs for each data point), and lines représe analytical results computed froB) @nd @). We see that
theoretical results match the simulations very well in abes.

The specific distributions used in Figu?are as follows: From left to right, we haveli)is Weibull with Ly = 10,A =
100k = 0.4 andS= aL with a = 1.74; ii) L is Uniform over [10,30] and is Uniform over [1,5]; iii) L is Weibull with
Lmin=10,A = 10.78, k= 6 andSis Uniform over [5,10]; iv)L is Pareto with_p,j, = 10,b= 2, andS= alL with a =0.7; v) L
is Uniform over [10,30] an&is Uniform over [10,60]; and vil. is Weibull with Ly, = 10,A = 10.78 k= 6 andSis Uniform
over [20,100]. Thus, the plots in FiguRedemonstrate the effect of the load-free space distribudiothe robustness of the
resulting power system. We see that both fdumily that the distribution belongs to (e.g., Uniform, Weibulk, Pareto) as
well as the specific parameters of the family affect the bimaf n.(p). For instance, the curves representing the two cases
whereL andSfollow a Uniform distribution demonstrate that batbruptruptures and ruptures with a preceding divergence
are possible in this setting, depending on the parameé&tgsSlmax, Smin @andSnax- IN cases where the load follows a Pareto
distribution andS= aL, only abrupt ruptures are possible as showtfirinally, we see that the Weibull distribution gives
rise to a richer set of possibilities for the transitiomaf p). Namely, we see that not only we can observe an abrupt rupture
or a rupture with preceding divergence (i.e., a secondrdrdasition followed by a first-order breakdown), it is afsossible
thatn.(p) goes through a first-order transition (that does not breakdbe system) followed by a second-order transition
that is followed by an ultimate first-order breakdown; seelibhavior of the orange circled line in FiglreWe remark that
these cases occur whb(x) has a local maximum at= Syn, while its global maximum occurs at a later pait Spin; seéb
for a more detailed discussion of this matter.

In our second set of simulations we seek to verify the regutisented in SectioB.3 namely the optimality of assigning
the same free space to all lines (regardless of how initedisoare distributed) in terms of maximizing the robustnéss.
the process, we also seek to compare the robustness achisdedequal free-space distribution versus the commorg us
strategy of settingg = al; for each line. We note that the latter setting with a univisrdarance factoor is commonly used
in relevant research literature!®2C as well as in industrial applicatiort$;?? therein, the ternj1 + a) is sometimes referred
to as theFactor of SafetyThe results are depicted in Figudevhere lines represent the analytical results given in 8s&ti3
and symbols are obtained by averaging over 200 indepengpetiments withN = 10° lines. In all cases we fix the mean
load atE [L] = 30 and mean free-spacelaty = 10. With load distributed as Uniform (FiguBs), Weibull (Figure3b), or
Pareto (Figurec), we either let§ = 10 for all lines, or us&§ = al; with a =E[J /E[L] = 1/3, the latter choice making
sure that the mean free-space is the same in all plots.

We see in all cases that there is an almost perfect agreereemédn theory and simulations. We also confirm that
regardless of how initial load is distributed, the systeriemes uniformly optimal robustness (i.e., maximuog(p) for all
p) as long as the free-space is distributed equally; e.g Fgpee3d that combines all plots in Figur&s3c. In other words,
we confirm that {0) holds with the critical attack sizp* matching the optimal valupg yima = E[S /E[C] = 0.25. Finally,
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Figure 3. Final system size under equal free space vs. equal tolerantaetor. In all cases, we séfni, = 10, E[L] = 30,
andE[S| = 10. When load follows Weibull distribution we lé&t= 6 and sef = 20/ (1+ 1/k) so thatE[L] = 30. In each of
the three cases, we either &t 6(E[S]) meaning that all lines have the same free space, or w& setrL; with

a =E[L]/E[§ = 1/3 so that the mean free space still equals 10. We see that an@Bresented by lines) match the
simulations (shown in symbols) very well and that robusgriesndeed optimized by equal free-space allocation régssd
of how initial load is distributed. We also see that systesigsificantly more robust under equal free space allocatfon
compared to the case of the equal tolerance factor.

by comparing the robustness curves under equal free-spalcecpal tolerance factor, we see the dramatic impact of free
space distribution on the robustness achieved. To give ampbe, we see from Figui@d that regardless of how initial load

is distributed, the system can be made robust against ramattawks that fail up to 25% of the lines; as already discussed
this is achieved by distributing the total free-space dguwahong all lines. However, if the standard approach ofrsgthe
free-space proportional to the initial load is followede gystem robustness can be considerably worse with at@geting

as low as 10% of the lines being able to breakdown the system.

Real wold data. Thus far, our analytical results are tested only on symnthdsia; i.e., simulations are run when load-free
space variableL;, S}i’“:l are generatechndomlyfrom commonly known distributions. To get a better idea &f teal-world
implications of our work, we also run simulations on powewnfldata from the IEEE power system test casethe IEEE
test-cases are widely regarded as realistic test-bedssatlaommonly in the literature. Here, we consider four pdiosr
test cases corresponding to the 30-bus, 57-bus, 118-bdi3Cibus systems. For each test case, we take the load values
directly from the data-séf. Since the data-set does not contain the line capacities|locate all lines an equal free-space,
S=10; clearly, most of the discussion here would follow witFatient free-space distributions.

Figure4 presents the results from the IEEE data set simulationsienlge circles represent the final system sizép)
under original load data from each test case; each data igaiitained by averaging the result of 200 independent rando
attack experiments. As we compare these circles with ouytice results (represented by solid red lines) we see tthet
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Figure 4. Simulation results on IEEE test casesThe initial load values are taken directly from the corresiog IEEE
test-case data-she®tand each line is given an equal free spack[&f = 10. The empirical distribution of load is shown in

the Inset of each figure, and the mean load values are giveB.6y,129.95, 39.95, and 125.02 for the 30-bus system, 57-bus
system, 118-bus system, and 300-bus system, respeciiveyblue circles represent the simulation results for thed fin
system size..(p). The theoretical results (shown in lines) capture the duenadency of..(p) but fail to predict the

numerical results well, especially around the criticahelttsize. We see that this is merely a finite-size effect asangpte

N = 1° load values from the empirical distribution and repeat tree experiment. The results are shown in red triangles

and are in perfect agreement with the analysis.

overall tendency of«(p) is in accords with the theoretical analysis. However, theagent of theory and simulations is
significantly worse than that observed in FiguPeand3. This is because our mean field analysis relies on the nuniber o
lines N beinglarge, while the IEEE test case data represent very small systergs;the underlying systems have 30, 57,
118, and 300 lines in Figurekx-4d, respectively. In order to verify that the mismatch is dughtm small system size (rather
than the load distribution being different from commonlykm ones), we re-sample 1ad values from thempiricalload
distribution obtained from the data-set in each case; teetlim each figure shows the corresponding empirical digtdb

A (x). The simulation results with thes¢ = 10° load values are shown in Figudewith red triangles. This time with the
number of lines increased, we obtain a perfect match betasalysis and simulations. This confirms our analysis under
realistic load distributions as well. We also see that altioanalytical results fail to match the system robustnesegtly
whenN is very small, they still capture the overall tendency of thibustness curves pretty well. In fact, they can be useful
in predicting attack sizes that will lead tosggnificantdamage to the system; e.g., in all cases we see that the iaaliyyt
predicted critical attack sizg*, ranging from 0.42 in Figuréato 0.07 in Figuredd, leads to the failure of more than 50 % of

all lines in the real system.
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4 Discussion

Our results provide a complete picture of the robustnessoafep systems against random attacks under the equal load-
redistribution model. Namely, with initial lodd and extra spacg of each line being independently and identically distrdolit
with pLs(X,y), our analysis explains how the final system siz¢p) will behave under attacks with varying sipe We also
demonstrate different types behavior tha{p) can exhibit near and around tletical attack sizep*, i.e., the point after
which n,(p) = 0 and the system breaks down completely. We show that thelfirakdown of the system is always first-
order (i.e., discontinuous) but dependingmm(X,y), this may i) take place abruptly meaning timat p) follows the 1— p

line until its sudden jump to zero; or ii) be preceded by a sdeorder (i.e., continuous) divergence from the fline. We

also demonstrate the possibility of richer behavior whesép) drops to zero through a first-order, second-order, and then
a first-order transition. The discontinuity of the final ®stsize afp* makes it very difficult to predict system behavior (in
response to attacks) from previous data. In fact, this idmiseent of the real-world phenomena of unexpected laogdges
system collapses; i.e., cases where seemingly identieakatfailures lead to entirely different consequencestt@ other
hand, the cases that exhibit a preceding second-ordeitioarare less severe, since the deviation from theplline may be
taken as an early warning that the current attack size i®¢top* and that the system is not likely to sustain attacks much
larger than this.

From a design perspective, it is desirable to maximize thestmess of the electrical power system under certain con-
straints. In our analysis, we address this problem and eléhi optimal load-free space distributiprs(x,y) that maximizes
the final system size.,(p) uniformly for all attack sizep. Namely, we show that under the constraints Ihgt] andE [J are
fixed, robustness is maximized by allocating the the sangesfpace to all lines and distributing the initial loads asgbity; i.e.
the distributionp_s(x,y) = pL(x)0(y— E[§) maximizes robustness for arbitrgoy(x). We show that this optimal distribution
leads to significantly better robustness than the commasdyd strategy of assigning a universal tolerance factoe., using
pLs(X.Y) = PL(X)d(y — ax).

Our theoretical results are verified via extensive simafetiusing both synthetic data and real world data. We show tha
our results are in perfect agreement with numerical sinaratwhen the system si2¢is large; in most cases it suffices to
haveN = 10* to N = 10°. However, we see from our simulations with the IEEE tesesahat whem is very small (we
consideredN = 30,N = 57,N = 118, and\ = 300), our theory fails to yield the same prediction accurlgvertheless, we
see that our results capture the overall tendenay.0p) pretty well, and thus can serve as a useful predictor of thiealr
attack size.

An important direction for future work would be to relax theglifications and assumptions used here for modeling the
failures in an electrical power system. For example, theakbaadistribution rule is used here to capture the long-easftect
of the Kirchhoff Law, i.e., that the failure of a line may ingiahe systenglobally. Future work may consider different
types ofglobalload redistribution rules that are not basedegalredistribution; e.g., load may be redistributed randonnly o
according to some other rules. Hybrid approaches wherectidreof the load is redistributed only locally to the neighing
lines, while the rest being redistributed globally mightdmmsidered. Another interesting direction for future warduld be
to consider the case tdrgetedattacks, rather than random attacks studied here. A godihgtaoint in that direction would
be to study possible attack strategies that a capable adyaréght use; e.g., gively,...,Ly andS,,..., Sy, whichk lines
should an adversary attack in order to minimize the finalssysizen,? A preliminary analysis of this problem can be found
in,38 with partial results indicating that optimal attack stgiés may be computationally expensive to derive — i.e., ttheat
problem is NP-Hard.

5 Methods

5.1 Understanding the cascade dynamics
Our proofs are based on a mean-field analysis of the cascéainge dynamics under the equal redistribution model; see
Model Definitions for details. Assume that failures takecplan discrete time stejis=0,1,..., and are initiated at time=0
by the random failure of g-fraction of the lines. For eadh= 0, 1,.. ., let f; denote the fraction of lines that hafadled until
staget. The number of links that are still alive at tihés then given byN: = N(1— f;); e.g.,fo = 0 andNp = N(1 — p). Also,
we find it useful to denote b§; the totalextraload peraliveline at (the end of) stage In other words(; is given by the total
load of all f;N failed lines until this stage divided kL — f;)N; e.g.,Qo = pE[L] /(1 — p) since the initial attack isandom

Our main goal is to derive the final system sizg(p) as a function of the attack size With the above definitions in
place, we clearly have.(p) = 1— f». Thus, the derivation ofi.(p) passes through an understanding of the behavior of
fi ast — . Here, we will achieve this by first deriving recursive r@as for f;,Q;, andN; for eacht = 0,1,..., and then
analyzing the steady-state behavior of the recursions ffiethod has already proven successful by Ya§avho studied the
same problem in a special case where

S=al;, i=1,...,N
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with a > 0 defining theuniversaltolerance factor. Put differently, the wafkconsiders the special case where

PLs(X,Y) = PL(X)O(y —xa)

for arbitrary distribution of initial loadgp (x). Here, we start our discussion from the recursions deriyedian [L6, Eqn. 6]
for this special case. Namely, witlg = p, Qo = pE[L] /(1— p) (andQ_1 = 0), they showed for eadh= 1,2, ... that

fiia=1-(1—f)Plal>Q |aL > Q4] (12)
_ PR+ (1 pEL 1oL < Q]

e (e DH ) )

Nes1 = (1— fiea)N (14)

An inspection of their derivation reveals that these reiganlations do hold in the general case as well withreplaced
by the random variabl8. Namely, with no constraints imposed on the distributipg(x,y) (other than those stated in Model
Definitions), we have

fa=1—(1— f)P[S>Q | S> Q4] (15)
_ PELJ+(1-pE[L-1[S<Q]]

Q1= (1-pP[S>Ql (19)

Ney1 = (1— fi )N (17)

These equations can also be validated intuitively. Firgliofgiven thatQ; defines the extra load per alive line at the end of
staget, we know that for a line to fail exactly at stage- 1, it must have a free space smaller ti@arbut larger tharQ;_1,
with the latter condition ensuring that the line does ndtdaiany previous stages. So, the fraction of lines that tadtage

t + 1 among those that survive stags intuitively given byP [S< Q; |S> Q]. Rewriting (L5), we get

# of lines that survive stagebut fail att +1  f, 1 —fr 1= fiyn 1P
# of lines that survive stage To1—f 1—f

S>Qt|$> Q1] =P[S< Q| S> Q4]

confirming this intuitive argument. In fact, it is clear tHat a line to survive stage+ 1, it must i) survive the initial attack
(which happens with probability-2 p), and i) have a free spa&> Q;. Given the independence of the initial attack from other
variables, we thus have-1f;, = (1— p)P[S> Q]. This explains the denominator dff) sinceQ; 1 gives the additional
load per aliveline at this stage. The nominator df§) should then give the mean total load of the lines that hailedfa
until (and including) stagé+ 1, normalized withN; the normalization is required given that the denominagomtis also
normalized withN. To calculate the total load of the failed lines at this stdgst we note thap fraction of the lines fail
randomly as a result of the initial attack, giving the tepf[L] in the nominator of 16). In addition, among the remaining
1-— pfraction of the lines, those with free space satisfy@xg Q; will fail, leading to the second term in the nominator d6).

Returning to the recursiond?)-(14), we see that cascading failures will stop and a steadg-stdit be reached when
fi o = fii 1. From (L5), we see that this occurs if

P[S> Q1] S>Q] =1,

or, equivalently if

PE(L] + (1 P)E[L-1(S< Q]
v l5> A-pPS> Q]

S> Q[] =1, (18)

upon using 16). In order to simplify this further, we let:= Q;, and realize that
PEL]+(1-pE[L-1[S<X]=pE[L]+(1-pE[L-(1-1[S>X)] =E[L] - (1-p)E[L-1[S>x]].

With these in place, the condition for cascades to st@dives

BL - (1-pE[L-1[5> ]
Plb (1= PS> X

S> x} =1 (Cascade stop condition (29)
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It is now clear how to obtain the fractiom.(p) of power lines that are still alive at the end of the cascadiilgres.
First, we shall find the smallest solutiah of (19) that gives the equilibrium valu@., at which cascades will stop. Then the
final-fractionn., of alive lines is given by

Neo(p) = 1— fo = (1— pP)P[S> X (20)

The last relation follows from the fact that-1f;,1 = (1— p)P[S> Q] for eacht = 0,1,.... This can be established in the
following manner. Applying15) repeatedly, we get

1- ft+1 = (1— ft)P[S> Qe | S> Qtfl]

1-f  =(1-f_1)P[S>Q_1|S>Q_o]
1-f1  =(1-"f)P[S>Qq,
which gives

t
1-fi1=(1- fo)J_LIED [S> Q| S> Q1]

whereQ_1 = 0 as before. Sinc€; is monotone increasing ini.e., Q1 > Q for all t, we get

1 1= (- ) g o Pl o plae o ‘PS> Ql = (1- PIPIS> @)

as we recall thafg = p.
We now seek to simplify the cascade stop condition gived @t (For notational convenience, let

E[L)— (1— pE[L- 1[S> X]

90 = 1-pPS>X (22)
Then, L9) becomes
P[S>g(x)|S>x] =1, (23)

which holds if either one of the following is satisied:
1. x>g(x); or,
2. x<g(x)andP[S>g(x) | S> x| =1.

The next result (proved in the Supplementary Material) shihat it suffices to consider only the first case for the puepas
our discussion.

Claim 1 Let X be the smallest solution 628), and X* be the smallest solution ofx g(x). Then, we have

P[S> x| = P[S> x|

The proof of this important technical result is given in thepSlementary File.
Rewriting the inequalitk > g(x) and using Claini, we now establish the first main result of the paper giver3gad
(4). Namely, withx* denoting the smallest solution of

P[S>X(x+E[L|S>X])) > %, X € (0,00) (24)

the final system size.,(p) is given by(1— p)P[S> x*]. If (24) has no solution, we set = « leading ton.(p) = 0. [ |

Critical attack size. Characterizing the critical attack sip& is now a simple matter from the discussion above. Recall that
critical attack size is defined via

p* =sup{p: Nw(p) > 0}.

12/18



SinceE|[L] /(1— p) > 0 always holds, we know that whenever there existxar « satifying 24), we must have that
P[S> x*] > 0 as otherwise the functiay(x*) = P[S> x*](x* 4+ E[L | S> x*]) would be zero conflicting withZ4). Therefore,
we haven,(p) > 0 for any p for which (24) has a solution; and we get (p) = 0 only if (24) has no solution. With these in
mind, it is clear thap* will be given by the supremum gf values for which 24) has a solution. Equivalently” is given by
the value ofp for whichE[L] /(1 — p) equals to thglobalmaximum ofg(x). More precisely, we have

" EL]

=1- 25

P m)?x{IP’[S> X|(X+E[L|S>X)} (25)

This establishesy. [ |
5.2 Order of phase transition and condition for abrupt break -downs

Order of transition. We now establish the fact that the final breakdown of the systil always be through &irst-order
(i.e., discontinuous) transition. This amounts to esgdlitig ), namely thah. (p*) > 0; this then implies a discontinuity in
N (P) at p= p*, since by definition of the critical attack size we hawg p* + ) = 0 for anye > 0.

We now establisim.,(p*) > 0. From @5), we see that whep = p* the cascade stopping conditid2 will be satisfied
by x, that maximize®[S> x|(x+E[L | S> x]). In other words, we have

Neo(P*) = (1— p")P[S>x,] (26)
where

X, = argmaxP[S> X (x+E[L | S> X))}

We argue thaP [S> x,| > 0 by contradiction. Suppose thR{S > x,] = 0. With x, denoting the global maximizer @S>
X|(x+E[L | S> X)), this would imply that

P[S>X(X+E[L|S> X)) <P[S>X]J(X+E[L|S>x.]) =0, for all x € (0,). (27)
However, with 0< X < Syin, We haveP[S> X](X+ E[L | S> X]) = x+E|[L] > 0 contradicting with 27). Therefore, we must
haveP [S> x,| > 0, and the desired conclusion(p*) > 0 immediately follows. [ ]

Condition for an abrupt first-order transition. An abrupt rupture is said to take place if the linear decag.gf) (in the
form of 1— p) is followed by a sudden discontinuous jump to zergrati.e., when it holds that

_J1-p ifp<p
nm(p) - { O If p > p* (28)

We now show that this occurs if and only if the functib(x) = P[S> X|(X+ E[L | S> X]) takes its global maximum at
X, = Smin. First of all, n.(p*) = 1 — p* implies thatP [S> x,] = 1 in view of (26). This immediately giveg, < Syin. For the
reverse direction, observe th#i) is linearly increasing on the rangeOx < Syn. In fact, we have

h(x) =x+E]L], 0 <x < Snin. (29)

Thereforeh(x) reaches at least a local maximunxat Syin, implying thatx, > Syin. Collecting, we establisk, = Syin as
anecessarygondition for an abrupt rupture (i.e28)) to take place. Next we show that this is also a sufficientddon. If
X, = Smin Meaning thah(x) is maximized aSy,, then the minimum solution for the inequalityx) > E[L] /(1— p), when
exists, will appear at* that satisfies* < Spin. This implies that the final system simg(p) = (1— p)P[S> x*] is either 1— p
(when a solution to the inequality exists), or zero (when olot®on toh(x) > E[L] /(1 — p) exists). In other words, when
X« = Smin the final system size will be of the for2§), i.e., an abrupt rupture will take place. Combining, weduade that
(28) takes place if and only if

X, = arg Xm;(;)tx{P [S>X(X+E[L|S> X))} = Snin- (necessaryand sufficient condition for abrupt rupture) (30)

In the Supplementary File, we explore this issue further@modide anecessarybut not sufficient) condition for30) to
hold. This leverages the fact that for the maximunhf) to take place ax = Sy, the derivative oh(x) must change its
sign to negative at this point; this would ensutle@al maximum ofg(x) take place aByin. The resulting necessary condition,
given here for convenience, is

Ps(Smin) (Smin+ E[L | S= Snin]) > 1. (necessary condition for abrupt rupture)
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5.3 Optimal P_s distribution that maximize robustness
We now seek to find the optimal load-free space distribuHasix,y) that maximizes the robustness of the power system,
whenE [L] andE S are fixed. First, we focus on maximizing the critical attadep*. Recall 5) and observe that

=

[LIS>X)
L-1[S> x]]
S> X] (31)

h(x) =P[S> X](X+
=XP[S> X +
<E[§+E
<E[§+E

=

L 1
[L]

where we use the Markov inequality 81§, i.e. thatP[S> x| < E[Y/x. Reporting this intoZ5) we get

+ EL _, _EY _ E§ _E[§

P :1_W— “E[S+EL] E[S+E[L E[] -

This means that regardless of our choice of the joint distidin B s(x,y) the critical attack size can never be larger tI{%.
Next, we show that this upper bound is in fact achievable Byrac-delta distribution of free spac® Assume that

Rs(xy) =R (X1ly<E[S] (33)

where the load distributioR_(x) is arbitrary; this is equivalent to having s(x,y) = pL(x)0(y —E[S]). Let pj; . denote the
corresponding critical attack size. With=E [, we haveP [S> x| = 1, andE[L - 1[S> X]] = E[L], so that

xlTiIg[]S h(x) = xl¢i1rﬁ?s; (P[S>X(x+E[L| S>X])) =E[g+E[L]

Thus, we have )r(ne{>h(x)} > E[Y + E[L], which immediately gives

L E[L] _
Pdirac = 1~ max(A(x)} z1- E[S+E[L E[S+E[L] 0

Since the lower boundg) holds for any distribution, we conclude that

E[S

Plirac = ES+EL ‘= P5ptimal- (35)

This shows that a degenerate distribution on the extra speeels to optimal (i.e., maximum) critical attack Sigg; iy, W

We now show that a Dirac-delta distribution of free spaceamy maximizesp* but it maximizes the final system size
N (P) uniformly across all attack sizes. It is clear tha{ p) < 1— pfor any distributionP_s(x,y) and any attack sizp. Thus,
our claim will be established if we show that the Dirac-délistribution @3) leads to arabruptrupture and thus the resulting
final system size is in the form given &8). More precisely, we will get the desired result

| [ 1-p, if P<Pptimal
noo,d|rac(p) = { 0, if p> p;ptimal ”

upon establishing the abrupt rupture conditiBA)( i.e., thath(x) takes its maximum at = Syin. This follows immediately
upon realizing that we have

[ Xx+E[L], forO<x<E[Y
h(x)_{ 0, forx>E[g

under the distribution33). [ |
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SUPPLEMENTARY FILE

A. A proof of Claim 1

Letx* denote the smallest solutionxf> g(x) andx** denote the smallest solution &3). Sincex > g(x) automatically gives
(23), we always havae** < x*. Here, our goal is to show that
P[S> X']=P[S> x™] (s.1)

If x* is also the smallest solution atg), then the claim follows immediately by virtue of the facatl* = x**. Now, assume
that there is a solutior™ < x* of (23). Then it must hold that™ < g(x**). From @3), this yields

P[S>g(x™),S>x"]  P[S> g(x™)]

1=P[S>g(x™) | S>x"] = P[S> x*] ~ P[S>x]

Thus, we have
P[S> x™] =P[S> g(X™)]. (S.2)

Key to the proof of Claini is the observation that the functig(x) given at 2) is monotone decreasing S > x]. Put
differently, (S.2 implies thatg(x™*) = g(g(x**)), meaning thak = g(x**) is a solution ofk > g(x). Sincex* is defined to be
the smallest of all such solutions, this gives

X" < g(x™). (53)

On the other hand, the continuity assumption on the digtohwf Simplies the continuity of(x). Hence, we have® = g(x*).
Recalling also thag(x) is monotone increasing xand thatx™ < x*, we get

g(x™) < g(x) =x". (S.4)
Combining 6.3 and S.4), we conclude that
X = g(x™). (S.5)

Graphically, this means that the curye= g(x) is constant (and above the liye= x) on the rangéx*™,x*| and it intersects
with the liney = x atx* (see figures for an illustration).
Combining §.2 and .5, we get

PS> xX"™] =P[S> g(X™)] =P[S> X'
which establishes the clains (D). [ |

B. A necessary condition for abrupt rupture

Recall the condition30) for an abrupt rupture to take place, namely the neetiforto be maximized at = Syin. To explore
this issue further, we now compute the derivativdof). We have

d

&(P[8> X|(x+E[L|S> X))

= %((x]P’[S> X]+E[L-1[S> X]])

=P[S> X +X(—ps(X)) + % </Z/ié 1[s> X pl_s(ﬁ,s)dsw)

=P[S>X] —xps(x)+%( (/Z/)(ooﬁ pLs(ﬁ,s)dsd€)

=P[S>X] —xps(x)+%( (/Xm /:ﬁ pLs(ﬁ,s)déds)

— P[S> X — xps(X) — /f 0 pLs(f,x)de

=P[S> X —xps(X) —E[L | S= X] ps(X). (S.6)
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Y1

y = g(x)
o) |

™z i

Figure 5. lllustration of function relations in Claim 1. We definex* as the first point where curvgs= x andy = g(x)
intersect. We show that if there exists < xX* satisfying 3), theng(x) must be constant over* < x < x*, yielding (S.9.

Forx < Syin, we haveP[S> x| = 1 andE[L | S> X] = E[L], so that%(h(x) =1, this is already evident fron20). Then,
for an abrupt rupture to take plac&.@ should turn negative at= Sqyn; i.€., it must hold that

Ps(Smin) (Smin+E[L | S= Smin]) > L.
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