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Relay Broadcast Channel with Confidential

Messages

Bin Dai, Linman Yu, and Zheng Ma

Abstract

In this paper, we investigate the effects of a trusted relay node on the secrecy of the broadcast channel by
considering the model of relay broadcast channel with confidential messages (RBC-CM). Inner and outer bounds on
the capacity-equivocation region of the RBC-CM are provided, and the capacity results are further explained via a
degraded Gaussian example, which we call the degraded Gaussian relay broadcast channel with one common and
one confidential messages. Numerical results show that this trusted relay node helps to enhance the security of the

Gaussian broadcast channel with one common and one confidential messages.

Index Terms

Capacity-equivocation region, confidential messages, relay broadcast channel, secrecy capacity region.

I. INTRODUCTION

The secure communication over broadcast channel was first studied by Wyner [1]], where a transmitter wished
to send a confidential message to a legitimate receiver through a broadcast channel, while he wished to keep
a wiretapper as ignorant of the message as possible. This model is called the wiretap channel. Measuring the
wiretapper’s uncertainty about the confidential message by equivocation, Wyner [1]] determined the capacity-
equivocation region of the discrete memoryless wiretap channel. Based on Wyner’s work, Leung-Yan-Cheong and
Hellman [2] determined the capacity-equivocation region of the Gaussian wiretap channel. Wyner’s work was
generalized by Csiszar and Korner [3], where common and confidential messages were sent through the broadcast
channel. The common message was assumed to be decoded correctly by both the legitimate receiver and the
wiretapper, while the confidential message was only allowed to be obtained by the legitimate receiver. This model
is called the broadcast channel with confidential messages (BCC). The capacity-equivocation region of the discrete
memoryless BCC was determined in [3], and the capacity-equivocation region of the Gaussian BCC was determined

in [4]. By using the approach of [1] and [3], Liu et al. [5] studied the broadcast channel with two confidential
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messages (no common message), and Xu et al. [6]] studied the broadcast channel with two confidential messages
and one common message. Both of them provided inner and outer bounds on the capacity-equivocation regions.

Due to the open nature of the wireless media, the wireless communication is susceptible to eavesdropping.
Recently, the security of the wireless networks receives a lot attention. For the multiple-access channel (MAC),
Liang and Poor [12] studied the MAC with confidential messages, where the degraded version of the MAC output is
available at the transmitters. Each transmitter treats the other one as a wiretapper, and wishes to keep its confidential
message as secret as possible from the wiretapper. Inner and outer bounds on capacity-equivocation region is
provided for this model, and the results are further explained via a Gaussian example. Other related works on
the MAC with secrecy constraint are in [13], [14], [15)]. For the interference channel, Liu et al. [5] studied the
interference channel with two confidential messages, and provided inner and outer bounds on the secrecy capacity
region. Liang et al. studied the cognitive interference channel with one common message and one confidential
message [16], and Zaidi et al. investigated the secure communication over the multi-input multi-output (MIMO)
X-channel with asymmetric output feedback and delayed CSI at the transmitters [17]. For the relay channel, Lai and
El Gamal [18] studied the effects of an additional trusted relay node on the secrecy of the wiretap channel, where
a source wished to send messages to a destination while leveraging the help of a trusted relay node to hide those
messages from the wiretapper. Three inner bounds (with respect to decode-and-forward (DF), noise-and-forward
(NF) and compress-and-forward (CF) strategies) and one outer bound on the capacity-equivocation region were
provided in [18]. Of particular interest is the NF strategy, where the relay node sends codewords independent of the
message to confuse the wiretapper. Lai and El Gamal [18] showed that this NF strategy significantly improved the
secrecy capacity of the wiretap channel. Based on the work of [18], Tang et. al. [19] improved Lai and El Gamal’s
NF strategy by considering an additional case that both the legitimate receiver and the wiretapper could not decode
the relay codeword, and in this case, the relay codeword was served as interference for both the legitimate receiver
and the wiretapper. Other related works in the relay channel with secrecy constraint include Oohama’s relay channel
with confidential messages [20]], where an un-trusted relay helps the transmission of messages from one sender to
one receiver, and Awan et al.’s secure communication over the parallel relay channel [21]]. Recently, Ekrem and
Ulukus [22] investigated the effects of user cooperation on the secrecy of broadcast channels by considering a
cooperative relay broadcast channel. They showed that user cooperation can increase the achievable secrecy rate
region of [5].

In cellular and WiFi data networks, security is a critical issue when people wish to transmit important/private
information, such as credit card transactions or banking related data communications. Another important issue in
cellular and WiFi data networks is that the mobile users have been demanding increasingly higher down-link data
rate. Combining these two issues, how to achieve higher down-link secrecy data rate motivates us to study the
down-link or broadcast channel that exploits the techniques of relaying and user cooperation to achieve higher
secrecy rate. In this paper, we study the model of relay broadcast channel with confidential messages (RBC-CM),
see Figure [I} We want to know whether the secrecy capacity region of the broadcast channel can be enhanced by

using a trusted relay node.
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Fig. 1: Relay broadcast channels with confidential messages

Inner and outer bounds on the capacity-equivocation region of the model of Figure [I] are provided. The inner
bounds are constructed according to the decode-and-forward (DF) and noise-and-forward (NF) strategies. Here note
that in [[18]], Lai and El Gamal has already shown that the compress-and-forward (CF) strategy is a combination of
the NF strategy and the classical Cover-El Gamal’s CF strategy [[10], and it performs no better than the NF strategy.
Therefore, the CF inner bound on the capacity-equivocation region of Figure [T]is not considered in this paper. The
capacity results of the model of Figure |I| are further explained via a degraded Gaussian example, which we call
the degraded Gaussian relay broadcast channel with one common and one confidential messages. The numerical
results show that a trusted relay node helps to enhance the security of the Gaussian BCC [4].

In this paper, random variables, sample values and alphabets are denoted by capital letters, lower case letters and
calligraphic letters, respectively. A similar convention is applied to the random vectors and their sample values. For
example, U™V denotes a random N-vector (Uy, ..., Uy ), and u™ = (uq, ..., un) is a specific vector value in U* that
is the Nth Cartesian power of . U} denotes a random N — i + 1-vector (U, ...,Un), and ul¥ = (u;, ..., uy) is
a specific vector value in U}. Let py (v) denote the probability mass function Pr{V = v}. Throughout the paper,
the logarithmic function is to the base 2.

The organization of this paper is as follows. Section [[I] provides the inner and outer bounds on the capacity-
equivocation region of the model of Figure |1} The capacity results in Section [[I} are further explained via a degraded

Gaussian example, which is shown in Section [T} Final conclusions are in Section

II. PROBLEM FORMULATION AND THE MAIN RESULTS

The model of Figureﬂ]is a four-terminal discrete channel consisting of finite sets X, X3, Y, Y7, Z and a transition
probability distribution py.y, z|x, x (¥, Y1, z|z1,2). X and X are the channel inputs from the transmitter and
the relay respectively, while Y7, Y{¥, Z¥ are the channel outputs at receiver 1, relay and receiver 2, respectively.
The channel is discrete memoryless, i.e., the channel outputs (y;,y1.,2;) at time ¢ only depend on the channel
inputs (z;,21,;) at time .

Definition 1: (Channel encoder) The confidential messages W7 and W5 take values in W;, W, respectively.

The common message Wy takes values in Wy. Wy, W5 and W), are independent and uniformly distributed over their



ranges. The channel encoder is a stochastic encoder fr that maps the messages w;, ws and wy into a codeword

2N e XN The transmission rates of the confidential messages (W7, W3) and the common message (W) are

log [Wh| log [[W2| log [[Wol| :
N i and 7 , respectively.

Definition 2: (Relay encoder) The relay encoder is also a stochastic encoder ; that maps the signals (y1,1,¥1,2, -, Y1,i—1)
received before time ¢ to the channel input x4 ;.

Definition 3: (Decoder) The decoder for receiver 1 is a mapping fpi : YV — Wy x Wy, with input YV and
outputs Wy, W;. Let P.; be the error probability of receiver 1, and it is defined as Pr{(Wo, Wy) # (Wo, W1)}.

The decoder for receiver 2 is a mapping fpo : Z N 5 Wy x Ws, with input Z N and outputs Wo, WQ. Let P
be the error probability of receiver 2, and it is defined as Pr{(Wy, W) # (/Wo, Wg)}

The equivocation rate at receiver 2 is defined as

1
A = NH(W1|ZN). 2.1)

Analogously, the equivocation rate at receiver 1 is defined as
1
Ay = NH(W2|YN). (2.2)

A rate quintuple (Rg, Ry, Rg, Re1, Re2) (where Rg, Ri, Ro, Re1, Reo > 0) is called achievable if, for any
€ > 0 (where € is an arbitrary small positive real number and ¢ — 0), there exists a channel encoder-decoder

(N, Ay, Ag, Py, Peg) such that

. og [ Wo || . og [ Wi . log [ Wa |
dm TN = R lim T = R i, = = R

lim A1 > Rela lim AQ > Re27Pel < GaPeQ <e (23)
N—oc0 N —oc0

The capacity-equivocation region R(“4) is a set composed of all achievable (R, R;, Ro, Re1, Re2) quintuples.
The inner and outer bounds on the capacity-equivocation region R(Y) are provided from Theorem 1| to Theorem
[l and they are proved in Appendix [A] Appendix [B] and Appendix [C| respectively. Our first result establishes an
outer-bound on the capacity-equivocation region of the model of Figure [I]

Theorem 1: (Outer bound) A single-letter characterization of the region R(A0) (R(A) C R(AO)) is as follows,
R4 = {(Ro, Ry, Rz, Rer, Rez) : Re1 < Ri, Rea < Ry,
Ry < min{I(U, Us; V), I(U; Y. YU},
Ry <min{I(U,U; 2),I(U; Z,Y1|U3)},
Ro + Ry <min{I(U, Uy, V1;Y), [(U,V1; Y, Y1|U1)},
Ro + Ry < min{I(U, Uz, Va; Z), 1(U, Va; Z,Y1|Us) },
Ro+ Ry + R < I(U, Uz, V1; Y, Y1[Un) + 1 (Va; Z,Y1|U, Uz, Us, V1),
Ro+ Ry + R < I(U, U1, Va; Z,Y1|Us) + I(V1; Y, Y1|U, Uy, Ua, V),
Rey <min{I(Vy; Y |U, Vo) — I(V1; Z|U, Vo), I(Vi; Y|U) — I(V1; Z|U) },

Reo <min{I(Va; Z|U, V1) — I(Vo; YU, V1), I(Va; Z|U) — I(Va; Y|U) }},



where U — (U1, Us, V1, Vo) — (X, X1) — (Y, Y1, Z). Moreover, note that the outer bound on the secrecy capacity
region of Figure [1|is the set of triples (R, Ry, R2) such that (Rg, R1, Ry, Re1 = Ri, Rea = Ry) € R(A9),
Proof:

(Ao)

The auxiliary random variables in R are defined by

U2V U 2V, U2 (YT Wo, 204, )
Vi & (U W), Va2 (UW,),Y £Y, Y1 &Y, ,,Z £ Z,, (2.4)

where J is a random variable (uniformly distributed over {1,2,,..., N}), and it is independent of X N X {V YN,
YIN , ZN . W,, Wy and Ws. From the above definitions, it is easy to see that the relay X is represented by two
auxiliary random variables Uy and Us. The common message W, is represented by U, and the confidential messages
Wi, Wy are represented by V7 and Vs, respectively. The proof of Theorem [I| combines Csiszar-Korner’s equality
[3]] for the equivocation analysis, Nair-El Gamal’s technique [9] for the bounds on the sum rate Ry + R; + Ro,
and Cover-El Gamal’s technique [10] for introducing the relay input and output into the bounds on Ry, Ry + R,
Ry + Ry and Ry + Ry + R,. The details of the proof are in Appendix [A]

Remark 1: There are some notes on Theorem [I] see the following.

o If we allow the input X{¥ and output Y}V of the relay to be constants, from the above definitions in (2.4), it is
easy to see that the auxiliary random variables Uy, Us and Y7 all are constants. Substituting Uy = Us = Y] =

const into the region R(4°)

, we obtain an outer bound on the capacity-equivocation region of the broadcast
channel with two confidential messages and one common message, and it is in accordance with the outer
bound in [6].

o Define a triple (Ry, R, Ro) is achievable if, for any € > 0, there exists a channel encoder-decoder (N, P,1, Pe2)

such that

. log [ Wo ll . dog |Wh || :
am =y~ Ro fim o = Ry Tim

The region R"*¢, which is composed of all achievable (Rg, Ry, Ry) triples defined in (2.5), is the capacity

1
% = Ry, Py < ¢, Py < e. (2.5)

region of the general relay broadcast channel. To the best of our knowledge, there is no outer bound on R,
and the inner bounds on R"% are studied in [23]]. However, we find that the region R(49) without the bounds
on R.; and R, can be served as an outer bound on R"%¢, and this is because without the consideration of

the equivocation rates, our model reduces to the general relay broadcast channel.

We now turn our attention to constructing cooperation strategies for the model of Figure [I| Our first step is to
characterize the inner bound on the capacity-equivocation region by using Cover-El Gamal’s Decode and Forward
(DF) strategy [10]]. In our DF strategy, the relay node will first decode the common message, and then re-encode
the common message to cooperate with the transmitter. The superposition coding and random binning techniques
used in [6] will be combined with the DF cooperation strategy to characterize the inner bound. Note that the DF

inner bound of [18] is obtained by allowing the relay to decode both the confidential and common messages. In



general, for these two DF strategies, we do not know which one is better. In Section we show that for the
degraded Gaussian relay-eavesdropper []_-] channel, in some particular cases, our DF strategy performs better than
that of [18]].

Theorem 2: (Inner bound 1: DF strategy) A single-letter characterization of the region R4 (R(A1D) C R(A))

is as follows,
R = {(Ro, Ry, Ry, Re1, Re2) : Re1 < Ri, Rz < Ry,
Ro <min{I(U;Y1|X1),I(U, X1;Y), (U, X1; Z)},
Ro+ Ry < min{I(U;Y1|X1), (U, X1;Y), [(U, X1; Z)} + [(V1; Y |U, X3),
Ro + Ry < min{I(U;Y1|X1), (U, X1;Y), [(U, X1; Z)} + I(Va; Z|U, X1),
Ro + Ri + Ry < min{I(U; Y1|X1), I(U, X1;Y), [(U, X1; 2)} + I(Vi; YU, X1) + I(V2; Z|U, X1) — I(V1; V2|U, X4),
Re1 < I(Vi; YU, Xy) — I(V1; VB|U, X1) — I(Vy; Z|U, X1, Va),
Reo < I(Vo; Z|U, X1) — I(V1; Vo |U, X1) — I(Va; YU, X1, V1) },

for some distribution

Py z v, x,x,vi Vo,U (U 2, Y1, T, 21,01, v2,u) = Py, z v, 1x,x, (4, 2, 4112, 21) Px x, |0, v1,vs (%, T1|w, v1,v2) Pu,v, v, (6, v1, v2).

Moreover, note that the DF inner bound on the secrecy capacity region of Figure [1|is the set of triples (Ro, R1, R2)
such that (Rg, R1, Ry, Re1 = R1, Rea = Ry) € R,
Proof:

The coding scheme of R4*" combines Cover-El Gamal’s decode-and-forward (DF) strategy and block Markov
coding scheme for the relay channel [10], Marton’s double binning and superposition coding techniques for
the general broadcast channel [[11], and Csiszar-Korner’s random binning technique for the BCC [3]. The total
transmission is formed by B blocks, in which B — 1 messages will be sent. The coding structure for block b
(2 < b < B) is depicted in the following Figure [2| In Figure [2| at block b, the new confidential messages
(w15, wap) are first split into four sub-messages (wio,p, W11,p, W20,5, W22,5), Where wigp and wogp are common
messages decoded by both receivers, and w11 and waa;, are confidential messages for receiver 1 and receiver 2,
respectively. Define wy , = (wo b, W10,p, W20 p). For block b, the relay sends 27 (w,.), where w,.;, is a deterministic
function of wg ;. The codeword u™V represents the superposition code in which the new common message wq p 18
superimposed on the relay message w,. ;. The codeword v1¥ (or v]') represents the superposition code in which the
private message w11, (Or wazp) is superimposed on wab and w,.;. The input of the channel 2™ is i.i.d. generated

according to Px|u,v;,v,,x, (T|u, v1,v2,21). The details of the proof are in Appendix

'Here “eavesdropper” is another name for “wiretapper”
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Fig. 2: The encoder structure of the DF strategy in block b (2 < b < B)

The second step is to characterize the inner bound on the capacity-equivocation region by using the generalized
noise and forward (GNF) strategy. In the GNF strategy, the relay node does not attempt to decode the messages but
sends codewords that are independent of the transmitters messages, and these codewords aid in confusing the less
capable receiver. Specifically, if the channel from the relay to receiver 1 is more capable than the channel from the
relay to receiver 2, only receiver 1 is allowed to decode the relay codeword, and vice versa. Here note that the NF
strategies of and [19] only consider the case that there is no confidential message for the receiver 2, and thus
confusing receiver 1 is not needed, i.e., if the channel from the relay to receiver 2 is more capable than the channel
from the relay to receiver 1, we allow both or none of the receivers to decode the relay codeword. It is easy to see
that our GNF strategy is a generalization of the NF strategies [[18], [19] for the single confidential message case.

Theorem 3: (Inner bound 2: GNF strategy) A single-letter characterization of the region R(4?2) (R(412) C

RA) is as follows,
RA2) = convex closure of (L' U L£?)

where L' is given by
(Ro, R, Ra, Re1, Re2) : Re1 < Ry, Rea < Ry,
Ry < min{I(U;Y|X1),1(U; 2)},
Ro + Ry < min{I(U; Y| X1), I(U; Z2)} + I(V1; Y|U, X1),
Ro + Ry < min{I(U;Y|X1), [(U; Z)} + I1(Va; Z|U),
L= U Ro+ Ry + Ry < min{I(U;Y|X1),I(U; Z)} :
o St g | TIVEYIUX) + 1(Ve: 210) = 1(Vis Va[U),

Rei < min{I(X1; Z|U, Vi, Vo), [(X1;Y)} + I(V1; Y|U, X1)
—1(Vi; Vo|U) — (X1, Vi; Z|U, Va),
Rea < I1(Vo; Z|U) — I(V1; Va|U) = I(Va; Y|U, X1, V1).




L? is given by
(Ro, R1, Ra, Re1, Re2) : Rer < Ri, Rep < Ry,
Ry <min{I(U; Z|X1), [(U;Y)},
Ro + Ry < min{I(U; Z|X1), I(U;Y)} + 1(Vi; Y|U),
Ro + Ry < min{I(U; Z|X1), [(U;Y)} + I(Va; Z|U, X1),
L?= U Ro + Ri + Ry < min{I(U; Z|X,),[(U;Y)} 7
ez I(VisY|U) + 1 (Vas Z|U, Xa) = 1(Vi; Va|U),
Rei < I(Vi;Y|U) = I(Vi; Va|U) = I(Va; Z|U, Va, X1),
Reo <min{I(X;Y|U,V1,V2),I(X1;2)} + I(Va; Z|U, X4)
—I(Vi; W|U) — I(X4, Va; YU, V1).

and PY,Z,Yl,X,Xl,Vl,VQ,U(ya Z,Y1,%,%1, 01, V2, u) satisfies
PY,Z,Yl,X,Xl,Vl,VZ,U(y,Z,y1,x,1'1,'1)1,’02,U) = PY,Z,Yl\X,Xl (y> Z, y1|x7xl)PX\U,V1,V2 (x|U,U17U2)PU.,V1,V2 ('LL, U1, UQ)PX1 (1’1)

Moreover, note that the GNF inner bound on the secrecy capacity region of Figure is the set of triples (R, R1, R2)
such that (Rg, R1, Ry, Re1 = R1, Rea = Ry) € R4,
Proof:

The region £! is characterized under the condition that the channel from the relay to receiver 1 is more capable
than the channel from the relay to receiver 2 (here note that I(X1;Y") > I(X1; Z|U, V2) and X; is independent of
U, V imply that I(X1;Y) > I(X1; Z)). Then, in this case, receiver 1 is allowed to decode the relay codeword, and
receiver 2 is not allowed to decode it. The rate of the relay is defined as min{I(X;; Z|U, V1, V2),1(X1;Y)}, and
the relay codeword is viewed as pure noise for receiver 2. Analogously, the region £? is characterized under the
condition that the channel from the relay to receiver 2 is more capable than the channel from the relay to receiver
1. Then, in this case, receiver 2 is allowed to decode the relay codeword, and receiver 1 is not allowed to decode
it. In this case, the relay codeword is viewed as pure noise for receiver 1. Combining the proof of [[18, Theorem 3]
with the double binning technique of the broadcast channel with one common and two confidential messages [6],

the achievable regions £ and £? are obtained. The details of the proof are in Appendix

III. DEGRADED RELAY BROADCAST CHANNEL WITH ONE COMMON AND ONE CONFIDENTIAL MESSAGES

In this section, the capacity results on the discrete memoryless degraded relay broadcast channel with one common
and one confidential messages are provided in Subsection the capacity results on the degraded Gaussian case
are shown in Subsection [[II-B} the numerical results are in Subsection [[II-C} and the comparison of our proposed

relay strategies and previous known strategies is shown in Subsection [[II-D|

A. Discrete memoryless degraded relay broadcast channel with one common and one confidential messages

The degraded relay broadcast channel with one common and one confidential messages is a special case of the

model of Figure [I} and it implies the existence of a Markov chain X — (X;,Y7) - Y — Z. Since the received



symbols Z™ of receiver 2 are degraded versions of those of receiver 1, there is no confidential message Wy. The
channel encoder is a stochastic encoder that maps the messages wy and w; into a codeword ¥ € XN, Moreover,
the decoder for receiver 1 is a mapping fp1 : YV — Wy x Wy, with input YV and outputs Wy and W;. Let P,y
be the error probability of receiver 1, and it is defined as Pr{(Wy, W1) # (Wo, W1)}. Analogously, the decoder
for receiver 2 is a mapping fpo : Z¥ — W), with input ZV and output Wo. Let P,y be the error probability of
receiver 2, and it is defined as Pr{Wy # Wy}.

A rate triple (R, R1, R.) (where Ry, Ry, R. > 0) is called achievable if, for any ¢ > 0 (where € is an arbitrary

small positive real number and € — 0), there exists a channel encoder-decoder (N, A, P.1, P.2) such that

. log [ Wo || . log [ W ||
Jim ST = R Jim SRS = R

lim A>R., Py <¢ Py <e. 3.6)
N—o0

The capacity-equivocation region R(“) is a set composed of all achievable (Rg, Ry, R.) triples. The inner and
outer bounds on the capacity-equivocation region R(“) are provided from Theorem {4| to Theorem @ see the
remainder of this subsection. The first result is an outer bound on the capacity-equivocation region R(C).

Theorem 4: (Outer bound) A single-letter characterization of the region R(C2) (R(C) C R(C9) is as follows,
R = {(Ro, R1, Re) : Re < Ry,
Ry < min{I(U,Q; 2), I(U; Y1|Q)},
Ro+ Ry < min{I(Q,U,V;Y), I(U,V; Y1|Q)},
Re <min{I(V;11|U, Q) — I(V; Z|U, Q), I(V; Y|U) = I(V; Z|U)}},
where (Q,U,V, X) — (X1,Y1) — Y — Z. Here note that the outer bound on the secrecy capacity region of R(©)
is the set of pairs (Rp, R;) such that (Ry, Ry, R, = Ry) € R(“°)

Proof:
See Appendix

Remark 2: There are some notes on Theorem [4] see the following.

o In fact, we can directly obtain an outer bound R(€°*) on R(®) by substituting Vo = U (here Vo = U is from
the definition that V5 = (U, W») and Wy = const) and Re = R.o = 0 into Theorem |1} and R(Co*) is given
by

R = {(Ro, R1, Re) : Re < Ry,

Ry <min{I(U,Uy;Y), I(U;Y,Y1|Uy)},

Ry <min{I(U,Uy; 2),I(U; Z,Y1|U2)},

Ry + Ry <min{I(U,U,,V;Y), I(U,V;Y,Y1|Uy)},

RO + Rl S I(Uv U25 VaK}/l‘Ul)v
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Ry + Ry < I(U,Uy; Z,Y1|Us) + I(V; Y, Y1|U, U1, Us),
Re < I(V:Y|U) — 1(V; 2|0},

where V' and R, represent Vi and R, of Theorem [I] respectively. However, we find that a tighter outer bound
may be obtained by using the degradedness assumption X — (X1,Y;) — Y — Z. Specifically, in R(C°*),
with the help of the degradedness assumption, we can remove the auxiliary random variable Us, simplify
the bounds on Ry and Ry + Rjp, and obtain a new upper bound R, < I(V;Y1|U,Q) — I(V; Z|U, Q) (here
Q = Uy) on the equivocation R.. Since the equivocation R, of R(C°) satisfies R, < min{I(V;Y1|U, Q) —
I(V;Z|U,Q), I(V;Y|U) — I(V; Z|U)} < I(V;Y|U) — I(V; Z|U), it is easy to see that the equivocation
bound of R(C?) is tighter than that of R(C*),

o Letting Ry = 0 and R. = Ry, and observing that I(V;Y'|U)—-I(V; Z|U) < I(Q,U,V;Y ) and I(V; Y1|U, Q)—
I(V; Z|U,Q) < I(U,V;Y1|Q), an outer bound C° on the secrecy capacity C¢ of the discrete memoryless

degraded relay broadcast channel with one common and one confidential messages is given by

CE° =  max min{l(V;V1|U,Q) — I(V; Z|U,Q), I(V;Y|U) — I(V; Z|U)}.

Pouvxxiv;

Note that the degraded relay broadcast channel with one common and one confidential messages reduces to the
degraded relay-eavesdropper channel [[18]] when there is no common message (o = 0). We also notice that in
[18, Theorem 5], the secrecy capacity of a kind of physically degraded relay-eavesdropper channel has been
determined. However, we find that the degradedness assumption of [18, Theorem 5] is (X, X;) = Y = Y,
which is different from that of this paper. The secrecy capacity of the degraded relay-eavesdropper channel

(with the degradedness assumption X — (X7,Y7) — Y) is still unknown.
Now we turn to the inner bounds on the capacity-equivocation region R(). The following Theorem |5| and
Theorem E] provide the decode-and-forward (DF) and noise-and-forward (NF) inner bounds on R, respectively.
Theorem 5: (Inner bound 1: DF strategy) A single-letter characterization of the region R(C") (R(C1) C R(C))

is as follows,
RN = {(Ro, R1, Re) : Re < Ry,
Ry <min{I(U;Y1|X1),I(U, X1;2Z)},
Ry + Ry <min{I(U;Y1|X1), [(U, X1; Z)} + I(V; YU, X1),
Re < I(V;Y|U, X1) = I(V; Z|U, Xy),
for some distribution

Py zy, x.x,vu(y, 2,91, %, 21,0,u) = Pgy (2|y) Py x, v, W21, y1) Py, x,x, (1|7, 21) Px x, v,v (@, ©1, 0, 0).

Note that the DF inner bound on the secrecy capacity region is denoted as C¢*!, which is the set of pairs (R, R1)

such that (Rg, R1, R, = R;) € R(C),
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Proof: By letting Vo = const, Vi = V and using the Markov chain (U, V) — (X1,Y1) - Y — Z, the DF
inner bound on R(®) is directly obtained from Theorem [2| Thus, the proof is omitted here. [ ]

Remark 3: Letting Ry = 0 and R, = R;, the DF inner bound C*! on the secrecy capacity C is given by

CP' = max (I(V;Y|U,X,) - I(V; Z|U, X1)). (3.7)

Puvxx,

Here note that C’SCi1 is obtained by allowing the relay to decode the common message which is represented by U,
and the relay is not allowed to decode the confidential message represented by V. We notice that Lai and EI Gamal
[18, Theorem 2] also presents an DF inner bound C¢** on the secrecy capacity of the relay-eavesdropper channel,

which can also be viewed as an DF inner bound on C¢, and it is given by

Ccor = max  (min{I(Vi,Va; Y|U), I(V1; Y1|Vo,U)} — I(V1, Va3 Z|U)). (3.8)

Pxx,jvivy Puvy vy
The bound C¢%* is obtained by allowing the relay to decode both the confidential message represented by V;
and the common message represented by U. In general, for these two bounds (C¢* and C¢"1*), we do not know
which one is larger. In Subsection we present a Gaussian example and show that in some particular cases,
CE% is larger than CE1*,
Theorem 6: (Inner bound 2: NF strategy) A single-letter characterization of the region R(€72) (R(€72) C R(C))

is as follows,
R(€2) = convex closure of (L£* U£4)

where £3 is given by

(Ro,R1,R.) : Re < R1,Ry < I(U; Z),
LP = U Ro+ R < I(U; Z) + I(V;Y|U, X1), :
PY.2,Y1,X, X1, V,U* R, < min{I(Xl; Z|U,V),I(X1;Y)} + I(V;Y\U, Xl) — I(Xl,V; Z|U)

I(X1;Y) > I(Xq; Z|U)
L* is given by
(Ro, R1,R.) : R. < Ry, Ry < I(U; Z| X),
£t = U Ro+ Ry < I(U; Z|X1) + I(V; YU, X1), ¢
Y XX VU R. < I(V;Y|U, X1) — I(V; Z|U, X1)

I(X1;Y) < I(X1; Z|U)

and Py zv, x x, viu(y, 2, y1,,71,v,u) satisfies
Py z v, x,x,,viu(Y, 2, y1, 2, 51,v,u) = Py (2|y) Py x, v, Y|T1,91) Py, | x,x, (W1]2, 21) Px,v,v (2,1, v) Px, (21).

Note that the NF inner bound on the secrecy capacity region is denoted as C¢%2, and it is the set of pairs (R, R1)
such that (Ry, R1, R. = R;) € R(C72),
Proof:
o The region £3 implies that the rate of the relay is R, = min{I(Xy; Z|U,V),I(X1;Y)} > I(X1; Z), which
means that receiver 1 is able to decode the relay codeword x{v , and receiver 2 can not decode it. Therefore,

in this case, :1:{\' can be viewed as a noise signal to confuse receiver 2. Letting V5 = const and V; =V, and
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using the Markov chain X — (X1,Y;) — Y — Z, the region £? is directly obtained from the region £ of
Theorem @ Thus, the detail of the proof is omitted here.

« For the region £, the rate of the relay is R, = I(X1;Z) < I(X1;Y), which implies that both the receivers can
decode the relay codeword ¥, and in this case, z1¥ serves as a common message decoded by both receivers.
Thus, the achievability proof of the region £* is along the lines of the proof of the broadcast channel with

confidential messages [3]], and we omit the proof here.

Remark 4: There are some notes on Theorem [6] see the following.

o The auxiliary random variable U of Theorem [f] represents the common message Wy. Letting U = const and
R, = R, Theorem E] can be served as an achievable secrecy rate CC%2 for the general relay-eavesdropper
channel [18] (without the degradedness assumption), and it is given as follows.

- If I(X1;Y) > I(Xy; Z), the achievable secrecy rate C'C%? satisfies

CP? =  max [I(V;Y|Xy) +min{l(Xy;Y),[(X1; Z|V)} — [(V, X1; Z)]. (3.9)
Px|v Pv Px,
- If I(Xy;Y) < I(Xy; Z), the achievable secrecy rate C'C%? satisfies
CP? = max  [I(V;Y|X)) - I(V; Z|X})]. (3.10)
Px|vPvPx,

Here note that (3.9) and (3.10) can be combined as

criz = max  [[(V;Y|X)) + min{l(X;Y), I(X1; Z|V)}
Px v Pv Px,
— min{l(X;Y),I[(X1;2)} — I(V; Z|X})]. (3.11)

We also notice that Lai and El Gamal [18, Theorem 2] has already provided a NF achievable secrecy rate
C%%2* for the relay-eavesdropper channel, and it is also given by . Thus, we can conclude that our NF
achievable secrecy rate C2 is equivalent to Lai-El Gamal’s NF achievable secrecy rate C'C%2*,

o In [19) Theorem 1], Tang et al. provide a new NF achievable secrecy rate C¢*2** for the relay-eavesdropper

channel, and it can be equivalently characterized by the following cases:

Case 1: if I(X1;Y|X) < I(X1;2),

CE = max{I(X;Y|X1) - I(X; Z|X1), [(X;Y) — I(X; Z)}. (3.12)

Case 2: if I(X1;Y) < I(X1: Z) < I(X1;Y|X) < I(X1: Z|X),

OO = max{I(X;Y|X1) — [(X; Z|X1), [(X;Y) — I(X; Z)}. (3.13)

Case 3: if I(X;Y) < I(X13 2) < I(Xy; Z|1X) < I(X1:Y|X),

CSCiQ** =max{I(X;Y|X1) - [(X; Z|X1),(X;Y) - I(X;2)}. (3.14)

Case 4: if I(X1;Z) < I(X1;Y) < I(X1;Y|X) < I(Xy; Z| X),

Cscm** = max[I(X;Y) — I(X; Z)]. (3.15)



13

- Case 5:if I(X1;Z2) < I(X1;Y) < I(X1; Z|X) < I(X1; Y| X),
OO — max[I[(X, X1;Y) — (X, X1; Z)]. (3.16)
- Case 6: if I(X1; Z|X) < I(X1;Y),
OO — max[I(X;Y|X,) — I(X; Z)). (3.17)

Comparing C¢%2, C¢%2* (replacing V by X) with C¢?2** it is easy to see that the NF achievable secrecy
rates of this paper and [18, Theorem 2] are included in that of [19, Theorem 1], and the achievable secrecy
rate max[I(X;Y) — I(X; Z)], which is not considered in [18] and this paper, is studied in [19, Theorem
1]. Specifically, in [19, Theorem 1], Tang et al. show that if we allow the relay to generate the “artificial
noise” with the rate R, > min{I(X1;Y), I(X1;Z)}, both the legitimate receiver and the eavesdropper can
not decode the relay codeword. The relay codeword is served as interference for both the legitimate receiver
and the eavesdropper, and thus Wyner’s secrecy rate [1]] (max[/(X;Y) — I(X; Z)]) is also achievable for this
case. However, in Subsection we show that the achievable secrecy rates CC%2, CC2* and CC¥2** are
the same for the Gaussian case.
In [[19], the NF achievable secrecy rate C¢*2** for three special cases (weak interference/eavesdropping, strong
interference/eavesdropping and very strong eavesdropping) is studied. Comparing C¢%2 (CC%2*) with C¢72**
for these special cases, we have the following comments.

— For the weak interference/eavesdropping (which implies that I (X;Y|X;) > I(X; Z|X;) and I(X1; Z|X) >

I(X1;Y|X)), C€%2** is given by

I(X;Y[Xy) = 1(X; Z]Xy)

= max max . (3.18)

C,Cﬁ**
’ I(X;Y) - I(X;2)

As stated above, we have shown that C¢%2 = C¢%2*, For the weak interference/eavesdropping, we have
CY%2 = 09 — max[I(X;Y|X,) — I(X; Z|X1)]. (3.19)

Comparing (3.18) with (3.19), it is easy to see that C¢?2 = CC2* < CCi2%*,
- For the strong interference/eavesdropping (which implies that I(X; Y| X;) < I(X; Z|X;) and I(X;; Z|X) <
I(X1;Y|X)), CC¥2** is given by
+
I(X, X1;Y)-I(X, X1;Z
— max |min{ OO X)X X6 2) : (3.20)
I(X;Y|X)) - I[(X; 2)

From (3.9), (3.10) and the definition of the strong interference/eavesdropping, we also have

C'i2%%
Cs

_ _ I(X,X,:Y) = I(X,X,: Z
€2 = ¢C2* = max |min (4, X35 = I(X, X3 2) . (3.21)
I(X;Y[Xy) - I(X;Z)
It is easy to see that C¢%2 = CC2* = OC2** for the strong interference/eavesdropping.
— For the very strong interference/eavesdropping (which implies that I(X; Z) > I(X;Y|X4)), it is easy to

see that C¢72 = CC2* = CC12 = (),
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B. Degraded Gaussian relay broadcast channel with one common and one confidential messages

In this subsection, we investigate the bounds on the secrecy capacity region of the degraded Gaussian relay

broadcast channel with one common and one confidential messages. The signal received at each node is given by

Vi=XA4Z, Y =X+X14+Z +21, Z=X+X,+Zp + Zo, (3.22)
where Z, ~ N(0,N,.), Z1 ~ N(0,N1), Zo ~ N(0,N3), Ny > Nj, and they are independent. The average power
constraints of X~ and X¥ are & SN E[X?] < Pyand & SN | E[X 7] < Py, respectively. The secrecy capacity

region of this degraded Gaussian model is denoted by C&9.

First, the DF inner bound on CSCQ is given by

(RU7R1) .
Cgil _ U st P +N, 1 Py+Py+Ny+N,
Cs Ry < min{3log ;355 5 log “Lp2 N5 (- (3.23)
0<a<l1
sax 1 aPi+N-+N; 1 aP1+N-+Ns
Ry < 5log Ni+N, 5 log Not+ N,

Proof: The region C¢9%! is obtained by substituting X = U +V, U = ¢; X; + X190, (3.22) and R, = R;
into Theorem [5| where U ~ N(0,(1 — a)P1), V ~ N(0,aPy), X190 ~ N(0,(1 — a)BP;) (0 < 8 < 1), and
cL = \/W. Here note that X is independent of X3, and V' is independent of U. |

Second, the NF inner bound on CSCg is considered into the following two cases:

e Case 1: If Ny > N; + Py, the NF inner bound C¢'9%2 is given by

(Ro, Ry) :
1 P1+Po+N,+N:
Ro < 5108 i=4ip i m N, 41
Cgi2 _ 1 Pi+Py+N,.+N. 1 (1—a)P1+N,+N;
cFr = |J  Ro+Ri<llog ptlatlotla oy 1jog UmafPib ety 6 (3.24)

0<a<1
== indl Np+No+Pp 1 P +Py+ N +Ny
Ry < min{3; log pra oamt log PN N }

+3 log U=t — Jlog Papieela

Proof: The region is obtained by substituting X = U 4V, and R, = R; into £3, where
V~NO,(1-a)P), U~N(0,aP;), and X;, U and V are independent random variables. Here note that
P, + Ny < Ny implies that I(X1;Y) > I(X;; Z|U) for all 0 < a < 1. The proof is completed. [ |

e Case 2: If Ny < Ny + Py, the NF inner bound C¢9%2 is given by

2
o9z — AU B, (3.25)
where A is given by
(ROa Rl) .
1 Pi+P>+N,+N>
Ro < 5log o=oyp i min i,
= 1 P14+ Pyt Nyt No 11yg A=) P1t N4+ Ny
A U Ro + 1 < glog 7=4yp 7 p N, 1w, T 2108 N+ N, ’ (3.26)
0<a< Rz f11e Ntk NotPy 17 Pl+Pyt NN
S Ry < min{j log =50, 5 log Spm2 T )
11ge A=) P1+Net Ny 19, PetNetNo

+3 log N+ N, 51 N, + N,
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and B is given by

(Ro, Ry) :
B= | Ry < jlog ook e 0 .
NaoNi o< Ro+ Ry < flog(l12)‘*}‘311\7—Jrr'FNJ\ZZLN2 llo%
Ry < 1log MethatUoa)Pi _ 1150 NetNat (o)l

Proof: Note that Ny < Ny + Py implies that I(X1;Y) > I(Xy; Z|U) holds if 0 < o < M58 and
I(X1;Y) < I(X1; Z|U) holds if MP%IM < a < 1. The region A is the same as that of case 1, and the region
B is obtained by substituting X = U + V, (3.22) and R, = R; into £*. Thus, the proof is completed.

|
Third, the outer bound (C9°) on the secrecy capacity region C$9 is given by
(Ro, R1) :
CSCQO _ U Ry < min{% log P}g-}tllji-]t]N+-E]2V2, 5 log 51;1111\]]\, } . (3.28)
o<o<1 | Ro+ R < min{§ log Pﬁﬁiﬁ%l“vl , 5 log P%TN’“}
Ry < min{} log 7P1+§2‘T11X;‘1+N1 — Zlog Pg;fjfvf;}ivﬁ 5 log 5P1+N7 }

Proof: First, note that h(X + X1 + Z, + Zo|U,V, Q) > h(X + X1+ Z, + Zo|U, V,Q, X1, X) = h(Z, + Z5) =
Llog2me(N, + Na), and h(X + X1+ Z, + Z2|U,V,Q) < M(X + X1+ Z, + Z5) < log2me(N, + No+ P + Py),

thus we can conclude that
WX + X1 + 2 + Z|U,V,Q) = % log 2re(N, + N + a(Py + Py)), (3.29)
where 0 < a < 1. Analogously, we have
WX + X1 + Zo + Zo|U, V) = % log 27e(Ny + No + (0 + 8 — aB)(Py + P»)), (3.30)
MX+X1+Z.+ Z5|U) = %log 2ne(Ny + No+ (a+ B —af+v—ay—By+apy)(PL+ P)), (33D
MX+Z.|1Q,U) = %log 2me(N, + 6P1), (3.32)

where 0 < j,7,8 < 1. Substituting (3:22) and R, = R; into Theorem [ using the above (3.29), (3:30), (3:31),
(3.32) and the entropy power inequality, and maximizing the parameters «, [ and -, we have the outer bound

(3.28). Here note that li is achieved if =0, y=1and a = Plpjr‘;g. Thus, the proof is completed. |

Finally, remember that [4] provides the secrecy capacity region of the Gaussian broadcast channel with one

confidential message and one common message (GBCC), and it is given by

(RO7R1) :
GBCC _ U 1 P +N,+No>
CS RO S 5 10g m, . (333)
0<a<l
== 1 aPi+N.+N; 1 aPi+N,.+Ny
Ry < 5log NN 5 log N
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C. Numerical Results on the Gaussian Example

The following Figure [3| and Figure [4] show the inner and outer bounds on CS9 and the secrecy capacity region
of the Gaussian BCC for several values of Py, P», N, N1 and Ns. Specifically, in Figure [3] we choose P; = 5,
P, =20, Ny =2, N, = 8 and N, = 2, which implies that No > N; 4+ P;. For this case, the NF inner bound on
C¢9 reduces to the region of case 1. Compared with the secrecy capacity region of the Gaussian BCC, it is easy
to see that the maximum secrecy rate Ry of C¢BCC is enhanced by using the NF strategy. For the DF strategy,
though it can not increase the maximum FR; of CSGBCC, the maximum common rate Ry and the entire secrecy

CEBCC are enhanced.

capacity region

In Figure[z_f], we choose P} = 10, P, = 20, Ny = 2, N» = 8 and N, = 2, which implies that Ny < N; + P;. For
this case, the NF inner bound on C$'9 reduces to the region of case 2. Compared with the secrecy capacity region
of the Gaussian BCC, it is easy to see that the maximum secrecy rate Ry of CS2YC is enhanced by using the NF
strategy. However, when Ry is larger than 0.26, the NF strategy makes no contribution to enhance the security of
the Gaussian BCC. For the DF strategy, it enhances the maximum common rate R and the entire secrecy capacity

region CSBCC. Moreover, from Figure 3| and Figure E], we can see that there is a huge gap between the inner and

outer bounds on Cfg. Eliminating the gap (improving both the inner and outer bounds) is our future work.

03

—— DF inner bound

08 —*— NF inner bound
— Capacity of Gaussian BCC
07 —&— Duter bound

06
4

0.5

04

0.3

0.2

01

Fig. 3: The inner and outer bounds on CS9 and the secrecy capacity region of the Gaussian BCC for P, = 5,

P2:20,N1:2,N2:8andNT:2
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=
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Fig. 4: The inner and outer bounds on C$9 and the secrecy capacity region of the Gaussian BCC for P, = 10,

P2:20,N1:2,N2:8andNT:2

D. The Comparison of the DF and NF Achievable Secrecy Rates with the Previous Known Results

In this subsection, we study the achievable secrecy rates of the degraded Gaussian relay-eavesdropper channel.
First, we show the DF and NF achievable secrecy rates of the degraded Gaussian relay-eavesdropper channel. Then,
we compare our DF secrecy rate with that of [18| bottom of page 4009], and show that in some particular cases,
our result is better than Lai and El Gamal’s DF secrecy rate. Finally, we compare our NF secrecy rate with the
Gaussian case of [19, Theorem 1], and show that our NF secrecy rate is in accordance with the Gaussian case of
[19, Theorem 1].

1) Comparison of the DF Achievable Secrecy Rates of the Degraded Gaussian Relay-Eavesdropper Channel:
In the previous subsection, we have already shown that the DF inner bound on the secrecy capacity region of the
degraded Gaussian relay broadcast channel with one common and one confidential messages is given by (3.23).
Letting o = 1 (which implies that the auxiliary random variable U = const and Ry = 0), (3.23) can be served as
our DF achievable secrecy rate C¢9%! for the degraded Gaussian relay-eavesdropper channel, and it is given by

. 1, P+N,+N, 1. P +N,+N
cgit _ Ly At NN L N Ve
Cs 38 TN TN, 28N N, (3-34)

In the Remark E], we have already shown that for the discrete memoryless case, Lai-El Gamal’s DF achievable
secrecy rate is given by (3.8). Letting V; = X, Vo = X3, U = const, X = cX; + X190, X1 ~ N(0, ),
X0 ~ N(0,aPy), ¢ = %;Q), straightforward calculations of 1) result in the degraded Gaussian DF



achievable secrecy rate C¢971*, and it is given by

P+ P, + N, + Ny 110 P, + N, 1
N, + N, '3 BTN,

Comparing (3.34) with (3.35), we can conclude that
o If Ny > Ny, CE9U = 0C9ilx = (.

: 1
Cgils _ s |
Cy mln{2 og 5

Py N,  Pi+Ni+N, Cgil ; Cgil*
o If Ny < N5 and 7SN PN Cs is larger than Cf .

Py N,  Pi+Ni+N, Cgil* : Cgil
o If Ny < Ny and 2N PININ C5 is larger than C59"".

}— 5 log

P+ P+ N, + N,

NT+N2
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(3.35)

The following Figure [5| shows C¢9%! and C¢9°'* for fixed N; and N,. As we can see, Lai-El Gamal’s DF

secrecy rate C¢9"1* dominates our DF secrecy rate CS9%' when P, and N, are small (P, = 1 and N, = 0.5).

However, the gap between CY9%! and C¢911* is decreasing while P, and N, are increasing, and our DF secrecy

rate CC9"1 dominates Lai-El Gamal’s DF secrecy rate C¢9'1* when P, and N, are large enough (P, = 30 and

N, = 4).

—— Qur new DF secrecy rate ng” for P2='1, Nr=0.5
—e— The DF secrecy rate ngm* for P2=1. Nr=0.5
—— Qur new DF secrecy rate ng” for PZ:’IO, Nr:1
—e—The DF secrecy rate ngm* for P,=10, N =1

—— Qur new DF secrecy rate ng” for PZ:BO, Nr:d

08| —=— The DF secrecy rate ngm* for P,=30, N =4

s

06—

Can or Can‘
s

04

02

Fig. 5: The curves P; — C¢9"! and P, — CY9°Y* for Ny = 2, Ny = 8 and several values of P, and N,

35

40

45

50

2) Comparison of the NF Achievable Secrecy Rates of the Degraded Gaussian Relay-Eavesdropper Channel: In

the Remark [4] we have already shown that for the discrete memoryless case, our and Lai-El Gamal’s NF achievable
secrecy rates can be characterized by (3.11). Letting V = X, X ~ N (0, P;) and X; ~ N(0, P»), straightforward

calculations of (3.11) result in the degraded Gaussian NF achievable secrecy rates C¢9%2 and C¢92*, and they are
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given by

3 log Bl L — Llog BERtNe - if Ny < Ny < Ny + P,
CSCQZ'Q _ CSng‘z* - 1 log P1+N1 _ %log %, if Ny > Ny + Py, (3.36)
0, if Ny < Nj.

Moreover, we have also shown that for the discrete memoryless case, Tang et al.’s NF achievable secrecy rate
CC2** is characterized by (3.12) -. Letting X ~ N(0, P;) and X; ~ N (0, P»), straightforward calculations
of (3.12 - 3.17) also result in , i.e., the degraded Gaussian NF achievable secrecy rate C¢'9%2** of [19] satisfies
CCoizer — CSngQ _ CSngQ*.

The following Figure [6] shows CC972, CC972% and CC972** for P, =5, P, =8, N; = 2 and N, = 4. It is easy
to see that the secrecy rates are increasing while the noise variance Ny of the eavesdropper’s channel is increasing,

and when N, < N, no positive secrecy rate can be achieved.

0.8

—e— The NF secrecy rates C$92=C{9% =cC92™

07

05—

s

04

CCng ar CCg\?’ ar CGgl?"
s

s

03

02—

01

Fig. 6: The curves Ny — CY92, Ny — C€912* and Ny — CC912** for P, =5, Py =8, Ny =2 and N, = 4

IV. CONCLUSION

In this paper, we provide inner and outer bounds on the capacity-equivocation of RBC-CM. The capacity results
are further explained via the degraded Gaussian relay broadcast channel with one common and one confidential
messages. Numerical results show that a trusted relay node helps to enhance the security of the Gaussian BCC.

Moreover, for the degraded Gaussian relay-eavesdropper channel, we find that in some particular cases, our DF
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strategy is better than that of [18]. As for the NF strategies, we find that the NF strategies of [18]], [[19] and this

paper perform the same.
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APPENDIX A

PROOF OF THEOREMI]

In this section, we will prove Theorem [I} all the achievable (Rg, Ry, Ra, Re1, Re2) quintuples are contained in
the set R4°. The inequalities of Theorem [1] are proved in the remainder of this section.

First, define the following auxiliary random variables,
U 2 YlJil7 Uz £ Y1]>{1+17 U= (YJ_17 Wo, Z(]IV+17 J)
‘/1 £ (U7 Wl)v ‘/2 £ (Ua WQ)
Y2Y; YW &2Y1,,Z2%5 7, (A1)

where J is a random variable (uniformly distributed over {1,2,,..., N}), and it is independent of YV, Y}V, ZV,
Wy, W1 and Ws.

(Proof of Ry < min{I(U,U;;Y),1(U;Y,Y1|U1)})

The inequality Ry < I(U,U;;Y) is proved as follows.

iH(WO) <

N (I(Wos Y'N) + H(WolY™))

(I(Wo; YN) 4+ 6(Pa))

|
2= =2l ==

Agz

@
Il
-

I(Wo; YilY'™ 1) + 6(Pe1))

(HEY™Y) — HE [y wy)) + 2

[
=z~
-

<
Il
—

(H(Y:) — HY:|Y"™ ' Wo,vi ", ZN,) +

IN
[~
-

s
Il
.
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@ 1 ; i— i— .
= N;(H(EIJ:@—H(YAY LWo Vi ZN T =) +
(© 5P
< HY) - B W, v 2 )+ 20

2 m(y) - B v0) +

(e) )

21

(Pel)
N

(A2)

where (a) is from the Fano’s inequality, (b) is from the fact that J is a random variable (uniformly distributed over
{1,2,..., N}), and it is independent of YV, YN, ZN Wy, Wi and W5, (c) is from J is uniformly distributed over
{1,2,..., N}, (d) is from the definitions of the auxiliary random variables (see (Al)), and (e) is from P.; < e.

By using € — 0, Ry = limy 0o 20 and (A2), Ry < I(U,U,;Y) is obtained.
The inequality Ry < I(U;Y,Y1|U;) is proved as follows.

1 1
NyHWo) = (I(Wo; YY)+ HWoly™, v™))

N
< %(I(WO;YlN,YN)+6(P61))

1 al i—1 i—1
= N(;I(Woayl,i,yinﬁ Y7 +6(Per))

1 al i—1 i—1 i—1 i—1 5(P
= N;(H(Yl,i,myl Y = HY ViYL YT W) 4 =

1 & i—1 i—1 i-1 N 0(Pe1)
< NZ(H(YM»WYf ) = HY1a, Vil Wo, Y™, Zi0)) + =

=1

1 v i1 g 1 yiet N oy 0(Pe)
— N;(H(Yl,i,}ﬂifl I =1)— HY1,:, YY" Wo, Vi1 ZN T =) + ~
< HY. Y|V = HY,, Y|V Wo, Y1 20,0, ) + 5(1;;1)
Y Hy,vi|U) - HY, UL U) + 5(‘;61)
< I(U;Y,Y1|U1)+%, (A3)

where (a) is from l) By using € — 0, Ry = limy_, H(JI\/,VO) and 1i Ry < I(U;Y,Y1|Uy) is obtained.

Therefore, Ry < min{I(U,U,;Y),I(U;Y,Y1|U1)} is proved.
(Proof of Ry < min{I(U,Us; Z), I(U; Z,Y1|Us)})
The inequality Ry < I(U,Us; Z) is proved as follows.

< Wy 2Y) + H(Wo|2"))
070 2%) +5(P.2)
1 N

- N(;I(m;ziwﬁl)w(&z))

N

S HWo)

IN
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1 5(Py2)
e2
= N Z(H(Zﬂzijiﬂ — H(Zi| Z%1, Wo)) + N
=1
1 & 5(P.s)
i— e2
< 5 D (H(Zi) = H(ZY'™  Wo, Vi, ZN0) + I
=1
1 & §(P.)
= G OH(ZINT = i)~ H(Z|Y'™  Wo, YN, 200, T = i) + =32
i=1
_ 5(P.
< H(Z) - B Wo 0 2 0) + 20
5(P.
= H(Z)-H(Z|U,U) + (NQ)
5
< 1,2+ 2. (A4
By using € — 0, Ry = limy 0o 207 and (Ad), Ry < I(Us,U; Z) is obtained.
The inequality Ry < I(U; Z,Y1|Us) is proved as follows.
1 1
NH(WO) < N(I(Wo;yfv’ ZN)+ HWo|Y,N, ZV))
1
< N(I(Wo;yfv, ZNY + 6(P.o))
1 N
. N N
= N(; I(Wo; Y16, ZilYi 115 Zitq) + 6(Pe2))
1 & 5(P.s)
e2
= ¥ Z(H(Yl,i7 ZilY, ZN0) — H(Y1, Zil Y1, 20N, Wa)) + N
1=1
1 & . 5(Pyy)
< N Z(H(Yl,iv Zi|Y1],\2+1) - H(Yl,ia Zi‘yl_ly W(h Y1],\2+1a Zi]YH)) + ]\;2
=1
1 & 5(P.s)
= N L HNGZ T =0 = H(Yi ZIY' Wo, Y, 20, T = 0) + =57
=1
_ 5(P.
< H(ZpYa Vi) = H(Zy, Yo V778 Wo, Vil 2550, ) + (N2>
5(P.
= H(ZY1|Us) — H(Z,Y1|Us, U) + (Nz)
b
< I(U; Z,Y1|Us) + 3e) (A5)

N
By using € — 0, Ry = limy o 2070} and , Ry < I(U; Z,Y;|Us) is obtained.
Therefore, Ry < min{I(U,Us; Z),1(U; Z,Y1|Uz)} is proved.
(Proof of Ry + Ry < min{I(U,U;,V1;Y), I(U,V1;Y, Y1|U1)})
The inequality Ry + Ry < I(U,Uy,V1;Y) is proved as follows.

1
HWo, Wh) < (I(Wo, Wi; YN) + H(Wo, Wi |[YY))

IA
2z~ =2~z

(I(Wo, Wi; YN) 4+ 6(P.1))

N
(3 I(Wo, Wi YY) 4 6(Par)

i=1
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= ii(H(Y\Yifl)fH(Y\Yifl W, W))+5(P‘”)
Ni:1 i 1 ) 05 1 N
1 al i—1 i—1 N 5(Pel)
< NZ(H(YZ)_H(YHY 7W07W17Y1 7Zi+1))+ N
=1
N
1 . i— i— . 6(Pel)
= DO =) BV WY 2 = )+ O
_ §(P,
< H(Y)) - HYGY 7L Wo, W YT 2550, ) + (Nl)
§(P.
L LY (CCACAT L

By using € — 0, Ry + Ry = limy_, w and li Ro+ Ry < I(U,Uy,V4;Y) is obtained.
The inequality Ry + Ry < I(U,V4;Y,Y1|Uy) is proved as follows.

1 1
FHWo, W) < S (I(Wo, Wis Y, YY) 4 H(Wo, W[ V1Y, YY)

1
< S IWo, WYY, YY) 4 6(Pen))

1 ‘
= O TWo, Wi Y1, Yilyy™H YY) + 6(Pa))

=1

1 & 1 1 3(P1)
= N;(H(Yl,i,me‘l,Y“U—H(Yl,,»,nm’—l,YH,Wo,Wl))+ e

1 & . } . 5(P.1)
< N 2 HEL YY) = HY VY T Wo, Wi YT Z) + =

i=1
= 1NHY Yi|Yi~Y J =i) — H(Yi,;, Y|y yicl zN g ) 4 OFe)
- N;( ( 1,25 i‘ 1 7J_Z)_ ( 1,95 ’L| aWOaWh 1 5 i+1aJ_Z))+ N
< HY Y J—1 J—1 J—1 N 6(P€1)
> ( Js 1,J|Y1 )_H(YJ>YI,J|Y aWO>Wl7Y1 aZJ+1aJ>+ N
5(P,
= HY,1|Uy) — H(Y,Y1|U1, U, V1) + (Nl)
)

S I(U5V11Y7Y1|U1)+ﬂa (A7)

N

By using € — 0, Rp + R1 = limy_ oo w and l) Ro+ Ry < I(U,V4;Y,Y1|U7) is obtained.

Therefore, Ry + R < min{I(U,U;,V1;Y),I(U,V1;Y,Y1|U1)} is proved.
(Proof of Ry + Ry < min{I(U,Us, Va; Z), I(U, Va; Z, Y1|U2)})

The proof of Ry + Ry < min{I(U, Uz, Va; Z),I(U,Va; Z,Y1|Uz)} is analogous to the proof of Ry + R; <

min{I(U,U;,V1;Y),I(U,V1;Y,Y1|U1)}, and it is omitted here.
(Proof of Ry + Ry + Ry < I(U, Uz, V1; Y, Y1|Us) + I(Va; Z,Y1|U, Uy, Uz, V1))

The inequality Ry + Ry + Re < I(U,Us, V1; Y, Y1|U1) + I(Va; Z, Y1|U, Uy, Usa, V1) is proved by the following

(A3), (A9), (AI0) and (ATI).
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First, note that

1

1
NH(WO,Wl,Wg) = N(H(WO,Wl)—&-H(Wg\WO,Wl))

1
= L U(Wo,Wy; YN, YN £ HWo, Wi YN, YY) 4 T(Wo; YV, ZN W, W)

+H(Wo|Wo, Wy, Y, ZV))
(a) 1

< o, Wi YN YY) 4 6(Pey) + (W VI, ZV[Wo, Wh) + 6(Pea)),  (A8)

where (a) is from Fano’s inequality.

The character I(Wy, Wy; Y{¥, YY) in (A8) is upper bounded by

I(Wo, Wi; YV, YY)

N

ZI(Wm Wi Y, Y|y Y

=1

N 4 '
S HYL YL YY) = HY ViYL Y Wo, W)
=1

+H(Y1,i7 }/i|Y1i_17 YZ.717 W07 Wla }/112-1-17 Zi}",-l) - H(}/l,iv E‘Yf—la Yiil? W07 le }/1],\;4-17 Zz]j-l))

N

Z(I(Yl,i7 Yi; Wo, W, Yl{\;:'+17 Z,Zil |Y1271, Yi_l)

i=1

—I(Y1,0, Y Y, Z0a YL Y Wo, W), (A9)

and the character I(Wa;Y{Y, ZN|Wy, Wy) in is upper bounded by

Here

IN

T(Wos YV, ZN|Wo, W)
N
Z T(Was Yai, Zil i1, Z1 0, Wo, Wh)
=1
N .
S I, YL YT Y, ZiY L 20 W, W)
=1
N
Z(H(le,iv Zi|Y117\£+1, Zi]ilv Wo, Wl)
=1
7H(}/17i7 Zi|Y1],\§,+1a Zi]-|v—17 Wo, Wi, Wa, Yiilv Yli_l)

+H(}/a_,i7 Zi|Y11,\£+1a Zilila W07 W17 Yi_l? Y1i71> - H(Hfh Zilylj,\£+l5 Zililﬁ WOa W17 Y’L_17 Yliil)
N

Z(I(YM’ Zi; Yiila Yli_l ‘Ylj,\g+17 Zijyi-lv Wo, Wh)

1=1

+I(Y14, Zis Wl YN 1, ZN4, Wo, Wi, Y7L Y h). (A10)

note that S0 | I(V1,;, Y Vi ,q, ZN Y71, Y~ 1, Wy, W1) appeared in the last step of (A9) is equal to



Zilil (Y14, Zi; Yifl,Yf_1|Y1{\£+1, Zﬁl, Wy, W1) appeared in the last step of lb ie.,

N
> IV, Y YN ZN YL YT Wo, W)

i=1

N
= ZI(Yl,i7Zi;Yiilayli_”Yl{Vzt-s-laZﬁ-17WOaW1)7

i=1

and it is proved by the following (AT2) and (AT3).

Finally, substituting (A9) and (AT0) into (AS), and using the fact that (ATI)) holds, then we have

IN

—
IN=

IN

[
_MZ

s
Il
-

I(Y1:, Y Y, ZN Y Y W, W)

-

&
Il
-

j=it1

N
Z (Y13, Zs Y YT 20 W, W)

N i
= D D IV, ZiYa g, Vi, 20 Wo, W, YL YT

1

NH(W(% W17 WQ)

1 N

5 IO Y Wo, Wi Vi, 2, Vi YY)
=1

+1(Y1,4, Zis Wl V{511, Z0N 0, Wo, W, YL Y 7) +

N
> IV Y Yo, ZiYT T Y T W, WL Y L 20

).

=1
N N
= D> IV, 2 Vil Y, 25 Wo, Wi, YL Y.

5(Pel) + 5(Pe2)

N
| X
NZ(I(Yl’i’Yi;WO’leYlj,\nglaZﬁrﬂyf_l,Y“l,J =)
i=1
i i— . 26 (e
+I(YM’Zi;W2|Y1],\£+1,Zﬁ_1,Wo,Wl,Y“l,Yf LJ=4d)+ ]\(/)
I(Yl“I’YJ;WO’W1>Y1]XJ+17Z§+1|Y1J_1,YJ_1,J)
_ 20 (e
+I(Y1’J7ZJ;W2|Y1]X]+17Z¢J]V+17W0aWlay‘]ilv}/lj I;J)+ J\(/v)

H(Y1,, Y YY) = HY1,, Y |[Wo, Wi, Yy, 25, Y~ Y1)

_ _ 20 (e
+I(Y17J)ZJ;W2|Y1]XI+1aZfIV+1aWO7W1,YJ 1aY1J 15J)+ ()

I(Y1,Y|Ur) = H(Y1,Y|U, Vi, Uy, Uz) + H(Y1, Z|U, V1, Uy, Uz)

N

25

(Al1)

(A12)

(A13)
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2
—H(Y1, Z|U, Vi, Uy, Us, Vi) + i\(f)
26(e)
= I(U7U27V1;KY1|U1)+I(‘/2;Z7Y1|U7U17U27V1)+ N 5 (Al4)

where (1) is from P.j, Po < € J is a random variable (uniformly distributed over {1,2,...,N}), and it is
independent of YN, YIN , ZN, Wy, Wy and W, (2) is from J is uniformly distributed over {1,2,..., N}, and
(3) is from the definitions of the auxiliary random variables (see @)).

By using € = 0, Ry + Ry + Ry = limy o ZWeWeW2) ang (A14), Ry + Ry + Ry < I(U, Uz, Vi; Y. Yi|UL) +
I1(Vo; Z,Y1|U, Uy, Us, V1) is proved.

(Proof of Ry + Ry + Ry < I(U, Uy, Va: Z, Y1 |Us) + I(V1: Y, Y1|U, Uy, Us, Va))

The inequality Ro+R1+Re < I(U, U, Va; Z,Y1|U2)+I(V1;Y, Y1|U, Uy, Us, Vo) is proved by letting H (Wy, W1, Wy) =
H(Wy, Ws) + H(W|Wy, W), and the remainder of the proof is analogous to the proof of Ry + Ry + Ry <
(U, U, V1; Y, Y1|Uy) + 1(V; Z,Y1|U, Uy, Us, V7). Thus ,we omit the proof here.

(Proof of R,y < I(V1;Y|U, V) — I(V4; Z|U, Va))

The inequality R.; < I(Vy;Y|U, Vo) —I(Vy; Z|U, Vs) is proved by the following (AT5), (AT6), (A17) and (A20).

First note that

1

NH(WHZN)
= %(I(Wl;WO,WﬂZN)+H(W1|ZN,W0,W2))
< %(H(Wl‘ZN,Wo,W2)+6(E))
%(H(Wl\WO, Wa) — I(Wy; ZN |[Wo, Wa) 4 6(€))
%(I(Wl;YN\WO, Wa) + HWL YN Wy, Wa) — T(Wy; ZN [Wo, W) + d(e))
< %(I(Wl;YN\WO,Wz)—I(W1;2N|WO,W2)+25(6)). (A15)

Then, the character I(W1;Y ™ |Wy, W2) in (A15) is upper bounded by

N
I(Wis YN [Wo, Wa) = > I(Wh; Y[ Wo, Wa, Y1)

=1
N ‘ |
= D _(HXi|Wo,Wa,Y'™) — H(Y;|Wo, Wy, W2, V')
i=1
+H (Vi Wo, Wa, Y=L Wh, Z10) = H(Yi|Wo, W, Y1, W1, Z1,)
N
= N (Y W, ZN | Wo, Wa, Y1) = 1(Yi ZN 1 [Wo, Wi, Wa, Y1)
=1
N 4 |
= D Y ZN Wo, Wa, YO7h) 4 (Y Wi | Wo, Wa, Y, Z1Y )
i=1

—I(Y3; ZN o [Wo, Wi, Wa, YT 1)), (A16)
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and the character I(Wy; ZN|Wy, Ws) in (A15) can be expressed as

Note that

and

N
I(W; ZN|[Wo, Wa) =Y T(Wh; Zi|Wo, Wa, Z1Y1)

=1
N
> (H(Zi|Wo, Wa, Z{L1) — H(Zi|Wo, Wi, Wa, Z])
=1

+H(ZZ|W07 W27 Yi_l? le Zz]il) - H(ZZ‘W(M W27 Yi_lv le Z'Llyl»l))
N
Z(I(Zz‘;W1,Yi71|W07W2,Zﬁr1) — I(Z Y Wo, Wi, Wa, Z1Y4))

i=1

N
Z(I(Zi;yi_”Wo,Wz,Zﬁl) +I(Zi;W1‘WOaW2aYi_17Zi]i1)
i=1
—I(Z;; Y Wo, Wi, Wa, ZN 1)), (A17)
N . N )
S IV ZNWo, Wa, YU = ST I(Zi YT [ Wo, Wa, Z1Y,), (A18)
=1 i=1
N , N )
S I 2N Wo, Wi, Wa, Y1) = " 1(Z3 Y Wo, Wi, Wa, Z1Y1), (A19)
i=1 i=1

and these are from Csiszar’s equality [3].

Substituting (AT6) and (A7) into (AT3), and using the equalities (AT8)) and (AT9), we have

1 N
NH(WHZ )

1
N(I(Wl; YN|Wo, Wy) — I(W1; ZV|[Wo, Wa) + 25(€))

IN

(I(Yy; Wi |[Wo, Wo, Y= ZN )

I
2| =

I
—

Z 20(e)

—(Zi; Wi |[Wo, Wa, Y1, ZN 1)) + N

N

1 L .

= Z([(n;W1|WO7W2’Y171’Z£X_17J:Z)
=1

=|

—I(Z;; Wh|Wo, Wo, Y1, ZN | T =) +

= I(Yy; Wi |Wo, Wa, Y771, 20,11 0)
20(e)
N

_I(ZJa W1|W07 WQa YJ?la Z§V+1a J) +

= I(ViW|U.Va) — I(Z; VA |U, Va) + 2‘;56). (A20)

By using € = 0, Ry < limy o0 ZWVUZY) and (A20), Rey < I(V4; Y|U, V) — I(V4; Z|U, Va) is proved.
(Proof of R., < I(Vi;Y|U) — I(Vi; Z|U))
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The inequality R.; < I(V1;Y|U)—I(Vi; Z|U) is proved by the following (A21)), (A22), (A23) and (A26). First

note that

IN

1

S H (7| ZY)

IOV WolZY) + (W2, W)

S 2, W) +5(0)

(VA WG) = 1% ZY W) + 6(0)

WY [Wo) + HOWIY™, Wo) — 1(Ws; 2V |Wo) +5(6))
WYV [Wo) — T(Ws; 2V |Wo) +25(6).

Then, the character I(W1;Y ™ |Wy) in (A21) is upper bounded by

N
IWy Y NWo) =Y I(Wy Yi|[Wo, V')
i=1
N ) .
S CH(Y:IWo, Y1) = H(YiIWo, W1, Y1)
i=1
HH(Y;|Wo, Y™ Wh, Z]) = HYi[Wo, Y1 Wh, Z1))
N
S UG Wa, 25 [Wo, Y= = 1V 20 Wo, W1, Y1)
i=1
N A |
Z(I(K§Zﬁ_1|WO,Yl71) +I(Y’i;Wl|WO,Y171,Zﬁ_1)
i=1
—I(Y3; Z]N 1 |Wo, W1, Y1),

and the character I(Wy; Z"|W;) in (A21) can be expressed as

Note that

N
I(Wy; ZN[Wo) = > T(Wh; Zi|Wo, ZY))
i=1
N
> (H(Zi|Wo, Z))) — H(Zi|Wo, Wh, Z[Y,)
1=1

+H(ZI|W()’ Yiila Wy, Zﬁ,—l) - H(Zi‘Winily W, szyf—l))
N

S I(ZiWh, YT W, ZN ) — I(Zi Y Wo, Wi, Z1Y)))
=1

N . .

D (2 Y T Wo, Z0) + 1(Z5 Wi Wo, Y, ZH)

=1

—I1(Z;; Yi*1|VVo7 Wi, Zﬁl))

N N
DAV ZE W, YT = 1(Zs YT W, 1),

i=1 =1

(A21)

(A22)

(A23)

(A24)
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and
N N

S I 2N Wo, Wa, YN = > H(Zs Y W, Wa, ZEY), (A25)
=1 1=1

and these are from Csiszar’s equality [3].

Substituting (A22) and (A23) into (AZI), and using the equalities (A24) and (A25), we have

1 N
AW ZY)
1 N N
< UMWY N |Wo) = 1(Wh; 2% [Wo) + 20(c))
1 < ,
= N}_ (Y WA [Wo, Y1, Z0))

Il
—

l 20(e)
N

—(Zy Wh[Wo, Y1, ZN ) +

N

1 : ‘

= = (I Wa[Wo, Y1, ZN,, T =)
i=1

=|

—I(Z; Wh|Wo, Y1 ZN [ T =) +

= (Y Wi|Wo, Y71, 28,1, 0)
20(e)
N

~I(Zy;Wh|Wo, Y1 25 1 J) +

= I(Y;Vi|U) - I(Z;|U) + 2‘;5.6). (A26)

By using € — 0, Ry < limy 00 ZVHZY) ang , Re1 < I(Vi;Y|U) — I(Vy; Z|U) is proved.

(Proof of Rey < min{I(Vy; Z|U, Vi) — I(Va; Y|U, V1), I(Va:; Z|U) — I(Va; Y|U)})

The proof of Reo < min{I(Va; Z|U, Vi) — I(Va; Y |U, V1), I(Va; Z|U) — I(Va;Y|U)} is analogous to the proof
of Rey <min{I(Vy;Y|U,Va) — I(V1; Z|U,Va),I(V1;Y|U) — I(V1; Z|U)}, and therefore, we omit the proof here.

The Markov chain U — (Uy, Uz, V1, Vo) — (X, X1) — (Y, Y1, Z) is directly proved by the definitions of the

auxiliary random variables. Thus, the proof of Theorem []is completed.

APPENDIX B
PROOF OF THEOREM 2]
Suppose (Ro, Ri, Ry, Re1, Rea) € R, we will show that (Rg, Ry, Ry, Re1, Re) is achievable, i.e., there
exists encoder-decoder (N, Ay, Ag, Py, P.o) such that is satisfied. The existence of the encoder-decoder is

under the sufficient conditions that
Rey = I(V; YU, X1) — I(V1; Vo|U, X1) — I(V1; Z|U, X1, Va), (A27)

and

Reg = I(‘/Q, Z|U, Xl) — I(Vl; V2|U, Xl) — I(VQ,Y‘U, Xl, Vl) (A28)

The coding scheme combines the decode and forward (DF) strategy [10], random binning, superposition coding,

block Markov coding and rate splitting techniques. The rate splitting technique is typically used in the interference
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channels to achieve a larger rate region as it enables interference cancellation at the receivers. Now we use it to
split the confidential message W; into Wiy and Wiy, and Wy into Wy and Was, and the details are as follows.

Define the messages Wy, Wig, W11, Wag, Wao taken values in the alphabets Wy, Whg, Wi, Wag, Whaa,
respectively, where

Wo = {1,2,...,2N o}
Wio = {1,2,...,2N 0
Wi = {1,2,..., 2Ny
Wao = {1,2,...,2N R0},
Wao = {1,2, ..., 2N 22},

and Rio + Ri11 = Ri1, Ry + Ry = Rs. Here note that the formulas and (A28) combined with the rate
splitting and the fact that W1y and W5y are decoded by both receivers ensure that,

Ri1 > Re1 = I(Vi; YU, X1) — I(Vi; W|U, X1) — I(Vi; Z|U, X4, Va), (A29)

and

Ryy > Rey = I(Va; Z|U, X1) — I(V1; Vo|U, X1) — I(Va; YU, X1, V1). (A30)

Code Construction: Fix the joint probability mass function Py 7y, x, Xl,VhV%U(y,z,yl,x,xl,vl,vg,u). For

arbitrary € > 0, define

Ly =1(Vi; YU, X1) = I(V1;V2|U, X1) = I(Va; Z|U, X1, Va), (A31)

Ly = I(V1; Z|U, X1, V2), (A32)

Loy = 1(Vo; Z|U, X1) — I1(V1; V2|U, X1) — I(Va; Y|U, X4, V1), (A33)

Loy = I(Va; Y|U, X1, V1), (A34)

Lz = I(Vi;Va|U, X1) — €. (A35)

Note that

Liy+ Lo+ Ls =1I(V; YU, Xq) — ¢, (A36)

Loy + Lap + L3 = I1(Vo; Z|U, X1) — €. (A37)

o First, generate at random 2V%r ii.d. sequences at the relay node each drawn according to PxN () =

Hililpx1 (z1,;), index them as z¥¥ (a), a € [1,2NVE"], where
R, = min{I(X1;Y),[(X1;2)} —e. (A38)

o Generate at random 2N(Fiotfz0tFo) jjd. sequences u™ (bla) (b € [1,2N(FotRo+Ro)] o ¢ [1,2NF))

according to [T, purix, (usla1,;). In addition, partition 2N (Fio+R20+F0) i d. sequences u® into 2V bins.
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These bins are denoted as {S1, S5, ..., Sonr, }, where S; (1 < i < 2NFr) contains 2V (Fio+FR20+Ro—Ey)

sequences about uY

« For the transmitted sequences vV and z!, generate 2N (F11+Li2+Ls) j i d. sequences vN (i i ,i ), with i €
I’ — [1, 2NL11L Z'” c I” — [172NL12] and i”/ c Zm = [172NL3], according to Hzlil Pwvi|u,x, (U17z’|Ui,I1,i)-

1" 1"

o Similarly, for the transmitted sequences u” and 2", generate 2V (LartLa2+ls) jjd. sequences vl (j/, isd ),

with j € 7' = [1,2N21], " € 7" = [1,2V02]and j" € 7" = [1,2VF2], according to [T;_ pvyjv,x, (va.ilui, 1.6).

o The 2%V is generated according to a new discrete memoryless channel (DMC) with inputs =V, u™, vV, v

and output V. The transition probability of this new DMC is p X|X1,U,V4,V, (Z|T1,u,v1,v2). The probability

pxvxy o v v (@ ey u vl vdl) s calculated as follows.
N
N N N
PxN|xNUN vN vy (T NMap, u, o vy) HpX|X1,U Vi Vo (@i |T1,05 Wiy V1,4, V2,4). (A39)
i=1

Denote 2V by 2V (a, wo, w10, wag, w11, Wwa).

Encoding: Encoding involves the mapping of message indices to channel inputs, which are facilitated by the
sequences generated above. We exploit the block Markov coding scheme, as argued in [[10]], the loss induced by
this scheme is negligible as the number of blocks n — oo. For block 7 (1 < ¢ < n), encoding proceeds as follows.

First, for convenience, define wg,i = (wo 4, W10,i, W20,;), Where w4, wio,; and wyg ; are the messages transmitted

in the ¢-th block. The messages w11 and wao transmitted in the i-th block are denoted by w11 ; and wao ;, respectively.

o (Channel encoder)
1) The transmitter sends (uN(wé‘ V1), o (8, 4y 8y (1w ), v (G, 51 gy 11, w ) at the first block,
(uN(wS,i|ai_1),v{V(zZ,zl Vi |aqi 1,W5 ;)5 Vs NGirdi s lai 1,wp ;) from block 2 to n — 1, and
(N (Uan—1),vN(1,1,1]an_1,1),0) (1,1,1]an_1,1)) at block n. Here i, iy , ; , j;» j, and j, are the indexes
for block .

2) In the ¢-th block (1 <7 < n), the indexes z s '/

J; and j;/ are determined by the following methods.

— If Ri1 < Ly1 + Lqo, define Wy = 7' x K1. Thus the index z; is determined by a given message w1 ;.
Evenly partition 7" into K; bins, and the index i;l is drawn at random (with uniform distribution) from
the bin k;.

Analogously, if Res < Loy + Los, define Who = J " x Ko. Thus the index j; is determined by a given
message w2 ;. Evenly partition J " into Ko bins, and the index j;/ is drawn at random (with uniform
distribution) from the bin ks.

— If L1+ L2 < Ry1 < Ly1+Ly2+Ls, define Wy = T'xT" x IC1. Thus the indexes z; and z'// are determined
by a given message w11 ;. Evenly partition Z~ into K bins, and the codeword v (i, ,i; |a;_1, we ;)
will be drawn from the bin k;.

Analogously, if Loy + Loy < Rog < Loy + Las + L, define Was = J x J" x Ky. Thus the indexes j;
and j;l are determined by a given message wqs ;. Evenly partition J " into K5 bins, and the codeword

vév(j;,j;/,j;” lai—1,wg ;) will be drawn from the bin k.
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3) In the i-th block (1 < ¢ < n), the indexes i;” and j;” are determined as follows.

"

After the determination of z;, (PR j; and j;/, the transmitter tries to find a pair

'/ '// .//, _/ 'Il '///
(U{V(Ziali X% ‘ai—hws,i)avév(.?iv]i » Ji |ai—1aw87i))

o ” "

such that (u™ (w§ ;|a;—1), 27 (ai—1),v7 (i5, 45 ,4; |ai—1, w,;), 08 (G Ji > Ji |ai—1, w§ ;) are jointly typical. If
there are more than one such pair, randomly choose one; if there is no such pair, an error is declared. Thus,
all the indexes of v}’ and v’ (in block 4) are determined. One can show that such a pair exists with high

probability for sufficiently large N if (see [LL])
I(Vl,Y|U, Xl) — € — R11 + I(VQ,Z|U, Xl) — € — R22 Z I(Vl,‘/Q‘U, Xl) (A40)

4) In the ¢-th block (1 < ¢ < n), the transmitter finally sends N (@i—1, W04, W10,4, W20,i, W11, W22,5)-
+ (Relay encoder)

The relay sends 2} (1) at the first block, and 2 (é;_1) from block 2 to n.

Decoding: Decoding proceeds as follows.
1) (At the relay) At the end of block ¢ (1 < ¢ < n), the relay already has an estimation of the a;_; (denoted
as a;—1), which was sent at block ¢« — 1, and will declare that it receives a,;, if this is the only triple such that

W} ;lai—1), @} (ai—1),yt (i) are jointly typical. Here note that y{' (i) indicates the output sequence y{' in

(u(
block 4, and a; is the index of the bin that wg ; belongs to. Based on the AEP, the probability Pr{a; = a;} goes
to 1 if

Ro+ Rip + Rao < I(U; Y1]X1). (A41)

2) (At receiver 1) Receiver 1 decodes from the last block, i.e., block n. Suppose that at the end of block n—1, the
relay decodes successfully, then receiver 1 will declare that ,,_; is received if (& (@, _1), 5™ (n)) jointly typical.
By using and the AEP, it is easy to see that the probability Pr{a,_1 = a,_1} goes to 1. After getting d,_1,
receiver 1 can get an estimation of a; (1 < i <n — 2) in a similar way.

Having a;_, receiver 1 can get the estimation of the message w( ; = (wo,i, w10,4, Wa0,;) by finding a unique triple
such that (u™ (@5 ;|@;—1), 7 (@;—1),y™ (i) are jointly typical. Based on the AEP, the probability Pr{uy ; = wg;}
goes to 1 if

Ry + Rio + Roo — R, < I(U; Y| X7). (A42)

After decoding wyg ;, receiver 1 tries to find a quadruple such that

N1

(] (5,1, 0 |di,1,w3,i)7u

AR

N

N(wg Jai—1), 2V (d;—1),y™V (i) are jointly typical. Based on the AEP, the probabilit
0,i 1 ] y yp p y

P’I“{1I)117i = wu’i} goes to 1 if
Ry < I(Vy; YU, Xy). (A43)

1NN ~11 7" ~111 "
(2

N> - v % . . . oo . L .
If such vi' (1;,4; ,%; |@i—1,105 ;) exists and is unique, set 7; = 4;, i; =i, and % 1; ; otherwise, declare an error.
~11

~/ g . . o
From the values of ¢, ¢, , 7, , and the above encoding schemes, receiver 1 can calculate the message w11 ;.

7 0
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(At receiver 2) The decoding scheme for receiver 2 is symmetric, and it is omitted here. Analogously, we have
Ro + Rig + Roo — R, < I(U; Z| X4), (A44)

and

Ros < I(Va; Z|U, Xy). (A45)

By using (A38), (A40), (A41), (A42), (A43), (Add) and (A4J), it is easy to check that P,y < € and P < .
Moreover, applying Fourier-Motzkin elimination on (A38), (A40), (A41), (A42), (A43), (A44) and (A43) with the
definitions Ry = Rjg + R11 and Ry = Rog + Ra2, we get

Ro < min{I(U;Y1|X1), I(U, X1;Y), I(U, X1; Z)},

Ry + Ry < min{I(U;Y1|X1), I(U, X1;Y), I(U, X1; Z)} + I(Vy; Y|U, X),

Ro + Ry < min{I(U; Y1|X1), I(U, X1;Y), I(U, X1; Z)} + I(Va; Z|U, X1),

Ro+Ri1+Re <min{I(U;Y1|X1), [(U, X1;Y), I(U, X1; 2)}+I(V1; YU, X1)+1(Va; Z|U, X1)—1(Vy; Va|U, X4).

Note that the above inequalities are the same as those in Theorem 2]
Equivocation Analysis: Now, it remains to prove limy_ oo A1 > Re1r = I(V; YU, X1) — I(V1; V2|U, X7) —
I(Vy; Z|U, X1, V3). The bound limy oo Ao > Reo = I(Vo; Z|U, X1) — I(V1; V2lU, X1) — I(Va; YU, X1, V1)

follows by symmetry.

HWi|ZN) > HWy|zZN, vy uN, x)
= HWyo, W |ZN, VN, UN, XN
= HWy|zZN, VN UN, XN
= HWu, Z¥VY, 0N, x7%) = H(ZV|v3Y, UN, XTY)
= HWu, 2V, VN, 0N X)) = HOVY W, 28, v, U, X)) = H(ZV VYUY, XY
> HZN VNN XY - HVN W, 2V, v 0N XY = H(ZN VYUY XTY)
= HWMVY,UY XY+ HEZY VY VYUY, X = HVN W, 28, v N X
—H(ZN V¥, UN, Xx7)
= HWMUY, X)) = 1Mo, XY — 1z v v, oY XY

—HVN Wi, 2N, VN UN X, (A46)
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where (a) follows from the fact that given U™, Wig is uniquely determined.

Consider the first term in (A46), the codeword generation ensures that
HVNUN, X{) > log2NEntleths) _ 5 = N(I(Vi;Y|U, X1) — €) — 6, (A47)

where ¢ is small for sufficiently large N.

For the second and third terms in (A46)), using the same approach as that in [3| Lemma 3], we get
IV VN UY, XY < NIV ValU, X0) + €, (A48)
and
Iz VNV, U, XY) < NIV Z|U, X0, Va) + ), (A49)

where e/,e” —0as N — oo.
Now, we consider the last term of (A46). For the case that Ry; < Ly; + L2, given UY, XV, VN and Wy, the

total number of possible codewords of ViV is
Nl < 2NL12 — 2NI(V1;Z|U,X1,V2). (ASO)
By using the Fano’s inequality and (A50), we have
HWVN Wi, 2N VN UN XNy < Ne”, (A51)

where ¢ — 0.
For the case that L1; + L1s < Ry1 < Ly1 + Lyo + L3, given Un, X{V, VQN and Wy, VlN is totally determined,
and therefore

HVN W, 2N v oY xN) = o. (A52)
Substituting (A47), (A48), (A49) and (ASI) (or (A32)) into (A46), and using the definition (2.3), we have
limy o0 A1 > Re1 = I(V1; YU, X1)—1(V1; Vo|U, X1)—1(V41; Z|U, X1, Vo). This completes the proof of Theorem

APPENDIX C

PROOF OF THEOREM [3]

We consider the proof of Theorem [3| for the case I(X;;Y) > I(Xy; Z|U, V2), and the proof for I(Xy;Z) >
I(X1;Y|U, ;) follows by symmetry.

In Theorem 3] the relay node does not attempt to decode the messages but sends codewords that are independent of
the transmitter’s messages, and these codewords aid in confusing the receivers. Since the channel between the relay
and receiver 1 is better than the channel between the relay and receiver 2 (I(X1;Y) > I(X1; Z|U, Vo) > I(X1; Z)),
we allow receiver 1 to decode the relay codeword, and receiver 2 can not decode it. Therefore, in this case, the

relay codeword can be viewed as a noise signal to confuse receiver 2.
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Now we will prove that the quintuple (Ro, R1, Rz, Re1, Re2) € R(4*?) with the conditions
Rel = mln{I(Xl, Z|U, Vlv VQ), I(Xl, Y)} + I(Vl, Yv|(]7 Xl) — I(Vl; V2|U) — I(Xl, ‘/1, Z|U, VQ), (A53)

and

Re2:I(Vv?72|U>_I<‘/17‘/2|U)_I(‘/27Y|U7X1avl)? (A54)

is achievable.

Similar to the proof of Theorem |Z|, we split the confidential message W into Wi and Wiy, and Ws into Wy
and Wss, and the definitions of these messages are the same as those in Appendix |B| Here note that the formulas
(A53) and (A54) combined with the rate splitting and the fact that Wy, and W, are decoded by both receivers

ensure that,
Ri1 > Rey = min{I(Xy; Z|U, Vi, V), I(X1; Y)} + I(V; YU, X1) — I(Vi; Va|U) — 1(X1, Vi; Z|U, Va), (ASS)

and

Rz > Reg = I(Vo; Z|U) — I(Vi; Vo|U) — I(Va; YU, X1, V7). (A56)
Code Construction: Fix the joint probability mass function
Py z v, x,x, v, va,U (Y, 2,91, %, 21,01, v2,u) = Py z v, x,x, (¥, 2, 1|2, 21) Px|u,v; v (@|w, v1,v2) Puvy v, (0, v1, v2) Px, (1)

For arbitrary € > 0, define

Ly = I(Vi; YU, X1) = I(Vi; V2|U) — 1(Vi; Z|U, Va), (A5T)
Lo = I(V4; Z|U, V), (A58)
Loy = I(Va; Z|U) — I(Vi; Va|U) — I(Va; Y|U, X1, V3), (A59)
Loo = I(Va; YU, X1, V3), (A60)
Ly = I(Vi; Va|U) —e. (A61)
Note that
Liy+ Lo+ Ly =I(Vi; YU, X1) —¢, (A62)
Loy + Log + Ly = I(Vo; Z|U) — ¢, (A63)
Li1 > R (A64)

o First, generate at random 2VFr ii.d. sequences at the relay node each drawn according to PxN (V) =

[T, px, (1), index them as 22 (a), a € [1,2NV %], where
R, = min{I(Xy; Z|U, V1, V2), I(X1;Y)} — ¢, (A65)
and € — 0. Note that [(X1; Z|U, V) < I(X1; Z|U, V1, Va) and I(X1; Z|U, Vo) < I(X1;Y), and thus

R, > I(X1; Z|U,V3) — ¢, (A66)
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and

R, < I(X1: Z|U, V1, Va) — . (A67)

« Generate at random 2V (F1o+R20+R0) i j d. sequences u™ (b) (b € [1, 2N (Fio+R20+Ro)]y according to [T, pu(us).

g

o For the transmitted sequence u¥ (b), generate 2V(Fui+Li2+Ls) jjd. sequences vN(z'/,i”,z ), with iel =

[1,2NEn], " e 7" = [1,2N02] and ¢ € T = [1,2VF3], according to Hfil vy o (v1,6|us).

J)
with j/ c j’ — [1, 2NL21Lj” c j” — [1’2NL22] and jw c jm = [1,2NL3], aCCOfdiIlg to Hivzl pV2|U(’U2,i|Uz‘).

« Similarly, for the transmitted sequences u™ and z, generate 2NV (L21+L22+L3) j j d. sequences v (5, j

o The 2% is generated according to a new discrete memoryless channel (DMC) with inputs u”, v, v5’ and out-

put 2. The transition probability of this new DMC is px v, v, (2[u, 01, v2). The probability px ~y~ v v (2 [u

is calculated as follows.

N
N, N ,N N
pxvN vy vy (@ [t ey ) = HPXIU,Vl,Vz(SUi|Uia’Ul,iv”?,i)- (A68)
i=1
DCIlOtC I’N by JTN(’LU()7 W10, W20, W11, U/QQ).

Encoding: Similar to the definitions in Appendix [B| define w( ; = (wo,i, wi0,i, Wa0,;), Where wo ;, wig,; and
wap,; are the messages transmitted in the i-th block. The messages wi; and woo transmitted in the i-th block are

denoted by wi1,; and wao ;, respectively.

¢ (Channel encoder)
1) The transmitter sends (u™ (wg;), v} (i;,4; ,i; |wg;), v (ji.d; »ji [wi;)) for the i-th block (1 < i < n).
Here 4;, i, , i; » j;» j; and j, are the indexes for block i.

1"

2) The indexes i;, (PR j; and j,;/ are determined by the following methods.

- If R;; < Ly, evenly partition 7 into Wi, bins, and the index z; is drawn at random (with uniform
distribution) from the bin wy1. The index z';/ is drawn at random (with uniform distribution) from 7"
Note that Roo always satisfies Rog > Loj.

- If L1; < Ry < Ly + Lyo, define Wiy = T x KC1. Thus the index z; is determined by a given message
wi1,;. Evenly partition 7" into KC1 bins, and the index i;»/ is drawn at random (with uniform distribution)
from the bin k;.

Analogously, if Roy < Loy + Log, define Way = 7 " X Ks. Thus the index j; is determined by a given
message w2 ;. Evenly partition J " into Ko bins, and the index j;/ is drawn at random (with uniform
distribution) from the bin ks.

— If L1+ L2 < Ry1 < Ly1+Ligs+Ls, define Wy = 7' xT" X IC1. Thus the indexes z; and z';-/ are determined

1o

by a given message wy; ;. Evenly partition Z~ into K; bins, and the codeword v (i;,i; ,i; |wf ;) will

be drawn from the bin k;.
Analogously, if Loy + Los < Roo < Loy + Log + L3, define Whe = j’ X j” X ICo. Thus the indexes j;
and j;/ are determined by a given message waz ;. Evenly partition J " into K bins, and the codeword

v (j;,4; » Ji lwg;) will be drawn from the bin k.

N N
7/01 ,'1)2

)
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3) The indexes i'.” and j{” are determined as follows.

After the determination of i, 7, , j, and j, , the transmitter tries to find a pair (v (i, 4, , i, |w0 BTG |w0 )

such that (u™ (wg ,), o (i, 7; iy |w07i), o iy di » di |w07i)) are jointly typical. If there are more than one such
pair, randomly choose one; if there is no such pair, an error is declared. Thus, all the indexes of v and v3
(in block 7) are determined. One can show that such a pair exists with high probability for sufficiently large
N if (see [11])

I(Vi;Y|U, X1) = € — Ruy + 1(Va; Z|U) — € — Rag > 1(Vi; Va|U). (A69)

4) The transmitter finally sends =¥ (wq_;, w10, Wao i, W11.i5 Wa2.;)-
o (Relay encoder)

In the i-th block, the relay uniformly picks a codeword z¥(a;) from a; € [1,2V"], and sends =¥ (a;).

Decoding: Decoding proceeds as follows.

(At receiver 1) At the end of block i, receiver 1 will declare that @; is received if (z) (&;),y" (i)) are jointly
typical. By using and the AEDP, it is easy to see that the probability Pr{a; = a;} goes to 1.

Having a;, receiver 1 can get the estimation of the message w{ii = (wo,4, W10,, Wa0,;) by finding a unique triple
such that (u® (@5 ;), #7 (a;),y™ (i) are jointly typical. Based on the AEP, the probability Pr{uwf; = wf,;} goes
to 1 if

Ro+ Rio + Reo < I(U; Y X4). (A70)

After decoding wy ;, receiver 1 tries to find a quadruple such that

(v (i, 1y ,4; g ), u (w5 ), x (@;), y™ (i) are jointly typical. Based on the AEP, the probability Pr{uw;1,; =

w1, } goes to 1 if

R11 SI(Vl,Y‘U,Xl) (A71)

~11 "

~/ 1" <11 .
If such vd¥ (i,, 1, |w0 ;) exists and is unique, set i, = i,, i, = i,

171,71 3

~111 R
and 7; =i, ; otherwise, declare an error. From

7 5

~1 ~I
the values of 7, 1; , and the above encoding schemes, receiver 1 can calculate the message 11 ;.

72 Z s Uy o
(At receiver 2) The decoding scheme for receiver 2 is as follows.
*

Receiver 2 gets the estimation of the message w(; by finding a unique pair such that (uN (uﬁoyi),zN (1)) are

jointly typical. Based on the AEP, the probability Pr{wg,; = w ;} goes to 1 if

Ro+ Rip + R < I(U; Z). (A72)

After decoding 1y ;, receiver 2 tries to find a triple such that (v}’ (j;,j;/75;/l|w§7i),u1\[(wai)7zN(z')) are jointly

typical. Based on the AEP, the probability Pr{wss; = wa2,} goes to 1 if

Ryp < I(Vo; Z|U). (AT3)

AL AIL AT

If such v3 (5;,7: , J; |y ;) exists and is unique, set jl = ]z, ]l = jz and ]Z = ]l ; otherwise, declare an error.

From the values of ji, ]i s ji , and the above encoding schemes, receiver 2 can calculate the message a2 ;.
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By using (A63), (A69), (A70), (A71), (A72) and (A73), it is easy to check that P,; < ¢ and P.» < e. Moreover,
applying Fourier-Motzkin elimination on (A63), (A69), (A70), (A71), (A72) and (A73) with the definitions Ry =
Rio + Ri11 and Ry = Rgp + Rao, we get

Ry < min{I(U;Y|X1),1(U; Z)},

Ro+ Ry < min{I(U;Y|X1),1(U; 2)} + I(Vy; Y|U, X),

Ro+ Ry <min{I(U;Y|X1),I(U; 2)} + I(Va; Z|U),

Ro + Ry + Ry < min{ (U3 Y X0), I(U; 2)} + I(Vi; YU, X3) + 1(Va; Z|U) — 1(Vy; Va|U).

Note that the above inequalities are the same as those in Theorem [3]
Equivocation Analysis: Now, it remains to prove limy_,o0 A1 > Re1 = min{l(Xy; Z|U, V1, Vo), [(X1;Y)} +
IV YU, Xq) — I(V;VBlU) — I(X4, V15 Z|U, V) and limy 00 Ao > Reo = I(Vo; Z|U) — I(Vi; WL|U) —
I(Vo; YU, X1, V74).
Proof of limpy_,oc A1 > Re1 = min{I(Xy; Z|U, V1, Vo), I(X1;Y) }+I1(V1; YU, X1)—I(V; Vo |U)—I(X4, V13 Z|U, Va):

HWy|ZN)y > HW|zZN, VN UY)
= HWi, Wi |ZN, VN, UN)

= HWy,|ZN, v, o)

= HWu, Z¥ V5", UN) = H(ZN V5, U")

= HWu, ZV, VN, XNVN N - BV, XN Wy, Z2V, VN N — H(ZN VY, UN)

> HZY VXYY, UN) = HOY XY W, 28,3, UN) — H(ZY VY, UY)

= HVY, XV UN) + HZY Y Y 0N XY - HOGY, XY Wha, 28, v, U
—H(ZN V¥, UN)

= HXY)+HWVNW,UY) + HZV VY VYUY, XY = BN, XY W, 28, v, 0)
—H(ZN |5, M)

= HX{)+HWVNUY) = 1V v N oY) + HZN Y, v, 0N X
—HVY, X{ Wi, 2N, VY, UN) = H(ZY [V, U7)

= HXY)+HWVNUY) = 107 VoY) = 1z X VN Y, oY)

~HWVN, XN Wiy, zN, v UM, (A74)
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where (a) follows from the fact that given UV, W1 is uniquely determined, and (b) is from that X{V is independent

of VN, V3N and UY.

Consider the first term in (A74), the codeword generation ensures that
H(XY)> NR, —§ = N(min{I(X; Z|U, V1, V), [(X1;Y)} — €) — 0,

where 9 is small for sufficiently large N.

For the second term in (A74), similarly we have
H(VN|UN) > log2NEutlaztls) _ 5 — N(I(V; Y|U, X1) — €) — 61,

where 97 is small for sufficiently large V.

For the third and fourth terms in (A74), using the same approach as that in [3, Lemma 3], we get
LV VRUY) < NU(VisValU) + €,

and

12N XN VNN, UN) < N(I(X1, Vi; Z|U, Vo) + € ),

’ 1
where € ,e¢ — 0 as N — oo.

Now, we consider the last term of (A74). Given Wiy, receiver 2 can do joint decoding.

o For the case that Ry < Ly, given UN, VN, Wiy and € — 07,

H(V1N7XiN|W117ZN7‘/2N7 UN) S JVE///7

(A75)

(A76)

(A77)

(A78)

(A79)

is guaranteed if R, < I(X1;Z|V1,V2,U) — € and R, > [(X1; Z|U,V3) — € (¢ — 0T), and this is from the

properties of AEP (similar argument is used in the proof of Theorem 3 in [18]). By using (A66) and (A67),

(A'79) is obtained.

o For the case that L1; < Rqy1 < Ly1 + Lig, given U N, VQN and W14, the total number of possible codewords

of V[V is
Ny < 9Nz — gNI(VisZ|UVa)
By using the Fano’s inequality and (A80), we have
HWVN Wa, 2N, V¥ UN) < Ne',

1"’
where ¢ — 0.

Given UV, VIN s VQN and W14, the total number of possible codewords of X {V is

N2 < 2NRT — 2N(min{I(X1;Y),I(Xl;Z|V1,V27U)}—5).

By using the Fano’s inequality and (A82), we have

1111

H(X{V|W117ZN7V1N3‘/2N7UN)SNG )

11
where ¢  — 0.

(A80)

(A81)

(A82)

(A83)
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By using (A8T) and (AR3),
1
NH(VIN,XMWH, ZN VN UN) <e—0, (A84)

is guaranteed.
o For the case that L1 + L1y < Ry1 < L1y + L1 + L3, given Un, V2N and Wiq, VlN is totally determined,
and therefore

HWVN Wi, 2N, vV, UN) =o. (A85)

Similarly, note that R, = min{I(Xy; Z|U,V1,V3),1(X1;Y)} — €, by using the Fano’s inequality, we have

(AZ3). Thus

1
N HOVY X W, 28, V5, UN) < e = 0 (A86)

is guaranteed.

Substituting (A73), (A76), (AT77), (A78) and (AT79) (or (A84), (ABG)) into (A74), and using the definition
@3), we have limy oo Ay > Rey = min{I(X1; Z|U, Vi, Va), [(X0; Y)Y + I(Vi; Y|U, X1) — I(Vi; Va|U) —
I(X1,V1; Z|U, Va).

Proof of limy_,oo Ay > Rey = I(Va; Z|U) — I(Vi; Va|U) — I(Va; Y|U, X1, V1)

HWL[YN) > HWay™N, vV, o™, x7)
= H(Wag, Woo| YN, V¥, UN XV
W Wa YN, VN, UN, X
= H(Wy, YNV, UN XV) = HY N VN, UN, XT)
= H(Wa, YN VN UN XYY = HVN W, YN VN, UN, XY = BN VY, UV, X))
> HEYN VNN, UN XYY = B W, YN, VYUY, XN — HYN VY, UN, XY

H(V2N|V1N7 UN7X{V) + H(YN|V2Na V1N7 UN’X{V) - H(V2N|W227YN7 Vle UN’ X{v)

—HY MV, U, XT)

—~
=

= HWUY) = 1(v{; vV ) — (v Y v v o X
—H(V¥ [Wao, YN, VIV, UV XV, (A87)

where (a) follows from the fact that given U, Wy is uniquely determined, and (b) is from that X}V is independent
of VN, V¥ and UV,
For the first term in (A87), we have

HWVN|UN) > log 2V Eartlaztls) _ 50— N(I(Vy: Z|U) — €) — 83, (A88)
2

where J3 is small for sufficiently large V.
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For the second and third terms in (A87), using the same approach as that in [3| Lemma 3], we get
(VN VNUNY < N(I(Vi; Va|U) + €), (A89)

and

TN VN VN, UN XN < NI(Va; YU, Vi, X1) + € ), (A90)

where el,e” —0as N — oc.
Now, we consider the last term of (A87).
o For the case that Ros < Loy + Log, given UY, V¥ and Wy, the total number of possible codewords of ViV
is

N3 < 2Pz = oNIVEYID XM, (A91)
By using the Fano’s inequality and (A91), we have
H(V [Woe, YN VYUY, X[Y) < Ne”, (A92)

where € — 0.
o For the case that Lo; + Loy < Rgos < Loy + Los + L3, given Un, VlN and Wayo, V2N is totally determined,
and therefore

H(VN [Wao, YV VYUY, X) = 0. (A93)

Substituting (A8S), (A89), (A90) and (A92) (or (A93)) into (A87), and using the definition (2.3, we have
limy o0 Ao > Reo = I(Vo; Z|U) — I(V1; Va|U) — I(Va; Y|U, X1, V1). This completes the proof for Theorem

APPENDIX D
PROOF OF THEOREM [4]

(Co)

The auxiliary random variables in R are defined by

Q = YlJ_laU = (YJ?laWOaZQZIVJ,-laJ)aV = (Ua Wl),Y = YJ,Z = ZJa

where J is a random variable (uniformly distributed over {1,2,,..., N}), and it is independent of XV, XN, YV,
YV, ZN, Wy and W;. From the above definitions, it is easy to see that the relay X is represented by the auxiliary
random variables (). The common message W is represented by U, and the confidential message W is represented
by V. Now it remains to prove the inequalities of Theorem [4] see the followings.

Proof of Ry < min{I(U,Q;Z2),I1(U;Y1|Q)}:
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Note that
1 M1 N o(e)
_ < . b\
NH(WO) < NI(W07Z )+ N
N
1 . N d(e)
=N ;I(Wov Zi|Ziy1) + N
1 & L 5(e)
< SH(Z) = H(ZZN2, Wo, YL ¥i7h) + 52
=1
N
1 ) . 0
- N (H(Zi|‘] = z) - H(Zilzz‘]ih WOﬂYl_laylklﬂ J = Z)) + %
i=1
_ o(e
=H(Z;|J) — H(Z;|1Z5 1, Wo, YT Y71 ) + (W)
(2) 1)
<1(Q.U;Z) + ﬁ (A94)

N

where (1) is from Fano’s inequality, and (2) is from the above definitions of U, @) and Z.

Also note that

L i— i— o(e
N ZI(WO;YL“ Zi| 27 YT + %

N
1 . . . i o(e
SNZ(H(Yl,iaZﬂYf Y= H(Y1, Zi| 25 Wo, Y, 2L Y, 1))+(7)

N
1=1
ORR H(Yy,, Z,|Yi~Y) — H(Yy,, Z:| 2N yi-1 yi-1y) 4 9
- N;( ( 1,45 i‘ 1 )_ ( 1,95 i‘ i+17WOa y L ))+T
1 al i—1 . N i—1 yri—1 . d(e)
== S (Ha, ZilYT T = i) = H(Y1s, Zil 2N, Wo, Y7L Y7, T =) + -~
=1
J—1 J—1 N J—1 d(e)
<HWMY,5,Z;)YY ") = HWM, 5, Z5\Wo, Y ™0, 25,1, Yy ,J)JFT
5 d(€) (6 o(e
9 1wz + % Q1w + 42, (A95)

where (3) is from Fano’s inequality, (4) is from the Markov chain (Y1, Z;) — (ZN,, Wy, Y=L, Y1) — Zi71,
(5) is from the definitions of U, @, Y1 and Z, and (6) is from the Markov chain U — (Q, Y1) — Z.

Letting N — oo and using limy o +H(Wy) = Ro, Ro < min{I(U,Q; Z),I(U; Y1|Q)} is proved.

Proof of Ry + Ry < min{I(Q,U,V;Y), I(U,V;Y1|Q)}:

Similar to the proof of Ry < min{I(U,Q; Z),I(U;Y1|Q)}, first, note that

1 1 1 o(e
NH(WO,Wl) < NI(WO,Wl;YN) + %

) 1)
I(Wo, Wi; YY) + %

I
2| =
-

@
I
—

i1 i 0(e
(H(Y;) — HY;|ZN, Wo, W, Y1 Y, 1))+(7)

IN
2|~
-

~
Il
—
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Ni H(YilJ =) - (Yi|ZiJYi-17W07W1,Yi71,Y1i_1,J:i))+%
= H(Yy|J) = H(YJ|Z\q, Wo, Wi, Y7L V71 ) + &]\;)
1@.UViY)+ % (A96)

where (1) is from Fano’s inequality, and (2) is from the above definitions of U, V, @ and Y.

Also note that

) 5
—H(WO,Wl) < —I(Wo,Wl,Yl YY) + T(\;)
N
1 i i— 6(6)
= 3 2 L (Wo, Wi Vi, Yily '™ Vi) o =

@
Il
-

i — i— i— (e
(H(Yl,zﬁ}/i'Y'll 1)_H(YlZaY|Z+17W07W17Y ! Y 1))+%

IA
=]~
M-

ﬁ
Il
—

(H(YL,;,}Q|Y1"_1,J:1')fH(Y11,Y|Z+1,WO,W1,Y’ Lyimh T=14)+ %

I
=
M=

i
—

1)
< H(Y1, JvYJ|YJ Y= H(Y,, Yo [ Wo, Wy, Y71 Z50 Y771 T) + %
“)

2 1wviv,v1Q) + 29 @ rovivg) + 19, (A97)

where (3) is from Fano’s inequality, (4) is from the definitions of U, V, @, Y7 and Y, and (5) is from the Markov
chain (U,V) — (Q,Y1) = Y.

Letting N — oo and using lim NH(WO, Wi)=Ro+ Ry, Ro+ Ry <min{I(Q,U,V;Y), I(U,V;Y1|Q)}
is proved.

Proof of R. < I(V;Y|U) — I(V;Z|U):

Note that the definitions of U and V are the same as those of [3]], and therefore, the proof of R, < I(V;Y|U) —
I(V; Z|U) is the same as that of [3]. Thus, we omit the proof here.

Proof of R. < I(V;Y1|U,Q) — I(V; Z|U, Q): First, note that

1 1
*H(W1|ZN) = N(H(Wl\ZN,Wo) + I(Wy; W | ZN))
(@) 1 d(e)
< zN

CH(WZY, Wo) +

. N
1 o(e
= N(I(Wl;YN,YlNIZNWO) + HW1|1ZN , Wo, YN, Y1) + (W)
® 26(€)
< - YN yN|ZN
>~ N (W17 1 | WO) N
1 o . 25(c)
- NZ(I(Wl;}/iayl,i‘ylilaylz_laZN7WO)) + N
1=1
N
(C)i . 7. 7N i—1 yri—1y - N7 N i—1 i—1 25(6)
< < DO(H(Yi YialZi 20, Wo, YL Y1) = H(Y:, Yial 2o 200, Wo, YL Y771 W) + =

@
Il
—
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N
1 i— i— i— i—
:ﬁZ(H(m,YM,Zi|Zﬁ1,WO,YZ LYY - H(Zi| ZN L Wo, YL Y
=1
N i—1 yri—1 N i—1 yri—1 26(e)
*H(YVM}/LEZ”ZH-DWO)Y 7Y1 7W1)+H(Zi|Zi+17W07Y 7}/1 an))+ N
N
1 20 (e
(:)NZ(I(Vz’;Yi,Yu,ZAUi,Qi)*I(Vz‘;ZAUi,Qi))Jr ]\([)
=1
(e) 1 N 20(e)
= NZ(I(W§YM|U¢7Q¢) — I(Vi; Zi|Ui, Qi) + N
i=1

25(c)
N

where (a) and (b) are from Fano’s inequality, (c) is from the Markov chain (Y;,Y1,;) — (Z;, Zi]il, Wy, Yi—1, Yffl, wh) —

Z=1, (d) is from the definitions Q; = Y{~', U; = (Y=L, Wy, ZN,), Vi = (Ui, Wh), (e) is from the fact that given

Qi, Ui, Yy, Z; and Y7 4, V; is independent of X, ;, and the Markov chains V; — (X1,,U;, Q;, Y1) = Y — Z,,

Vi— (Ui, Qi) = X1, and V; — (Ui, Q4, Y1) = X1, and () is from the above definitions of U, @, V, Y7 and

2 Iviviv.Q) - 1V 21U, Q) + (A98)

Z, and note that J is a time sharing random variable. Letting N — oo and using limy_, %H(W1|ZN) > R,,

R < I(V;Y1|U,Q) — I(V: Z|U, Q) is proved.
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