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Abstract—We introduce randomized Limited View (LV) ad-

(qp) versary codes that provide protection against an adversarythat
< uses their partial view of the communication to construct an
(O adversarial error vector to be added to the channel. For a
codeword of length NV, the adversary selects a subset ¢f. N of the
codeword components to “see”, and then “adds” an adversaria
error vector of weight p,,N to the codeword. Performance of
the code is measured by the probability of the decoder failug
in recovering the sent message. An(N,q™", s)-limited view
adversary code ensures that the success chance of the adwasys
in making decoder fail, is bounded byd when the information
« rate of the code is at least?. Our main motivation to study these

codes is providing protection for wireless communication athe
r—=physical layer of networks.

We formalize the definition of adversarial error and decoder

= failure, construct a code with efficient encoding and decodig that
(/) allows the adversary to, depending on the code rate, read umt
() half of the sent codeword and add error on the same coordinage
=——IThe code is non-linear, has an efficient decoding algorithmand

is constructed using a message authentication code (MAC) dma

Folded Reed-Solomon (FRS) code. The decoding algorithm wsan

innovative approach that combines the list decoding algothm of
LO) the FRS codes and the MAC verification algorithm to eliminatethe
(CY) exponential size of the list output from the decoding algothm. We
[N discuss application of our results to Reliable Message Tramission
N problem, and open problems for future work.
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INTRODUCTION

codeword is known, or even chosen (for example in randomized
codes) by the adversary and that the adversary is allowed to
corrupt a fraction of the sent symbols. Rarique decodinghe
number of errors must be less than half the minimum distance
of the code, and for higher fraction of errors, one needs tkema
extra assumptions such as a secret key shared by the sedder an
receiver inprivate codeg12], or bound on the computation of
the adversany[14].

In this paper we consider an adversary with unlimited
computation but assume that the adversary Hamsited viewof
the transmitted codeword. That is we assume the adversary ca
see only a fraction of the sent codeword and can add errors to
a fraction, possibly different, of the codeword. In otherrd®
the adversarial capability is specified by a pair of paramsete
(pr, pw), Meaning that the adversary can rgad components
of their choice, and corrupt,, N components of their choice.
We do not assume any shared secret key.

A. Motivations

One of the motivations of our work is to model an on-
line adversary in a wireless communication system, where
the adversary can partially observe the communicated sigmbo
before tampering with theni [15].

We assume the encoded message j¢saay vector and that

Shannon [[18] formalized the study of reliable communihe adversary can choose the positions that he would like to
cation over noisy channels where transmitted symbols dze” (the remaining positions are not visible to the adagrs
- = changed according to a known fixed probability distributiorand then designs the tampering vector (noise) that is “ddded
.— In adversarial channels corruption of transmitted symbsls the encoded message. Our definition of limited view advgrsar
>< adversarial: the adversary can corrupt any subset of theslgm codes aims tguarantee reliable authentic communication at
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as long as the size of the set is bounded and is a constdwet physical layer of communication channalsd this means
fraction of the transmitted sequence. Much less is knowmnbahat the decoder will never output an incorrect (un-autiegnt

adversarial channels. For example, although it is well kmownessage, and with a very small probability fails to output
that the information capacity of a binary symmetric channéite correct message. A somewhat similar scenario is has been
with crossover probability is 1 — H (p), the answer to the sameconsidered in Algebraic Manipulation Detection Codes (AMD
question in the case of binary adversarial channels where {B] where the encoded message is stored in a secure stordge an
adversary corrupts afraction of bits in unknown, although it is the adversary can only “add” errors to the codeword. In AMD
known that it is much less thain— H (p). Adversarial channels codes the adversary cannot “see” the stored codeword and the
have received much attention in recent years [8][12][13] @asm of the code is taletecttampering with the message. We
they provide a powerful method of modelling communicatioallow some partial information to be “leaked” to the adveysa
channels where the channel behaviour is not known or varig@sd the goal of the coding is to correctly recover the message

over time.

Note that because the code is randomized, recovering the

In adversarial channels, one commonly assumes that the saessage does not imply that the added noise can be found.
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A second motivation for our model is to studyround algorithm to output either the correct message,_ lor This
J-Reliable Message Transmission (RM[B] as a code and two step algorithm however can result in an exponential cost
so establish the relationship between two seemingly differ decoding because the output list of the FRS decoding algorit
areas of communication over networks, and communicatioan be of exponential size. A previous application of thesgain
over noisy channels. Such relationship can enrich the toalgproach of using MACs and FRS codes for the construction
and techniques developed in each area and result in bettei-round RMT [16] has this shortcoming. The innovation in
understanding and constructions in the two cases. In RMHis paper is to combine the system of linear equationstiagul
scenario a sender is connected to a receiver through a sefrofn the algebraic list decoding algorithin| [9] of FRS codes,
N node disjoint communication paths, a subset of which gith a set of linear equations resulting from the verificatio
controlled by an adversary who can see what is sent omalgorithm of a specially constructed MAC, to have a single
controlled path and can replace it with a value of their cirigps  system of linear equation whose solution gives the correct
Communication paths in RMT scenario are assumed end to endssage with a high probability. The MAC in this constructio
andunlike network coding], nodes in the network do not takemust be a key efficient MAC that can be used for different
part in the communication protocol. In RMT the informatiodength messages and have appropriate verification algorith
processing is by the legitimate users (encoding and degpdisuitable for efficient decoding. MAC Construction Il sagsfi
and happens at the ends of a path. The adversary interabts wiese properties and could be of independent intefés.final
the system by reading a subset of paths and changing the valaeoder complexity is polynomial.
sent over another subset of path8hen the two subsets are The code allows the adversary to, depending on the code
the same, the modification can be represented as adding rae, read up to half of the codeword and adds error on the
error vector.5-RMT protocols in general are multi-round andame number of coordinates.

guarantee that message is correctly received with a prityabig),r Construction:One of the motivations for defining LV

arf Ieadstl —o. The bc:”k of dresez;_rf(_:h O?]RMT protoEoI ass%umer? adversary codes is to cast the 1-rodrBMT construction as a
the adversary reads and modifies the same subset of pat Scoding problem. Our construction of LV adversary code can be
B. Our work immediately used to give an optimal 1-roufidRMT construc-

We define and formalize randomized (stochastic) limitedPn (See SectioDILB for definitions.) whose parameterecina
view adversary codes, with security against an adversary wifie best known RMT constructioris [16]. Itis interesting ien
can choose a fraction of positions of codeword to read amd tHgat the LV adversary code parameters provide a more refined
add errors. For codewords of leng, a (p,, p.,) adversary S€t of parameters for the evaluation of RMT. In particular, a
selects a subset gf, N components to see, and then adgs-rounds-RMT is optimal if transmission rate i9(1). Noting
(component-wise addition ovef,) an error vector of weight that transmission rate in RMT is the inverse of the inforomati
pwNN to the codeword. The decoder outputs either the corrdg{® (See SectidnIliB) in LV adversary codes, any LV adwgrsa
message or a symbdl, that shows the decoder failure. Perforcode with non-zero information rate immediately results in
mance of a code is measured by the probability of the decod& OPtimal 1-rounds-RMT. For LV adversary codes however
outputting L; this is the success probability of the adversadj?® raté of information communication is a key efficiency
in making the decoder fail. AiN, M, §)-LV adversary code parameter and the goal is to maximize this rate (with other
guarantees that the message can be correctly recoveretstaghprameters fixed). LV adversary code view of 1-roufd
a (pr, pw) adversary, and the success chance of the adversgJT allows comparison of optimal systems in terms of their
in making the decoder to fail is upper-bounded &yThe Information rate. In addition to providing efficient decndj

information rate of a code of lengtlv with M codewords is the LV adversary code construction in this paper allows the
logj\,[M_ A good code will have high information rate for highparameters of the 1-roundRMT code to be chosen such that

values ofp, and p,. the protocol achieves maximum information rate.

We construct ar(N, M, §)-LV adversary code that is non- LV adversarial channels and codes open many new open
linear, and uses two building blocks: a message autheiaiicatduestions. Finding general bounds and relationship among
code and a Folded Reed-Solomon (FRS) code. To encod@ information rateR, observation and corruption ratios,
messagem, the sender first choose¥ appropriately con- and Pu respectively, and finding the hlghes_t information rate
structed secret keys, uses the keys to constiicauthen- (capa_cny) of LV adversary codes remain |mportant_ rfesearch
tication tags for the message using the chosen MAC (quéesnons. Also const.rqctlon of good code; by_ refining our
MAC Construction Il for details), and appends the tags @pproach here (combining message authentications _cpdbs an
the message. The tagged message is then encoded usin§ShA€codable codes), or using new approaches, are ifitgges
FRS code. The'" component of the final codeword which isOP€N problems.
sent to the receiver consists of the corresponding componen
of the FRS code and the MAC key. The decoder recovers tﬁe Related work
correct message in a conceptually two step process: uséng thin a previous submission [L7] we introduced deterministic
list decoding algorithm of the FRS code to construct a list @V adversary codes and gave a deterministic construction of
possible codewords and then applying the MAC verificatiosuch codes. Deterministic encoding enforces restrictioms



pr and p,,, that can be overcome by the randomized codes.Definition 1: An [N, ¢%™] error correcting codeC' with
The definition of decoder error in this paper follows the sanieformation rate R, is a set of ¢V code vectorsC =
approach as deterministic codes, but is in terms of proitiasil {c;,--- ,c,zv} wherec; € FqN The code has two algorithms:
instead of the combinatorics of the code. This is neededusecaan encoding and a decoding algorithm. The encoding algorith
of the randomize nature of the code removes restrictionts thgnc : M — C maps a message fro to a codeword in
are dictated by the deterministic (one message, one codgwdr' that is sent over the channel. The decoding algoriibea :
nature of the code. In the same submission we also showefi — M U {1} is a deterministic algorithm that takes any
how to adapt a 1-round RMT protocol ih_[16] to constructector inFqN and outputs a message.m or fails, outputting
a randomized construction for limited view codes. Decodirg symbol L. A decoder error occurs iDec(Enc(m,r)) # m.
complexity of this construction was exponential and no sgcu  The Hamming weight of a vector € F(;V is denoted by
model and proof was provided for the code. wt(e) and is the number of non-zero componentsofor a
Protection against message manipulation was first coresidevectory € F,¥ and an integer, let B(y,r) be the Hamming
in [2] and later formalized as message authentication codesl of radiusr centred aty. Let p denote the fraction of errors
in [19]. As noted earlier message authentication codesinequthe number of errors divided by the length of the codeword)
shared secret key and provide protection against a powerth#t can be corrected by the decoder.
adversary who can completely replace a sent coded messag®efinition 2: A Bounded Distance Decoding (BD2)go-
with another one. The security guarantee for these codesiim Dec(y) takes a received worg = (y1,---,yn) and
detectionof manipulation. outputsm € M if m is the unique message of the codeword(s)
Adversarial tampering by an adversary that does not “segiat are at distance at mast(e) from y. The decoder outputs
the encoded message, has been consideréd in [3]. AMD codestherwise.
do not need a secret key but tampering is only by adding anFor deterministic codes, the above definition implies that
adversarial noise. LV adversary codes do not require shafgd decoder outputss, if Enc(m) is the only codeword in
secret and aim at recovering the message. They limit mani@cvat(e))_ In randomized codes howeveB,(y, wt(e)) may
lation to adding the nose but allow adversary to partially sgontain more than one encoding f
the codeword before designing their adversarial noiseovect  ysing bounded distance decoding, the receiReoutputs
Adversarial channels have been widely studied in the litesither a message: or the fail symbol_L, that is Dec(y) €
ature [4], [11]. Our model of adversarial channel has simila{M, 1}
ity With the model in m] wherebinary oblivious channels  The above decoding is anique decodingalgorithm and
are introduced. In oblivious channels the adversary sees fRqyires that the output is a single message, or the fail eymb
codeword, and depending on the level of obliviousness, cggy this decoding, correct decoding can be guarantegdisf
use one of the limited number of distributions on the errqgss than half of the minimum distance of the code, that is
vectors that are available to them. /oblivious adversary p< %_ Reed-Solomon code has an efficient unique decoding

can emply at mose'~" error distributions for corrupting the 5i50rithm that can correct at most a fractipn= 152 errors.
codewords. In these codes each codeword is associated Wigﬁefinition 3: An (N, k) Reed-Solomon code with block

one error distributions. By limiting the adversary’s reagli length N
capability, our limited view adversary also effectivelynits

the number of distributions that the adversary can use. Mexve
each codeword can have more than one error distributions.

(< ¢) and dimensiork over field Fy,, is a linear code
with encoding and decoding described below. A message block
of lengthk defines a polynomiaf(x) of degree at most — 1

over Fy,. The codeword corresponding to this message block is

Organiz_ation. ) the vector obtained by the evaluation of this polynomialVat
In Section 2, we give the background for Folded Reedstinct valuesn, .- - ,ay, Whereq, € F,.i = 1---N. That
Solomon code, 1-rounéRMT codes and message authenticas the codeword ,is{f(;h) o Flaw)). “

tion codes. In Section 3, we introduce the randomized lighite For higher error ratios, one can kgt decoding[6] where
view adversary code and give new construc_:tlons for MAC'_ e decoder outputs a list of possible codewords (messages)
Section 4, we present an efficient construction for randethiz Definition 4: Let (N, ¢") code to be a code with lengt

limited view adversary code. Section 5 discusses our ISesulatmd information rat&R. A codeC is (p, L)-list decodable if the
open problems and future works.

number of codewords within distangév of any received word
is at mostL. That is for every word, € ¢V, there are at most
codewords at distang&V or less fromy. List decodable codes
We give an overview of the main building blocks an&an potentially correct up té — R fraction of errors. This is
definitions required in this paper. twice that of unique decoding and is called tist decoding
capacityof the code.
A. Folded Reed-Solomon code Construction of good codes with efficient list decoding
Error correcting codes are used for reliable data transomissalgorithms is an important research question. An expligit-c
over noisy channels. Let the message space be Aketith struction of list decodable code that achieves the list dimep
probability distributionPr(m). capacityp = 1 — R — ¢ is given by Guruswami et al_[9]. The

Il. BACKGROUND



code is calledolded Reed-Solomon codes (FRS codes)has may be corrupted byd and is received byR who uses the

polynomial time encoding and decoding algorithms. decoding algorithnof the RMT protocol to output a message
Definition 5: A u;-folded Reed-Solomon code is a coden, or outputl.

with block length N = n/u; over Ft with [Fy| > n. We Definition 6: An RMT protocol betweenS and R is 1-

represent the message by a polynonfiat) of degree at most roundé-reliable message transmissiaitRMT) protocol if R

k over F,, The FRS codeword is ovéf** and each of its com- correctly receives the messagewith probability > 1 — 4, and

ponent is auj-tuple (f(y74r), f(y9tt), ... | f(n7wrtwr=1)) outputsL with probability < é. The receiver never outputs an

for 0 < j < N, wherey is a generator of ;. In other words incorrect message:

a codeword of au;-folded Reed Solomon code of lengfii

is in one-to-one correspondence with a codewowf a Reed

Solomon code of lengthi,; N, and is obtained by grouping The transmission efficiency is measured by tifa@smission

Pr[R outputs 1] <46

togetheru; consecutive components of rate which is the ratio of the total number of bits transmitted
w i (N—1) from S to R to the length of the message in bits. Protocols
f(1) f +)1 o fly (N_1)+)1 whose transmission rateasymptotically matches the lower
f) Foa™h) e fm ) (1) bounds are calledptimal.Optimal 1-roundi—RMT protocols
: : : must have transmission raté¥1).
Flym=1)  f(y2m=ly . flymN=1) Computational efficiencis measured by the computational

_ ) complexity of the encoding and the decoding, as a function of
We denote the encoding algorithm of FRS codefycrrs. N, Efficient scheme needs polynomial (M) computation of
u; is called thefolding parameterof the FRS code. both encoding and decoding algorithm.

There are a number of efficient list decoding algorithms for o

FRS codes. We will use thinear algebraic FRS decoding C: Message authentication codes

algorithm[9]. The algorithm reduces the list decoding problem A message authentication code (MAC) is a cryptographic
of the code to solving a set of linear equations. This alporjt primitive that allows a sender who shares a secret key with
although not the best in terms of the number of correctéide receiver to send an information block over a channel
errors, but asymptotically achieves the list decoding ciéypa that is tampered by an adversary, enabling the receiver to
The structure of the decoding algorithm of the FRS codeerify the integrity of the received message. We follow the
makes it possible to combine it with the new MAC verificatiolerminology of [19] and refer to the information block as
algorithm, to obtain an efficient decoding algorithm for theource state and to the authenticated message that is sent
LV adversary code. The following Theorem gives the decodirayer the channel as, thmessage A message authentication

capability of linear algebraic FRS code. code consists of two algorithm@Z AC; Ver) that are used
Lemma 1:[9] For the Folded Reed-Solomon code of blockor tag generation and verification, respectively. The serad
length N and rateR = WLN the following holds for all a source state: computes amauthentication tag,or simply

integersl < v < uy. Given a received worg € (F)V, in atag y = MAC(k;x), and forms the messade, y) to be
O((Nwuy log g)?) time, one can find a basis for a subspace séknt over the channel. The receiver accepts the (paiy) if
dimension at most — 1 that contains all message polynomiald’er((x,y), k)) = 1. Security of a 1-time MAC is by requiring,

f € F,[X] of degree less thakh whose FRS encoding agree Pr((2,y'), Ver(k, (') = 1|(z,y),y = MAC(k,z)] < ¢

with g in at least a fraction,
v Wi R IIl. M ODEL, DEFINITIONS AND BUILDING BLOCKS
1

ot 1 + v+lu—v+ 1) We first introdupe our model qf randomized LV advgrsarial
. ) _ _ channel, and define the decoding error for randomized LV
of N codevi/ord positions. The algorithm outputs a list of Sizgqyersary codes. We then describe the construction of a new
at mostg®™ . _ o message authentication code with provable security, $hateéd

The decoding algorithm of FRS code is in apperidix A. in the construction of the LV adversary code.

N — pN > N(

B. Reliable Message Transmission A. Limited view adversary

In a 1-rounds-RMT problem, the sende$ and the receiver An (N, M) randomized LV adversary codg of length vV
R are connected by node disjoint paths. The goal is to enablevith M/ codewords oveF}, consist of a probabilistic encoding
S to send a message, drawn from message spagel to R  algorithm, Enc : M x U — C, from a message seit
such thatR receives the messageliably. The adversaryd of size M to a code bookC. Here U is the randomness
has unlimited computational power and in threshold RMT, carsed in the encoding. The encoding and decoding algorithms
corrupt any subset of at mostout of the N paths which is are Enc(m,r) and Dec(y) € {MU L}, respectively. Let
unknown toS andR: the adversary can eavesdrop, block o€™ = {c¢: ¢ = Enc(m,r),Vr € U}. To guarantee perfect de-
modify communication that is sent over the corrupted wites. codability without error, we assun@” N C™ = (), m # m/'.
uses theencoding algorithmof the RMT protocol to encode Let [N] ={1,---,N}, andS, = {i1,--- i, ~} C [N] and
the message: into transcript that is sent t®. The transcript S, = {j1,--- ,j,,~} C [IV] be two subsets of positions.



Definition 7: A (p,, pw) limited view adversary, or a SectionIV-A. Construction | provides an intuitive undewrstl-
(pr, pw) LV adversary for short, has two capabilities: readingng of Construction 1.
and writing. For a codeword of lengtki, these capabilities are: Both MACs areqiN secure.
o Reading: Adversary reads a subsgt of size p,.N, 1) MAC Construction I:The MAC is defined ovef,~ and
of the components of the sent codewarcand learns, works for any length message. The source state of the MAC is
(Ciys " s Cip oy )- x = (x1,--- , ), wherel is any integer and > 0. The MAC
« Writing: Adversary adds (component wise and obgyto  key ist = (r1,---,7q,74+1) Whered is the smallest integer
the sent codeword, an error vectowith wt(e) = p,, N, that satisfiesd(‘é—*?’) > [. The message of MAC i&, tag). The
whose non-zero components are 8p. The corrupted tag generation is given by,
components ot in S, are, (y;,, - Yj,, ~)-

The adversary isdaptive that is the adversary first chooses 129 =M AC(x,r) = Z TmTm+

i1 to see, and based on the seen valye choosess and so lsmsd

on. That is to choose any member 8f, the adversary uses Z Tigyj =0Tl + Tdt1 mod ¢
the knowledge of all the components that have been seen till 1<i<j<d

then. The adversary then adaptively chooSgs and the error idtj— M <

vectore.

The MAC function consists of three types of terms. For a
message symbat,, with index m, one of the three types,
) as defined below, is calculated. The final MAC is the sum of
By obserylng the values{cl-1,~-~_,cl-prN}, the adversary 5| the calculated terms.
can determine a subset of possible sent codewords (thosi)
that match the seen positions). Léfc;,,---,c¢;, ] denote
the set of codewords that haye;,,--- ,c;, .} in positions
Sy = i1, yip N}
1) Decoding error: Decoder uses bounded distance decod-
ing with radiusp,,N: for a received vectoy, it considers all Ford-+1 <m <, the algorithm works as follows.
codewords that are iB(y, p,,N) and if it finds encodings of a 1. Consider the message symboig 1, mat2,---m; as a
uniquemessage, it outputs that message; Otherwise it outpG8HUENCE;
1. The error vectoe is of weightwy; (¢) < p,, N and is chosen 2. Construct a key sequence using the product of a pair of
by the adversary after readidg;,,- - ,c;,  }. The adversary key symbolsm. and r; as follows: start from the_ smallest
can find the failure probability of the decoder for any error = 1,7 = 1; increasej by one fromi to d; then increase
vectore, and choose the “best” one; this is théhat results in ¢ by one and repeat to reach the highest values of the two

B. Randomized limited view adversary code

T Tm, fOr 1 <m <d; -

2) xyriry, ford+1<m <[ wherem =id+ j — @,
andl <i<j<d,

3) ra+1, Which is independent of message symbols.

the highest failure probability for the decoder. indexes.

Definition 8: Consider an additive error with wy(e) = 3. Find the product of,, and the element of the key sequence
pwN. The decoding errod.(Clc;,, -+ ,¢;,, ]) for a message constructed above, that corre_sponds_wnh posmo_n .
m and an errore if adversary chooses to read% and see It can be seen that for a given paiand j, m will satisfy
{ciy,+ i, n} In those positions is m=id+j— 50

Lemma 2:The probability that a computationally unlimited
be(Cleiy, -+ i, n]) = Pr[Enc(m,r) € Cles, -+ ci,, o] adversary can forge a messag€, tag’) with x’ # x, that
A Dec(Enc(m,r)+e) =L | Clei, -+~ ci, ] passes the verification test is no more than

We omit the security proof because of space and that it is

The decoding algorithm fails, that Bec(Enc(m, r) +e) =1, essentially the same as the proof of Construction II.

if and only if there exist’ € C'\ C™ and¢ € B(c+e,p,N).
The decoding error for the decoder is, 2) MAC Construction Il: We introduce a MAC that can
be seen as a different representation of Construction |egbov
that will be used in the construction of efficient randomized
LV adversary code. The MAC can be described by a set of

Definition 9: An (N, M, §) randomized LV adversary codegqations over’,. Thesource statef the MAC is a vector of
with protection againstp,, p.,) adversary, ensures that thﬁengtth over F

probability of the decoding failure defined as above, is neeno
thané.

d=max max maxd.(Clci, - ,¢i, v])
r CipytiCip N € "

X = [561,0, XL N—1, L0, ,CCl,N—1]

C. MAC Construction The keyfor the MAC is a vector of lengtiiVd + 3N — 2 over
In the following we first give Construction | for a MAC, F, whered is the smallest integer satisfiééédj—g) > 1,

and then in Sectiof 1I=G2 give Construction Il which is an

equivalent polynomial representation for it. This latteA® r={[ri0, ", "L,N-1,Td0" " TdN-1,

will be used in the construction of the LV adversary code in Td4+1,0,° " ,rd+173N,3]T



We write the key in the form of a(BN —2) x (NI + 1) matrix: The verification algorithnVer(r, (x’,t")) for a keyr is by

calculating M AC(x/,r), and comparing it with the received
R=[Ri| | Ri| Rapi|--| Ri| Rupi t.

whereR,,,, is a matrix that, depending on the value of the index Lemma 3:The probability that a computationally unlimited

I H !
m, can take the following forms. Far < m < d, adversary can forge a message, t') with x’ 7 x, that passes
the verification is no more thag?ﬁ.

[ 7m0 0 0 Proof: Appendix(B. ]
T'm,1 Tm,o 0 IV. CONSTRUCTION OFLV A DVERSARY CODE
: : - : In this section we describe the construction of an LV ad-
Tm.N—1 TmN—2 Tm.0 versary code that uses the MAC algorithm in Secfion I1]-C2
0 Tm,N—1 -°° T'm,1 together with an FRS code with appropriately chosen parame-
R, = : : . : ters.
0 0 P ;v71 A. (N, ¢NuE §) randomized limited view adversary code
0 0 e 0 We assume the adversary read$ positions and adds errors
. . to the same positionsLet N and R denote the code length
0 0 0 and information rate, respectively.
L o - The LV adversary code is ovéf'. The sendesS wishes to
Ford+1<m<]|, send the messag@ = (mo, -+ ,mNur-1),m; € Iy, to the
~ _ receiver.
Ti.3,0 0 - 0
Tij,1 Tijo ot 0 Randomized LV adversary code:
Tig,N—1  TijN-2 “°  Tijo | m = (mo, - ’mN“R—l)‘
R, — Tm.‘,N Tz',j,f\f—l Ti,.j,l {
x = (m, 0)
Ti,j2N—-1 Tij2N-2 - Ti,N—1 1 t; = MAC(x,1;)
1T b2
0 Tij2N—1 = TijN
. . | (Xatla"'vtN) ‘
L 0 0 " Tij2N-1] v
where m is written as a pair of integers and j, similar FRSmne(x,t1 - tn)
to the description of Construction |, and we hawgj; = Eneldh BTN
Z 0<ai,as Ti,aiTj,az for0 <k <2N —1.
l121-#-(1'2':1613’ [ ]T r] Iy T3 | e ry
inally, 41 = [Td+1,0," -+ ;Td+1,3N-3] - ;
Thetag for a source state is a vector of lengthV — 2, The LV adversary code is constructed Ovel’ where
u = wu; + us. The FRS code is overr " and the
t = [to,- - ,tan_3] . randomnessr; has lengthu,. We set the parameters of

MAC Construction Il to bel = [uR] andd = [2u1].
A source statex is encoded to the messag@e, t) using the We haveus = Nd + 3N — 2 = N[v2ui] + 3N — 2 and

MAC algorithm, u=u; + N[y2u1]+3N —2.
Encoding algorithm performed by the senderS :
MACxT) = 3 oRj+ 3 2mRm+Rin g a9 P y
1<m<d d+1<m<l
[z ] Step 1: Append vector{0} € FN'""% to message
. m = (mg, - ,mnur-1), and form the vector
x = {m, 0} of length N1.
T1,N—1 (2)
: : <i<
—[Ri |- |Ri| Rupa] % : = [t] Step 2:Generate rarlldkom_keﬁ_,l <i < N, for the MAC
L1410 Con§tructlon Il. Each key is written ag 3N —2) x (N1+1)
: matrix,
T|4+1,3N—3 Ri=Ri1| - |Rii | Riat1]




Step 3: Use MAC Construction Il to generate tags =
MAC(x,R;),i=1,--- ,N .

The FRS code is of dimensidn= NI+ N(3N —2). The
message block for the FRS code is,

l’nFRS = (X,tl "-tN)

Step 4:Use the FRS encoding algorithm to encadé S
to the codeword:" %5 = Encpps(m#).
Thei** component of:, the codeword of the limited view|

is the unique output of this system. Otherwiganarks the
output of thei'" system, as NULL. If there is a unique
output by a set of thé&v — pN systems of linear equationg
R outputs the firstVuR components of that asm.
Otherwise outputsl.

B. Adversary’s reading and writing capability

Theorem 1:The (N, ¢'*V,§) randomized limited view ad-
versary code overr;' above, can correctly decode if the

adversary code, is obtained by appending the randommesgqversary reads and writes on the same set of gi¥eof a

r; to ¢S thei*" component of the FRS code.

FRS

ci = (c; 77, 1q)

Decoding algorithm performed by the receiverR :

Step 1: Receive a corrupted word, with the "
componenty; = (y/'%5 #;). Herey'*S and #; are the
it" component of the FRS code and the randomnesg
corrupted form, respectively.

Step 2: Use the FRS decoding algorithm to decode t
FRS codewordy”"*® and obtain the system of linea
equations16.

Step 3: GenerateN systems of linear equations, ead
system obtained from the set of linear equations generé
from the FRS decoding algorithm and one MAC key
The it system of linear equation is of the form,

codeword.
1 v

1
< min(= — —, ———
p = min(y — o ooy

2
v uR + 3N

v+1IN2+u—N(VN2+2u+3)—v

Proof: Firstly, p < 1/2: If the adversary can read and
write on half of the components of a codewatdthey can
choose any other codewortiand add appropriate error vector

into replace components ofon the controlled positions to obtain

y which is equal ta’ on the controlled components, and equal
to ¢ on the remaining ones. The decoder can not degoaled

ne fail.

r Secondly, we find a bound op when p < % The code
dimension for the FRS code is= NuR, and each component
is in F'. Note that only the FRS code, which is ovep",

h contains the message information. Henke= Nu,R;. Let

ited?-ps be the information rate of the FRS code. The decoding

algorithm of LV adversary code need to satisfy the decoding
condition of FRS code. According to Lemrah 1, the FRS code
with length N and information rateRrrs can decodepN
adversary errors if satisfying the condition:

)

X
tq
] N_pNZN( v ulRFRS ) (4)
By B; B; BN}>< : _[ —a’ ] v+1 wv+lu—v+1
R; 0 -1 0 t; —Ria+1 The equation is satisfied if,
: N 1 N3N — 2
" N_PNZ 4 v ( (U1R1+ )+ (3 ))
LV ] v+1 w41 u —v+1

3)

The first NI + N (3N — 2) equations are generated b
the FRS decoding algorithm of Hd. 6: the fifét columns
of the matrix of coefficients of these equations foBy,
and forl <i¢ < N, columns(NI + (i — 1)(3N — 2)) to
(Nl +14(3N —2) — 1) of this matrix specifyB;. Finally,
—a’ is the right hand side vector of Hg. 6. The 188 — 2
equations are from MAC Construction Il using key,
with R} = [R;1 | --- | Ry, andI is identity matrix.

Step 4: Solves each of th&/ systems of linear equations.

Let x; denote, the firstVi components of a solution outpu
by the i** system of linear equation. Th&" system of
linear equation is considered to have output outguif x;

The maximum error that the adversary can add is,

(u1R1 +3N —1)
u —v+1

v
v+1 ov+1

The LV adversary code is ovet! andu = u1+[v2u1 | N+
3N — 2. So we have,

(%

p<

up > N> +u—3N +1— Ny/N2+2u—2(3N —1)

The decoding condition of FRS code is satisfied if the folloyvi
inequality is met:

uR+ 3N —1
N24+u—3N+2—-Ny/N2+2u—23N—-1)—v+1




This is equivalent to, by the adversary. For a codewortl = (¢/F%5 v/, ... 1r/y)

_ v v uR + 3N with /775 = EncFR/S(m’FRS) andm’"" = (x’,/t’1 cethy)
— / (¢ ;. / [C— ;.
p_erl U+1N2+qu(\/mf3)fv andx’ # x, letIf = {i : ¢ = y;} andI§ = {i :

MAC (X', r}) =t}}.
According to definitioii B, the probability of decoding faitu
C. Decoding error for an encoding of a message that satisfies the observation

The adversary readsN components of a corrupted codeS€t (cir -,y ) IS,

word and adds errors to the same positions using the knoeledg
of the components that are read. Pr[B(Enc(m,r) + e, pN m i G

. , ,pN)N{C\ C™} £ 0] Clei, - ciy ]

Lemma 4:1f the adversary does not choose i position o

for read and write, the probability that tli€" system of linear ~ This is the probability that for a codewowq e C\Cm™,
equations (Eq$.]3) does not produce the unique solutionhwhibere exists two subsefg and; such thatIi | > N —pN,
contains the correct message is at mostﬁ. This is |15 | = N andllf NI | > N —pN. The latter two conditions
equivalent to, imply [I§ N 1S | > pN +1if p < i, which can be written as,
{ININI}nIy nls|=1.

/FRS  FRS o ’o o !
Pr[dH(C Y ) < pN, t; = MAC(X er)|C[Cll Cle]] Note that|]f | > N —pN impIiesdH(c’FRS,yFRS) < pN,
< % and[{[N]\ I} N I{ N I5| = 1 implies existence of*’ such
gr vt thati¢ € {I¢ NI} andi® € [N]\ Is.
with "5 = Encprs(m ™) andm™ 5 = (x/,t] ---t}y) This means that we have,
and (x’ # x). Pr[B(Enc(m,r) 4+ e,pN)N{C\ C™} # 0| Clci, - - ci,n]]

Proof: Firstly, because the correct message is alwa o ¢! o~ 7
contained in the decoded list of the FRS decoding a‘mlgorithr\?,m[(Z € INJ\ k), (° e {Iy N 13 }),
the correctx = {m, 0} will be in the solution space of the (dr(¢'" "™, y" %) < pN) | Cles, -+~ ey ]]
system of linear Ed.13. Also because the keyhas not been <(N — pN)Pr[(i€ ¢ I3), (i € {If NIS}),
modified, the solution will be contained in the solution spac JFRS FRS
of the equations generated by the MAC. Hence the solutior @ (¢ Y ) <pN) | Clei, - ciyy]]
space of the Eq§] 3 must contain the correct message —=(N — pN)Pr[(i¢ ¢ I3),(MAC(X,1;) = t}),
Secondly, a solutiorx’, wherex’ # x, of the system of /FRS FRS
linear Egs[b resulting from the FRS decoding algorithmhwit (du (e 4 ) < pN)| Clew iyl
probability at mostqiN will be a solution of the system of linear < T
Eqgs[3. Now assume’ +# x is a solution of Eq€.]3. This means ¢ °

that it must satisfy the equations generated by MAC: The last inequality is correct because of lenima 4.
|
/
R, —1I] x [)t(’} = [~Ri 2] (5) If we choosev = £, u = 2 + 2 wheree > 0 is a small

value, the decoding capability can be approximated is =

Using lemmdB, the probability that/ AC'(x’,r;) = t; is at min(3 — 5%, 1— (1+ Ne?) R— Ne* — N2¢°), and the decoding
mos_th. . _ error will be given byd < ¢==. The field sizeq can be

Finally, the system of linear equations E4. 6 generated &Y thhosen as the smallest prime> Nu. The encoding algorithm
decoding algorithm of the FRS code produces a list of at mqstpolynomial inV. For decoding algorithm, the computational
v=1 solutions, {¢/* : dy (¢ yFRS) < pN}, where i i th i :
q 1€ s aglc Y = piT, e complexity of solving anyi*” system of linear equation Egs.
each codeword represents a message of the iﬂ'ﬁ% = Bis O(((uN + N?)log ¢)?) and there areV systems of linear
(x',t1 -~ tly). The first Vi components of each solution givessquations. So the computational time of decoding algorithm
one solution forx’. By union the probability of the solutions polynomial in O(N((uN + N2)log q)?).
x' # x of Eqs.[§ that are also the solution of EQk. 5, the Egs. Corollary 1: Assume the adversary is allowed to read (at

has more than one solution with probability no more thafost)  fraction of a codeword and can write on the same set.
q"" ] 2 2N
v _ _ The (N, ¢%*V,§) randomized LV adversary code ovEf" e
The adversary has no information af. After observ- with

ing {ci,, -~ ¢, }, the probabilty that there existe’" ™" :
d (¢ 75 yFRS) < pN} and the message passing MAC ) < min (1 . L, 1—(1+Ne?)R - Net — N256>
verification M AC(x/, r;) = t; is still equal toﬁ. 2 2N
B can correctly decode the errors and the decoding érrer 0
Theorem 2:The decoding error of then, ¢/*V, §) random- if N — co. The computational time is polynomial iN.
ized limited view adversary code is at ma@s¥ q,ﬁ,—]\jﬂ The construction above can be immediately used to construct
Proof: Let y = Enc(m,r) + e be the corrupted word, andan optimal 1-round-RMT, by using the encoding algorithm of
I3 = S, = S, denote the positions that are read and modifigde LV adversary code with appropriate length, to consteuct




codeword for the message, and simply senditheomponent [11]
of the codeword on path in the RMT setting. The decoding
error in LV adversary codes is equivalent to the stronges,
definition of reliability in RMT scenario where the advengar
can choose the message, and %o RMT will be at most equal [13]
to the decoder failure in LV adversary codes. The optimali%‘]
follows from the constant (non-zero) rate of the LV adveysar
code. [15]
Corollary 2: The construction of the randomized LV adver-
sary code give an optimal 1-roudeRMT, whered is the same [16]

as the decoding error in LV adversary codes. 7]

V. CONCLUDING REMARKS [18]

We introduced randomized limited view adversary codes and
gave an efficient construction that wiith appropriate choié (19]
parameters, can correct closeXg2 errors and will have infor-
mation rate close td /2. Although in general the observation
and corruption sets can be different, in our construction we
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APPENDIX

assumed they are the same. Giving a construction withosit thi. Decoding algorithm of FRS code

assumption will be our future work. In our construction the | jnear algebraic list decodingl[9] has two main steps: inter
field size .is a f_unction OW and so smalb can be 0btair_1ed polation and message finding as outlined below.

for large field sizes. Finding good LV adversary codes with fix . Find a polynomial, Q(X, Y1, --- ,Y,) Ag(X) +

gglsns;)zrﬁ,blir:‘:jslor information rate approachihg- p — ¢ are A (X)Y: + + A,(X)Y, over F, such that

N - ; < = 1--- <

Randomized codes do not have the restrictions of deter- ded4;(X)) < D for ! L---v, and degdo(X)) <

ministic codes on their parameters and can achieve much D+ k — 1, satistying Q(ai, iy, yiy, -+, 4i,) = 0 for
1 < < ng, whereng = (u; — v+ 1)N.

better performance (h'gh%' an_d po for fixed B)' Flnd_lng « Find all polynomialsf (X) € F,[X] of degree at most—

general bounds and relationship among the information rate 1, with coefficientsfo, f1 - f. that satisfy,Ao(X) +

R, observationp, and corruptionp,, ratios, and finding the A (X)X + A (X())}(lX)—f-i-l-’—FA O ,U_OIX) +

information capacity of LV adversary codes remain impadrtan ! Lo T2 7 v v o

. 0, by solving linear equation system.

research questions. i R _
Our work showed that LV adversary codes provide a more The two above requirements are satisfied i€ F;[X] is a

refined way of modelling RMT scenarios allowing to cater fopOlynomial of degree at mogt— 1 whose FRS encoding (Eq

the information rate of these protocols. Extending definiti 1) agrees with the received woydin at leastI” components:

of LV adversary codes to interactive scenarios will be an

interesting open question. )

v ul R
v+1lu —v+1

T>N
(v—i—ljL
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is equivalent to the following system of linear equations faadversary forges a message,t’) with x’ # x, that passes

for fr—1- the verification. We write the MAC in polynomial form.
(X)) = MAC(x',r) = > a, (X)rm(X)+
BO(’Yg) 0 . 0 0 1<m<d
Bi(7")  Bo(v) 0 0 / , , (8)
B(v")  Bi(y))  Bo(?) - 0 2 EOnOn0 + ran(X) mod g
+1<m<l
: : : : : m=id+j— Lzt
Bi-1(7°) Bi—2(y') Bi—s(v*) -+ Bo(¥* 1) ©6) By subtracting the two equations we will have,
fO —ao,0
h —ao Yo Awa(X)r(X)r(X)+
d+1<m<l
x| J2 | = | —ao2 m—id4j— =1
> Az (X)rm(X) = At(X) mod g
fk—l —a0,k—1 1<m<d

The rank of the matrix of Eq§] 6 is at ledst- v + 1 because The above equation has at most™ (¢~ solutions for
there are at most — 1 solutions of equatiom3y(X) = 0 S0 (r(X), -+ ,rq(X)). This means that there are at most
at mostv — 1 of »* that makesB,(+") = 0. The dimension of 2¢N(@~1) keys r that satisfy MAC(x,r) = t, and
solution space is at most— 1 because the rank of matrix of M/ AC(x’,r) = t’. However, there are™“ possible values for
Eqgs[® is at least — v+ 1. So there are at mogt~! solutions r satisfyingM AC(x,r) = t. So the success probability of the
to Eqs[6 and this determines the size of the list which is equergery is,

v—1
0a Pr[(MAC(X, 1) = t/)|(MAC(x, 1) = t)]
B. Proof of lemm&l3 72qN(d71) 2

Proof: We need to find the following probability: gNe qV

Pr[(MAC(X,r) = t/)|(MAC(x,1) = t)]

The MAC function given by Eqd2, is equivalent to the
MAC of the polynomial form in Eq[]7. Fob < i < 3N — 3,
the coefficients of{? in both sides of equatidd 7 form the same
equation as thé*" equation in the system of linear equations

2.
HX) = MAC(x, 1) = > @m(X)rm(X)+
1<m<d
S @n(X)r(X)r(X) + rapa(X) mod g (1)

d+1<m<l
g s i(i—1)
m_szr]f%

where each polynomial is given below

T (X) = o+ + Tmy_1 XV modg, 1<i<I
(X)) = o+ + rmn_1 XY 1 mod g, 1<m<d
P (X) = 1o+ 4 rijon_o X2 =

i(i — 1)

ri(X)rj(X) modgq, d+1<m<Il, m=id+j— 5

Tar1(X) = rag1,0 + -+ rar1,3v—3X>N 3 mod ¢

Fina”y, t(X) =to+---+ ng_3X3N_3 mod q.

So if we can prove that the adversary’s forging capability to
the MAC in the form of Eq[J7 is no more than then the the
adversary’s forging capability to MAC construction Il (E@
is also no more thaa.

Next we prove the adversary forging capability to MAC
in the form of Eq.[¥ is no more thanq%. Assume the
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