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Finding normal bases over finite fields with prescribed trace
self-orthogonal relations
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Abstract

Normal bases and self-dual normal bases over finite fields have been found to be very
useful in many fast arithmetic computations. It is well-known that there exists a self-dual
normal basis of Fan over Fs if and only if 4 { n. In this paper, we prove there exists a normal
element o of Fan over F2 corresponding to a prescribed vector a = (ag, a1, -+ ,an—1) € Fy
such that a; = T‘I‘Qn‘g(a1+2l) for 0 < ¢ < n—1, where n is a 2-power or odd, if and only if
the given vector a is symmetric (a; = an—; for all i,1 <4¢ < n—1), and one of the following
is true.

1)TLIQS247(1,0:1,&,1/2:07 Z aizl;
<i<n/2—1,(i,2)=1

D nisodd, (Y  aizt2"—1)=1
0<i<n—1

Furthermore we give an algorithm to obtain normal elements corresponding to pre-
scribed vectors in the above two cases. For a general positive integer n with 4|n, some
necessary conditions for a vector to be the corresponding vector of a normal element of
Fan over F2 are given. And for all n with 4|n, we prove that there exists a normal element
of Fan over Fa such that the Hamming weight of its corresponding vector is 3, which is the
lowest possible Hamming weight.

Keywords: Normal basis, Self-dual, Hamming weight, Reciprocal polynomial, trace func-
tion

1 Introduction

Suppose Fgn is the extension field of degree n over the g elements finite field F,, where ¢ is a
prime power. The trace function Fgn to its subfield Fgm with m|n is defined by Trgn|gm (x) =
> 29" for x € Fyn.
0<i<n/m-—1
A normal basis of Fyn over F, is a basis of the form N = {«, a4, --- ,aqnfl}, where « is
called a normal element of F;» over Fy. It is well-known that there exists a normal basis for
every finite field extension Fy» over Fj,.

Let {a,9,--- ,aqnfl} and {3, 39, - - - ,ﬁqnfl} are two normal bases of Fyn over F, if

¢ pely _ 1, 1=,
oot %) {0, i#35,

then {B,84,---,B84" '} is called the dual basis of {a,a?,--- 04" '}. If a = B, then the
normal basis {a, a4, - - - ,oﬂnil} is called self-dual.

It is well-known that normal bases and self-dual normal bases over finite fields are very useful
for some fast arithmetic computations (For example efficient exponentiation, as g-th power of
an element is only a cyclic bit-shift of its coordinate vector). They are used to design simple
and fast multipliers of finite fields, which is one of the most time-consuming operations. Massey
and Omura [I] patented a hardware multiplier under normal bases over Fo and modifications
of this multiplier can be found in [2 [3, [4, [, [6]. Normal bases have also been implemented
efficiently in software, see, for example, [7, [8, [9]. Generally, it is known that normal bases and
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self-dual normal bases have wide applications such as in coding theory, cryptography, signal
processing, etc.

Constructions of normal bases and self-dual bases have been extensively studied in the past
two decades. A non exhaustive list of references is [10, 1T} [12], 13| [T4]. The latest results can be
found for instance in [I3] and [I4], where explicit constructions of self-dual (integral) normal
bases in abelian extensions of finite and local fields were given.

The followings are standard results about normal bases.

Theorem 1.1 (The normal basis theorem) For any prime power q and positive integer n, there
s a normal basis in Fgn over Fy.

Theorem 1.2 [75] There is a self-dual normal basis of Fgn over Fy if and only if one of the
following is true.

1) q and n are odd;

2) q is even and n # 0 (mod 4).

A vector (ag, a1, ,ap-1) in Fy is called to be symmetricifa; = a,_; foralli =1,...,n—
1, and a polynomial f(z) = ag + alx +agz? + -+ ap_12" 1V in Fylz]/ (2™ — 1) is symmetric
ifa; =a,_; foralli, 1 <i<n-—1.

For a € Fyn, let a; = Trgnjq(a - aql), 0 < ¢ < n—1. Throughout the paper, the vector
a = (ag,a1, - ,an-1) € [y is called the corresponding vector of a, and the vector a can
be viewed as the trace self-orthogonal relation of «. It is obvious that a and f(x) =

> a;x’ are both symmetric.
0<i<n—1

Our interests in normal bases with good trace self-orthogonal relations stem both from
mathematical theory and practical applications, here we mean by good that the corresponding
vector of a normal element has the lowest possible Hamming weight. For example, by using nor-
mal bases with good trace self-orthogonal relations, one can build a more simpler corresponding
relation between trace functions on finite field Fo» and boolean functions on F5. When a normal
basis is used, the function f(z) = Tron2(x?) € Fan[z],1 < d < 2" — 1, can be transformed to
the so-called rotation symmetric boolean function over F3, where rotation symmetric boolean
functions have been found to have important applications in the de&gn of cryptographlc algo-
rithms [16]. Let o € Fan be a normal element, then x = zoa + r102+ -+ 102 for all
x € Fan, where (zg, -+ ,2,—1) € F5. In the case that d = 2"+ 1(0 < i < n),

Tryp(at?) 1
:Tr2n|2((:170a+:171a —|— —I—xn 1a Y(xoa? + 2102 + -+ a0 )

= > Trgn‘g(aa "+ aa? )(xozvj + x4+ F Tpo12-1)

on- 21

1<5<[n/2]
—i—TrQn‘Q(aa )(:vo +o F Tpo)
- fa(IO; o, Tp— 1)
Thus if the corresponding vector of « has fewer 1s, the rotation symmetric function fo(xo, -+, p—1)

has fewer cycles.

At the practical aspect, by using normal bases with good trace self-orthogonal relations,
one can achieve high computation efficiency in the implementations of finite field arithmetic in
some cryptography systems or communication systems. For example a self-dual normal basis
multiplier was presented by Wang [2] with very low complexity. Whenever Fon doesn’t has a self-
dual normal basis over 3, we can similarly design multiplier by using normal basis with good
trace self-orthogonal relations to reduce the number of trace TT271|2(061+21+2]) computations.

While by Theorem [[12] there doesn’t exist self-dual normal basis of Fan over Fo when 4|n.
Therefore for any n with 4|n, one can ask the following questions naturally.

(1) What the trace self-orthogonal relation of a normal basis of Fan over Fy should be?

(2) What is the lowest possible Hamming weight of the vector corresponding to a normal
basis? Or generally what does a valid vector in F§ corresponding to a normal element look
like?



(3) For a given valid vector in F}, can one construct a normal element of Fan over Fg
corresponding to such a given vector?

To our knowledge, there have not been such researches. In the present paper, we focus
our attention on the above questions. Characterizations of special differential factorizations of
some polynomials will be given, by which we obtain the necessary and sufficient conditions for
a vector corresponding to a normal element of Fan over Fo where n is a 2-power or an odd
number. Also we present an algorithm to find normal elements corresponding to a prescribed
vector, and show that there exists a normal element of Fan over Fy for every n with 4|n such
that the Hamming weight of its corresponding vector is 3, which is the lowest possible Hamming
weight.

For our method to work, we define the generalized reciprocal polynomial of a polynomial in
Fam 2]/ (2™ — 1) as following.

Definition 1.3 Let g(z) = Y.  biz' € Fau[2]/(2™ — 1), the reciprocal polynomial of g(z) is
0<i<n—1
defined as
g% (2) = Z biz""" (mod 2" —1).
0<i<n—1

This paper is organized as follows. In Section 2, some facts about normal bases are in-
troduced, and a few Lemmas which will be used are listed. In Section 3, we characterize the
necessary and sufficient conditions for h(z) = ¢g(2)g*(z) (mod (2,2™ — 1)) for n = 2°, and the
necessary and sufficient conditions for a vector to be a corresponding vector of a normal ele-
ment of Fyes over Fy. In Section 4, we characterize the necessary and sufficient condition for
h(z) = g(2)g*(z) (mod (2,z™ — 1)) in the odd case n, and present a necessary and sufficient
condition for a vector to be a corresponding vector of a normal element of Fan over Fo where
n is odd. Furthermore we give an algorithm to find such normal elements with a prescribed
corresponding vector when n = 2% or n is odd. Some necessary conditions for a vector to be the
corresponding vector of a normal element of For over Fy where 4|n are obtained in Section 5.
We give the combination method to construct a normal element with good trace self-orthogonal
relation. Especially we can find a normal element of Fan over Fa such that the Hamming weight
of its corresponding vector is 3 for every n with 4|n.

2 Preliminaries

We make the convention that all polynomials and all arithmetic about polynomials are assumed
to be in the ring F,[x]/(z™ — 1) in this paper, where ¢ is a 2-power. For simplicity, sometimes
we use (f(x),g(x)) to represent the greatest common divisor of f(z) and g(x). This section
contains some Lemmas about polynomials in Fy[z]/(z" — 1).

Theorem 2.1 [I7] Let o € Fan and a; = Trqn|q(aaqi)(0 <i<n-—1). Then « is a normal

element of Fyn over Fy if and only if the polynomial N(z) = Y. az* € Fy[z] is relatively
0<i<n—1

prime to x™ — 1.

Theorem 2.2 [I8] Let a be a normal element of Fyn over Fy. 8= > ciad s also a
0<i<n—1
normal element if and only if the polynomial N(xz) = 5. ¢z’ € F[z] is relatively prime to
0<i<n—1
" — 1.

For symmetric polynomials in F,[z]/(z™ — 1), we have the following Lemma 2.3.

Lemma 2.3 Suppose f(x) = Y, ax’ € F,fz] with ag = 1 is symmetric and is relatively
0<i<n—1
prime to x™ — 1. Let f~Y(z) = Y. bia' € Fylz] be the unique polynomial such that f(x) -
0<i<n—1
f~Yx) =1 (mod 2™ — 1). Then f~Y(x) is symmetric, relatively prime to " — 1, and its

constant term is 1.



Proof. Since f(z)- f~!(xz) =1 (mod z™ — 1), there exists a polynomial g(z) € F,[x] such that
f@)f (@) +g(@)(@" - 1) =1. (1)
It is easy to see that (f~!(z),2™ — 1) = 1 and the condition that f(z) = 5. a;x'is

symmetric is equivalent to f(x) = f*(x).
From equation () we have

@) f 7 (2)=1 (mod a"™ —1). (2)
Thus by equations () and (@) we get
F@)(f @) = f7(2)) =0 (mod 2" —1). (3)

Since (f(z),2" —1) = 1, from @) we deduce that f~*(z) = f~'"(z), which proves that
f~1(x) is symmetric.
Considering the constant terms of equation () , we obtain

aopbo + Z aibj =1. (4)

0<i,j<n—1,i+j=n

Since f(x), f~!(x) are symmetric, a;b; = as—ib,—; for all 0 < 4,5 < n — 1. Thus for odd
n, Z aibj = Z aibj + Z an,ibn,j =0. So
0<i,j<n—1,i+j=n 0<i<n/2,0<j<n—1,i+j=n 0<i<n/2,0<j<n—1,i+j=n
from (@) apbo = 1, which proves that the constant term by of f~1(z) is 1.
For even n, we show that a,;; = b,/o = 0 firstly. Otherwise suppose a,,, = 1, then

the symmetric polynomial f(z) = 1+ 2™2 + 3 a;i(a® + 2"7%) have a divisor = — 1,

0<i<n/2
contradictory to the assumption that (f(x),2™ — 1) = 1. Similarly b, /, = 1 is impossible.
Therefore > ab; = > a;b;+ > (p—ibp—j+
0<i,j<n—1,i+j=n 0<i<n/2,0<j<n—1,i+j=n 0<i<n/2,0<j<n—1,i+j=n

ar)2bn/2 = 0. So from equation (@) we have agby = 1 and it follows again that by = 1, which
completes the proof. m
Also we give the following obvious lemma without providing the proof.

Lemma 2.4 Let fo(z) = Y, aiz’ € Fyfz]/(z"—1) and fo(z) = Y  bia' € Fylz]/(a"—

0<i<n—1 0<i<n—1
1) be symmetric polynomials. Then fc(x) = fo(x)fo(z) = >, ez’ € Fylz]/(2™ — 1) is also
0<i<n—1

symmetric.

Theorem 2.5 Let B € Fgn and a = > czﬂqi,ci € F, with corresponding vectors a =

0<i<n—1
(ag, a1, ,an_1) and b = (b, b1, -+ ,by_1) respectively. Then f,(x) = >, a;2%, fo(z) =
0<i<n—1
bixt, and fo(x) = > ¢t satisfy
0<i<n—1 0<i<n—1

fa(@) = fo() fe(2) [ (2)(mod 2™ —1).

Proof. Let the circulant matrix over I,

Co C1 C2 . Cp—1
Cn—1 Co cT ... Cn—2
— — Cp— Cn— C Cn—
O_[CO;CMCQ,---anfl]— n—2 n—1 0 n—3 R
C1 Cc2 c3 ... Co



and denote by C” the transpose matrix of C. Since o =

@ B
ol B4

= C .
n—1 ﬂqa:z

Multiplying (B) by its transpose (a, al, ..., oﬂnfl)

i
cif? ,c; € Fy, we have

2

0<i<n—1

(ﬁvﬁq, e ,[3‘1%1) CT we obtain

a1+q0 al-i-ql a1+q2 Oél-i-qnf1
aa+d’ a+q adtd’ aatad !
aqn71+q0 aqn71+ql aqn71+q2 aqn71+qn71 (6)
1+¢° 1+4* 1+4° 1+¢" !
gqﬂo gqﬂzl gqﬂz gqﬂz"’l
=C CcT.
Bqn71+q0 /Bqn71+ql Bqn71+q2 /Bqn71+qn71

Taking the trace function Trgn|, on every elements of matrices in both sides of (@), we have

[CLQ, a1,ag, ..., anfl] = O[bo, bl, bg, v ,bnfl]CT. (7)
Denote J,, to be the following circulant matrix over [y,
010 ... 0
001 ... 0
J,=10,1,0,...,0]=| + = o
000 ... 1
100 ... 0

Then for a circulant matrix A over F,, we have

A= [ao, cee ,an_l] = GQJS +a1J, + G/QJ,?L —+ -4 an_ng_l.
Let fo(z) = > a2, fo(z) = >, bzt and f.(z) = >, ¢a'. Then (@) can be
0<i<n—1 0<i<n—1 0<i<n—1

rewritten as

fa(Jn) = fb(Jn)fc(Jn)f:(Jn)

Since the minimal polynomial of J, is 2™ — 1 = 0, by the above equation we can deduce

that
fa(z) = fo(2) fe(2) f7 (2)(mod 2™ — 1).

3 The Case n =2%>4

Suppose ¢ = 2 in this section. For the following two sets we let n = 2% > 16,

G” = {(237 e 7Zn/2—1) € F;/2_3} )

{(y&...

and

HI/ = 7yn/271) S F;l/Q*B’} .



Lemma 3.1 For (z3, - ,2p/2-1) € G"” and n = 2° for s > 4, let

yj = hj(z3, -+ Znj2—1) = 25 + 251, 4<j<n/2-2andj even;
ys = h3(23, "+, 2nj2—1) = 23 + Z(n—4)/2, J =3
Ys = hs(23, -, 2nj2—1) = 25 + 24 + Z(n—6)/2, J =5
Yjr = hjr(z3,-++  Znj2-1)
= Zj + 24 —1 + Z(nflfj/)/z + Z(j’fl)/Qu 7 < j < ’I’L/2 —1 and j/ odd.
Then (hs, ha,- -+, hpjo—1) defines a one-to-one map from G" to H" when n = 2° for s > 4.
Proof. For (23, ,2,/2-1) € G” and n = 2° for s > 4, let
hg(Zg,"' 7277,/271) :07
: (8)
h’n/2—1(z37"' 7Zn/2—1) =0.
n/2— 3

It suffices to prove the above boolean system (&) has only zero solution (0,0, --,0) € Fy
Firstly, for odd j = 4k + 1 where 9 < j <n/2—-1,and j—1,(j — 1) ,(n—] + 1)/2 are
even. Thus by (&),

hj_1 =2zj2+zj-1=0,
hij-v2 = z2G-1/2 + 2G-3)2 =0, (9)
hn—j+1)/2 = Zn—j+1)/2 + Z(n—j-1)/2 = 0.
Hence

hj—Q + h,j

= etz t st 2)+ (2t ey T AG-sat 2egne) ()

= (hj—1 4+ zj—3 + 2j) + (h-1)/2 + hn—jt1)/2)

= Zj,3 —|— Zj.

SOZj,3:Zj fOI‘j:4k—|—129
By hg = hs =0, hy = z3+ 24 = 0 and h(n,4)/2 = Z(n-4)/2 T F(n—-6)/2 = 0, we have
hs +hs = 23 + 2(n—a)/2 + 25 + 24 + Z(n—6)/2 = ha + h(n_4y/2 + 25 = 0. So 25 = 0.
By hnjo—1 = 2nja+ Znja—1+ 2nj2—1 + 2nj2—2 = 0 and hy 4 = 2p/4 + 2521 = 0. we have
Zn/2—1 = Zn/2-2-
So
Z5 = 07
hzj = Z2j—1 + 225 =0, fO’I“ all 4 < 2]§7’L/2—1
zj—g =2z forall9<j=4k+1<n/2-1
Thus zg = 0 since z5 = 0 and hg = 25 + 26 = 0. By 2z = 0 we have z9g = zg = 0 since
zj—z =2z; forall 9 <j=4k+1<n/2—1. Thus 219 = 0 since zg = 0 and hip = 219 + 29 = 0,
and so on. By this procedure we deduce that

{ zi=2-1=0, i=2 (mod4), 3<i<n/2-1, (11)

Now let j = 4k +1 and k = 1 (mod 2). Then j —1 = 4 (mod 8), and j = 1 (mod 4),
(j—1)/2=2 (mod 4), (n—j—1)/2=1 (mod 4). Thus for j > 5, z; = 2(j_1)/2 = Z(n—j—1y72 = 0
by (), and h; = z; + zj_1 + 2(j—1)/2 + Z(n—j—1)/2 = 0, which gives z; 1 = 24, = 0 for k& > 1.
In the case of j =5, 25 = 2(,—5-1)72 = 0 by (L)), and hs = 25+ 24+ 2(,—5-1)/2 = 0, so similarly
z4 = 0. Generally by hgr = 241 + z4x—1 = 0, we have

zi=z2-1=0, i=4 (mod8), 3<i<n/2-1. (12)

Assume j = 4k+1 and k = 2 (mod 4). Similarly by considering h; = z; + zj_1 + 2(j_1)/2 +
Z(n—j—1)/2 = %j—1 = 0, we can get

zi=2z-1=0, =8 (mod16), 3<i<n/2-1. (13)



Generally when j = 4k + 1 and k = 2° (mod 2*1), where 2! < n/16,ie. 0 <t < s—4, we
have
2zi=21=0, i=2"2 (mod2'3), 3<i<n/2-1. (14)

By mvmvmvm and

{23, 24, 222} = U U {zi,2i-1},

t=1 3<;=2t(mod 2t+1)<n/2-1,

we know that the only solution of the boolean system (8] is

{237 24yt RBn/2-2, Zn/271} = (07 0,--- 70) € FQ/Q*P"

]
Theorem 3.2 Let h(z) = > a;z" € Fa[2]/(z" — 1),n = 2% for s > 2, and ag = 1. Then
h(z) = g(2)-g(z)* for someog<(j)n—10< ; ) bzt € Fo2]/(2™ — 1) if and only if h(z) € H, where
a; =0,
H={h)= Y e eRmplE -1 DT (15)
Osisn—1 a; = an—; forall 1<i<n/2-1.

Furthermore, every h(z) € H has a unique factorization h(z) = g(z)- g*(z) for some g(z) €
G, where

| bo = 1,bn1 =0,
G=Sglz)= > bz €Fafe]/(z"=1)| by=Dbn 3=0,
0<i<n—1 bi =bp_1-; foralli=1,3,4,--- ,n/2—1.

(16)

Proof. Firstly it is easy to deduce that the condition that h(z) = g(z)g*(z) for some
g(z) € Fa[z]/(2™ — 1) is equivalent to the following equation system having a solution:

ho(zo, -+, Zn—1) =20+ +2,-1=ag =1,
hi(zo, -+ s Zn—1) = 2021 + 2122 + 2223+ + 2120 = Gp_1,
hpja(z0s 0 5 2n-1) = 202nj2 + 2120241 + 0+ Znj2120-1 (17)

+202n/2 + 2120241 + -+ Znj2—12n—1 = g2,

hn-1(20, " s 2n-1) = 202n—1+ 2120 + 2221+ + Zn_12n—2 = a1.
In the above equation system, it is obvious that for 1 < j <n/2 -1,
hj('zOu T 7271—1) = Qp—j

= 2025 + 212145 T 222245 + -+ Zp—1%2j-1
= 20%n—j + Z1Zn—j+1 + "+ Zn—12n—j—1

=a; = hnfj(ZO; e ;anl)-
And for i =n/2,
hn/2(207 te 7Zn—l) = an/Q
= 202n/2 t 21%n/241 + + Znj2—12n—1 + 20%n 2 + 212n 241 + 0+ Znj2—12n-1

=0.



Thus a necessary condition for h(z) = ¢g(2)g*(2) is a; = ap— for all 1 <t < n/2 -1, and
any2 = 0. Thus (7)) is equivalent to

ho(zo, -+, 2n—1) =zo+ - +zpo1 =1,
hi(zo,- -+, 2n—1) = 2021 + 2122 + 2223 + -+ Zp—120 = ay,
(18)
Poja—1(20, s Znj2—1) = 20%nj2—1 + 212n2 + -+ Zn_12n/2—2 = Gpja—1-
(Necessity) It is left to prove the necessary condition that > a; = 0.

0<i<n/2—1,(3,2)=1
If h(z) = g(2)g*(2) for some g(z) = >  b;2* € Fa[z]/(2™ — 1), then (bo, b1, -+ ,bp_1) €
0<i<n—1
F% is a solution of the equation system (IS]).
Since ho(bg, -+ ybn—1) =bo+ - -+bp_1= >, b+ >, b;=1and4)2° =n,

(4,2)>1 (4,2)=1
(> b)-( ) bi)=0.
(i,2)>1 (,2)=1

So we have
(> bi)-( > bi)
(i,2)>1 (i,2)=1

= > > bibigj
(j,2)=1,1<j<n/2—10<i<n—1

= boby + bibay + bobz + - - + by_1bo

+bobp2—1 + b1by 2 +baby + - + bp_1by 2o
= hi(bo,- -+ ;bn—1) + h3(bo, -+ ,bp_1) + -+ hysa_1(bo, -+ ,bpn_1)
=a1+az+as+--+aype
= Z a; = 0.
0<i<n/2—1,(i,2)=1

(Sufficiency) It is easy to verify the sufficiency for two cases s = 2,3, i.e. n =4,8. So we
assume s > 4 in the following. It is obvious that the sets H and G all have 21/2=2 glements.
Thus it is sufficient to prove the following map

P: P(g(2)) = g(2) - g(2)" for g(z) € G

is an injective map from G to H.

By (), g - g* is equivalent to a boolean equation system. So we should prove the map
P':P'(20,21,  ,2n—1) = (ho(20,** ,2n-1),"** ,hn—1(20, " , 2n—1)) is an injective map from
G’ to H', where

hj(ZQ,"' ,Zn_l): Z ZiZi4j, Ogjgn—l

0<i<n—1
And
z20 = 1uzn—l = 07
G' =< (20, 2n—1) € Fy 29 = 2p-3 =0,
2i = 2Zp—1—i forall 1<i#2<n/2-1.
and

Yi = 07
0<i<n/2—1,(4,2)=1
Yo = 1ayn/2 = Oa
Yi = Yn—i for all 1 <i<n/2-—1.

Hl: (y07"'7yn—1)€Fg



Now we will prove the quadratic boolean system (7)) is in fact linear for (zq, -, zn—1) € G'.
Firstly we discuss j € [1,n/2 — 1] in two cases.
1) For every 1 < j < n/2 — 1 and (4,2) > 1, the n items z2,4;,0 < i < n—11in

hj(zo0, -+ ,2n—1) = >.  zi#i+; can be separated into n/2 pairs. Every pairs are
0<i<n—1

ZiZi4j, and Zn—i—1—j2n—i—1, 0 S ) S (n —j - 1)/2,01‘ ) Z n — (j + 1)/2

Since (4,2) > 1, the two items z;2;+; and zp_1-;—;j2,—1—; are different for all 0 < ¢ <
(n—j—1)/2,and i > n— (j 4+ 1)/2. Otherwise i =n —¢—1—j (mod n). So the congruence
equation 26 =n — 1 — j (mod n) has solutions, which is impossible for (j,2) > 1.

Because (20, ,2n—1) € G', we have z; = z,,—;—1 and z;4; = Zp,—1-4—; for i # 0. When
1= 0,20 =1%# z,_1 = 0, the item pairs 2pz; = z; and 2,,_1_j2,—1 = 0. When ¢ =n — j, the
item pairs z;2;4; = 2n—j20 = Zn—j = 2j—1 and z;_12z,—1 = 0. So in the even j case,

hj(zo,- -+ y2n—1) = > ZiZiyj
0<i<n—1

= > (Zi%itj + Zn—i—1—jZn—i—1)
0<i<(n—j—1)/2,i>n—(j+1)/2,i#0,n—j

+(Z()Zj + anlsznfl) + (anjZO + Zn—l—(n—j)znfl)
= (202j + Zn—1—j2n—1) + (Zn—j20 + 2j—17n—1)
=2zj+2Zj-1-

2) For every 1 < j <mn/2—1 and (j,2) = 1, there are two solutions i = (n — 1 — j)/2,n —
(j +1)/2 for the congruence equation i =n —i—1—j (mod n). Thus the item z;z;1; is equal
to zn—i—1-jzn—i—1 fori=(n—1-7)/2,n — (j+1)/2. In these two cases, ziziyj = Z(n—1—j)/2
when i = (n—1—7)/2, and 2:2i1j = 2p—(14j)/2 = 2(14j)/2—1 = 2(j—1)/2 When i = n—(1475)/2.

And for 0 <i < (n—j5—1)/2,i >n—(j+1)/2,i # 0,n — j, the item pair z;2;+,; and
Zn—i—1—jZn—i—1 are different. In these cases z;zi4; + zn—i—1—j2n—i—1 = 0.

Similarly, when ¢ = 0, the item pairs 2pz; = z; and z,—1—j2,—1 = 0. When i = n — j, the
item pairs z;2i4j = 2Zn—j%0 = Zn—j = zj—1 and zj_1z,—1 = 0.

So the n items 2;2z;4+;,0 <i<mn—1in hj(z0, -+ ,2n—1) = Y, ZiZi+; can be separated

0<i<n—1

into (n — 2)/2+ 1 pairs. Therefore for odd j,

hj(zo, -+, 2n-1) = D ZiZiyj
0<i<n—1
= > (Zi%itj + Zn—i1—jZn—i—1)
0<i<(n—j—1)/2,i>n—(j+1)/2,i#0,n—j
F2(n—1-4)/2%(n+j-1)/2 T Zn—(14j)/2%(j-1) /2
+(Z()Zj + anlsznfl) + (anjZO + Zn—l—(n—j)znfl)

Zn—1-7)/2%(n-1-3)/2 T 2(j—1)/2%(j-1)/2 j#1
+(202j + Zn—1—j2n-1) + (Zn—j20 + Zj—12n—-1)
Z(n—1-75)/2%(n—1—j)/2 T Zn—1%0 J=1

+(2025 + 2n—1—jZn—1) + (Zn—120 + 2j—12n—1)
Zn—1-4)/2 T 2(j—1)2 + 25 + zj-1 J#1
Z(n—1-j)/2 T %] J=1

3) For j = 0, we know that if (20, ,2n-1) € G/, z; + 2zp_1—; =0for 1 <i<n/2—1 and

204+ 2n—1=1,80 ho(20,- -+, 2n—1) = 20+ -+ 2n—1 = (20+ 2n-1)+ > (zitzn—1-4) =1
1<i<n/2-1
4) For n/2 < j <n—1, it is easy to see that h,/2(20, -, 2n—1) = 0 and h;(20, -, 2n—1) =

hnfj(ZOa T 7Zn71)-



we have

Yo :h0(207"' 7Zn—1) :17
Y1 = hi(z0, -+, 2n—1) = Z(n—2)/2 + 21,
Y2 = ha(20, - ,2n—1) = 22 + 21 = 21,
Y3 = h3(20," " ,2n-1) = 23+ 22 + Z(n—a)/2 + 21 = 21 + 23 + Z(n_1)/2,
Ya = h4(z0,- -+ ,2n-1) = 24 + 23,
Ys = h5(20," " ,Zn—1) = 25 + 24 + Z(n—6)/2 + 22 = 25 + 24 + Z(n—6)/2
Y6 = he(z0,- -+ ,2n—1) = 26 + 25,
Yyr = h7(20," ", 2n—1) = 27 + 26 + Z(n—8)/2 + 23,
Yj =hi(z0, " ,2n-1) = 2 + zj—1,] > 2 even,
. (19)
Y; =h(20, s 2n—1) = zjr + 2jr—1 + Zn_1-j1y/2 + 27 —1)/2, 4 > 5 odd,
Unjz—1 = hnja—1(20, s Zn—1) = Znja + Znja—1 + Znja—1 + Znj2—2,
Yn /2 = hnsa-1(20, s 2n-1) =0,
Yn/241 = hn/2+l(ZOa L Zpo1) = Yn/2-1,
Yn/245 = hn/2+j(207 T 7271—1) =Yn/2—j5,
Yn-1 = hn_1(20,--+ ,2n-1) = Y1.
By (I, we get
Yj
1<j<n/2-1,(.2)=1
=hi+hg+--+hpp
20
= > mt Yz (20)
1<i<n/2—1,i#2 1<i<n/2—1,i#2
=0.
So we have proved that for all (zq,- -+ ,2p—1) € G': P'(z0, - ,2n—1) € H', this means that

for all g(z) € G: P(g(z)) € H.

On the other hand, by ([[d), @0), and Lemma 3.1, P(g(z))s are different for different
g(z)s € G.

So we have proved that P(G) = H, and every h have a unique factorization h = g - g* for
some g€ G. m

Remark 3.3 It should be noted that the factorization is not unique if g(z) ¢ G. Also if n # 25,
then there is possible no factorization for h(z) € H.

Lemma 3.4 Letn be even, fo(z) = Y aiz’ € Falx]/(z™ — 1) and fo(z) = > bt e

0<i<n—1 0<i<n—1
]FQ[I]/ — 1) are symmetric polynomials with ag = by = 1, anja = b2 = 0. Suppose
fe(z) = ( Mo(x) = > ciw® € Fafz]/(a™ —1). Then co =1,¢,/2 =0, and
0<i<n—1
> ¢i = > (ai +b;).
1<i<n/2—1,(i,2)=1 1<i<n/2—1,(i,2)=1

Proof. Since f,(z) and fy(x) are symmetric, f.(z) is symmetric by Lemma 241 Also

S aw = S Y a= Y

1<i<n/2—1,(i,2)=1 n/241<i<n—1,(;,2)=1  1<i<n/2—1,(i,2)=2 n/24+1<i<n—1,(4,2)=2
E b; = E b, E b, = E b;.
1<i<n/2-1,(4,2)=1 n/241<i<n—1,(i,2)=1  1<i<n/2—1,(4,2)=2 n/24+1<i<n—1,(4,2)=2
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Note that when n is even, the odd exponent term c¢;z° in f.(z) can only be obtained by
multiplying a;27 in f,(z) and byz® in f,() under the condition that j # k(mod 2). Hence

Z ¢ = 2- Z aj - Z b;

1<i<n/2—1,(3,2)=1 1<j<n/2—1,(j,2)=1 1<k<n/2—1,(k,2)=2

+2- Z bi . Z a;

1<k<n/2-1,(k,2)=1 1<j<n/2—-1,(5,2)=2

+ Z a; + Z b;

1<i<n/2—-1,(i,2)=1 1<i<n/2-1,(i,2)=1

= Z (ai + bz)

1<i<n/2-1,(i,2)=1
Similarly, ¢co = 1 and ¢,/ = 0 can be easily verified. m

Theorem 3.5 For n =2° > 4, there exists a normal element of Fon over Fo corresponding to
vector (ag, a1, -+ ,an—1) € FY, if and only if
1) ag =1, An /2 = 0,
2) a;=ap—; for all1 <i<n/2-1,
3) Z a; = 1.
1<i<n/2—1,(i,2)=1
Proof. (Necessity) Let o be a normal element of Fon over Fy, and its corresponding vector
is (ao,a1, -+ ,an—1) € F3. Then obviously ag = Tranpa(a - a2o) = Tronpp(a) = 1, apyy =
n/ n/ i
Tronjz (o - a? 2) = Tron/212(Tron|gn/2 (- a? 2)) = Tron/215(0) = 0, and a; = Tran|p(a - a?) =
Tronjg(a- aznﬂ) =ap_;forall 1 <i<n/2-1.
Let u = > o?. Then u? = > a?, and Tron2(a) = u+u? Because
0<i<n—1,(i,2)=1 0<j<n—1,(5,2)=2
Tronpp(a) =ap =1, u+u?> =1=u(u+1), and u* = u + 1. Hence

2 wo= D > ()

1<i<n/2—1,(,2)=1 1<i<n/2—1,(4,2)=10<j<n—1
i j
= (Y oM D>, )
0<i<n—1,(i,2)=1 0<j<n—1,(j,2)=2
= u(u+1)
1.
(Sufficiency) Suppose (ap, a1, ,an—1) € F} satisfies conditions 1)-3), we find a normal
element « of Fan over Fy such that Tr2n‘2(a1+21) =a; forall 0 < ¢ < n-—1. Let f,(z) =
aixi.
0<i<n—1
The well-known normal basis theorem Theorem [ 1] tells us that there exists a normal
element (3 of Fan over Fa. Let its corresponding polynomial be fy(z) = Y.  bz® with

0<i<n—1
b; = T‘I‘2n|2(61+21). From the above necessity part proof, we see that f,(z) is symmetric with

b():l,and Z bizl.
1<i<n/2—1,(i,2)=1
Obviously (fy(z),2" —1) = 1 when n = 2°. Let f, '(z)(mod 2" —1) = Y ba’. By
0<i<n—1

Lemma23 by =1, f, () is symmetric and relatively prime to 2™ — 1, which also implies that
b, /5 =0.

Since fy(z) - f; '(z) = 1 in the polynomial ring Fa[z]/(z" — 1), by Lemma B4 we have

> (b; + ;) = 0. Therefore

1<i<n/2—1,(i,2)=1

> b, = > b = 1.

1<i<n/2-1,(i,2)=1 1<i<n/2-1,(5,2)=1

11



Let h(z) = fo(z) - f; "(z) = .  hia' € Fayfz]/(z™ — 1). Again by Lemma B4 h(z) is
0<i<n—1
symmetric, hg = 1, hy, /2 =0, and

Z h; = Z (b 4+ a;) = 0.

1<i<n/2—1,(i,2)=1 1<i<n/2—-1,(i,2)=1

So h(z) is in the set H defined by Theorem Thus we can find a unique solution

g(x) = > c¢a'in the set G defined in Theorem B2 such that h(x) = g(x)g*(x). It can be
0<i<n—1
easily verified that (g(z),2" —1) = 1.

Now let a = Y ¢;3%". Theorem shows that « is a normal element of Fan over Fs.
0<i<n—1

Furthermore h(x) = g(z)g*(x) means that f,(z) = fp(z)g(x)g*(z). By Lemma [Z5] we know

that the corresponding vector of the normal element « is the given vector (ag, a1, -+ ,ap—1). ®

4 The Case odd n

Theorem 4.1 Let h(z) = Y.  a;2" € Fo[z]/(2™ — 1) for odd n. Then h(z) = g(2)g*(z) for

0<i<n—1
some g(z) = > biz* € Fa[2]/(2" — 1) if and only if h(z) is symmetric.
0<i<n—1
Furthermore, every symmetric polynomial h(z) = Y.  a;2" € Fa[z]/(2™ — 1) has a fac-

0<i<n—1
torization h(z) = g(2)g(2)* such that

g(z) = Z G9s(mod n)zz'

0<i<n—1

Proof. (Necessity) It is easy to deduce that the condition that h(z) = g(z)g(z)* for some
g(z) € Fa[z]/(2™ — 1) is equivalent to the following equation system having a solution:

ho(z0," -+, 2n—1) =20+ -+ 2p—1 = ao,
hi(z0,- -+, 2n-1) = 2021+ 2122 + 2223 + -+ + Zpn—120 = Gn-1,
(21)
hn—1(20," " y2n—1) = Z0Zn—1+ 2120 + 2221 + -+ + Zn_12n—2 = Q1.
In the above equation system, it is obvious that for 1 < j < (n —1)/2,
hj(zo,  + 2n—1) = Gn—j
= 202 + 212145 T 222245 + -+ Zn—12¢—1
= 202n—j T 21%n—j+1+ "+ Zn—1Zn—t—-1
=a; = hn—j(20," ,2n-1)-
(Sufficiency) Suppose that h(z) = > a;2" € Fa[z]/(2™ — 1) is symmetric. Let g(z) =
0<i<n—1
> bz where b; = 9i(modn)-
0<i<n—1
It is easy to see that the set {ag, - ,an—_1} is a reassignment of {bg,---,b,_1} because

(n,2) = 1. Since a; = ap—; for 1 < i < (n—1)/2, we have b; = b,—; for 1 <1i < (n—1)/2.
Thus g(z) = g*(2). So

]
Theorem 4.2 For odd n, there exists a normal element of Fon over Fo corresponding to a vector

(ag,ai, -+ ,an—1) € F3, if and only if fo(z) = >  ax' is symmetric and (fu(x), 2" —1) =
0<i<n—1
1.
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Proof. (Necessity) Since a; = Tron2(*?") = Troup(@!*?" ") for all i € [1,n — 1], (ao, a1,
- ,ap_1) is symmetric. By Theorem 21 we have (f,(z), " — 1) = 1.
(Sufficiency) Suppose that (ag, a1, ,an,—1) € Fy satisfies (f,(z), 2" — 1) = 1, we find a
normal element o of Fon over Fy such that Tr2n|2(041+21) =q;forall0<i<n-—1.
By the well-known normal basis theorem Theorem [[1T] there exists a normal element 8 of
Fan over Fa. Let its corresponding polynomial be fy(z) = 3 bz with b; = Tronp(812).
0<i<n—1
From the above necessity part proof, we see that fy(x) is symmetric and (fp(z), 2™ — 1) = 1.
Let f, '(z)(mod 2" —1) = > bla'. By Lemma[Z3] f, '(z) is symmetric and relatively
0<i<n—1
prime to "™ — 1. o
So h(x) = fa(z)f, *(2) is symmetric and relatively prime to 2™ — 1 by Lemma 24l From

Theorem HT] there is a solution g(x) = Y. ¢’ such that h(z) = g(x)g*(x). It can be
0<i<n—1
easily verified that (g(z),2" —1) = 1.
Now let a = Y ¢;3%". Theorem shows that « is a normal element of Fan over Fs.
0<i<n—1
Furthermore h(z) = g(x)g~*(x) means that f,(z) = fy(z)g(z)g* (z). By Lemma 2.5 we know
that the corresponding vector of the normal element « is the given vector (ag, a1, -+ ,ap—1). ®
Finally for n = 2® > 4 and odd n, we give the following algorithm to find a normal element
of Fan over Fy corresponding to a given vector (ag, a1, ,an—1) € F5.

Algorithm 4.3
Input: (ag, a1, ,an—1) € Fy, where n =2%>4 orn is odd.
Output: A normal element of Fon over Fo such that TrQn‘Q(aHT) =aq; forall0 <i<mn-—1.

Step la: For n = 2° > 4, check whether (ag,a1,--- ,a,—1) € Fy satisfies ag = 1, ans = 0,
a; = an—; for 1 <i<n/2-1, and > a; = 1. If not, then output ”"There isn’t
1<i<n/2-1,(:,2)=1
such a normal element”. Let fo(x) = Y.  a;z’.
0<i<n—1
Step 1b: For odd m, check whether (ag,a1,--- ,an—1) € F§ is symmetric and (fq(x), =" —
1) =1, where fo(z) = .  ax'. If not, then output ”There isn’t such a normal element”.
0<i<n—1

Step 2: Find a normal element B of Fan over Fy (for example using the method in [T1)]).

Step 3: Compute (bo, b1, ,bp—1), where b; = Tr2n|2(61+2i).

Step 4: Use the standard extended GCD algorithm to compute fljl(x)(mod ™ — 1), where
frl@)= Y biat

0<i<n—1
Step ba: For n = 2° > 4, solve the linear system (I9) to find the unique solution g(x) =

> cxt € G of hz) = fa(@)fy ' (2) = g(a)g" ().

0<i<n—1
Step 5b: For odd n, compute h(x) = fa(x)fljl(x) = > hizt € Faolz]/(x™ — 1). Let
0<i<n—1
g(z)= > b e Fafz]/(a™ — 1), where ¢; = haimod ny-
0<i<n—1 »
Step 6: Output o = . ;5%
0<i<n—1

Remark 4.4 The correctness of the above algorithm can be showed by Theorem [0 and Theo-
rem[{-3. The running time of solving linear equation system in Step 5a is O(n3) Fo—operations.
Thus the expected computation complexity of the above algorithm can be bounded by O(n?).

Example 4.5 Let n = 16 and the irreducible polynomial of order 16 be f(x) = 216 4+ 2° + 2% +
22 + 1 € Fylx]. Define the finite field Fois to be Falx]/(f(x)). Suppose v € Fois is a root of

f(x). We want to find a normal element o with corresponding vector
a=(1,1,0,0,0,0,0,0,0,0,0,0,0,0,0,1) € Fi°

by the above algorithm.
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Step 1a: Check whether the vector a satisfies ag =1, ag =0, a; = a16—; for 1 <+ <7, and
> a; =1. Let fo(z) = > aiz’ =1+z+z'.
1<i<7,(i,2)=1 0<i<15
Step 2: Choose the normal element B =~ + v °° of Faie over Fa.
Step 3: Compute b = (bg,b1,--- ,b15) = (1,0,1,1,1,0,0,0,0,0,0,0,1,1,1,0), where b; =
Trae)o(B1H2) for 0 < i < 15.

Step 4: Let fy(x) = > bix' = 14+ 22 + 23 + 2* + 212 + 2 + 2%, Use the standard
0<i<15

extended GCD algorithm to compute f; ' (z)(mod 6 — 1) =1+ 2 + 22 + 23 + 2° + 2% + 210 +
214 18 4 14 {15

Step 5a: Compute h(x) = fo(z)f; '(z) (mod 2! — 1) = 1+ 2 + 2% + 27 + 2° + 21 + 215,
By (13) solve the linear equation system

126

Yo = ho(zo,---,215) =1,
y1 =hi(z0, - ,215) =27+ 21 =1,
Y2 = h2(20, ,215) =z =1,
ys = hs(z0, -+ ,215) = 21+ 23 + 26 = 0,
Yya = ha(z0, -+ ,215) = 24+ 23 =0,
ys = hs(z0, - ,215) =25+ 24 + 25 =0,
ye = he(z0, -+, 215) =26 + 25 =0,
yr =hr(z0, - ,215) =27+ 26 + 24+ 23 = 1,
we obtain g(xr) = cixt € G=1+x+2°+ 2% + 2% + 20 + 24, the unique solution of

0<i<15
h(@) = fa(2)f; ' (2) = g(2)g" (2). _ ,
Step 6: Output the normal element o = > ;B2 = 3 ci(y +~'%%)?, where

(607 T 5615) = (15 17050705 17 150705 17 15070705 170)

5 The General Case

In this section, we will give some necessary conditions for a vector to be a corresponding
vector of a normal element of Fon over Fy for general n with 4|n. Firstly recall a result about
constructing a normal element over sub-field from a normal element over a larger field.

Theorem 5.1 [18] Let t and v be any positive integers. If a is a normal element of F ot over
Fy, then v = Trgui|qt (@) is a normal element of Fgi over Fy.

Proposition 5.2 Let n = 2°m, 2° > 4, m be odd. If symmetric vector (ag, a1, -+ ,an_1) € FY
corresponds to a normal element of Fon over Fa, then

m—1 m—1
1) Z A;9s = 1, Z Qj2s 4 9s—1 = 0,
=0 1=0

m—1
2) > > @isg =1,
1<k<25-1-1,(k,2)=1 i=0
2% -1

) Y (X aimgr)a®z™—1)=1.
0<k<m—1 i=0

Proof. Let a be the normal element of Fon over Fy with corresponding vector (ag, a1, -« , Gn—1)-
By Theorem Bl v = Tryn|g2¢ () is a normal element of Fy2s over Fo. Now we consider the
corresponding vector (rg, 71, ,72:—1) of 7.
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For every 0 < k < 2% — 1,

m—1 R m—1m-—1 . .
o 212 1+2k 2j2b+k 2i2b
% = ’I‘I'225 ‘2( ’I‘r225 |2 E o ’I‘r225 |2 E E ) )
=0 =0 7=0
m—1m—1 v=n—1 R
232% 4k 9i2% | ol 725 +k | gv
= D E E U= > (@™ )%
0<I<25—1 i=0 j= 0<j<m—1 v:=i25+1,0=0
_ 27274k
= E Tr2n‘2(aoz ) = E @j2s 4
0<j<m—1 0<j<m—1
It can be proved that (rg,r1,- -+ ,72s_1) is symmetric since (ag, a1, - ,ags—1) is symmetric.
Hence by Theorem [B5] the necessary conditions for (rg,r1,--+,72:—1) to be a vector corre-

sponding to a normal element of Fy2s over Fq are:

m—1 m—1 m—1
E aigs = 1, E G/,L'25+25—1 = 0, a.nd E § ai25+k7 = 1
=0 =0

1<k<2s=1-1 (k,2)=1 i=0

Similarly, by Theorem 511 (to,t1,- -+ ;tm—1) where txy = > ajoepr for 0 <k <m—1
0<j<m—1
can be showed to be the corresponding vector of the normal element 3 = Tranjom () of Fom
251
over Fy. So from Theorem 2] we have (>  ( Qimar)T 2™ —1)=1. m
0<k<m—1 i=0

Theorem 5.3 [19] Let n = tv with t and v relatively prime. Then for a € Fg and § € F,
the element v = af is a normal element of F o over Fy, if and only if o is a normal element
of Fqv over Fy and 3 is a normal element of Fy over IFy.

By the above theorem, we have

Proposition 5.4 Suppose symmetric vector (ag, a1, -+ ,a2:-1) € IF%S satisfies ag = 1, ap /2 =0

and > a; = 1, symmetric vector (bo, b1, -+ ,bym—1) € FY satisfies (>, b, 2™ —

0<i<2s—1—-1,(i,2)=1 0<i<m—1
1) = 1, where m is odd and 2° > 4. Then there exists a normal element of Foasm over Fo
with corresponding vector (co, 1, ,Cosm—1) € F%Sm such that ¢, = @ mod 2S)b mod m for
0<k<2°m-—1.

Proof. By the above assumptions and Algorithm 3] we can construct a normal element « of
Fy2s over Fy with corresponding vector (ag, - - ,a2:—1) and a normal element 8 of Fom over Fy
with corresponding vector (bg, - - ,bm—1). From Theorem 53] v = af is a normal element of
Fo2sm over Fs.

For 0 < k < 2°m —1, o? ok@Od m)

k 2xc(InOd 2%)
=«

and 2" = 3

k k k
Tr2237n‘2('-)/1+2 ) = Tr22sm‘2(a[3a2 %)

oeanod 2s>ﬁ2k(mod m)

, thus

= Tryeemp(afa )

k(mOd 25) k(mOd m)
= Trpespp(aa’ )Trom o (B )
=  Okmod 2S)bk(m0d m)
= Ck.
So the corresponding vector of normal element v is (cg,¢1, -+ ,Casm—1). W
Let n = 2%m with 2° > 4 and m odd, (ag,ay, - ,a2:_1) € F3" be

_ 17 12071;0725—2'0,
= 0, Otherwise,
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where 2 t ig,i0 € [1,25 — 1], and (bo, b1, ,bm—1) = (1,0,---,0) € F5*. Then the vector

(co,c1,+ ,Cosm—1) € F%Sm defined by ¢, = a b for0<k<2°m—11is

k(mod 2¢)”k(mod m)

L = 15 k:(),jom,n—jom,
k= 0, Otherwise,

where jo is the unique solution of the congruence equation ma = ig(mod 2%). By Corollary [(.4]
there exists a normal element of Fon over Fy with its corresponding vector (co, -+ ,¢n—1), the
Hamming weight of which is 3.

Corollary 5.5 For every n with 4 dividing n, there is a normal element a of Fan over Fa such
that the Hamming weight of its corresponding vector

n—1
(Tranja(@), Tronjo (@' F2), Trgn o (@' %), Tronpp (@7 )

s 3.
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