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Abstract

This paper studies the information-theoretic secrecygperénce in large-scale cellular networks
based on a stochastic geometry framework. The locationstbfliase stations and mobile users are
modeled as independent two-dimensional Poisson poinepsas. We consider two important fea-
tures of cellular networks, namely, information exchangeueen base stations and cell association,
to characterize their impact on the achievable secrecyofatr arbitrary downlink transmission with
a certain portion of the mobile users acting as potentiags@noppers. In particular, tractable results
are presented under diverse assumptions on the avaifadiilg@avesdroppers’ location information
at the serving base station, which captures the benefit fnenexchange of the location information

between base stations.

I. INTRODUCTION

During the past decades, we have witnessed the advanceiegifudar communication
networks. Because of the broadcast nature of the wirelessume an unauthorized receiver
located within the transmission range is capable of eavpging the unicast transmissions to-

wards legitimate users, and security is always a cruciakigs cellular systems. Traditionally,
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most of security techniques in modern cellular standandsh @s Wideband Code-Division
Multiple Access (WCDMA) and Long Term Evolution (LTE), inlk@ means of encryption
algorithms in the upper layers of the protocol stadks [1], [& contrast, the concept of
achieving information-theoretic security by protectihg physical layer of wireless networks
has attracted attention widely in the research communiyyméNproposed the wiretap channel
model and the notion of perfect secrecy for point-to-pominounication in his pioneering
work [3], which was extended to broadcast channels with denfial messages by Csiszar
and Korner [[4]. Based on these initial results, a positigerscy capacity, defined as the
maximum transmission rate at which the eavesdropper id@t@abbtain any information, can
be achieved if the intended receiver enjoys a better chahael the potential eavesdropper.
Unlike point-to-point scenarios, the communication besweaodes in large-scale networks
strongly depends on the location distribution and the adgons between nodes. Based
on the assumption that legitimate nodes and eavesdroppemisributed randomly in the
space, the studies on the secure communications for laeje-wireless networks have been
carried out recently, from the information-theoretic vpint. Secrecy communication graphs
describing secure connectivity over a large-scale netwatk eavesdroppers present were
investigated in[[b]-+[B]. In particular, the statisticalashcterizations of in-degree and out-
degree under the security constraints were considered leyddm [5], Pintoer al. [6] and
Goelet al. [7]. By using the tools from percolation theory, the existerof a secrecy graph
was analyzed in|5]/]8]. The results in [9] showed the imgnments in the secure connectivity
by introducing directional antenna elements and eigemdfi@aning. In order to derive the
network throughput, these works on connectivity were fertbxtended for secrecy capacity
analysis. Specifically, the maximum achievable secreoy waider the worst-case scenario
with colluding eavesdroppers was given In|[10]. Scalingddar secrecy capacity in large
networks have been investigated[in/[11]2[13]. Focusingherttansmission capacity of secure
communications, the throughput cost of achieving a celéai@l of security in an interference-
limited network was analyzed in [14], [15]. It should be metl that all works mentioned

above were concentrated on ad hoc networks.

A. Approach and Contributions

In this work, we focus on the secrecy performance in larggescellular networks, con-
sidering cellular networks’ unique characteristics diéfg from ad hoc networks: the carrier-

operated high-speed backhaul networks connecting ingiitdase stations (BSs) and the



core-network infrastructures, which provide us potentr@ans of BS cooperation, such
as associating mobile users to the optimal BS with secreagiderations and exchanging
information to guarantee better secure links.

Fortunately, modeling BSs to be randomly placed points itaagpand utilizing stochastic
geometry([16],[[177] to analyze cellular networks have beseduextensively as an analytical
tool for improving tractability [18]+[20]. Recent worksIP-[25] have shown that the network
models with BS locations drawn from a homogeneous Poissant poocess (PPP) are as
accurate as the traditional grid models compared with tiselltreof an practical network
deployment, and can provide more tractable analyticalltseshich give pessimistic lower
bounds on coverage and throughput. For these reasons weRigBp to model the locations
of BSs of the cellular networks in this paper.

The following scenario of secure communication in cellulatworks is considered in this
work: confidential messages are prepared to be conveyed tbéenuser, while certain other
mobile users should not have the access to the messages racel dre treated as potential
eavesdroppers. The serving BS should ensure the messdyesedeto the intended user
successfully while keeping perfect secrecy against alémitl eavesdroppers. Considering
the fact that the cellular service area is divided into ¢cedlsch BS knows the location as
well as the identity of each user (i.e., whether the user istargial eavesdropper or not) in
its own cell. The identity and location information of mabilisers in the other cells can be
obtained by information exchange between BSs via the batkietworks.

The main contributions of this paper are as follows:

« First, our analytical results quantify the secrecy ratédquarance in large-scale cellular
networks. Specifically, tractable results are providedhengrobability distribution of the
secrecy rate and hence the average secrecy rate achiemahleahdomly located mobile
user in such a cellular network, under different assumptmm the cell association and
location information exchange between BSs as follows:

— Scenario-I: the serving BS fully acquires potential eavesdroppersation infor-
mation; the nearest BS from the intended user is chosen asethisng BS.

— Scenario-1I: the serving BS fully acquires potential eavesdroppersation infor-
mation; the BS providing best secrecy performance at thended user is chosen
as the serving BS.

— Scenario-1II: the serving BS partially acquires potential eavesdragplecation

information; the nearest BS from the intended user is aatagtias the serving BS.



« In addition, a unique feature of secure transmissions tirebptimal BS is often not the
nearest BS is identified and analyzed in the work. Our reshitsv that only marginal
gain can be obtained by optimally choosing the serving BRerahan associating to the
nearest one. In other words, keeping the nearest BS to befoisedcure transmission
still achieves near-optimal secrecy performance, which v&ry useful message to the
network designers.

. Finally, our analysis sheds light into the impact of the Elality of eavesdroppers’
location information on the achievable secrecy rate. Irtigadar, the secrecy perfor-
mances for the scenarios with no location information ergeaand limited exchange
with neighboring cells are derived, which demonstrate th#cal role of this kind
of BS cooperation. This result provides network designeith wractical guidelines
in deciding on the necessary information exchange range,how many nearby BSs
should participate in the information exchange for acmgva certain level of secrecy

performance.

It should be noted that similar work to evaluate secrecyquerénce of large-scale cellular
networks was conducted ih [26]; however, it mainly focusedtlee scaling behavior of the
eavesdropper’s density to allow full coverage over theremietwork, without taking the
achievable secrecy rate into account. In contrast, we cteaize the statistics of the secrecy
rate at an arbitrary mobile user under different cell asgmm models and eavesdroppers’
location information exchanging assumptions mentioneal/ab

The remainder of the paper is organized as follows: In Sedfiowe present the system
model and general assumptions in this work. Secfioh Il shdle main result of this
paper, in which we obtain simple tractable expressions &hiiewvable secrecy rates under
different scenarios. Sectidn IV provides numerical resalid concluding remarks are given
in Section V.

II. SYSTEM MODEL

We consider the downlink scenario of a cellular networkizitig an orthogonal multiple
access technigue and composed of a single class of BSs, B8dar instance. We focus on
the performance achieved by a randomly chosen typical malser. The BSs are assumed
to be spatially distributed as a two-dimensional homogasd®PPd 35 of density Az, and
all BSs have the same transmit power valgg;,. An independent collection of mobile users,

located according to an independent homogeneous ®R§ of density Ay, IS assumed.



We consider the proceds,,;s U{0} obtained by adding a user at the origin of the coordinate
system. By Slivnyak’s Theorem [116], this user can be takethagypical user, since adding

a user is identical to conditioning on a user at that location

A. Signal Model

The standard power loss propagation model is used with pathdxponent: > 2. Hence,

the received power at the receiverfrom the transmitter; is written as
Pro(wi, x5) = Ppsllv; — x| 1)

The noise power is assumed to be additive and constant witie w& for all users, but no
specific distribution is assumed.

In this work, we assume that there is no in-band interferetadownlink receivers. This
assumption is achievable by a carefully planned frequesage pattern, where the interfering
BSs are far away to have the serving BS occupying some resdiocks exclusively in a

relatively large region, and the interference can be inm@ed in the constant noise power.

B. Achievable Secrecy Rate

We consider a scenario where confidential messages arer@defzabe delivered to the
typical user, while certain individuals among other mobigers, treated as potential malicious
eavesdroppers (or called Eve for brevity) by the networkushbe kept from accessing them.
We model a fraction of the other mobile users randomly chdsem ®,,s (the process
constructed by all other users except the typical user) as#vesdroppers, i.e., a thinned
PPP with the density ok., denoted byd..

Here we assume that each BS knows both the location and thatyd@.e., whether the
user is a potential eavesdropper or not) of each mobile msis iown cell, and the cell of
each BS is the Voronoi cell containing the BS, where the Voraessellation is formed by
PPP®g4 [16], as shown in Figl]l. The identity and location informatiof mobile users
in the other Voronoi cells can be obtained by the informatxchange between BSs via
backhaul networks.

Firstly, if we suppose the ideal case where the serving B&téacat: knows the locations
of all eavesdroppers in the plane, which requires that thation and identity information

of all users is shared completely through the backhaul métwbe maximum secrecy rate
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Fig. 1. lllustration of Poisson distributed BSs’ cell boanés. Each user is associated with the nearest BS, and BSs
(represented by green squares) are distributed accordif®PP. Dmin is defined as BS’s minimum distance to its cell

boundaries.

achievable at the typical mobile user is given by [6],/[2F4, a

P, P..(e*
Rszmax{logz <1+M) _10g2 <1+M)’0}’ (2)
ag g
where
¢ () = argmaP, (e, 2) = argmin]le — ], ©)

i.e.,e*(x) is the location of the most detrimental eavesdropper, wisithe nearest one from
the serving BS in this case.

Then, assuming limited information exchange between Bfesetwill be regions in which
the eavesdroppers’ location information is unknown to taeviag BS, which is denoted by
© c R2. When this happens, the serving BS assumes the worst caseedvesdroppers
can lie at any points i®. Then the achievable secrecy rate is still given @y (2), &5(t)
should be

e*(r) = arg eglbaLi(@Pm(e, x), 4)

where the detrimental eavesdropper is chosen from the wifitme eavesdropper sét. and

the unknown regior®.



It should be noticed that the randomness introduce@® py and ®. makes the achievable
secrecy rateR, at the typical user a random variable. Furthermore, theiloigion of R, is
mixed, i.e.,R; has a continuous distribution di, o) and a discrete component @t For

Rs € (0,00), the complementary cumulative distribution function (G&Df R, is given as

Fr.(Ro) = ]P’(log2 (1 n M) ~log, (1 + M) > RO), for Ry > 0. (5)

o2 o2
For the special case ak, = 0, it has the probabilityP(R, = 0) = 1 — Fj_(0), which
corresponds to the probability that the link to the typicaerucannot support any positive
secrecy rate.
By assuming that the receivers of both the legitimate uséreavesdroppers operate in the
high signal-to-noise ratio (SNR) regime, i.&,,(0,z)/¢* > 1 and P,.(e*(z),x)/o? > 1,
we can obtain an approximation &, denoted by, i.e., R, = max { log, (P,.(0,x)/0?) —

log, (P,.(e*(z),z)/0?),0}, the CCDF of which is

= P(Jle"(x) — | > 87z}, for Ro >0, (6)

where the threshol@ is defined as3 £ 2%, In this work, we focus on high SNR scenarios
and use the above expression to obtain tractable resultseosetrecy rate performance. The
obtained analytical results give approximations on theesgcperformance at finite SNR
values.

Furthermore, from the fact that the achievable secrecy Rateshould always be non-
negative, we can easily reach the conclusion that the higR SplproximationFRS(Ro)
serves as an upper bound for the CCDFRyfat finite SNR, i.e.,

0%+ P,.(0,7) 2R0>
o2+ P.(e*(z),x)

Prm(()’x) R _
< p( L0 or) _ p N
< (g iogy g 7 2) = Falfo). for R0 (7)

where the two probability expressions are equal wihign= 0. Therefore, some of our

FRS (Ro) = P(

analytical results orFRS(RO) andE([z,] under the high SNR assumption, including the exact
expressions and upper bounds, give valid upper bounds osetitecy performances at finite

SNR values.



. M AIN RESULTS

In this section, we provide the main results on the probstilicharacteristics of the
achievable secrecy ratég and the average secrecy rates achievElblE] under three major
scenarios, where different criterions to choose the sgrid8 are used and the serving BS
can fully or partially acquire the location information dfet eavesdroppers, corresponding to
the different levels of BS cooperation introduced. It slidog noticed that the BS cooperation
considered in this paper includes only exchanging the iyeand location information of

the mobile users and selecting the appropriate BS to seevéyfical user.

A. Scenario-1: Full Location Information; Nearest BS to Serve

We firstly assume that the location information of all eavepgers can be fully accessed
by the serving BS and employ the cell association model byimiog mobile users to be
served by the nearest BS only. The location and identityrmé&tion of mobile users in the
serving BS’s cell can be obtained easily, and other usefernmation is supplied by other
BSs via the backhaul networks. Associating users to theese®&S is commonly used in
related cellular modeling work$s [118], [21], and equivalgnt means that a BS is associated

with the users in its Voronoi cell (formed by the PRRy).

Proposition 1. Under the conditions of mobile users being served by the nearest BS and the
availability of full location information for all eavesdroppers, the CCDF of the achievable

secrecy rate obtained at the typical user is given by

_ 1
FRS(RO) = 1 T )\)\_e . 2(2R0
BS

T for Ry > 0. (8)

Proof: Here we user, to denote the nearest BS from the origin, and we definas the

distance from the typical user to the nearest BS, namgly;

xo||- The probability density
function (pdf) ofr, has been provided in_[28], as

fra (1) = 2w Aggr exp(—TApsr?). 9
Due to the assumption that the serving BS knows all eavepdrsplocations in this scenario,
the most detrimental eavesdroppétz,) for the BS atz, should be the nearest one from
xo, as given in[(B). We define the (closed) ball centered and of radius- asB(p, ), i.e.,

B(p,r) 2 {m e R2,||m — p|| < r}. Then the CCDF of the achievable secrecy rAteunder

this scenario can be derived as

Fr,(Bo) = B(]le"(wo) = ol > 8" ao]|)



[e.e]

P(Jle* (o) = woll > 87y | ru = y) fr,(v)dy

g

P[No Eve inB(zg, 8Y°7,) | 1w = y] fr. (y)dy

[e.e]

]P’[No Eve in B(azo,ﬁl/ay)]f%(y)dy

—
N

[e.9]

eXp(—ﬂ)\QBQ/O‘yQ) - 2T ABsy eXp(—ﬂ)\BSyQ)dy

—
=
=

— — — —,

1
1+ 2 2CR/a’

(10)

where step(a) is derived based on the independence betweerand ®z5, and step(b)
follows the PPP’s void probability and pdf of, given in [9). Through the deduction above,

the CCDF expression of the achievable secrecy rate can lagett [ ]

Corollary 1. Under the conditions of mobile users being served by the nearest BS and
the availability of full location information for all eavesdroppers, the average secrecy rate
achievable at the typical user is provided by

E[RS]:an' t

“ (ABS+)\6>. (11)

Ae
Proof: Based on the CCDF expression given in Proposifion 1, theageesecrecy rate

achievable at the typical user can be obtained by integrd@h from 0 to oo, i.e.,

. o 1
E[R,] = /0 L
(@ [ 1 .In ( exp [ In(2%/*)t] )] >
In(2%/) 14 2= - exp [In(2%)t] / |,

B « ln< 1 )_ « ln< 1 )
 2In2  \\/Aps/  2In2  \1+4 \./Aps

- e’ ABs + Ae

N zlnz'ln( e ) (12)
where step(a) follows the indefinite integral result for the form of the egrand herein,
which can be found in[29]. [

B. Scenario-1I: Full Location Information; Optimal BS to Serve

Next, we still keep the assumption that the serving BS hasalkesdroppers’ location
information, which can be achieved by an ideal informatisoh@nge between BSs; however,

in this scenario, we assume that all BSs can act as candibatesve the typical user.
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This scenario provides us the maximum achievable secrdeyfram the information-
theoretic point of view, which tells the network designee thitimate secrecy performance
the cellular network can offer and can be viewed as the optB%acooperation scheme
considered in this paper. Obviously, to obtain the optinedrecy performance, the BS
achieving the maximum secrecy rate should be selected.uBlyisig the secrecy performance
with the optimal cell association, we are able to quantifg tap between the secrecy
performances provided by the optimal BS and the nearest BS.

Based upon these assumptions, the achievable secrecyt tate tgpical user becomes

R, = max{ max {log2 (W) — log, (W) },O}, (13)

z€Ppg

wheree*(x) is given by [3).

Proposition 2. Under the conditions of mobile users being served by the optimal BS and the
availability of full location information for all eavesdroppers, an upper bound for the CCDF

of the achievable secrecy rate at the typical user is given by

- ABs
FRS (RO) < 1 — exXp ( — W), fOr RO 2 07 (14)
and a lower bound is given by
_ 1
Fp (Ro) for Ry > 0. (15)

P ’
= 1+>\);T€s_2(2R0)/a

Proof: For a given BS (not necessarily the nearest BS) located gbdbkition of z, its
achievable secrecy rate toward the origin’s typical uséanger thanR, if and only if there
is no eavesdroppers located withii{z, 2(%0/9)||z||). Hence, the achievable secrecy rate’s
cumulative distribution function (CDF) can be derived as

~

Fs (Ro) = P(R, < Ry)

= [P[All BSs can not provide secrecy rate larger thag

= Bo,|Eou| ] 1{¢eﬂ8<x,2%uxu>¢0}]]

- T€EPBS

— R, _E@m[ I1 [1-1{@6(]3(:5,2%”:5”):o}]H

L TEPBS

W g, exp[—)\Bg/ 1{¢eﬂ3(x,2?|yx”):o}dxu
L R2

> exp {— Aps A2P[®Q(B(x,2?y\x|y)) - 0] daz}, (16)
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where Ry, > 0, step(a) follows from the probability generating functional (PGFbj the
PPP [16], and Jensen’s inequality gives the lower boundFor( ) in the last step. The
part in the integral can be derived by using 2-D homogene®R$Pvoid probability [[16],
i.e., P[®. (B(z,2%0/9|z|))) = 0] = exp(—mA2@ /*)||z||?), which can be substituted into
the integration in[(16) to obtain the upper bound of the aahée secrecy rate’s CCDF in
(14) easily.

Then we turn to find the lower bound for the CCDF of the achitabcrecy rate. Here we
useRs,nemnest to denote the achievable secrecy rate where only the neBes accessible,
which has been studied in Scenario-l. Since connectingdgmtarest BS is always one of
the viable options if all BSs are reachable, we can have thalisochastic order between
Ry nearest IN Scenario-1 and?, in the current scenario, i.€2( Ry pearest > Ro) < P(Rs > Ry)

or equivalentlyF, (R,) > F;

Rs,nea'rest

(Ry). Therefore, the conclusion in Propositldn 1 provides

the lower bound in[{15), which completes the proof. [ |

Proposition 3. Under the conditions of mobile users being served by the optimal BS and the
availability of full location information for all eavesdroppers, another upper bound for the
CCDF of the achievable secrecy rate at the typical user is given by

4 ABS
1+ 2Ro/a)2 )\,

Fp (Ro) <1 —Evd[exp(— (

Vi) for B >0, (17)

where the expectation is taken over the random variable V,, the area of the typical Voronoi

cell of a PPP with the unitary density.

Proof: For the set of eavesdropper locatiohs, we can define a random s@t, the
union of all points at which BS can provide the typical usdrtfee origin) a secrecy rate
RS > RQ, i.e.,

P={s R |le—al| > §2|z] Ve € @.}, (18)

which is based upon the assumption that the serving BS knlbwavesdroppers’ locations in
this scenario. Furthermore, we defifias the Voronoi cell generated by the procéss/ {0},

the union of the eavesdroppers’ locations and the origirtaBse of Slivnyak’s Theorem,
the Voronoi cell around the origin formed . U {0} has the same property as a randomly
chosen Voronoi cell formed by a PPP with density The area measures of the random set
P andC are denoted byd(P) and A(C) respectively. An example of these random sets is

illustrated in Fig.[2, in which we can obtain a straightfordiaelationship betweeni(P)
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Fig. 2. lllustration of the relationship betweén (the union of all points at which BS can provide the typicakmua

secrecy ratei, > log,(B), where = 1.25, represented as the red region) @hgthe Voronoi cell generated by the process
®. U{0}), as defined in the proof of Propositibh 3. The typical useratied by a star is located at the origin. A realization
of eavesdroppers are scattered and denoted as circles.

and A(C) as

4

AP S e

A(C), (19)

if 5> 1 or equivalentlyR, > 0.

The value[4/(1 + 84/*)%] A(C) is the area measure of the region enclosed by blue lines
in Fig.[2, which is the exact shape shrunk freghnand has edges tangential ®s edges.
Obviously, for a realization of the BS locatidgg, the typical user can have a secrecy rate
larger thanR, if and only if there is at least a BS located i which makes the CCDF of

the secrecy ratéz, become

Fj (Ry) = P[No BS exists inP]

@ 4 Ep [exp (- )\BSA(,P»}

d\p
< 1-Ep [exp ( - mz‘l(c))]
= 1—Evd[exp(— (1_'_21/(1)2 ) A}is .Vd)}, (20)

where the expectation in stép) is taken over the random s@t [ |
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Remark: 1t can be observed that the upper bound obtained in Propoggidepends on
the statistic characteristics of Voronoi cell’s area. lbypdes us an accurate approximation
for small positive R, values and complements the upper bound result in Propoggio
Particularly, for the special case &f, = 0, the regionP turns out to be the Voronoi cell,

thus making the CCDF upper bound become the exact result, i.e

FRS(O):l_EVd[eXp(_ AfsVd)}, (21)

and the expression in this extreme case is consistent wetlsdlarecy coverage probability
provided in [26]. For high value of?,, however, the area difference betwedfP) and
[4/(1 + BY*)?] A(C) increases, which makes the approximation[in (19) becomeeicige.
This can explain the numerical results we will observe lateFig. 3, i.e., the discrepancy
between the upper bound given by Proposifibn 3 and the stionleesult for R, = 5.
Although there is no known closed form expressionlgfs pdf [30], some accurate
estimates of this distribution were produced nl[31],1[3Bpr instance, a simple gamma

distribution was used to fit the pdf 6f; derived from Monte Carlo simulations in [32], i.e.,
fra(a) = 727" exp(—bx) /T (q), (22)

whereq = 3.61, b = 3.61 andI'(z) = [~ t*"'e~'dt is the standard gamma function. By
substituting this estimate intd (17) and simplifying théegral, we can obtain
_ be

FRS(RO) ~1— 4 A
(b+ (1+2R0/a)2 ' )is)

7. for Ry > 0. (23)

After giving the bounds forz,'s CCDF, we will focus on the average secrecy rate achiev-

able for a randomly located user.

Corollary 2. Under the conditions of mobile users being served by the optimal BS and the
availability of full location information for all eavesdroppers, an upper bound of the average

secrecy rate achievable at the typical user is provided by

. oY A A
B[R < gy - [+ (52) + B1(F2)], (24)

and a lower bound is provided by

“ ()\BS+)\6>’

E[R,] >
[RS] )\e

Z oma " (25)

where Ey(x) = [ exp(—t)1dt is the exponential integral and vy is the Euler-Mascheroni

constant.
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Proof: Based on the CCDF bounds given in Proposifibn 2, the uppeiamer bound
of the average secrecy rate achievable at the typical usebeabtained by integrating_(14)

and [I5) from0 to co. Specifically, the upper bound can be derived as

E[R,] < /OOO [1 —exp(— )\e;\(%/aﬂdt

(a) 1 T 1= ep(—v)
<z - R A S 2
In(22/) /0 S (26)

where stepa) is derived by employing a change of variables- Agg/(A\.2(3)/*). We use
the Taylor series expansion eftp(—v), and the integrand ifi(26) becomes
1 —exp(—v) <~ (=)t
. = ; o (27)
Then by integrating both sides of the equatién] (27) and peiiftg simple mathematical

operations, we can obtain the relationship

ABS ABS

Ye 1 —exp(—v)

2 (o
e,
/0 v 0 —~ Kl
o pABS Nkl
= Z/ ’ 7( Z)' dv
k=10 ’

-1

dv

(%)
k- k! (28)
k=1

Since the exponential integral can be expressedds) = —y — In(z) + > -, (_1,121’”]“

whenz > 0 [33], the above integral can be derived as

T ex (—v)
/ ) +dv: v+ In (22) + By (222, (29)
o ,

Plugging [29) into[(Z6) gives the upper bound of the averageesy rate in[(24).

On the other hand, following the same procedure as the oneotee gCorollary[1, the
lower bound of average secrecy rate can be obtained, whitipletes the proof. [ ]

An alternative upper bound of the average secrecy rate \adfige can be derived based
upon Proposition]3, and the corresponding performancealgth be shown in Sectidn1V.

It should be noticed that the optimal BS mentioned here isnsmessarily the nearest
BS, since it is possible that other BSs can provide higheresgaate than the nearest BS.
Taking the case illustrated in Fig. 3 for example, the tyhirs#r’s nearest BS is BS-A, which,
however, is hardly capable of providing a secure connedio® to its excellent connection

to the eavesdropper nearby. Alternatively, choosing B®-Betrve can provide a certain level
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Fig. 3. An example where the BS providing maximum achievaglerecy rate is not the nearest BS. The typical user’s
nearest BS is BS-A, which however cannot provide a posite@exy rate due to its excellent link to the eavesdropper.

BS-B, on the other hand, can provide a secrecy connectiae shrere is no eavesdroppers nearby.

secrecy rate if the typical user’s channel quality to BS-Boéster than the channel to the
eavesdropper.

By comparing the secrecy performance in Scenario-l (the&piser served by the nearest
BS) with this scenario (the typical user served by the begt B8 will be able to see the
benefit from optimally choosing the serving BS to provide skeure downlink transmission.

The numerical illustrations will be provided in Section] IV.

C. Scenario-III: Limited Location Information; Nearest BS to Serve

Here we still assume the same cell association model as $aénae., mobile users are
served by the nearest BS, nevertheless only limited usaeatibn and identity information is
known to the serving BS. Considering the backhaul bandwédst in practice and the core-
network implementation complexity for BS cooperation, sieenarios where the location and
identity information is only exchanged with neighborindleer even no exchange allowed
at all are analyzed in this section.

1) No location and identity information exchange: Firstly, we assume that no location and
identity information exchange allowed between BSs, whiaans that the serving BS only

knows the intracell users’ location and identity infornoati As mentioned in sectidn 1liB, the
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unknown region outside the serving cell leads to the worst @ssumption that eavesdroppers
lie on the serving BS’s cell boundaries and limit the achideasecrecy rate.

Before coming to this scenario’s secrecy performance, vatlfidefine the minimum
distance from PPP’s each point to its own cell boundariesptel asD,,;,. In Fig.[d, for
instant, theD,,;, of three BSs are illustrated. In the cell tessellation fairbg BS PPP with

density \zs, we can simply use the void probability of a PPP to derive

P (Dymin > r) = P[No BS closer tharer]|
= eTmms()?, (30)

Therefore, the CDF i§), (1) = P (D < r) = 1—e ™55(27” and the pdf can be found as

dFp . (r
o, (1) = Dé%‘() = 87 Apgr exp(—4nApgr?). (31)

Proposition 4. Under the conditions of mobile users being served by the nearest BS and
only intracell eavesdroppers’ location information available, a lower bound for the CCDF
of the achievable secrecy rate obtained at the typical user is given by
_ 1
Fp, (Ro) >
Rs <R0> 1+ (L + 4) . 2(2Ro)/a

ABs

, for Ry > 0. (32)

Proof: Based on the available intracell eavesdroppers’ locatidarination and the

assumption that the typical user is served by the nearestt B §6) becomes

Fp(Fo) = P(Jle"(w0) = w0l > B o)

= P[No Eve inB(xo, Bory);Te < ﬁﬁDmm}

= / P[NO Eve inB(%,ﬁéTu); Dyyin > ﬁéru | Ty = y} fru(y)dya (33)
0

where step(a) is based on the fact that eavesdroppers are assumed to bia lied cell

boundaries for the worst case. The probability expressemeih can be further derived as
P[No Eve inB(xo, 8+7); Duin > 5574 | 1 = ]
2 P[No Eve inB(zo, 8+)] - P(Duin > By | 14 = y)
> P[No Eve inB(z, 57y)] - P(Duin > )
= e (= mA(B) [ foun(a)d

Bay
= exp ( — (e + 4)\35)6%y2), (34)
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where the independence betweép and ¢ is used to separate the two probability ex-
pressions in steph), and the former part is only dependent on the density of eluppers
). and the ball's arear3*“y?, but independent of,. It should be noticed that the value
of r, has an impact on the distribution db,,;,, and we need to us¢p,_, .. (-|) to
derive P(Dyyim > B3y | o = y) in step (b). Because the tractable result Bb i C10)
is not available, we obtain a lower bound (also served as catrke approximation) ex-
pression by ignoring the impact of, on the distribution ofD,,;,, due to the fact that
P(Dwin > x| 7, = y) = P (Dmin > x). The lower bound by replacing distributiofy, .. (-)
can provide a good approximation, which will be demonsttétg the numerical comparisons
in Section1V.

By substituting [(34) and the pdf of, given in [9) into [38), the lower bound expression
(32) can be obtained, which completes the proof. [ |

Remark: When )\, > Apg, the impact of cell boundaries on the secrecy rate becomes
negligible, since almost surely an eavesdropper existdartde ball3(xy, D,,;,) and limits

the achievable secrecy rate, then making (32) became (8).

Corollary 3. Under the conditions of mobile users being served by the nearest BS and only
intracell eavesdroppers’ location information available, a lower bound of the average secrecy
rate achievable at the typical user is provided by

A «
R 2 o5 I

5)\35 + )\e)
4hgs + A/’

(35)
Proof: The lower bound of the average secrecy f&f&,] can be derived by integrating
(32) from 0 to oco. Since the integrand in this integral has the similar form{@s the same

deduction procedure can be performed to obtain this lowan8o [ ]
Remark: Under the condition of mobile users camping on the nearest388nario-1 and
this case can be regarded as two extremes: in the formerrggethe location information of
all eavesdroppers is shared among BSs, while no locationdamdity information exchange
is allowed in the latter one. By comparing the expressiongId) with (38), it is easy

to conclude that the latter case’s average secrecy ratevadite increases withpgg/\.
much slower than the counterpart in Scenario-1. This trevidch will be given numerically
in following Section[1V, demonstrates the impact of the kima and identity information

exchange between BSs.
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2) Location and identity information exchange limited with neighboring cells only: In
order to further characterize how the availability of thedton and identity information
affects the secrecy performance, we will investigate tleeesy rate for the case where the
location information and identity exchange is restrictedhe serving BS’s neighboring cells
only.

Given certain neighboring BSs patrticipating in the infotima exchange with the serving
BS, the region outside the cells covered by these BSs is tkieown region. By considering
the worst case scenario that the eavesdroppers can beda@atehere inside the unknown
region, the secrecy performance is limited by the minimustagice from the unknown region
to the serving BS. As long as the minimum distance is the stmesecrecy performance stays
the same regardless of the shape of the unknown region, winéems that the consideration
of a disk-shape known region does not lose the generalitth@frésult on secrecy rates.
Therefore, we apply the following model to represent thevkmand unknown regions: only
the location information of the eavesdroppers with distsniess tharD, from the serving
BS is available to it, i.e., the eavesdroppers outside th@me3(x, Dy) are unknown to a
BS atz. The valueD, is calleddetection radius in our analysis.

From a network design perspective, a larggrrepresents information exchanging feasible
with BSs farther away, and in other words, a larg&y means that more BSs patrticipate in
the information exchange with the serving BS. This scenprivides limited information
exchange, which can be regarded as an intermediate casedmefeenario-Il and Scenario-
[11(1), and reflects practical considerations, such as imitdd bandwidth of the backhaul
network and the complexity introduced by extensive infdiora sharing in the practical
implementation. By investigating how the achievable sgcrate changes witt,, one can
obtain insights on the improvement of the secrecy perfoomaas more BSs participate in

the information exchange process.

Proposition 5. Under the conditions of mobile users being served by the nearest BS and the
detection radius is D, the CCDF of the achievable secrecy rate obtained at the typical user
is given by
‘ 1

1+ )\);TS . 2(2Ro)/a’

Fp (Ro) = (1 — exp [ — (A + /\352_%)1%2])

for Ry > 0. (36)

Proof: Based on the available location information of eavesdroppéth distances less
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than D, and the typical user served by the nearest BS,ai{@) can be derived as

Fa(Ro) = P(lle"(@o) = woll > 8/

= IP’[NO Eve inB(xo,Béru);ru < ﬁ_éDo]

ﬁ7%D0 1
— / P[No Eve inB(zo, fory) | ru = y] fr. (v)dy
0

5_éD0 L
@ J/ P[No Eve inB(xg, 2y)] fr. (y)dy
0
2 %QDO 2Rq
= / 2 Apsy - exp(—mA2 e y* — TApsy?)dy
0
1
1+ 2 . 2(2Ro)/a
ABs
where stefa) follows the independence betweén and ¢, and step(d) is derived based
on the void probability of PPP and the pdf of. It should be noticed that the probability

—
=

(1 —exp[— m(A + ABSQ*@)DJ]), 37)

expressioriP[No Eve in B(xo,ﬁiy)} is only dependent on the density of eavesdroppers
and the ball’s area 3%y, but independent of,. The integration fron to —%DO gives
the result which completes the proof. [ |
Remark: As expected, the general trend can be understood as follvsn detection
radius D, decreases, the location information of eavesdropperswuding the serving BS
reduces, which makes a lower probability to maintain theesscrate Ry. As we increase

D, to infinity, the condition turns to be the same as Scenaribtis making[(36) becomg](8).

Corollary 4. Under the conditions of mobile users being served by the nearest BS and the

detection radius is Dy, the average secrecy rate achievable at the typical user is provided by

)\BS+>\€> _ (6]
Ae 2In2

. «
E[RS]:an'ln(

| Bi(7AD3) = By(v(A + Aps)D3) | (38)

Proof: Based on the CCDF expression given in Proposition 5, theageesecrecy rate

achievable at the typical user can be provided by integya@@) from0 to oo, i.e.,

. o0 1 T
ER,] = /0 1+/\/\_e‘2(2t)/a-(1—exp[—7r()\e+)\352 a)DODdt
BS
& 1 Pexp | —m( A + A 2= o) D2
- / 1L e 2(2t)/adt_/ p[ 1 (Ae 21?;)/a : O}dt
0 +E' 0 —i—E.
@ _® 4 <)‘35+)‘e> _
2In2 Ae

o0 — mAgsD2- 274
exp(—mA.D2) / exp [ — mAns Df }dt, (39)

0 1+ )\)‘Tes . 2(2t)/a



20

where the deduction of the former part in step utilizes the result solved in Corollafy 1,

and then we will focus on the integral in its latter part,,i.e.

exp(—7mA.D}) /

> exp [— W)\BSDS : 2_%]

>\e [e%
. 1+ 2= 200
(b) o [ exp(—mA.DEvt) a
= —7AD . d
exp(— 0)/& 14w 2vIn2 !
ABS
© /’T“BS*MD3 1
= ds
2In2 /o, 2 sexp(s)
o 2 2
_ m[lﬂl(meDo) —El(w()\eJr)\BS)DO)], (40)

where stef(b) and step(c) are obtained by employing changes of variahles = - 200/
ands = “eTl)g + m . D3 respectively, and the last step can be derived by using tfieitén
of the exponential integral. Plugging_{40) infa {39) gives wesired result il (38), which
completes the proof. [ |

IV. NUMERICAL ILLUSTRATIONS

In this section, we present numerical results on the achievsecrecy rate for all three
major scenarios respectively. Here we define the v8N& as the received SNR from the
serving BS at the distance= 1, i.e., SNR = Pgg/c>. All simulation results are conducted
under a high SNR condition, i.eSNR = 20dB, and unitary BS density, i.eAgs = 1, to
compare with our analysis for the purpose of model validatio

Firstly, for each curve in Fid.]4, we show the average secrat®s achievable at the typical
user in Scenario-l, for both path loss exponentswof 4 anda = 2.5. As can be seen in
this figure, the curves representing the analytical expes1) in Corollary(l match the
simulated results for all conditions.

Fig.[[ and Fig[lb demonstrate the results of Scenario-llpfitenal case where all mobile
users’ location and identity information is completely Wmoand the optimal BS is chosen
to maximize the achievable secrecy rate. Elg. 5 shows thedlypser’s secure link coverage
probability with the threshold, = 0 or Ry = 5 to claim outage. Note that the upper bound in
Propositiod B converges to the exact coverage probabilitgeé special case dt, = 0, which
can be observed from the fact that the curves representsgpjroximation[(23) based on
Propositiod B match the simulated results in Eig. 5. Howe¥hés approximation is not precise
for large values ofr,, e.g.,Ry = 5 and the analytical reason for this inaccuracy is explained

in remark after Propositioh] 3. On the other hand, the lowearndoand the upper bound
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Fig. 4. The average secrecy rate achievable versus thedeappsr density\. for Scenario-1 (full location information;

nearest BS to serve). Simulation and tractable analytesilts are shown for different path loss exponents

in Proposition[ 2 tend to give more accurate approximatidnthe exact secrecy coverage
probability for large values of?,, which can be regarded as a complementary property to
offset the limitation of the upper bound in Propositl[dn 3 mi@med above. From the results
shown in Fig.[®B, the tractable upper and lower bounds of theemable secrecy rates in
Corollary[2 are also reasonably accurate. Furthermoreagipeoximations for the average
secrecy rates achievable based on Proposition 3 are alsond@ated in Fid.]J6 and turn out to
be inaccurate due to Propositigh 3's imprecise estimatéafge 12,. The achievable secrecy
rate given in Scenario-1l provides the maximum value ovértha scenarios considered in
this paper.

By comparing Figl¥4 with Fig.]6, it can be noted that picking thearest BS to serve can
achieve a secrecy rate nearly as much as the optimal valuexBmple, the secrecy rate in
Scenario-l is approximately 1.9 fer = 4 and the eavesdroppers’ density= 1, compared
with around 2.1 for the optimal case in Scenario-Il. In otixards, there is only marginal
benefits from optimally choosing the serving BS instead wipdy picking the nearest BS to
serve.

Fig.[@ shows the average secrecy rate achievable for Sodhiét), where no location

and identity information exchange is allowed and only ioéthusers’ location information
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is known to the serving BS. Due to the shrinkage of the regibere location information
is available, the secrecy performance is significantly aegd compared with the counterpart
in Fig.[4. For example, the average secrecy rate achievalkdeound0.57 for a« = 4 and

Ae = 1, whereas the corresponding value can reach aréunidr Scenario-l. We also observe
a relatively slow drop in the average secrecy rate achievabh. changes front.1 toward

1, due to its weak dependence on the density of eavesdroppéhssirange of)\., which
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Fig. 7. The average secrecy rate achievable versus thedeappsr density\. for Scenario-11I(1) (no location information
exchange; nearest BS to serve). Simulation results anthiilaclower bounds are shown for different path loss exptnen

[

suggests that the lack of location information outside #rgiag BS’s cell becomes the main
restrictive factor in determining the secrecy performar@e the other hand, a%. increases
from 1 to 10, the average secrecy rate achievable accelerates to dhogp thie eavesdropper
density is more influential. It can be shown that the tragdblver bound in[(35) captures
the general trend of the curves and can be used as a tool to anaierise estimate.
Furthermore, by presenting the average secrecy rate atieversus the detection radius
D, in Fig. [8, we can see the importance of eavesdroppers’ mtatiformation on the
secrecy performance. In case of relatively small value®g@fany increase of the detection
radius brings remarkable benefit to the achievable secieey ©On the other hand, in case
of large Dy, any further increase in the detection radius does not aotially impact the
secrecy rate, since the eavesdropper that limits the sepedormance is usually located
not too far away from the serving BS and its distance is likelyoe smaller tharD, when
Dy is sufficiently large. Take the curve wiilh = 4 and A\, = 0.1 for instance, the secrecy
performance improves significantly @% is increased up t@, and any further increase from
Dy, = 2 has a limited effect. This performance trend over the ranigeetection radius

can be utilized to appropriately choose the number of neighy BSs for the information
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Fig. 8. The average secrecy rate achievable versus thetidateadius D, for Scenario-111(2) (location information for
users with distances less théah; nearest BS to serve). Simulation and tractable analyteEsllts are shown for different

eavesdropper densities. and different path loss exponents:= 4 (left) anda = 2.5 (right).

exchange in order to achieve a good secrecy performancstwaling the implementation
cost of such information exchange into consideration. tiusth be noticed that the slight
mismatches between simulation and tractable results irfid~amd Fig[(B come from the high
SNR assumption used in our analysis, and become almosthievest SNR = 30dB (plots
omitted for brevity).

Another fact clearly shown from Fi@][8-8 is that better perfance can be obtained for
larger values of path loss exponemt e.g., the average secrecy rate achievable is higher
for « = 4 than the counterpart far = 2.5. This is because the resultant larger path loss
from largera indicates worse signal condition to both the eavesdroppaishe typical user,

whereas the former effect turns out to be more influentiall@ndecrecy performance.

V. CONCLUSION

In this work, we studied the secrecy performance of celln&tworks considering cell as-
sociation and information exchange between BSs potenpatlvided by the carrier-operated
high-speed backhaul and core-networks. Using the stachgebmetry modeling of cellular
networks, tractable results to characterize the secreiey ware obtained under different
assumptions on the cell association and location infownaéixchange between BSs. The
simulation results validate the tractable expressionsapptoximations. From the analysis

in this paper, we identified the unique feature for securestrassions that the optimal BS
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is often not the nearest BS. Nevertheless, our result shibatskeeping the nearest BS to
be used for secure transmissions still achieves near-apsecrecy performance. We also
considered the exchange of eavesdropper’s location irsftiom between BSs and studied
its impact on the secrecy rate performance. Our finding i$ ithes usually sufficient to
allow a small number of neighboring BSs to exchange the iocabformation for achieving
close to maximum secrecy rate. Specifically, our analytiealilt provides network designers
practical guidelines to decide the necessary informatxcha&nge range, i.e., how many
nearby BSs should participate in the information exchamgeathieving a certain level of
secrecy performance.

The result in this work applies to scenarios where a casefplinned frequency reuse
pattern is assumed, and the serving BS can occupy some cesblacks exclusively in a
relatively large region. In future cellular networks, hawe interference will become an
important factor. Since the channel conditions of bothtiegite users and eavesdroppers
will be degraded by introducing interference, the impactt@ co-channel interference on
the secrecy performance of large-scale cellular netwoskilisunknown. Another limitation
is that the BS cooperation considered in this paper is cahtioeell association and location
information exchange. Coordinated multipoint (CoMP) smamssion, as an emerging BS
cooperation technique in future cellular networks, can bemtially utilized, and its benefit

on the secrecy performance is an interesting problem tcsiigage.

REFERENCES

[1] 3GPP Tech. Spec. 33.102 V8.6.0, “3G security; Secunithigecture.”

[2] C. B. Sankaran, “Network access security in next-geiiens8GPP systems: A tutorialf]EEE Commun. Mag., vol. 47,
no. 2, pp. 84-91, Feb. 2009.

[3] A. D. Wyner, “The wire-tap channel,Bell System Technical Journal, vol. 54, no. 8, pp. 1355-1387, Oct. 1975.

[4] 1. Csiszar and J. Korner, “Broadcast channels withficemtial messages/EEE Trans. Inform. Theory, vol. 24, no. 3,
pp. 339-348, May 1978.

[5] M. Haenggi, “The secrecy graph and some of its propettigs Proc. IEEE Int’l Symp. on Information Theory
(ISIT’08), Toronto, Canada, July 2008, pp. 539-543.

[6] P.C. Pinto, J. Barros, and M. Z. Win, “Secure communimatin stochastic wireless networks - Part I: Connectivity,”
IEEE Trans. Inform. Forensics and Security, vol. 7, no. 1, pp. 125-138, Feb. 2012.

[7] S. Goel, V. Aggarwal, A. Yener, and A. R. Calderbank, “Mdidg location uncertainty for eavesdroppers: A secrecy
graph approach,” iroc. IEEE Int’l Symp. on Information Theory (ISIT’10), Austin, USA, June 2010, pp. 2627-2631.

[8] P.C. Pinto and M. Z. Win, “Continuum percolation in therinsically secure communications graph,” Proc. 2010
Int’l Symp. on Information Theory and its Applications (ISITA’10), Taichung, Taiwan, Oct. 2010, pp. 349-354.

[9] X. Zhou, R. K. Ganti, and J. G. Andrews, “Secure wirelegswork connectivity with multi-antenna transmission,”
IEEE Trans. Wireless Commun., vol. 10, no. 2, pp. 425-430, Feb. 2011.



[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

(23]

[24]

[25]

[26]

[27]

(28]

[29]

[30]

26

P. C. Pinto, J. Barros, and M. Z. Win, “Secure commurnain stochastic wireless networks - Part II: Maximum
rate and collusion,TEEE Trans. Inform. Forensics and Security, vol. 7, no. 1, pp. 139-147, Feb. 2012.

0. O. Koyluoglu, C. E. Koksal, and H. E. Gamal, “On segreapacity scaling in wireless networkdEEE Trans.
Inform. Theory, vol. 58, no. 5, pp. 3000-3015, May 2012.

Y. Liang, H. Poor, and L. Ying, “Secrecy throughput of NM&Ts with malicious nodes,” iProc. IEEE Int’l Symp.

on Information Theory (ISIT’09), Seoul, Korea, June 2009, pp. 1189-1193.

C. Capar, D. Goeckel, B. Liu, and D. Towsley, “Secret conmication in large wireless networks without eavesdroppe
location information,” inProc. 31st Annual IEEE Int’l Conf. on Computer Commun. (IEEE INFOCOM’12), Orlando,
USA, Mar. 2012, pp. 1152-1160.

X. Zhou, R. K. Ganti, J. G. Andrews, and A. Hjgrungnes,n“@e throughput cost of physical layer security in
decentralized wireless networkdEEE Trans. Wireless Commun., vol. 10, no. 8, pp. 2764-2775, Aug. 2011.

——, “Secrecy transmission capacity of decentralizatkl®ss networks,” inProc. 49th Annual Allerton Conference

on Communication, Control, and Computing (Allerton’11), Monticello, USA, Sept. 2011, pp. 1726-1732.

D. Stoyan, W. S. Kendall, and J. Meck&pchastic Geometry and its Applications, 2nd ed. New York, NY: John
Wiley & Sons Ltd., 1995.

F. Baccelli and B. BtaszczyszyiStochastic Geometry and Wireless Networks, Volume I: Theory, 1st ed. Hanover,
MA: Now Publishers Inc., 2009.

T. X. Brown, “Cellular performance bounds via shotgwllalar systems,TEEE J. Select. Areas Commun., vol. 18,
no. 11, pp. 2443-2455, Nov. 2000.

X. Yang and A. P. Petropulu, “Co-channel interferencedeling and analysis in a Poisson field of interferers in
wireless communications/EEE Trans. Signal Processing, vol. 51, no. 1, pp. 64—76, Jan. 2003.

M. Haenggi, “A geometric interpretation of fading inneless networks: Theory and application&EE Trans. Inform.
Theory, vol. 54, no. 12, pp. 5500-5510, Dec. 2008.

J. G. Andrews, F. Baccelli, and R. K. Ganti, “A tractalalpproach to coverage and rate in cellular networkBEE
Trans. Commun., vol. 59, no. 11, pp. 3122-3134, Nov. 2011.

H. S. Dhillon, R. K. Ganti, F. Baccelli, and J. G. AndrewModeling and analysis of K-tier downlink heterogeneous
cellular networks,"IEEE J. Select. Areas Commun., vol. 30, no. 3, pp. 550-560, Apr. 2012.

W. C. Cheung, T. Q. Quek, and M. Kountouris, “Throughpptimization, spectrum allocation, and access control in
two-tier femtocell networks,TEEE J. Select. Areas Commun., vol. 30, no. 3, pp. 561-574, Apr. 2012.

C. S. Chen, V. M. Nguyen, and L. Thomas, “On small celwak deployment: A comparative study of random and
grid topologies,” inProc. IEEE 76th Vehic. Tech. Conf. (VIC’12-Fall), Québec City, Canada, Sept. 2012, pp. 1-5.
S. M. Yu and S.-L. Kim. Downlink capacity and base statidensity in cellular networks. [Online]. Available:
http://arxiv.org/abs/1109.2992

A. Sarkar and M. Haenggi, “Secrecy Coverageliternet Mathematics, 2012, accepted. Available at
http://www.nd.edufmhaenggi/pubs/im12.pdf.

M. Bloch, J. Barros, M. R. D. Rodrigues, and S. W. McLaligh“Wireless information-theoretic security/EEE
Trans. Inform. Theory, vol. 54, no. 6, pp. 2515-2534, June 2008.

M. Haenggi, “On distances in uniformly random netwqQtk&EE Trans. Inform. Theory, vol. 51, no. 10, pp. 3584—
3586, Oct. 2005.

A. Jeffrey and H.-H. DaiHandbook of mathematical formulas and integrals, 4th ed. Burlington, MA: Academic
Press, 2008.

A. Okabe, B. Boots, and K. Sugihar$patial Tessellations: Concepts and Applications of Voronoi Diagrams, 1st ed.
West Sussex, England: John Wiley & Sons Ltd., 1992.


http://arxiv.org/abs/1109.2992
http://www.nd.edu/~mhaenggi/pubs/im12.pdf

27

[31] A. L. Hinde and R. E. Miles, “Monte Carlo estimates of tistributions of the random polygons of the Voronoi
tessellation with respect to a Poisson procesa&final of Statistical Computation and Simulation, vol. 10, no. 3-4,
pp. 205-223, 1980.

[32] D. Weaire, J. P. Kermode, and J. Wejchert, “On the distion of cell areas in a Voronoi networkPhilosophical
Magazine Part B, vol. 53, no. 5, pp. L101-L105, 1986.

[33] M. Abramowitz and |. StegurHandbook of mathematical functions: with formulas, graphs, and mathematical tables,
1st ed. Mineola, NY: Dover Publications, 1965.



	I Introduction
	I-A Approach and Contributions

	II System Model
	II-A Signal Model
	II-B Achievable Secrecy Rate

	III Main Results
	III-A Scenario-I: Full Location Information; Nearest BS to Serve
	III-B Scenario-II: Full Location Information; Optimal BS to Serve
	III-C Scenario-III: Limited Location Information; Nearest BS to Serve
	III-C1 No location and identity information exchange
	III-C2 Location and identity information exchange limited with neighboring cells only


	IV Numerical Illustrations
	V Conclusion
	References

