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Abstract—Many operations in power grids, such as fault @
detection and event location estimation, depend on preciganing GPS spoofer
information. In this paper, a novel time stamp attack (TSA) is

proposed to attack the timing information in smart grid. Since
many applications in smart grid utilize synchronous measue- A Power Transmission AN

! . . V Network |
ments and most of the measurement devices are equipped with

Y

global positioning system (GPS) for precise timing, it is hahly
probable to attack the measurement system by spoofing the GPS A ®
The effectiveness of TSA is demonstrated for three applic&ins Gps |Samping | L Data Commupicationd_ |samping| s
of phasor measurement unit (PMU) in smart grid, namely Receiver etwor Osellator| - Receiver
transmission line fault detection, voltage stability monioring and Monitoring Measurements Monitoring Measurements
eVent |0cati0ning. Recorder A Recorder B
i
. INTRODUCTION ,\‘!‘c
Smart grid [6] has been considered as an emerging technol- -
ogy profoundly changing the modern power grids. To maintain Control Genter

the reliability of power systems, wide area monitoring eys$  Fig. 1: Illustration of synchronized smart grid monitoriwgth
(WAMSS) [12] are exploited to obtain the real-time systergps spoofer

status, which is essential for the maintenance and confrol o

power systems. The security of WAMSs is one of the prime

issues in the smart grid technology, since the power gritl wil e ) ) )

make operation decisions depending on these measuremen though providing important information, the time stamps

from the WAMS. Errors of measurements will cause wron r(;a v_uInera]Et)Ie tz gt;aéks_' sinceS thl\jy can be_ r_nog?;ifgdlby
operations that may lead to serious damages such as iitytabi ucing a torged S|gnal_[|[ ]. Moreover, it is d leutt
or a common civil GPS receiver to detect a spoofing GPS
or even blackout. X ) :
gnal. The attack can be implemented successfully with a

Most studies on security issues in smart grid have been fo h babil ) h K d d
cused on how to protect the data integrity of the measuresne gh proba Hity, smce.t e attacker even does not_ need to
%ck into the monitoring system. Although there is some

Accordingly, the attack on the measurements is named tlg ; q handle th
false data injection attack (FIA)[8[[11]. Different fromA, ata processing procedure to handie the measurements, most
which requires hacking into the computer system of powgprrent processing schemes only consider the measurement

grid, in this paper, we identify a potential type of attacklie ?.Ilata. errorh caused by noisel and apply a §|imbple smt(:;ﬂ:jing
WAMS, coinedTime Stamp Attack (TSA), which occurs in the lltering scheme. Consequently, TSA can easlly bypass a

physical layer. processing procedure.

It is well known that the measurements in the WAMS need In this paper, the impact of TSA will be evaluated for
to be time synchronized[4]T12], which is often achieved bshree applications of PMU, namely transmission line fault
using the global positioning system (GPS). As illustrated idetection/locationing, voltage stability monitoring ardent
F|g m’ with a GPS Signa| receiver, monitoring measuremelﬁpationing. Simulation results will demonstrate that T&#n
recorders (MMRs) trigger their measurements by the GPS tififectively deteriorate the performance of these appéoat
signal. After the measurements are recorded, the time wal@d may even result in false operation of power system.
are attached to the measurements, which is similar to gpatin  The remainder of this paper is organized as follows. Section
stamp to the measurements (thus called time stamp). Throliijprovides the GPS spoofing attack model from the aspect
the communication infrastructure, the measurements wita t of signal processing. Sectignllll briefly introduces the kac
stamps are conveyed to the control center, based on whgrounds for applications of PMUs including the transmissio
the control center can align the collected measurements fioie fault detection/locationing algorithm, the voltageomi
analyzing the system state and then take future actions. toring algorithm and the event locationing. Simulations fo
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demonstrating the impacts of TSA are presented in Sectic
V] Conclusions and future work are provided in Secfidn V. .

x10 N
Fake GPS signal
..correlation peak

5.

True GPS signal
correlation peak

II. GPS SGNAL AND ATTACK MODEL

Triie GPS signal -
correlation peak

°

In this section, we briefly introduce the GPS signal recep
tion processing. Then we propose the attack model for GF
spoofing and TSA.

Correlation Magnitude
Correlation Magnitude

4138
. 15000

10000 10000

A. GPS Sgnal Reception at3

The precise timing information from GPS signals include: Frequetey Cotease rroquoney 415 5°°°Cndephase
two parts. One is embedded in the navigation messageg) No attack (t‘)“;”zbn der spoofing atiek
demodulated from the received GPS signals, which has the
precision of a second; the other part is the precise sigriay. 2: Comparison of correlation peak under normal and
propagation time from the GPS satellite to the receiverctvhi spoofing attack conditions.
has the precision of a millisecond for civil users.

The system-wide synchronization time reference is referre
to the coordinated universal time (UT@) ¢ disseminated causes the GPS receiver to lose track. Then, it sends spoofing

by GPS, which is given by GPS signal when the GPS receiver carries out the acquisition
processing. Consequently, the GPS receiver will track dke f
turc = trew — tp — Ature, (1) GPs signal due to its higher correlation peak, since the fake

where t,., and t, represent the receiver clock time and>PS signal has a higher SNR.

propagation time for the GPS signal, respectively, aigrc I1l. | NTRODUCTION TOAPPLICATIONS OFPMU

denotes the time corrections provided by the GPS ground , . . o .
. S In this section, we provide a brief introduction to the
controllers. To obtain the navigation message, we need tQ

. applications of PMUs requiring precise timing information

demodulate_ the GPS S|gnal._ o . . Wr\ich include the transmission line fault detection/lomaing
The received standard positioning service (SPS) GPS signal i o .

r(t) is given by algorithm, the voltage monitoring algorithm and the event

locationing.
32 - . . . . .
r(t) = > Hi(2P) > (Ci(t)®Dy(t))cos2m(fra+A fi)t+n(t), A. Transmission Line Fault Detection and Locationing
k=1 An algorithm for transmission line fault detec-

} (_2) tion/locationing can quickly detect the fault and estimate
where H;, and P. are the channel matrix for theth satellite e fayit ocation. Many studies have suggested to utilize

and the signal power, respectively.(t) and Dy(t) are the he measurements at both ends of the transmission line to
spread spectrum sequence (C/A code) and the navigatipfyrove the locationing accuracy [13]=]15]. Here, we byiefl

message data from the-th satellite, respectivelyfr: and review the fault detection and locationing method proposed
Afy are the carrier frequency for civil GPS signal and dopplf [12] which utilizes the measurements at both ends and
frequency shift for thek-th satellite, respectively, and(t) hys requires time synchronization. As[14] focuses on long
denotes the noise. The received signal processing incluges,smission lines, we can extend it to short and medium

two major steps, namely acquisition and tracking. ¢Fldm (ansmission line, which is omitted in this paper due to the
we can observe that the key processing for acquisition |igited space.

to search for the code phase of the receive C/A code and
doppler frequency shiff\ f;.. By multiplying the C/A code of

s| Zst F Zr ks
_ . ’ . > LN
identical code phase Wl_th the carrier _of t_he same frequency n { | I ] | I
as the received GPS signal, the navigation message can be \
demodulated coherently][2]. v | LYs/2 Ysl2| w2 Ye2]
== == v = |
B. Attack Model T

To spoof a GPS receiver, the GPS receiver needs to be
misled to acquire the fake GPS signal instead of the true one. Fig. 3: Model for long transmission line with fault
The acquisition is implemented by searching for the highest
correlation peak in the code phase-carrier frequency twoFig.[3 shows the long transmission line modell[18] with
dimensional space. Intuitively, the signal with a highgmsil- fault [14]. In this modelV}, and V¢ are the voltages at the
to-noise-ratio (SNR) will have a higher correlation peakjein  receiving and sending ends with uniit, I, and I are the
is illustrated in Fig[P. currents at both ends of the line with umit Suppose that
Therefore, there exists a two-step spoofing strategy. In tthe total length of transmission line is miles or kilometers.
first step, the spoofer launches a certain interference ahide length from the fault to the receiving endlid, miles or



kilometers, in whichD is the fault location indexZ4; and The indices can be used to evaluate the stability. More Idetai
Zp are the impedances of each transmission line segmegan be found in[19]. Note that the above parameters need to be
Y, andYy., are the admittances of each transmission lirestimated from the synchronized measurements, thus making
segment. the algorithm vulnerable to possible TSA.

When a fault occurs, the voltagér at the fault location o
can be calculated from the measuremetits, and7} ., at the C- Event Locationing
sending side, or measuremeits, andI, at the receiving  One of the essential monitoring tasks in smart grid is to
side. The computation results &f from both sides should locate the disturbing event in power grid. When a significant
be equal to each other. Based on this observation, the fadikturbance occurs, there will be many symptoms such as

locationing index can be estimated &s|[14]: voltage and frequency violations in both time and space. The
In(N/M) pertur_ba_tion will tra_vel_throug_hout the gridl[9]. Theres_ﬁor
T Torp (3) the distributed monitoring devices will capture the vadan

7 of the measurements and send these data to the monitoring

where system server or exchange with their neighbors. The event

N Yr—Zdr Vs—Zds I 4) time and location can be deduced from the time stamp on these

= exp(yL), 4) -

2 2 measurements. After receiving the measurements from these

M = Vs + Zels _~L) — Vi +ZcIr 5) Mmonitoring devices, servers need to decide the hypocefter o
exp(—yL) ; (5) VIES, SE .

2 2 the event, which is typically marked as the wave front atriva

where Z. is called the characteristic impedance of the lingme [1]. On aligning these measurements according to their
which is equal toZ. = /z1/y1. As N and M change time stamps, the event arriving time at each monitoringatevi
suddenly because of the fault and their post-fault values aran be attained. Consequently, the disturbing event lmcati
greatly larger than the pre-fault on8; and A/ can be used can be deduced by triangulation, which is given by (consider
as the fault indicators [14]. Note that the above computatidour MMRS)
needs a perfect time synchronization of the measurements at

the two ends, which exposing the system to possible TSA. (21 =) + (Y1 —ye)® = V(L —te)® = 0
_ 2 2 2 _ 2 _
B. \oltage Sability Monitoring (2 :ve)2 + (e - ye)2 “jfg(b te)z 0
One commonly used method to evaluate the voltage stability (w3 — %)2 + (s —ye)” - < (ts = te)z =0
is to use the Thevenin Equivalent Circuit to simplify the rabd (2 —2)® + (ya —ye)® = VE(ta—t)®> = 0, (9)

[19]. The principle is to model the remote system as a voltaggen 4. i — 1,2 3,4 is the disturbing event arrival time to

source Ey;, with impedanceZ,;,, and the local load as aNthe i-th MMR, (:cz,yz) and (z., y.) are the coordinates of the
impedanceZ,.. The maximum power can be obtained whef.y;, MMR and the disturbing event location, respectivelyd an
|Zin| = | Z1]. V. is the event propagation speed in the power grid network.
Since the coordinates and the arrival time of each MMR are
known, the Newton’s method can be applied to solve these

Z, . Z2  Z) |
> : equations and attain the event location and time. Obvioifsly
the timing is incorrect, a wrong event location will be deedc
E_g Vs Z, Vi Z, from the incorrect equations.
IV. DAMAGE OF TIME STAMP ATTACK

In this section, simulations have been conducted to evaluat
Fig. 4: Transformed circuit for Power System the damage of TSA on the three applications of PMUs
introduced in the previous section. Since the main impact
With the Thevenin Equivalent Circuit, two indices forof TSA on smart grids is the asynchronism of phase angle
voltage stability margin can be obtained][19]. The first indemeasurements among PMUs, we focus on evaluating the
is associated with the load impedance: impact of the asynchronism on these applications. The phase
angle errors resulted from TSA at the sending PMU and
MARGINz = 100(1 — k), (6) receiving PMU are denoted bjrds and Afg, respectively.
where The phase angle asynchronisim between the sending PMU
and receiving PMU is denoted by\¢ which is equal to
() Abp — Abs.

Zr,

The second index is associated with active power delivesedA. TSA on Transmission Line Fault Detection and Locationing
the load bus (in p.u.)

kcrit =

The simulation model for transmission line is shown in
MARGIN » — J PLmax— Py, ifZL > Zth ) Fig.[H. The parameters for the transmission line are the same
7Y o0 ifZy > Zy, as those in[[13]. The lengths for long, medium and short
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Fig. 6: Fault indicatorsA and B, for short transmission line

transmission lines are 400 miles, 50 miles and 25 miles,
respectively. The total simulation time is 10s, and the tfaul
occurs at 5s.
1) Short Transmission Line: Fig.[@ and Fig[J7 show the %0 20 -10 0 10 20 30
fault indicators,A and B (the computational details will be 80
given in our journal version), and the performance of faultig. 9: Performance of fault locationing for medium transmi
locationing for short transmission line with different @ea sjon line
angle asynchronismi\d. Fig.[@ demonstrates that the gaps
for fault indicators,A and B, decrease a$Ad| increases.
For A, the gaps corresponding ta\6| = 0, 5,25 are around locationing for medium transmission lines with differefigse
55, 45, and 20, respectively. In other words Aifis used as angle asynchronismd. As shown in Fig[B, prior to the fault
the fault indicator, the performance of fault detectionl\wi¢ occurrence, the values df andC (especiallyC) increase as
deteriorated by TSA. As shown in Fig. 7, the fault locatianinA¢ increases. Wher\d is equal to25, the value ofC' before
error is very small even i@ is as large as 30. Therefore, th¢he fault occurrence is larger thait after fault occurrence
performance of fault locationing for short transmissiome When there is no phase angle asynchronism. Therefore, the
is only negligibly affected by TSA. false alarm probability would be increased under TSA. As
2) Medium Transmission Line: Fig. [§ and Fig[P depict Shown in Fig[®, the fault locationing error is proportiomal
the fault indicators B and C' (the computational details will 20- When fault location indexD is equal t00.5 or 0.75, the
be given in our journal version), and the performance oftfafult locationing error is as large @3 whenAd is equal to

3) Long Transmission Line: Fig.[10 and Fig[CI1 illustrate
the fault indicators,V and M, obtained from [(4) and the
performance of fault locationing for long transmissionebn
with Phase ABC fault and different phase angle asynchronism
A6. Under TSA, the gaps of fault indicatorsy and M,
decrease add increases. As the values of the fault indicators,
N and M, are much more than the fault indicators for short
and medium transmission lines when fault occurs, the impact
of TSA does not have much impact on the fault detection
in long transmission lines. For long transmission lineg th
o0n ‘ ‘ ‘ ‘ ‘ ‘ fault locationing error is also proportional to the phasglan

%o 20 10 5 10 20 30 asynchronism\d. When the fault location inde® is equal to
0.5 or 0.75, the fault locationing error is as large 82 when
Fig. 7: Performance of fault locationing for short transsioa A6 is equal to30. Fig.[I2 compares the performance of fault
line locationing with different types of faults under TSA. Fig2 1




x 10

25 2 The simulation results are shown in Figures$[14, 15[add 16,

— respectively. As shown in Fifg1L5, only the power margin inde

2 15 MARGIN p is affected by the phase angle asynchroniséy,
caused by TSA. Fid. 16 illustrates the normalized mean power

margin index which is defined as

E |[MARGINp — MARGIN || , (10)

0.5

f where MAﬁaNp is the estimated power margin index. As
o : shown in Fig.[Ib, the estimated error increases|A$|
O megecond % timegecond ° increases. Another observation from the simulation reisult
that the estimated error is not symmetric with the phaseeang|
Fig. 10: Fault indicators: N and M, for long transmissiorebn asynchronismA#. The increasing rate of estimated error for
a positiveAf is much larger than that for a negatie).
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Fig. 13: Simulation model for voltage stability

0.4

-0.1
-0.2 S
z2 o 40 Vs
-0.3 s % v
& & =
1 s 20
04 ‘ ‘ ‘ ‘ ‘ |
%0 20  -10 0 10 20 30 $ g \
A6 ] >0

OO

5 10
Fig. 11: Performance of fault location for long transmissio
lines

N

Current Phase

Current RMS: pu
=

puS)
4
B
o

shows that, for type Phase A and type Phase AB faults, the
performance of fault locationing is worse than that of type
Phase ABC fault.
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Fig. 14: \wltages and currents at the sending and receiving
B. \oltage Stability Monitoring ends

The simulation model for the voltage stability monitorirgg i
shown in Fig[IB. The root mean square amplitude of source
voltage dynamically changes with frequency 1Hz. The load
has a constant power. There are three transmission lines. A
type phase ABC short-circuit fault occurs on transmissioa |
1 between 2s and 2.5s. Transmission lines 1 and 2 are tripped
at time 4s and 6s, respectively.
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Fig. 15: Voltage stability indices

C. Regional Disturbing Event Location

For the disturbing event location, the sampling is trigggd b
™ ‘ ‘ ‘ ‘ ‘ ‘ the GPS time signal as illustrated in Hig. 1. A forged GPS time
%0 20 10 % 10 20 30 signal can control the sampling in a wrong time or provide a
wrong time stamp for the measurements. The simulation on
Fig. 12: Performance of fault locationing for long transmisthe effect on the event location is shown in Higl 17. It can be
sions line observed that, with one MMR under TSA, the estimation of




= (DOA) discrimination|[7], which will be further studied inuo
3 future work.
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V. CONCLUSION AND FUTURE WORKS

TSA may also be detected by applying the direction of arrival
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