arxiv:1106.2910v3 [quant-ph] 22 Jun 2011

Semi-quantum key distribution protocol using Bell state
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A quantum key distribution protocol with classical Bob bée@ polarization entangled photon pairs is pre-
sented. It approximates a single photon and exploited ther@mt randomness of quantum measurements to
attain highly secure keys and higfiieiency of the transmission.

I.INTRODUCTION passes through that segment Bob can either let it go undis-
turbed or (1) measure the qubit in the computational basis

Cryptography is a way to transform information so that it {I1),10)} which is also called "classical” basis; (2) prepare a
is unintelligible and therefore unless to those who are noffresh) qubitin the classical basis, and send it. Bob isedall
meant to have access to it. Thus far, it is trusted that the oniclassical Bob if he is limited to performing only operatigf
proven unconditionally secure crypto-system is the ometi  and (2) or doing nothing and could never obtain any quantum
pad scheme. To employ this scheme, therefore, the two tlistafUPerposition of the computational basis states. If alpiye
communicating parties must have a secure method to shareli§s are classical, they would always be working with quibits
key that is as long as the message to be encrypted. HowevéRe classical basis which would then make the resulting pro-
it is not an easy task to share the secret keys between the t@col be equivalent to an old-fashion classical protocot] a
parties prior to the communication because they cannnat serfherefore, the operations themselves shall here be cordide
a secret key by an open channel to the public. Fortunatelglassical. So this kind of protocol is termed "QKD with clas-
Bennett-Brassard (BB84)|[1] showed how to exploit the prop-ical Bob” or "Semi-quantum key distribution”.

erties of quantum mechanics for cryptographic purposes, in  Tphe SQKD protocold [§-10] have been proved being com-
dependently rediscovered by Ekert (E91) [2] a few years,late pletely robust which is an important step in studying sdyuri
which was the beginning of quantum key distribution (QKD) Rohustness of a protocol means that any attempt of an eaves-
and have been theoretically proven secure [3] when both pagropper to obtain information on the INFO string (the defini-
ties are quantum, Up to now, many quantum key distributionjon of INFO string defined in Ref| [8]: before Alice and Bob
(QKD) protocols have already been proposed [4-7]. perform the ECC step) necessarily induces some error which
What is possible when only one party (Alice) is quantum,js detectable by the legitimate users. In particular, Beye.
yet the other (Bob) has only classical capabilities? Régent [g] divided robustness into three classes: completely spbu
several "semi-quantum” key distribution protocols (SQKD) partly robust, and completely nonrobust. A protocol is said
were proposed [8=10]. Boyer et al! [8] suggested the idea dhe completely robust if nonzero information acquired by Eve
semlqu_antum key distribution using four quantum states. Fogp the INFO string implies nonzero probability that the tegi
convenience, we call such a protocol BKM2007. Zou et aljmate participants find errors on the bits tested by the proto
[1C] derived its simplification that requires only one quant  ¢o|. A protocol is said to be completely nonrobust if Eve can
state, ZQLWL2009 for short. These protocols give an answegain the INFO string without inducing any error on the bits
to how much "quantum” a protocol needs to be in order togested by the protocol. A protocol is said to be partly rofifust
achieve a significant advantage over all classical prosocol  Eye can acquire some limited information on the INFO string
The conventional setting when both parties are quantunyjthout inducing any error on the bits tested by the protocol
is as follow: Alice and Bob have labs that are perfectly se-partly robust protocols could still be secure, but complete
cure, both of them can perform any quantum operations, anflonrobust protocols are automaticaly proven insectire [8].
they use qubits for their quantum communication on a quan-
tum channel and also have a classical authenticated channelBOth BKM2007 and ZQLWL2009 have a common prob-
which can be heard, but cannot be tampered with by the ad®m: the sources of the photons are attenuated laser pulses
versary. For SQKD protocol [8], a quantum channel travelgVhich have a nonzero probability to contain two or more
from Alice’s lab to the outside world and back to her lab. BobPhotons, leaving such systems subject to the so-called beam

can access a segment of the channel, and whenever a qu_g;{litter attack which has_ been discussed in Ref. [1;]. Us-
ing entangled photon pairs as generated by parametric down-

conversion allows us to approximate a conditional single-ph

ton sourcel[12] with a high bit rate [13], and yet a very low
* [sunzhiwei1986@gmail.com probability for producing two pairs simultaneously. Androu
*Duruigang@yahoo.com.tn protocol is more ficient than BKM2007 and adiient as
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In section II, we present anfficient SQKD protocol us-
ing Bell state which exploiting the features of entangledph
ton pairs for generating highly secure keys. In sectiona#H,
prove our protoco| being Comp|ete|y robust. Fina”y, We@w Initial state Measurement result Bt Measurement result afs;rr Raw key

TABLE I. Relations of the initial state, measurement resaftHs et
, TsieT and Raw key

a brief discussion and conclusion. I#%) 0 0 0
) 0 1 1
") 1 1 0
) 1 0 1

I1. SCHEME FOR QKD WITH CLASSICAL BOB

. T.O define our protocol we f'rf‘t introduce the fou+r polar- (8) Alice checks the error rate on thigrg. in the following
ization entangled statgg®) = -5(100) + [1D)) andy=) = way. She makes Bell measurement on the CTRL qubit (qubit
\f(|01) + [10y), which are created directly using parametric jn the Tcrr ) and corresponding home qubit (qubit in the H-
down-conversion by the method described in Refl [18])  sequence) and compares the measurement result and the cor-
and|y*) are also known as Bell or EPR state. A SQKD proto-responding initial EPR state, if they are inequal, somersrro
col using Bell state to construct is described in the follogvi  may happen. If the error rate on thegrg. is higher than some

(1) Quantum Alice and classical Bob agree on that the Belpredefined thresholBcrr., the protocol aborts, otherwise the
state|¢™) and|y™) represent one bit classical information 0 next step is executed.
and 1, respectively. (9) Alice measures particles b=t and particles oT g7

(2) Alice prepares an ordered = 4n(1 + 6) EPR pairs  in the computational basis, and chooses ar randdtg 1
in the statelp*) = %000) + [11)), where integen is the  to be TEST gbits. She publishes which are the chosen gbits.
desired length of the INFO string ad> 0 is a fixed pa- Bob publishes the measurementresultsg§r) correspond-
rameter. And Alice divides the ordered EPR pairs into twoing to the TEST qubits. Alice compares the results of these
partner-photon sequenceR,[H), P2(H), Ps(H), - - - , Pn(H)] measurements. If they are indeed perfectly correlateaeAli
and [Py(T), Px(T), Ps(T),---,Pn(T)].  Here Pi(H) and and Bob can certain that there is no eavesdropping; otherwis
Pi(T) are the two photons correlated with each other inthey abort the protocol.
the ith (i = 1,2,---,N) EPR photon pair. We call  (10) Alice announces the measurement results of the re-
[P1(H), P2(H), P3(H). - - - , Py(H)] the home sequence or sim- mainingHsrr. Bob obtains the raw key by comparing the
ply the H-sequence; the another sequence is called travel sgieasurement results ¢fsrr and T, which is shown

guence or the T-sequence for short. clearly in TABLE.[l. Alice and Bob select the firstraw key
(3) For each qubit in the H-sequence, Alice randomly se+to be used as INFO string.
lects whether to apply the Pauli operatiéin= [0)(1| + [1)X(0| (11) Then Alice announces error correction code (ECC) and

or do nothing. We notice that by performing the Pauli operapyiyacy amplification (PA); she and Bob use them to extract
tion X, it transforms the statg™) into |*). Then she stores them-bit final key from then-bit INFO string.
the H-sequence and sends the T-sequence to Bob through the

guantum channel.

(4) For each qubit arriving, Bob chooses randomly either
to reflect it (CTRL) or to measure it in the computational ba- I11. SECURITY ANALYSIS
sis and resend it in the same state he found (to SIFT it). He

records the results of the measurement which is Completely Now, we discuss the Security of our protocoL Firsﬂy’ when

secret to any other person other than Bob himself. Qubits argjice sendsT-sequence to Bob, an eavesdropper Eve who
sent one by one, i.e., Alice sends a qubit only after recgivin wants to get the information on the initial states, may inter

the previous one and Bob resends a qubit immediately aftefept this particle and resend a fake particle instead awprd

receiving it [8]. to her measurement result. Because the state of particle in
(5) Alice uses aN-qubit register to save all photons com- T-sequence is

ing back from Bob. Then she tells Bob through a classical
channel that she has received the photon sequence. 1 I

(6) After hearing from Alice, Bob announces which qubits pr = Tru(onT) = §(|O><O| +[11) = > 1)
he chose to CTRL. It is expected that for approximal%ly
gbits of T-sequence, Bob chooses randomly to reflect thenwherei = 1,2,3,---,N. This state has no dependence upon
We refer to these gbits d%rr., and the corresponding qubits the initial entangled states, and thus any measurements per
in the H-sequence is callddcrr . We refer to the qubits Bob forms by Eve will contain no information about the initial
chose to SIFT a3 Fr, and the correlated partner-photon is states, thus preventing Eve from knowing the secret key. And
Hsier. They abort the protocol if the number ©§,-r bitsis  we show that if Eve resends a fake particle to Bob, for exam-
less than 8; this happens with exponentially small probabil- ple, this fake particle is in the stafg=) = c|0) + d|1), where
ity. Icl2 + |d|2 = 1. If Bob chooses to reflect it. The state of the



fake particle and the home particle is TABLE Il. Efficiency of BKM2007, ZQLWL2009 and our protocol.

priE = 2(0)0] + L)1) @ 3 b Enciency
2 BKM2007 & n 8n =
®(C0)(0] + cd*|0)(1| + c*d|1)(0| + d?1)(1)). (2) ZQLWL2009 ) n 4n L
Our protocol 4 n 4n 3

When Alice and Bob make eavesdrop checking, Alice makes &
Bell measurement on this fake particle and home particle and
she will get any one of four Bell states with equal probayilit V. CONCL USION
1. So the error rate introduced by Evelis

Furthermore, the most general attack of Eve can be de-

scribed by a unitary operatdJe, which causes one or both tributing the key except those, approximately half of thdl Be
of the EPR particles to interact coherently with an auxjiiar ttates, chosen for checking eavesdropping. Thisfianint

guantum system available to her for subsequent measuremer%om the BKM2007 where onl)g of the particles are used as

of her own. The most general global state before Bob decid :
whether to SIFT or CTRL is of the form ekgys. Wwe now _study_ thef;ﬁamency‘of the protocol. We con-
sider the definition given in Refi_[14],

— bS
G + by’

where|A), |B), |C) and|D) are Eve’s choices for states of her whereb is the length of the INFO stringy; is the number of
system, which she does not even have to decide how to megansmitted qubits on the quantum channel, byrid the num-
sure until after Alice and Bob have gone public. ber of transmitted bits on the classical channel. Here te cl
Suppose the initial state Alice preparesi@s). On the  sjcal bits used for eavesdrop checking have been neglected.
qubit coming back, Eve applies the unitate; if Bob  And the dficiency of our protocol (approximat®) is higher
sifted, the global state before Eve appligsis [00nTIA)e +  than that of the BKM2007 protocol (abogf) and not lower
I1DnrID)e.  Once Eve has applielg, it must be such 5 that of the ZQLWL2009 protocol (abog), which is
that Uel00)urIA)e = [00r|Eo)e else the SIFT can de- g in TABLE.[Il. From a theoretical point of view the
tect an error, and _S'm'laerul)HT'D)E = _|11>H_T|E1>E' scheme provides an interesting and new extension of Boyer et
Due to the linearity of quantum mechanics, if Bob re- ) .q originalidea using Bell state, and give @figent and se-
flects (CTRL), the resulting final state must BEI®) = ¢ \re protocol; but from a practical point of view it may be-dif
00nTIE0)E + [1DutlEve.  AS Uel®) = [pnT(IBo)e +  ficylt to realize because building a reliable guantum memory

IEDE) + I#7)uT(IBo)e — IEv)E) andi¢™inr to have probabil- s il a major research goal in experimental quantum pisysi
ity 0. Of, bemg meafsqr.ed by AI'CﬁO)E =Eve must hOId', [15+17] and current technology allowing storage time i sti
Similarly, if the initial states ig¢*). On the qubit coming limited.

back, Eve applies th_e un_italtyE; if Bob sifted, the global In conclusion, we present a SQKD protocol using Bell state
state before Eve appligs is|0)nrIB)e + [10n7IC)e. ONCe a4 ig secure against beam splitter attack and mfiieient

Eve has appliedJg, it must be such thalel0urIB)e = 3 BKM2007 and asficient as ZQLWL2009.
|01)4T|E1)E else the SIFT can detect an error, and similarly

Ue|10)x7IC)e = |10)4T|Eo)e. Due to the linearity of quantum
mechanics, if Bob reflects (CTRL), the resulting final state V. ACKNOWL EDGMENTS
must beUg|®) = [10)n7|Eo)e + I0DnTIE1)E. AS Ug|®) =
[T (IE1)E + |Eo)e) + W HHT(IEDE — |[Eo)E) @andly™)ut to
have probability 0 of being measured by Ali¢tEg)e = |[E1)e
must hold.

So the final state i¥Jg|®) = |¢p*)nT|Eo)e if the initial
state is|p™ )yt andUg|®) = |y )uT|Eo)e if the initial state
is [¥*)yt. Thus the only faked source sure of passing Alice’s
and Bob’s checking is one in which Eve’s system is entirely [1] C. H. Bennett and G. Brassard, Rroc. IEEE Int. Conf. on
uncorrelated with the EPR particles, so that a subsequemt me Computers, Systems, and Sgnal Processing, Bangalore, India
surement on it tells her no information. (1984), pp. 175-179.

As Eve may gain a certain amount of information without [2] Ekert, Artur K, Phys. Rev. Lett 67 (1991) 661.

; < . J3] Shor, Peter W. and Preskill, JoHPhys. Rev. Lett 85 (2000) 441.
being det.eCted’ fO'T example, Eve meaSljlre.S the SI.FT bits i 4] Bennett, Charles H. and Wiesner, Stephellys. Rev. Lett 69
computational basis. So to reduce Eve’s information to an (1992) 2881
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Our protocol is fficient in that it uses all Bell states in dis-

|®) = |00)HTIAYE + 0D HTIB)E
+1OHTIC)E + |11 DHTID)E, (3 d

(4)
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