arXiv:1010.0485v1 [cs.IT] 4 Oct 2010

Distributed Storage Codes Meet Multiple-Access
Wiretap Channels

Dimitris S. Papailiopoulos and Alexandros G. Dimakis
Department of Electrical Engineering
University of Southern California
Los Angeles, CA 90089
Email:{papailio, dimakis}Qusc.edu

Abstract—We consider i) the overhead minimization of
maximum-distance separable (MDS) storage codes for the rejr
of a single failed node andii) the total secure degrees-of-
freedom (S-DoF) maximization in a multiple-access compouh
wiretap channel. We show that the two problems are connected
Specifically, the overhead minimization for a single node fiture of
an optimal MDS code, i.e. one that can achieve the information
theoretic overhead minimum, is equivalent to maximizing tte
S-DoF in a multiple-access compound wiretap channel. Addi-
tionally, we show that maximizing the S-DoF in a multiple-
access compound wiretap channel is equivalent to minimizgnthe
overhead of an MDS code for the repair of a departed node. An
optimal MDS code maps to a full S-DoF channel and a full S-DoF
channel maps to an MDS code with minimum repair overhead
for one failed node. We also state a general framework for
code-to-channel and channel-to-code mappings and perforamce
bounds between the two settings. The underlying theme for
all connections presented is interference alignment (IA).The
connections between the two problems become apparent wherew
restate IA as an optimization problem. Specifically, we fornulate
the overhead minimization and the S-DoF maximization as rak
constrained, sum-rank and max-rank minimization problems
respectively. The derived connections allow us to map repai
strategies of recently discovered repair codes to beamforimg
matrices and characterize the maximum S-DoF for the single
antenna multiple-access compound wiretap channel.

I. INTRODUCTION

This repair process is equivalent to solving an underdetesth
system of equations in the lost data, where the undesired file
pieces generate interference to a square system of egsiation
in the lost contents. The interference has to be subtracted
and the remaining system of interest needs to be full rank.
The download overhead to obtain the full rank property and
erase interference is proportional to the size of the losh da
plus the total number of interference dimensions. Theegfor
MDS storage codes and repair strategies resulting to marimu
aligned interference spaces, minimize the overhead tdrrapa
failure in the system.

In parallel to the repair problem, we study the multiple-
access compound wiretap channel. A number of non-
interfering users aim to communicate with one receiver of
interest, while keeping their messages secret with respect
a group of non-cooperating eavesdroppers. To maximize the
perfect secrecy data rate, the beamforming strategiesabf ea
user have to be designed so that the signaling dimensions
observed by the eavesdropper with the sharpest eye are min-
imized. That way, the number of secure links between the
users and the legitimate receiver at the worst wiretapping
scenario are maximized. The concept of IA comes to place
when designing the beamforming strategies so that the Isigna
spaces of the users align on top of each other causing the

A substantial volume of recent work has focused on wirdsest eavesdropper to have access to the minimum number of
less interference alignment techniques [1]+ [5] for wipetacommunication dimensions.
channels[[6] —[[11]. For these settings, the high SNR secureOur contributions: Motivated by interference alignment

capacity scaling or the capacity prelog factor is the S-Dnaft t that is employed in both cases [13],_[19], [20].| [8], and
measure the number of secure and interference free spgcg, we aim to bridge the two seemingly different settings.
time, and frequency dimensions. Confining interference akde establish the connection by formulating 1A as a rank
wiretapped dimensions to the minimum subspace maximiz@nimization, in the same manner as|[20)]:Given an MDS
the S-DoF and achieves the high SNR secure capacity. Petorage code, minimizing the overhead to exactly regeaerat
fectly fulfilling this purpose, IA serves as a means to maxzini a failed node in the storage array is equivalent to a rank
the secure and interference free signaling dimensions. constrained, sum of ranks minimizatioi) for a multiple-
Interestingly, IA was recently used in a different framekvoraccess compound wiretap channel, the S-DoF maximization
to achieve minimum overhead repair of failed storage nodean be recast to a rank constrained, maximum-rank min-
in MDS coded distributed storage systernsl[12] —| [20]. Famization, when the user signal spaces span all available
the repair problem that we study, a data node of the storadjenensions. Then, for the class gitimalMDS storage codes
array fails and a newcomer takes its place to exactly reggmerachieving the information theoretic minimum overhead lbun
the missing contents. Appropriate repair strategies aesl uof [12], the overhead minimization for the repair problem is
to mix a sufficient amount of the remaining data so that threguivalent to the S-DoF maximization in a class of multiple-
newcomer downloads it and reconstructs the missing caterstccess compound wiretap channels. Accordingly, for a dbss
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multiple-access compound wiretap channels, maximizirg th [systematic nodé file data

S-DoF is equivalent to minimizing the overhead of an MDS 1 fi

code for the repair a failed node. Additional connectionsieo _ _

in the form of code-to-channel, channel-to-code, and repai - fk

and beamforming strategy mappings. We further establish parity node parity data

mappings and overhead or S-DoF bounds for general classes T T

of codes or channels. ! (Al ) hit...+ (Ak ) fi
Although we provide constructive examples that validate th :

connection, we need to note that there is one importantrdiffe : T : N\ T

ence between the two problems: distributed storage prablem n—k (Al ) bt + (Ak ) fi

require rank minimizatiorover a finite fieldwhereas S-DoF
maximizationover the reals Surprisingly, the symbol exten-
sion technique [19] is applicable in both cases, for suffitye
large finite fields. The derived connection allows us to map o ] )
repair strategies of recently discovered code$ i [19] 23 [ cOMbination of the sameé file pieces. The structure of the

to beamforming matrices and characterize the maximum gorage array is given in Fig. 1, where each _node expends
DoF for the single antenna multiple-access compound v;ziretsxa‘:ﬂ{?‘ = (n — k)j worth of storage capacity. Observe
channel, extending the works ofl [8] arid [7]. Bagherikaram &1at A;” € F("~5x(=1)7 represents a matrix of coding
al. [8] asymptotically achieve the outer bound%‘g—l s-DoF coefficients used by thgth parity node to “mix” the contents

for L users and the single eavesdropper case, whereas Kifghe ith file piecef;, i € {1,...,k}, pe {1,...,n —k}.

; - To maintain the same redundancy when a single systematic
[] achieves the same bound for tieantenna MISO with node fails, a repair process takes place to regenerate she lo

Fig. 1. SroRAGECODE

multiple eavesdroppers. data in anewcomestorage component. This process is carried
out as linear operations on the contents ofithel remaining
Il. REPAIR OFMDS STORAGE CODES nodes. Let for example, agn,k)s MDS code A and a
In this section, we consider the process of exactly repgairir‘_‘i_yStema“C nodé € {1,...,k} of the array ofn nodes fail.

a failed node in an MD_S encoded distributed storage syst onnects to all, — 1 remaining nodes that are required to
[14]. We show that given the storage code, the overheggnsmit to it sufficient data to reconstrugt The repair of
minimization for the repair of a single node failure can beystematic node € {1,...,k} can be seen as a two parallel
recast to a rank constrained sum of ranks minimization. ~ part process. First, observe that the missing pieaists as

Let a file f, without loss of generality be subpacketize tehrm of él:near_ combtlnatlonnbt/ a]E fhaCh parity noﬂe, a_st F'g-d
; _ _ it k(n—k)3 shows. Carrying out one part of the repair, each parity node
|nto.].\/[ B {g(" k) “bits” such tr}atf € e and p€{l,...,n—k} sends a size of data (5 equations) to the
partitioned ink partsf = [f{ ...f]]

ﬁen, a newcomer joins the storage network and we assume

, with £, € F*=R8 " hewcomer
where M denotes the filesize in “bits” anfl € N* the degree

. . . . . T T T
of subpacketizatiol We want to store this file with raté < 1 yP = (Rgp)) ((AS”)) fi+... + (A;p)) fk)
acrossk systematic and — k parity storage units with storage -
capacitya = &L each. Moreover, we require to retrieve the = [ASP)RE”) . ..A;ﬁ.”)RE”)] fcF’,

original file by accessing anyof thesen storage nodes. These
redundancy and retrieval properties are achieved by using\ghere R\”) ¢ F(n—%58x5 is the repair matrix that is free to

(n,k)s MDS code to encode the file across the storage noddssign aind mixes the contents of parity nodor the repair

The encoding is given b){Ik(n—k)[;’xk(n—k)[;’ AT]f, where Pprocess of systematic node i € {1,...,k}. In the same

Iy is the N x N identity matrix and we use manner, all parity nodes proceed in sending a totdhof k)3
linear equations to the newcomer. Eventually, it receives t

AD Ak following stack of equations
i i
ALY Al r T N T
A2 | T 2 e FR-RBx(=R8 (1) y2 (yﬁl)) (y( k)) }
: : : - T T
AD AL (APRD) . (aPRY)
to denote the given systematia, k)s; MDS code, where = : : : £ @)
T T
AP ¢ F-RBx(n=k)B for all i € {1,...,k} andp € (Ag"*@Rg"*@) ...(A;"*MRZWM)
{1,...,n — k}. Posterior to the data encoding procédss : DT PRY.
systematic storage nod¢s, .. ., k}, individually store one of (Ai R; ) X (Au R; )
the k parts of the file,fy, ..., f;, respectively. Each of the _ : fH’Z : f,,
n — k parity nodes{1,...,n — k}, stores a unique linear ' b ' -
_(Agnfk)RZ('nfk)> (A/ﬁnfk)Rgnfk))

IFor distributed storage probleni® corresponds to a finite field; for the -
sake of generality we note th&tmay represent the real numbers. useful data interference byf,,



wherey; € F("~®)8 Retrieving the lost piece solely fromi € {2,...,k}. Observe that for afin, k)5 MDS codeA we
@) is equivalent to solving an underdetermined se{of- have _

1 n—~k) 7

k) equations in thé(n — k)8 unknown variables of, with A’Elz AE,HC;
respect to only thén — k)3 unknowns off;. Obtainingf; is A A
not possible due to thiaterferencecomponents in the received : : :
equations created by the undesiféd- 1)(n — k)3 unknowns PA=| AL Al
f,, u e {l,...,k}\i, as noted in[(2). AL Al

Hence, for the other part of the repair process, the newcomer . . .
needs to “erase” all interference caused by the undeséired . : :
1)(n — k)B unknowns. This is possible through downloading LAY AR

data from the remaining systematic nodgs...,k}\i and . ' . .
appropriately combining thém to construct exactly the sdm b€ the first row block corresponds to the set of coding roasi

interference components and regenefafeom y; through the multiplying file piecef;, i € {1,...,k}, fori e {1,...,k}.
following linear operations Therefore, the overhead is the ratio of the number of
T T downloaded equations to the size of the lost piece. This mti
(AEUREU) L (AS})REI)) minimized when theénterference alignmeris maximized, i.e.
£, — : w—Z : £, | . when the row spans of the m_at.rices ge_neratipg the intgrcﬁ_ergn
(n—k). i\ T u=T,uti (nik)' ()T belong to a subspace of minimum dlm_enS|on. To minimize
(Ai R; ) (Au R, ) the overhead ((n, k)3, P;A,R;), for a given(n,k)s MDS
] ] o _ (3)  storage code\, we can only optimize over the repair matrices
To uniquely determind;, it is required that R,. This optimization can be recast to the following rank con-
rank([AEl)Rgl) o Agn—k)Rgn—k)}) — -k, (@) (s)t/rs:rllFed, sum of ranks minimization that has to be performed

therefore it is necessary that all downloaded equations 07’% )
(@) are linearly independent. Surprisingly, the size ofadal ((n, k), PiA) -
needed to be downloaded from the systematic nodes to efase | k (D) (n—k) 3 (1—K)
interference is not necessarily equal to the size of intee | _ ) mll;l(n,k) Z ‘rank({Au R, ... AR D
componentgk — 1) - (n — k)8, but depends on the level of| * 7 ushuzi

alignment of such interference. Namely, to erase intenfege | s.t.: rank( {AE”RZ(.D - A§"*’“>R§”*’“>D = (n—k)B.
created byf,, we need only download from the systematic

part u the smallest number of equations that can generate_emma 1:For a given(n, k)3 MDS storage codé\, solv-
the interference components: a size equal the dimension ahg R ((n, k)s, P;A) is equivalent to minimizing the overhead

)

linearly independent basis of the row span of the interfegento repair node € {1,...,k}.
space| AR ... APPYRI™M |, w € {1,...,k}\i,  We note that the minimum repair overhead for a code
suffices. of a given rate drastically depends on its design. The cut-

Consequently, the size of data needed to be downloadk&d analysis of[[12] definesptimal (n,k)s MDS storage
from the systematic parts to erase interference, equattlgxacodes that achieve the information theoretic minimum repai

the sum of ranks of the interference spaces overhead: each of the — 1 surviving nodes has to deliver
L a size of exactly3 repair data. This means that when repair
Z rank({ ADRM AR (n—h) D . has to be performed for these storage codes, we can always
ot v find repair matrices such that interference spaces aligf- in

=1, 3 . . . .. .
st ) dimensional subspaces, resulting to minimum repair oathe
Therefore, for an(n, k)3 MDS code A and a certain set of n_l

. . ne
repair matrices We now shift to a seemingly unrelated problem: the S-DoF
R 2 [R(l) R(nfk)} c Fln—R)Bx(n—k)*s ) maximization of a multiple-access compound wiretap chinne
v v Then, we establish a formal connection to the repair problem
the overhead for exact repair of a systematic nades
{1,...,k} is defined as P 4 I11. M ULTIPLE-ACCESSCOMPOUND WIRETAP CHANNEL
5 ((n, k)5, P;A R,) .In this hsectioln,v\\;ve ﬁonsiier a muI;ipI:e-acl((:e§s ccl)mpound
B X (1w (1) (k) gy (k) wiretap channel. We show that given full rank signal spaces,
s M kBH Yt rank ([ARY - ATTOREY]) the S-DoF maximization can be formulated as a rank con-
(n—K)B strained maximum rank minimization.
ko rank([ALRY L ADTHIRV]) In the multiple-access compound wiretap chandelsers
=1+ _;;é_ (n—k)p ’ ®)  wish to communicate with a sole legitimate receiver, while

maintaining message secrecy with respedkte 1 eavesdrop-
where P; 2 [EfEf...Ef_lEf 1,,,ET]T, E, 4 e; @ pers. Each uset € {1,...L} is equipped withM,; transmit
I;,—1)s, ande; corresponds to tTﬁéth colfumn ofI, for all antennas and wishes to transmit a lengthsymbol vector



x( e R¥*!. We assume that the legitimate receiver anghere[q]* = { » *~ 0. Hence, the set of beamforming

each eavesdropper is equipped withM, receive antennas, . 0, a<0 .. .
respectively, where € {1, ..., K—1}. We further assume thatmatrlcesV has to be designed such that the legitimate signal

M. — M. — LN. We denote such channel as @ELN)K* space spans the maximum dimensions possible and each of
t — r — . . .
multiple-access compound wiretap channel. THéx 1 pulse 1€ K — 1 eavesdropper signal spaces has to collapse in as

matched and downconverted received signals at the Iegéimg?]g" d|m<_anS|0ns as p(t)hs3|ble, sudch that the maximum _nurnbsr
receiver and theth eavesdropper are of dimensions among the eavesdropper spaces is minimized.

B Observe that given a signal spad&»v® . .. H(L)V(L)J

. . . K—
y:ZH(l)V(l)x(l)—i—w (7) ‘Spanning LN dimensions, the S-DoF of afL,N) _
multiple-access compound wiretap chank&lcan be maxi-

= mized by solving the following optimization problem

L
andye, = > HOVOxD 4w (8)
PP : V(LN H):
respectively, wherdl() ¢ RENXLN represents the “channel min max rank([HéﬁV(l) N .Hg)V(L)D
processing” between thigh user and the receiver of interest] v,...v ve{l,... . K-1}
V() e RENXN is the beamforming matrix of usér andw | ¢ - rank( [H(I)V(l) N _H(L)V(L)D —IN.
accounts for zero-mean additive white Gaussian noise with
: o <

covariance matn)(l(a) ILN,L]\\/[the]rVev €{L....K—1}yand a0 For a given (L, N)X~1 multiple-access com-
le{l,...,L}. Hey € R*V*=Y represents the channel be- d wiret h I vina V (L. NYE-L 1) i
tween thelth user and eavesdroppeandwe, corresponds to pouh wiretap c_a_nr_1e » Solving (( V) ’ )_'_S
the zero-mean additive white Gaussian noise with covagiarfedUivalent to maximizing the total S-DoF, when the legitiena
matrix o2, v, forv € {1,...,K—1}andl € {1,...,L}. We Signal space spansN dimensions.

further assume a power constraint on the transmitted signal We note that the minimum rank of an eavesdropper's
each userE{||V(l)x(l)H2} < P and (V(”)TV(” = Py, observable_ space cannot be less ténassuming that the
2 beamforming matrices are full column rank due to each

for some P’ > 0, and alll & {1"."’L}' we assume that beamforming matrix being full rank. The following bound
the elements of all channel matrices are drawn i.i.d. from a
- istributi i _ LN-N L-1

continuous _d|str|but|on and at each channel use all receive n ((L,N)K 1 ,H,V) < _ (12)
and transmitters have perfect channel knowledge. LN L

We proceed by rewritind{7) andl(8) as always serves as an outerbound to the achievable total S-DoF

y = [H(l)v(l) o H(L)V(L)} X+ w In the ne>_(t _secFion, we establish a connection pe'Fwe_en the
S-DoF maximization and the repair overhead minimization.

_ [govm (L) <L>}
andye, [He”V o He VI [ X 4 ey IV. ESTABLISHING THE CONNECTIONS

and defining The two models of sections Il and Il correspond to
H ... H® physically unrelated settings. However, we observe in the
R Hy ... #HY , following that the two problems share the same mathematical
H= € RELNXL™N = (9)  formulation. This allows us to establish a connection betwe

W (L:) the overhead minimization and the S-DoF maximization.
Hyg 1y - Hekoy We begin by observing that for both overhead minimization
and S-DoF maximization setups, there exist two types of
sRaces with respect to the respective objectives: the tlisef
spaces and the “harmful” spaces. The useful spaces need
N always be full rank for both problems. Then, the sum of

A= {V(l) . ..V(L)} € RENXLN, (10) dimensions of the set of harmful spaces for the first prob-

. . lem, or the maximum dimension of harmful space for the
Then, to achieve the secure sum capacity for perfect secrety R : o

K-1 . . cond, need to be minimized respectively. Specifically, fo
of an (L, N) multiple-access compound wiretap chann

at the high SNR regime, we have to maximize the (nof?e overhead minimization problem, the useful space when
malized) total S—DoFg For this case the total S-DoF of ape repair nodei is {Al(l)Rgl)__,A(”*k)Rg"*k) . while

which denotes an instance of &h, V)% ~! multiple-access
compound wiretap channel. We further define the concate
tion of all L beamforming matrices

7

(L, N)X=1 multiple-access compound wiretap chanHelfor

a given set of beamforming matricds, and assuming(”), thek — 1 interference Space%Aq(})Rl(-l) LATTRRMTV

I € {1,....L}, is a zero-mean real Gaussian vector with ¢ {1, .. k}\i, consist harmful components; the larger their
covariance matrdy, is given by sum of dimensions, the larger the overhead to repair sysiema
o (L, N 7, V) 1) nodei € {1,...,k}. Then, for the S-DoF maximization,

+ the useful space ifHOV®  HEVUL)], while there
K—-1

fan (VBN s (Vv 1 i
2 el ! .exist K — 1 eavesdropper space{ﬂ(ev)v(l) ...HéU)V(”],




[ OVERHEAD MINIMIZATION FOR REPAIR OFNODE: | S-DoF Maximization |

Spaces
Useful data space [A/VR!Y .. AP MRIH HOVD  HBVE | |egitimate receiver space
Interference space [AVR!Y .. APRIMH H VO HEVED|  Eavesdropper's space
Matrices
Code matrix P;A H Channel matrix
Repair strategy R, \4 Beamforming strategy
Dimensions
# Parity nodes n—=k L # Users
# Interference spaces k—1 K—1 # Wiretapped spaces
Subpacketization JG] N # Symbols/User
Constraints
rank([Af.,URf.l> . A§’7’7"‘>R§”7}">]> =(n—k)p ‘ rank ([HO VD . HEVE]) = LN
Cost function§”
(1) (n—k) 1 (n—F) (D (1) (L)~(L)
uzg#irank([Au RV APTPRS ]) pep™in rank([HeU v HDv ])

Fig. 2. ANALOGIES

v € {1,..., K — 1}, that potentially harm the objective; theare articulated through theoreoms ttfatand V are equiva-
larger the maximum of their dimensions, the lower the S-Dolent, code-to-channel and channel-to-code mappings foBMD
Furthermore, we observe that each parity ngdec codes and multiple-access compound wiretap channels, and

{1,...,n — k} and each uset € {1,...,L} is associated constructive examplés.

with a repair matrixR\”) and a beamforming matri® (), Theorem 1:Let an optimal(n,k)s MDS code A. Then,
respectively. The repair and beamforming matrices muiipl R ((n, k)3, P;A) is equivalent toV ((n — k, )", P;A),
one matrix A" or H() respectively) contributing to usefulfor all i € {1,...,k}.

space and ik — 1 or K —1 matrices A", u € {1,...,k}\s, Corollary 1: Let an optimal (n, k)s MDS kcolde A, de-
or HY, v € {1,...,K — 1}, respectively) contributing finéd overR. Then, A maps tok, (n —k, )"~ multiple-
to harmful spaces. Then, given gm,k)s MDS code A, 8CCESS compound wiretap channel mstankHels: PiA,
we optimize over then — k matricesR(",... R o Vi € {L,....k}, where the outer bound ot727~ S-DoF is

minimize the sum of interference space dimensions; that waghievable. _ .
the overhead to repair nodes minimized. Analogously, fora Following Theorenill, we establish that the S-DoF maxi-

given (L, N)X—! multiple-access compound wiretap channdization for the class of multiple-access compound wiretap
H. we o7ptimize overl, matricesV(). . V(L) so that the channels wherd (12) is achievable, is equivalent to theirepa

largest eavesdropper space is minimized; hence, the S9o@Yerhead minimization of a storage code.

maximized. Theorem 2:Let an (L, N) multiple-access com-
Interestingly, we use these mathematical formulation@naP©Und Wwiretap channelH, v}v{helre % total - S-DoF

gies to prove that the two problems are equivalent and dirdgt 2chievable. Then,) ((L,N)®~1,H) is equivalent to

code-to-channel or channel-to-code mappings are possiglé(L+Kv K)n, H). o1 _

when the codes considered are optimal or the channels achiey0rollary 2: Letan(L, NL)_J multiple-access compound

the outerbound of{12). When considering conventional MD4étap channeH, where =7~ S-DoF is achievable. Then,

codes and more general multiple-access compound wirefpmaps to an(L + K, K)y MDS cpdeﬁ = H, where the

channels, we establish performance bounds in terms ofrregi€rnead to repair systematic notlés 7.

overhead and achievable S-DoF. Before we proceed, it jsRemark|f the elements off are drawn i.i.d. from a con-

important note that) in contrast to storage codes, channef@uous distribution, thedl maps to an optimalL + K, K)y

are given by nature anig) for equivalencies and mappings tgMDS codeA = H. .. . .
hold calculations have to be performed over the same field.TheoremsLL and2 explicitly state that if there existed

All analogies stated in this section are given in Fig.(2) & Plack-box that could solve’ (L, N)F~1 H), then this
denotes that the analogy holds for optimal MDS codes aR@* could be used to solv& ((n, k), P;A) for optimal

full S-DoF channels. MDS codes. A vice versa statement holds for mul_tiple—access
compound wiretap channels wherle](12) is achievable. We
A. Equivalent Problems establish that optimal MDS codes map to channels wiele (12)

In the following, we state the connections between the repai

L . . 2Henceforth, we assume that an algorithm solviRgover a finite fieldF
overhead minimization for optimal MDS codes with the S-DOEy,, e converted to one ova, for anyi € {1,. ...k}, and an algorithm

maximization for channels that achie¥e](12). The connastiosolving V over R can be converted to one ovBr



is achievable. Accordingly, channels wherel(12) is tighprea as an (L, AK~DE)K=1 myltiple-access compound wiretap

MDS codes where the repair of a single node can be perfornfétinnel, where the channel matrices are diagonal. The-struc

with minimum overhead. ture of the individual channel matrices is in accordancéwit

For the channel-to-code mapping anv channel that satis the diagonal structure of the coding matrices in![19] and
or , pping any [20]. Specifically, every codén, k)s A of [19] and [20],

the MDS properties maps to a code (over the reals) whogh diagonal elements drawn from a continuous distributio

structure is always of practical interest. In sharp comtth® maps to ar(Z, N)%~! channel with matrices having the same

code-to-channel mapping is of practical interest only whetiagonal structure described earlier, for-k = L, 3 = N,

the structure ofA is not artificial and can represent realis@ndk = K. For our setting we use as beamforming matrices

tic (n— k, ﬂ)kq multiple-access compound wiretap Channige repair matrices of [19] and [20], that achieve the mimmu

' ) pair overhead. Namely,
structures. The most interesting example comes for fres a

applying Corollary 1 on the asymptotically optimal MDS_. . S AN T

code presented in [19] and [20]. We use the code-to-channel” v = {(H I1 (Hé”)) ) wary €41, "A}}’
mapping to show that the outerbound[ofl(12) is asymptoticall

achievable and establish the S-DoF of the single anteﬁﬂéa!LéﬁL{lv"'vL}’ where we assume the elementswoi
multiple-access compound wiretap channel; this is passi LA to be drawn i.i.d. from a continuous distribution.

by mapping the repair matrices to the beamforming matricE§nce,V has AK=DE linearly independent column vectors
used by the users of such system. almost surely. Then, we obtain the following

Example 1 In this example, we show that=! S-DoF 1 I K—1)L

is achievable for the single antenna, time-varying, mlstip rank([H( A )VD = LAY
access compound wiretap channel, withusers andK — 1 _ _
eavesdroppers. To achieve this result, we use symbol gatens@nd A% ~DE < rank([Hg)V . -Héf)VD < (A4 1)HEDE
and set as beamforming matrices, the repair matrices used fo -

the asymptotically optimal MDS code presented|in| [19] andith probability1 for anyv € {1,..., K —1}, when the chan-
[20], that maps to the same channel structure whea R. nel coefficients are drawn i.i.d. from a continuous disthiitoo.
Most interestingly, in [[19] and[[20] the authors prove th&Or this channel we achieve the following S-DoF
asymptotic achievability of the information theoretic inium _ (K-1)L _ (K—1)L
overhead for the exact repair of departed nodes for MDS codg (L, A‘K*”L)K ' JH, V) _La (A+1)

I’'=1 v=1

of any rate, for3 — co. Although this MDS code was pre- LAUK=DL
sented for finite fields, through this example we show that the Ao L-1 (13)
mapping also works over the reals and this is due to the dpecia L

structure of the code and repair matrices. Moving to thelsing,most surely and asymptotically match the outer bound of

antenna, time-varyind, users,K —1 eavesdroppers, multiple- . : . :
access compound wiretap channel, the received signale at &) for & — co. Interestingly, this result is not a function

legitimate receiver and thieth eavesdropper at a single channélf the number of eavesdroppers, which is in accordance to

use are the MISO compound wiretap setup of [7]. As a sidenote, we
L observe that the single antenna case of the channel model we
() =>_ )2V () +w(t) considered can be seen as a MISO compound wiretap system
=1 where the beamforming is done independently at each antenna
L . . . . .
and ye, () = Zhé? 2D (1) + weo (1), element over time, still yielding the same S-DoF aslin [7].

We continue with another code-to-channel mapping exam-
. le. This case is a straightforward extension of fie1)?

respectively, wheré(”(t)”e R represgnts the.charglr)wel betWeeﬁmltiple-access wiretap channel off [8], for users wishiog t
the ith user and the legitimate receiver at timehe; (1) € R .00smit more than symbols.
the channel between théh user andvth eavesdropper, and  Example 2 Let an (n, 2)s MDS code A, where each
w(t) andwe(t) account for zero-mean additive white Gauselement of A is drawn i.i.d. from a continuous distribution.
sian noise with variance? at the legitimate receiver andThen, an optimal set of repair vectors for the repair of
eavesdropper, wherel € {1,..., L} andv € {1,...,K~1}. pode; areR, = (Agll))flw_ N (A&”_k))lw}, where
#W(t) € R is the sumbol that usdre {1,..., L} transmits.

Then, we employLN = LAKR-DL symbol extensions W € R("=M5*5 is also drawn i.i.d. from a continuous
such that distribution and(i, ) € {(1,2),(2,1)}. These repair matrices
yield an interference space of dimensiGnNamely, for the

Il
—

NO) 0 ) A
(1) RO (1)... 0 repair of systematic nodec {1,2} we have
; =vOx® HO = . ; , and
NOT o AVRDY)" T
#O(LN) 0 ...hO(LN) v R; (W)
RY(1)... 0 rank : = rank : =B,
HO=| . |, (A&"*“RZ("*M)T (w)"
0 ...hi)(LN)

for (i,u) € {(1,2),(2,1)}, while obeying the full rank
for A e N*, 1 € {1,...,L}, andv € {1,...,K — 1}. constraint with probabilityl. The storage codé& maps to
Observe that we may perceive this symbol extended chanael(n — k, 3)! multiple-access wiretap channH = A. To



achieve[(IR) foiI, we use as beal\mforming matrices the repawiretap channeH = P;A, where at leas{2 — 51-]+ and at
~ - k— i . .
matricesR, i.e. V() = (Héll)) W. Then, most 5=5+ S-DoF is achievable.
Lemma 4:Let an(n, k)s MDS codeA overR and some
T H 1 o
(Hé})vm) W) set of repa|rkrplatr|ce${l, ie{l,...,k} Then,_A maps to
an(n—k, ) multiple-access compound wiretap channel
rank : = rank : =0, H = P;A, wheren((n—k 8)* ' P,A,R;) S-DoF is
(H(’l’bfk)v(nfk))T (w)” achievable forv = R;.

In the next example, we consider a code-to-channel mapping
and rank [HOV®  Hr=HV®-k]) = (n—k)B, almost according to Lemmal]4) and study the bounds derived by
surely. Thus,";f;l S-DoF is almost surely achievable for allLemma [(3).
but a measure zero set d¢f; — k, 3)! multiple-access wiretap Example 4 Let an (n,k); MDS code A and the repair
channels. Since — k, 3 € N+, this result can be equivalentIyO\;]erheaq “‘}%Uir_l?ﬁ forAa faiIuret of nodeek{;, s k}h is d; I

1 when usingR,;. Then, A maps to an(n — k, channe
stz?\tled for(L, ) . c_hannels, for anyL., IV € N*. . H= Pl-A,gi e {1,....k} F(F))r this &annel W)e s&@ = R;
ext, we exhibit a channel-to-code mapping, where We. 4 Jpiain
rederive the optimalr, 2) MDS code of[18] using the channel
matrices of [8].

Example 3Let an(L, 1) multiple-access compound wire-

n ((n — kB PIA, Ri) =7 ((n — kB8 H, v)

-1 +
tap channelH. Then, by settingv(® = (H(el)) W, (n—k)ﬂ—ZvK:Tfank([Hgl)Vm~~~Hv(fhk)V(”7k)D
>
for I € {1,...,L}, such thatH’v() = w, we obtain (n—k)B
H v ...Hé?v(L)} = [w...w], and achieve[{12), al- X [nfki(kil)r R
most surely for vectorw drawn from a continuous distri- = [2—di]" = o ’l;]*f ’ 16~ _";’“ : (14)

bution. Any such randomly drawf,1)* channel maps to
an optimal (L + 2,2); MDS code A = H, or equiva-
lently, to an optimal(n,2); MDS code A. Then, we use
the same structure used before for the beamforming ma-

trices, i.e.,,R; = [(AS))%W. - (AéL))ilw] andR, — ((n - k75)k—17PiA7Ri) = ((n — k76)k—17H7V)
(n—k)(k—1B -5 rank( [HS})V“) . HSJ”*‘“)VWMD

v=1

and

—1 -1
(Aﬁ”) w... (ASL)) w]. Observe that these repair ma-<

. . . . . k—1 —k
trices yield an interference space of dimensign = 1 (n— k)& 6-( Jn=h)p
for the repal(rl)of(l)sy;tematlc node < {1,2}, that is = Gi—Dn—kp k-1
T . L n—
(A“ R ) (w) .l { L~ G=tt=m 515*_711 : (15)
rank : = rank : =1, k-1 0, T
(n—k) g (n—0)\ " (w)" o .

(Au R; ) For k = 2, (14) is tight fory; = 2=. For anyk > 1 and
and the information theoretic minimum repair overhdggt 9 = k. (15) is always tight. Here, we considered only the two
is achieved. extreme values of;.

We continue with performance bounds for channel-to-code
B. General Performance Bounds mappings, for channels that do not necessarily ach[eve (12)

Here, we extend the results to more general MDS codes andemma 5:Let an (L, N)X~! multiple-access compound
channels. Even when considering conventional MDS storagi@etap channeH, wheren S-DoF is achievable. Therll
codes, or multiple-access compound wiretap channels wheraps to an(L + K, K)y MDS codeA = H overR and the
(12) is not achievable, connections still exist; this tirmethe overhead to repair nodeis at mostl + (K — 1)(1 — ) and
form of achievable upper and lower bounds with respect & least2 — 7.

repair overhead and S-DoF, respectively. The main point is| emma 6:Let an (L, N)X~! multiple-access compound
that a storage code requiring a certain overhead for thérrepgiretap channelH and a set of beamforming matricas.
of a node failure can still map to a channel where some $hen, H maps to anL + K, K)y MDS codeA = H over

DoF can be achieved and vice versa. The general performapceyhere overhead ((L + K, K)n,H, V) to repair nodel
bounds can be derived due to the fact tﬂ%ﬁ < |Isll« < is achievable foR, = V .

lIslly < T[sl|, for anys € RY, which can be applied to the  \ve consider a code-to-channel mapping according to
optimization sum-rank and max-rank cost functions. Lemma [6) and study the bounds derived by Lemfdia (5).
Lemma 3:Let an (n, k)5 MDS codeA overR andd; be  gyample 5 Let an (L, N)X~! multiple-access compound
the overhead required to repair systematic nod€{1, ..., k}.  wiretap channeH, wherer S-DoF is achievable usiny.
Then, A maps to ann — k,ﬁ)k_l multiple-access compoundThen, H maps to an(L + K, K)y MDS codeA = H. For



this code we seR; = V and obtain forallve {1,...,K —1}. Then,

6((L+K7K)N7H7V) :5((L+K7K)N7A7R1) L‘N'n((LvN)KilyHyv)
LN +(K 1) max rank( [ASPR?) . .A&"*’“R?*’“D 1 1 log det <1Mr L L yE HOVO (HO)T (V(z))T>
< - 0000w = lim
< N P=oo Llog <£2>
L+K-1 L=l 7
=1+4(K-1)(1-n)= { K, L _ 6 . (16) %logdot (U—PZSST> — ue{lmaﬁfl}% log det (%Smsg:))
= pm, e (5)
and 3 log (3
3 on (3207) Ly, T s (o)
6((L+K7K)N7H7V):5((L+K7K)N7A7R‘1) :Plgnoo 11’ 7(P>
1log (&
LN + {rglaxK}rank([A,(})Rgl) . A&nik)Rgnfk)D ) - 2 : ) -
e rank(S) 5 log | = ) — ma; rank(Sey ) 5 log ( ==
> - | rKS)3los (72) = oy, rankSen) 3 1og ()
1 _ L1 P—oo 1100 (2
:2_”:{§+f’ b (17) 1o (77)

:rank([H<1)V(1). . 'H(L)V(L)Dv_e{1???5??k([lié’l’)v(l)' ) .Héf)V@)]) .

Observe thai{16) is tight for both cases and all any code con-

sidered, but[(17) not. Again, we considered the two extreni@e previous example is possible when the maximum singular
values ofr. values of the channel matrices are not scaling with the power

, ... P. Namely, for theith largest singular of matris, o; we
We need to note that by the previous lemmas, it is implicgptain Y ! g g 7

that having a black-box solving eith®& or V is useful for both
the repair minimization and S-DoF maximization problem, 2 1
since any solution to one problem plugs in as a solution to £ IIixll==1
the corresponding mapped one in the analogous setting and 1
certain approximations are guaranteed. TP
To conclude, in this section we established connections be- L L
tween the repair overhead minimization of MDS storage codes< - 3 max HHU)XZHQ <1S°P max HH“)leQ
and the S-DoF maximization of multiple-access compound ~ £ = IVOx®j.<vP 27 P llez =1 2

wiretap channels. =L max i (H<l))
ie{1,...,.LN},le{1,...,L}

2

[H“)V“) o H(L)V<L)] XH
2

L 2

S HOVOXD

=1

2

In this work we showed that the repair overhead minimizad: - - - L}. In the same fashion, we have that title largest

. . . . ingular value of matrixSe, is upper bounded. Hence, the
tion for optimal MDS storage codes is equivalent to the %ngular values are not scaling with as long as the largest

DoF maximization in a multiple-access compound wiretafingular values of the channels are not scaling wiith  [J
channel. The reverse holds for multiple-access compouRtbof of Theorem[} Let an optimaln, k)s MDS codeA and

wiretap channels wher€&{[L2) is tight. The framework for th@ systematic nodec {1,..., k} fail. Then, settingl = n—k,
connections was established by restating the two problefs= /. K = k, andH = P;A, accounts for constructing
as rank constrained sum-rank and max-rank minimizatiof) (» — k., 3)" " multiple-access compound wiretap channel
respectively. Through this framework we established me_mstanceH. Then, the following mappings hold

channel and channel-to-code mappings. Using such a mgppi
we determined the maximum S-DoF in the single antenn

T
V. CONCLUSIONS for x — (x(l))T...(X(L))T} Cx; € RENX1 for | ¢

E%IU)V“) L HETIVOR] S AV ATy

multiple-access compound wiretap channel. We also extende _ [AEI)REI) _._A(n,k)R(_n,k)}
our results to conventional MDS storage codes and more
general channels. and
(1)x7(1) (n—k)xr(n—k)| _ (1)~x7(1) (n—k)xr(n—k)
APPENDIX [Heu V. He 7V ] = [Au V&Y LLAYTYV ]
_ [Aff)R,(-l) “.Agnfk)R(‘nfk)]
Proof of (). Let ' ’
a1 EORVA¢)) (L) (L) LNXLN _R. _ u, we{l,...;i—1},
S_ﬁ[H v HPV] er 7 for any V. = R, and v VoL et
a1 (1)~r(1) (L)L) LNKLN Hence, the full rank constraint 6t ((n, k)3, P;A) is equiv-
Sev = VP [He” Vi He 'V } €R alent to the full rank constraint of ((n —k, B! ,PiA).



The objectives are also equivalent since and lower bounded by

mln Z rank([ 1)R(l) . .A(”*k)R(."_k)D K ((n — kB PiA’Ri) =1 ((n B k’ﬂ)kil’H’V)
Ri oz ’ ' (n—k)B~ _ max }rank( [HS})V“) . HSJ‘*’”VW’C)])
=(k—1)min max rank({ . RO .Ag”fk)Rl(-n_k)D E— (n—k)B
R uell. k) L K([HOVO | He—Ry ok
= (k—1min _ max r?}nkq HOVO. Hg—mV(n—k)D LE-Vn-RE- = (1/;?“1)((7[1 —Uk)ﬂ o Ho )
= (k—1)p. ___(n—kkB 8i
T k-Dn-kpB k-1

for optimal MDS codes. o _ k&

Proof of Theorem[2 Let an(L, N)X~! multiple-access com- k-1 k-1

pound wiretap channdH, Where% S-DoF is achievable.

Then, settingn = L+ K, K =k, = N,andA = H, forV=R; i€ {l,...,k}. O
accounts for constructing atl + K, k), MDS code A.  proof of lemmalZ Let an (n, k)3 MDS codeA overR, and
Then, the following mappings hold the setR,; of repair matrices for the repair of systematic node
i€ {1,...,k}, satisfying the constraint dR;((n, k)g, P;A).

[A§”R§” ...AgL)RgL)} = [HO)R§1) ---H(L)Rgm} We define thén—k, 3)*~' channel instancH = P, A. Then,

_ [H(l)V“) . ”H(L)V(L)] by settingV = R,; we achieve the following S-DoF fdd
and rank([ALVR{Y . ATTPR(Y))
(n—k)B
[AORY . APRMY] = [HOR . HYRP] . rank([ AR A(n—k)Rm_k)D
= [HOVY BV S LAY :
(n—k)B

n—k n—k
forany V = R; andv = u — 1. The full rank constraint (» — k)8 —ue{?éxk}\irank({Agl)Rgl)...AfL 'R )D
of V((n—k B)"* ,PZ-A) is equivalent to the full rank = k)B
constraint ofR ((n, k)3, A). The objectives are also equivalent_ 0 ((n—k B PiA R, =1 ((n— k, B)F1 H, V) .

since

O

(K —1)min _ max rank([ H VO HP VR k)D Proof of lemmal[d Let an (L, N)X~! multiple-access com-

vell K—1} pound wiretap channdll wherer S-DoF is achievable by

= (K - 1)min max rank({A(l)Rgl) - .A(L)RgL)D Then, let us define théL + K, K)x MDS codeA = H. For
R ue{2,..k} “ “ this code we have

_merank([ 1)R .A&L)Rgnfk)D §(L+K,K)v,H,V)=6((L+K,K)n,A,R))
_ (1) (1) (L) (L)
= (k- 1)5_ < LN + (K 1)u€{1112%§K}rank([Au R’ ...AV'R; D
B LN
for channels wheré~ total S-DoF is achievable. 0 =1+(E-1)(1—-n)

Proof of lemma [3 Let an (n,k)s MDS code A over R
with minimum overhead to repair systematic nodequal and
to 6; achieved byR;. Then, the maximum S-DoF of the

(n — k,B)*=1 channelH = P;A is upper bounded by S(L+K,K)n,H,V) =3 (L + K,K)~,A,R1)

n ((n — &, B)F1 PA, Ri) =7 ((n kB, H,V) § LN + ueF;?‘,?fK}fank([Ai”R&” N AnggL)D .
(n—k)f —  _ max rank( [HS})V“) . .Hi"*’“>v<nfk)]) LN
_ ve{l,....,k—1} T for Ry — V. ]

. Proof of lemmal@ Let an (L, N)X~! multiple-access com-
(n—k)B-30"1 fank([HSJl)V(”...Hi"fk)Vm’k)D pound wiretap channeH and the setV of beamforming
z (n—k)B matrices, satisfying the constraint ¥§((L, N)X—! H). We
define the(L + K, K)y MDS code instancéAd = H. Then,

=[2-4a]" by settingR; = V we achieve the following overhead for the




repair of nodel

(1]

(2]

(3]
(4]

(5]

(6]

(7]

(8]

rank([HOV®  HDVE])

[14]

LN

S rank([EOVO) L EPV))

* LN
K— 1 L

LN+ ! rank([HfJ v HS )V(L)D
B LN
=0 ((n,k)s, H, V).
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