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An important metric of the performance of a quantum secratisf scheme is its information rate. Beyond
the fact that the information rate is upper bounded by oney litile is known in terms of bounds on the
information rate of quantum secret sharing schemes. Rurtbeevery scheme can be realized with rate one. In
this paper we derive new upper bounds for the informatioesraf quantum secret sharing schemes. We show
that there exist quantum access structures: giayers for which the information rate cannot be better than
O((log,m)/n). These results are the quantum analogues of the boundsafsicdl secret sharing schemes
proved by Csirmaz.
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I. INTRODUCTION In these constructions, the size of a share can be expolhentia
larger than the size of the secret.

Quantum secret Sharing isa Cryptographic protoco| to dis- At the Oth.er end Yve could ask what is the minimum ?ize of
tribute a secret state (either classical or quantum) among ghare “required” to implement an access structure partic-
group of players?, such that only authorized subsetgoéan ipants. This question is difficult to answer unless we impose
reconstruct the secret state from the distributed quantatess SOme restrictions on the access structures. We study the in-
[1,[2]. The quantum state distributed to each party is caled formation rate of a specific type of access structures ang sho
share. The collection of authorized sets is called the acceshat for these the size of a share must be at I@&sY log, n)
structure of the scheme. Two important problems related téarger than the size of the secret. These results are quantum
quantum secret sharing are the construction of efficiemesec analogues of the bounds for classical secret sharing secheme
sharing schemes for various access structlir&s [3, 4] aad-est Proved by Csirmaz [14].
lishing the bounds on the efficiency of secret sharing scseme In this paper we restrict our attention to perfect quantum
[3,l6]. Despite the rapid growth of the field since its incep-secret sharing schemes where the secret is a quantum state.
tion in [1], see for instance [2=L3] and the references there Bounds on quantum secret sharing schemes which share a
bounds on the efficiency of quantum secret sharing scheme#assical secret are not dealt with in this paper.
are hard to come by. The main purpose of this paper is to
report some progress on this problem.

The efficiency of a quantum secret sharing scheme is quan- A. Background
tified by its information rate. Informally, this is defined the
ratio of the size of the secret to the size of the largest sltare
precise definition will be given later). The importance o th b
information rate can_be understood as follows. Smaller th?i ipants of a secret sharing scheme Bytypically assumed
rate, larger are the sizes of the shares and the overhead cogl'y w0 cop — {1,2,...,n}. The access structure of a se-
of storage and communication. As the shares are to be kept S

) i ret sharing is denoted Hdy. A special type of authorized set
cret, the security of the protocol can be undermined by Iarg% one whoge proper subgets aF;e unaz&orized. The coliectio

shares. For these reasons it is beneficial to design SChemSISminimal authorized sets of an access strucfuigdenoted

with high mform_atlon rate. . i . _asTmin. The notatior2” is for the collection of all subsets of
A secret sharing scheme is said to be perfect if unauthorlze% We denote the complementdfC P by A = P\ A. An

Sets cannot extract any information about the secret. Ih SUCccess structure is said to be monotone if and only if for any
schemes the size of the share must be at least the size ofthe 5

[3[6]. Theref he inf ; t verf ¥fer, any set containingl is also inI". GivenI" we define
cret [3,6]. Therefore the information rate of perfect QUENt o 44| access structure BS = {A ] A ¢T}. An access
secret sharing schemes is upper bounded by one. Given

truct " tal ble t tructseh Wucture is said to be self-duallif= T'*.
access structure it1s not always possibie to construcrsese An access structure that can be realized by quantum secret
which realize the access structure with information rate.on

Therefore., we would like to know bounds on the sizes of th sharing schemes is called a quantum access structure. Due

. Sq the no-cloning theorerh [15,116], quantum access strestur
shares for a given access structure. Both Gotteshian [3] a tisfy the following requirements:

Smith [4] have given constructions for general access struc
tures. These constructions provide implicitly lower bosind
for the information rate of quantum secret sharing scheme

In this section we will briefly review some of the necessary
ackground and notation used in the paper. We denote the par-

Fact 1 ([2]). In a quantum access structure, the complement
%f an authorized set is unauthorized.

Fact 2 ([3]). An access structure is a quantum access struc-

ture if and only if it is monotone and no two authorized sets
* pradeep@phas.ubcica are disjoint.
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Our analysis of quantum secret sharing schemes is infol-emma 1. In a perfect quantum secret sharing scheme with
mation theoretic. Therefore, we quickly recall some of theaccess structur& we must have
relevant notions of quantum information. Given a density ma I(A:R)=I(A: S) = 25(S)forall AT )

trix p we denote its von Neumann entropy $&) which is
defined as I(A:R)=I(A:S)=0forall A¢T (10)

S(p) = — Tr(plog, p). (1) The first condition has been called the recoverability re-

guirement while the second has been termed secrecy require-

Sometimes we have to find the entropy of a set of quanturj. . ‘e aiso need the following lemma, although an imme-
systems indexed by a sdt In such situations, we denote the diate consequence of Lemiia 1, we include it for complete-
von Neumann entropy of a systeias.S(A) where ness ’

5(4) = —Tr(palogy pa), (@) Lemma2. LetA e T. Then we have the following relations.
and p4 is the (reduced) density matrix of. In this paper 1 -
unless otherwise specified entropy refers to the von Neumann S(A)==-I(A:A)+ 5(5) (11)
entropy. The mutual information between two systetrsnd %
B is denoted by (A : B) and S(A) = 2I(A : A) (12)
I(A:B)=S(A)+ S(B) — S(A, B). (3) S(A) - S(A) = 5(S) (13)
A very u_seful inequality relat!rjg. th_e entropy of three sysée  proof 1f A T, thenA ¢ I'. ComputingZ (A : A) we obtain
A, B, C'is the strong subadditivity inequality: B ~ -
I(A:A)=5(A4)+S5(A)-S(4,4) (14)
S(4,0)+S(B.C) = SAB.C)+5(C). @ A= SE o SE o SE " o
A slightly different statement of the above inequality waik — S(A) + S(A, R) — S(5)
useful to us. Because we can associate the argumests)of B '
to an index seV, we can also regard entropy as a set function =5(A)+5(4) + S(R) —I(A: R) - 5(5)
i.e. S : 2¥ — R. Then it becomes clear that entropy is a =25(4) —25(9),

submodular function, in other words, it satisfies which gives us the first relation. Substituting f8(A) in
S(X)+S(Y)>S(XUY)+S(XnNY). (5)  equation[(1}) gives us the second relation.

To show thisletC' = X NY,A=X\CandB =Y \C. I(A: A)=1I(A:A)/2+8(S)+ S(A) - S(5)
Then substituting forl, B, C'in equation[(#) we obtaif (X \ L . :
(XNY),XNY)+ S\ (XNY),XNY)>S8(X\ (XN '_rhe last relation is immediate from the previous two equa-
Y),Y \ (X NY),XNY)+ S(X NY) which simplifies to  1ONS- =
equation[(b).

An information theoretic model for quantum secret sharing
schemes was proposed n [6]. As we make significant use of

this framework to prove our results we provide a brief review ) ) ] ]
of this model. In this section we derive lower bounds on the size of shares

We denote the Hilbert space of a systenby #4. Let s  (interms of the von Neumann entropy) and thus compute up-

be the secret to be distributed and %t be the associated Per bounds on the information rate. The main result of this
Hilbert space. We assume that = 3., o]i)(i|. The section is a lower bound on the size of shares for a class of ac-
. ieF, .

cess structures. A similar result was shown for classicakse
sharing schemes by Csirmazl[14].

Il.  BOUNDS ON THE INFORMATION RATE

secret is purified using a reference syst&nto give a pure
state| RS). Then
S(R) = S(S) (6) Lemma 3. Given a perfect quantum secret sharing scheme

o with access structur€, for any A C P, one of the following
Assume that the set of players is givenBy= {1,...,n}. A must hold:

distribution of shares for the quantum secret sharing sehem )
is defined to be a completely positive trace preserving hap S(A,R)=5S(A)—S(S)if AeTl (16)
A Has — Hp @ Hp, @) S(A,R) =S(A)+S(S)ifA¢gT 17)

such that for every authorized sdt C P there exists a re- Proz_)f. Eor any s_ubseA, using the definition of mutual infor-
covery maply @ R4 : Hp @ Ha — Hps that maps Mmationin equatior(3)

prA — |RSY(RS|. The information rate of the quantum se- S(A,R)=S(A)+ S(R)—I(A:R)
cret sharing scheme is defined as S(A,R) = S(A)+S(S) —I(A: R) (18)
K= ﬂ (8)  where we have used equatibh (6) in the last step. By Lelihma 1,
max; S(i) we know thatl (A : R) = 25(S)if AcTandI(A: R) =0

The information theoretic model provides the following otherwise. Substituting these values in equation (18) we ge
characterization of quantum secret sharing schemes [6]:  the stated result. O



Lemma 4. Let A, B be any two authorized sets such that
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It turns out that the access structuré® is not self-dual.

B is not authorized. Then we have the following inequality: For instance, the set; U B;_; fori > 1 is unauthorized as

S(A)+S8(B) > S(AUB) + S(ANB) +25(5). (19)
Proof. By using Lemm&1R, we can writé(A) + S(B) as

S(A)+S(B)=S(AUR)+ S(BUR)+25(S)
> S(AUBUR)+ S(ANB)UR)+25(5)

where we used the subadditivity inequality in the last equa
tion. Once again using Lemrhh 3 and simplifying, we obtain

S(A) + S(B) > S(AUB) 4+ S((AN B)) + 25(S)

as stated. O

A. The General Case withn Parties

Definition (Csirmaz Access Structurefsiven an integen >
4, let k be the largest integer such that> 2¥ — 2 + k. Let
A C P be such thatA| = k. Consider all the2* subsets

well its complementA\ 4,)U(B\ B;_1) is also unauthorized.
For a technical reason in the computation of the entropies, i
is much more convenient to work with self-dual access struc-
tures. For this reason we need the following notion intr@dlic
by Gottesmari |3].
Purification of Access Structures:/An access structurg

on a set of player® = {1,2,...,n} thatis not self-dual can
be “purified” to give a self-dual access structiiren a set of
playersP’ = {1,2,...,n,n+ 1} by

i) Adding an additional party, + 1.

i) Additional authorized sets, created from unauthorized

sets of original structure and having the following form:

{AU{n+1} |A¢T; P\ AT}

The additional authorized sets all contain the pérty-1}.
These sets are created from a pair seend P \ A such that
both are not i, i.e., both are unauthorized. Purification con-
verts one of them to an authorized sefliralong with addi-
tional party. ThusA U {n +1} e TbutP\ A ¢ T.

of A enumerated in the order of decreasing cardinality. LetRemark. It is important to note that all the authorized sets

B - P\A - {bl,...,bnfk}. LetB() - @, B2k,2 - B
andB; = {by,...,b;} for0 < i < 2+ — 2. Leth,’fi)n be the
minimal access structure given as below:

F(n)

mln:{AzUB1|O§Z<2k—1} (20)
We emphasize that in these access structures, wedave

B;=0,A; ¢ Ajifi <jandB; ¢ B;if i > j. As an aside

of I" are also authorized sets of its purifE:aticfhand all the
unauthorized sets df are unauthorized if’".

Purification of access structures was introduced by Gottes-
man in [3]. Purification of access structures is useful irt tha
it gives an access structure that has a pure-state secritgsha
scheme and the scheme for the original access structure can
be obtained by discarding the share that has been added. We

we note that the access structure defined above departs fromcover the original access structure by discarding theesha
the one originally proposed by Csirmaz][14] in the definitionassociated witfn + 1}.

of the minimal authorized sé,«_, and secondly, it is always

The following theorem closely follows the structure lofl[14,

connected i.e., every party occurs in some minimal autedriz Theorem 3.2, Lemma 3.3-3.4], but note that the resultsithere
set. It is easy to see that this is a minimal access strudture. do not apply in the quantum setting. Firstly, because the

it is not, then for some distingt j we must haved; U B; C
A; U Bj, then it follows that4, C A; andB; C B,. This
impliesi > j andi < j, which is impossible foi # j.
Lemma 5. The access structur@™  defined in equa-

min?

tion (20), is a quantum access structure.

Proof. The elements of the minimal access strucm‘&fén are
given by

M;=A;UB;for0<i<2F—1 (21)

ConsiderM; N M, for anyi # j. Then becausd; N B, = ()
for anyk, ! we have

Mi n Mj = (Al N AJ) U (Bz n BJ)

Without loss of generality we can assume that j. If i =
0, thenBy = D andA, = A D A; for all j. Therefore
MonNM; = A; # 0. 1f i # 0, then we have3; # () and by
constructionB; C B;. Thus we havel; N M; O B; # 0.
Thus we always havaf, N M; # 0. Thus by FadEr'”), is
a guantum access structure. O

model of quantum secret sharing schemes is different and
secondly, despite the similarity of the access structutes,

proofs in [14] invoke the use a (polymatroidal) function wihi

is assumed to be monotonic and submodular. The von Neu-
mann entropy, as is well-known, does not satisfy the assump-
tion of monotonicity.
Theorem 6. Letf(nfl) be a purification of an access struc-
ture defined as in equatiof2d). Then in any realization of

T there exists some shatefor which S(@i)/S(S) >
(281 —1)/(2k + 1)) = O(n/logy n).

Proof. We assume thatl'(»—1)
{1,2,...,n — 1} and its purificationl’ )is defined on
P = {1,2,...,n — 1,n} The idea behind the proof is to
obtain a lower bound on the entropy of a subsefP6f Our
aim will be to get a lower bound on the entropy of a subset
A C{l,...,n—1,n}suchasS(A4) > aS(S). Then using
the fact thatS(A) < S(i)|A| for somei € P’, we can lower
bound the size of thith share as.S(S)/|A|.

LetX; = B;uAandY; = A;;1UB; ;. First observe that
X;,Y; are both authorized sets & D M; andY; D M;;.

is defined onP =

(n—1
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FurthermoreX; NY; = A;,1 U B; is unauthorized. Suppose Sincel'("~1) hasn — 1 participants withn — 1 > 2% + k — 2,

on the contrary thak’; NY; is authorized; then for somewe
must haveM; = A; UB; C A;1 U B;. Since4; N B, =0

for all choice of! andm, this implies thatd; C A,,; and

B; C B;, which can only hold ifi > i + 1 andj < ¢ giving

we see that some share is at least as large(ag log, n) the
size of the secret. O

Corollary 7. For all n > 4, there exist quantum secret

us a contradiction. Therefof®; NY; is unauthorized and we sharing schemes with information rate upper bounded by

can apply Lemmgl4 which gives us
S(X;)+S(Y;) > S(X; UY;) 4+ S(X; NY;) +25(5).
This can be rewritten as

S(AU Bl) + S(Ai+1 UBH-I) > S(AUBH_l) + 25(5)
+ S(Ai+1 UBZ').

Now we apply submodularity inequality to the sets,; U B;
andB;;1:

S(AiJrl U Bl) + S(BfLJrl) Z S(AiJrl U BrL’Jrl) + S(BZ)
Adding the previous two inequalities we obtain
S(AUB;)+ S(Bit1) > S(AU Bj11) + S(Bl) +25(9)

Clearly, this inequality holds for all < i < 2 — 2. Adding
them all up we obtain

2k 3 2k 3
> S(AUB:) +8(Bit1) > Y S(AUBi11) + S(B;)
i=0 =0
+ (2% —2)25(S)
S(AU By) + S(Bak_9) > S(AUBQk 2) S(Bo)
+ (28 — 2)25(9)

As By = 0, this reduces to

S(A) 4+ S(Byk_s) > S(AU Boi_5) + (28 —2)25(9)

SinceAU B, _, is authorized its complement is unauthorized

S(S) > 25(S), where we also used the fact thﬁ(Z)

S(S) for any unauthorized sef, [6, Theorem 6], see alsdl [3

Theorem 4]. Therefore we now have

S(A) 4 S(Bar_5) > (28 —1)25(9)

By Lemmal2,S(Bor_5) = S(Bak_s) = S(A,R,n) <
S(A, R)+S(R,n)—S(S) = S(A)+S(n)—S(S), therefore
we obtain
2S(A) + S(n) — S(S) > (2% — 1)25(S)
25(A) + S(n) > (281 - 1)S(9)
ButS(A) < 3F | S(i), hence
)+ 225 > (2M1 —1)8(9).

Hence for somé < ¢ < k ori = n, we must have
2k+1 -1

G 2o
S0 = 5

S(S)

O((logy n)/n).

Classically the techniques used to study of bounds on secret
sharing schemes often rely on information theoretic inégqua
ties of the Shannon entropy. Furthermore, there is a lagger s
of tools available such as polymatroids that make it possib!
derive general results. Unfortunately in the study of quant
secret sharing schemes, these tools are either difficufigly a
or either inapplicable. For this reason it is interestinaf tive
have been able to use the von Neumann entropic inequalities
to prove Theoreml6.

B. Bounds for Special Casesn = 4,5

Often the study of small instances can reveal interesting in
sights. For this reason we now consider the access structure
for n = 4, to derive some slightly tighter bounds than the ones
obtained in Theorefn 6.

Theorem 8. Any realization of the quantum minimal access
structurel’®) or its purification must have some share of size
50% larger than the size of secret.

mln - {( ( (273’4)} (22)

4)

Proof. The purification of Ff:fi)n is given by me =

{(1,2);(1,3);(2,3,4);(2,3,p); p(1,4,p)}. First we observe
thatT"*) is a realizable quantum access structure as any two

min
authorized sets have a nonempty intersection. Furthegritore
can be easily verified that it is also a self-dual accesstsireic
Consider now the setd, = {1,2,3}, By = {2, 3,4}. Both

these sets are authorized sets whilen By = {2, 3} is not

' authorized. Therefore by Lemrhh 4, we have

5(1,2,3) 4 S(2,3,4) > S(1,2,3,4) + S(2,3) + 25(5).

Consider now the setd; = {2,3} andB; = {3,4}. By the
subadditivity of the von Neumann entropy we obtain

5(2,3) + S(3,4) > 5(2,3,4) + S(3). (23)
Adding the previous two inequalities we obtain
5(1,2,3) + 5(3,4) > S(1,2,3,4) + S(3) + 25(5) (24)
This can be rewritten as
S5(1,2,3) = S(3) > S(1

Consider now the setd, = {1,2} and By = {1, 3} which
are both |n1“( while Ay N By = {1} is unauthorized. Ap-

min?’

plying Lemmd% we obtain
S(1,2) + S(1,3) > S(1

12,3,4) — S(3,4) + 25(5)(25)

,2,3)+ S(1) +25(S).  (26)
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By the subadditivity inequality we have Theorenib predicts that ™ will have an information rate
of 5/7 =~ 0.714, while the above result shows that it can be at
S(1) + S(3) > S(1,3). (27)  most2/3 ~ 0.667.

Adding the previous two equations we obtain
Ill.  CONCLUSION

S(1,2)+ S(3) > 5(1,2,3) + 25(9), (28) ) i i )

In this paper we investigated the sizes of shares for quan-
tum secret sharing schemes. We showed that there exissacces
structures, om participants, for which the size of the share
grows asO(n/ log, n). To the best of our knowledge, these

which can be rewritten as

5(1,2) = 5(1,2,3) = S(3) +25(95). (29)  bounds represent the strongest lower bounds on the size of
a share (equivalently upper bounds on the information .rate)
Now let us add the equatioris {25), ahd](29) to obtain Some questions suggested by these results are the tightness

of these bounds and the schemes for realizing these access
S(1,2) + S(3,4) > S(1,2,3,4) + 45(S). (30)  structures with information rates close to the bounds. We wi
address these questions elsewhere. We hope that this work
By Lemmd3,5(1,2,3,4) = S(p) + S(S) > 25(S). Further, highlights the fact that there is a significant gap b_etween th
applying the subadditivity inequality tﬁ(_l, 2) and S(3, 4) upper bounds and lower bounds for the |nformat|or_1 rate of
we can reduce the previous equation to (perfect) quantum secret $har|ng schemes and motivates fur
ther research in this direction.

S(1)+S(2)+ S(3)+S(4) > 65(5) (31)
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