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A passive scheme with a beam splitter and a photon-numbetvieg (PNR) detector is proposed to verify
the photon statistics of an untrusted source in a plug-damg-guantum-key-distribution system by applying a
three-intensity decoy-state protocol. The practicalesstdue to statistical fluctuation and detection noise are
analyzed. The simulation results show that the scheme céah efficiently when the total number of optical
pulses sent from Alice to Bob is above®]1@nd the dark count rate of the PNR detector is below 0.5 squise,
which is realizable with current techniques. Furthermarepropose a practical realization of the PNR detector
with a variable optical attenuator combined with a thredht@tector.

PACS numbers: 03.67.Dd, 03.67.Hk

I. INTRODUCTION tection can be used without applying inverse-Bernoulhigra
formation postprocessing [15,/16]. From another viewpoint

Based on the BB84 protocoll[1], the security analysisrecent results for the three-intensity decoy-state padteith

for the practical quantum-key-distribution (QKD) sourcasw the untrusteq source have rigorously proved that it [ﬁ-su.
i3 cient to monitor the lower and upper bounds of the probabil-

given [2,13]. Further, the decoy-state protocol was pro—_t for Alice t d out hot d two phot

posed|[4] and was developed [5+10] to improve the QKD per-I ytor |cemo send out vacuum, one phaoton, an 0 photon

formance. Commonly, a trusted QKD source is considere tates [.19' 20]. More recently, the detector-decoy schease w
theoretically proposed to monitor the PND of an untrusted

for those protocols, which means the photon-number distrib . ) . ;
tion (PND) of the source is fixed and is known by Alice and source using a threshold detector combined with a variable
optical attenuator (VOA) [22].

Bob. However, this assumption is not always valid in prac- ; . ,
: y P In the following, a passive scheme with a BS and a

tice. For example, the intensity fluctuation from the source . . o
and the parameter fluctuation from the optical devices Caus_%hoton-number-resolvmg (PNR) detector, which can diseri

the assumption of the trusted source to fail [11]. In pakéigu inate vacuum, one-photon, two-photon, and more than two-
an untrusted source exists in a real-life experiment (veo; photon states, is proposed to monitor the parameters heeded
way plug-and-play system) and gives rise to the possitslity in Refs. [19/ 20]. Then, the un_trusted source in thg plug-and

a Trojan-horse attack [12-16], where the source is pessimis PIay_ QKD system can b? mc_)nltored with th_e passive s_cheme.
cally controlled by Eve. Thus, the statistical characteEsof Additionally, some practical issues due to finite-data sid

the QKD source need to be verified to boost the QKD perfor_random-detection noisg are included in the analys?s. Burth
mancel[12-26] more, a proposed realization of the PNR detector is analyzed

Intuitively, if the characteristics of the untrusted saina- based on the idea of the detector-decoy scheme [22].

finitely approaches that of the trusted source, Alice needs

a quantum nondemolition (QND) measurement [27] to ver- || kEy PARAMETERSIN SECURITY ANALYSIS
ify the PND of the QKD source. However, it is hard to
implement the QND measurement in practice. Fortunately,
an analytical method was provided to calculate the final key
rate when the probability of untagged bits was known by 1

Alice and Bob |[13], and an active photon-number-analyzer R= EQ{Al[l — Hz(&)] - Hz(E)} @)

(PNA) scheme was proposed to monitor the probability of un-WhereQ andE are, respectively, the count rate and the quan-

tagged bits. However, it is challenging to implement the ac-, i : .
tive scheme, where a high speed random optical switch argm bit error rate (QBER) measured in the QKD experiment,

a perfect intensity monitor are needed. Then, using inverse - (€1) is the fraction of counts (QBER) due to the single-

Bernoulli transformation, a passive scheme, with a beait spl photon state, anbliz(X) = -xlog,(x) — (1 - X)log,(1 - x) is

ter (BS) and an imperfect detector, was proposed and Watjs"le binary Shannon entropy. In the standard security aisalys
verified experimentally [14]. Furthermore, to realize thas of the BB84 protocol, all the losses and errors are assumed

sive scheme morefliciently, a high-speed two-threshold de- from the single-photon statel [3], which gives

Generally, the secure key rate of the BB84 protocalis|[2, 3]
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The decoy-state methodfers a more #ective way to A. PNR detector without detection noise
estimate the lower (upper) bound of (e;) compared to

Eq. (2) [4+10]. In the three-intensity decoy-state protoco |n the following, the PNR detector is assumed to be noise-
[6, [9], Alice randomly sends three kinds c_)f sources: vaCiess. Suppose th&¥?(n,) denotes the PND for the signal
uum, decoy, and signal sources, respectively. The quangecoy) source at P4, aiF®(m) denote the PND for signal

tum state of the decoy (signal) sourceis= ;. ann)(n| (decoy) source at P3. Clearly, one has
(os = Yo @ Iny(n|). For a three-intensity decoy-state QKD

system with an untrusted source, it was proved that [19, 20] a, = PYns=n)=D%m=n),
’ S, _ _ S —
o A (- oA e & = Plne=n)=Dm=n) ©
1= Qs(ai’agL—a’lLa;’) . @) wheren=0, 1, 2,---.

Suppose that the data sikkis the total number of optical
whereQo, Qq, or Qs is the count rate of vacuum, decoy, and pulses sent from Alice to Bob, whil¥? is the number of
signal sources, respectively, and is the fraction of counts  signal (decoy) pulses, correspondingly. k§f) denote the
due to the single-photon state in the signal source. To €alcthumber of detected signal (decoy) pulses at P3 given that the
late the lower bound oA3, one needs to estimate the param-PNR detector records photoelectronsrg = 0,1,2). Using
eters{at, aY, -, &, a,", &'}, where the superscripU)  the random sampling theory [2€], eachDS(m) € [k3,/N° —
means lower (upper) bound. The secure key rate of the signal, k3,/N°® + ¢'] with a confidence level + 2 expNse'2/2)

source is for signal pulses, and eaddf(m) € [kd/N? — &, kd/N? + &]
1 with a confidence level & 2 exp(-N9s?/2) for decoy pulses
RS = EQS{Af[l— Ha(e3)] — Ha(Es)}, (4) can be estimated. For enough small exgts’?/2) and

exp(-N9s?/2), simultaneousyD3(m) € [k3/NS —&’, k$,/NS +
whereEs is the QBER from the signal source agjd= Es/A.  &'] and DY(m) e [k4/N? — £ kd/N? + ¢] for m = 0,1,2
In the following, we present a passive scheme to estimate thgre estimated approximately with a confidence level 1
parametergag", ay, a;", &Y, ", ).

__ 107
I1l. THEORY OF ESTIMATION WITH PASSIVE SCHEME % o . I
o o ‘ o == Untrusted, N=10°
£ 10 . a7
The passive scheme for estimating the paraméagrsay, g Untrusted, N=10
. . . = 10 ¢ E
a;*,ay, a,", a3} is shown in FiglIL, where a PNR detector that §
can discriminate the photon numberrot 0,n = 1,n = 2, s 0 3
andn > 3 is used. For simplicity, one can calibrate the setug & 17} A
to satisfy L
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no(1 - 18s) = 1Bs, (5) Distance (km)
. - . —_ 1072
wherengs is the transmittance of the BS ang is the detec- 8 — Zf‘jed S
tion efficiency of the PNR detector. Under this condition, the & 107 - = Untrused, N=10%
PND at P4 is the same as that at P3, whémn®ans position & 3 ‘ “ Untrusted, N=102
s . . = —— Untrusted, N=10*
i(i=1,234)inFig.d. s \ : SO
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Alice Detector | O FIG. 2: (Color online) Simulation results of the three-imiy

decoy-state protocol for the trusted source with infinisadsize, and

for the untrusted source with: (a) finite-data site- 10°, 1C%, 107,
FIG. 1: (Color online) The untrusted source prepared at PEug; ~ espectively, based on the passive PNR scheme in Fig. 1evali88
where R means position (i = 1,2, 3,4), passes through an optical and a noiseless PNR detector are used to verify the paramggbr
filter, a phase randomizer (PR), and an attenuator (Att) thiehat- a5, &", a7, &', &/} with a confidence level & 10°%; (b) finite-
tenuation cofficientss (q) for the signal (decoy) source. After the data sizeN = 10'%, 10", 10', 10'°, 10, respectively, based on the
source is encoded, a BS with transmittange separates it into two ~ Passive PNA scheme [15], where a BS and noiseless PNA are used
beams: One goes to a PNR detector wificeencyrp at P3, and the  to verify the lower bound of the probability of untagged bitgh a
other is sent out from Alice’s side at P4. confidence level & 10°° (see Appendix A).
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6 exp(-NS%e’?/2) — 6 exp(-N9s?/2). From Eq.[(), one simul-  Let kﬁ(f” denote the number of detected signal (decoy) pulses
taneously gets by Alice at P3 given that the PNR detector recondspho-
. g toelectrons. Using theandom-sampling theory [28],dsimul-
alt - kn e al = Kn e (M=0.12) (7 taneouslyPs(m) € [k§,/N® — &', k5, /N® + &] and P(m) e
Nd [kd /N9 — &,kd, /N9 + ] for m' = 0, 1,2 are estimated with a
confidence level 2 6 exp(-N3&'?/2)-6 exp(-N92/2). Com-

with a confidence level46 exp(-N3s'?/2)-6 exp(-N9s2/2). bining Eqs. ) and{8), one yields

For testing the #ects of the finite-data size, we choose an
untrusted source of Poissonian statistics to perform smul

S
tions based on the three-intensity decoy-state protocgk F a > e (kmo - g') = a(’)",
ure[2(a) shows the numerical simulation results for thetéidis N®
source, and the untrusted source with the passive PNR scheme , ol Ko ol K1, L
in Fig.[1, where a BS and a noiseless PNR detectorare usedto &1 = -4 Ns Tt NS f)T%
verify the parameterts", ay, a;", &Y, a,", aJ'}. Here, the av- I

erage photon number (APN) of the Poissonian source at P1 is a > =

7.69x 10P. The attenuationyq) is set to be % 107/(1x 1077), -2 ( N N
and the transmittance of the BSjigs = 0.13 so that the APN S
for the signal (decoy) state at P4jg = 0.5 (ug = 0.1). + NS f)T %

The detection giciency of the PNR detectoy is set to be
0.15, so that Eq[{5) holds. The photoelectron detectioa dat ag <

A
@
™
+O
\L
1l
£

recorded by the PNR detector is simulated using the Monte N

Carlo method, antl = 107, 10°, and 18 of measurements are K, .

run. Other experimental parameters are cited from the GYS a < —/le/l( Na - s) + et N—a + 8) = af
experiment|[29] as shown in Tadlk I, whejgy, is the dfi- g

ciency of Bob’s detectionyy is the dark count rate of Bob’s % < /l_zeﬂ (M . g] e (Kﬁrl ~ g]

detector, andeget (€p) is the probability that a photon (dark 2=7 Nd Nd

count) hits the erroneous detector on Bob’s side. To compare K?n

the performance of the scheme in Fify. 1 with the passive PNA + eﬂ( ;2 + g) = alzJ (9)
scheme proposed in Ref. [15], where a BS with transmittance N

nes and a noiseless PNA witHfiiciencynp are used to verify

the probability of untagged bits (see Appendix A), Fig. 2(b) with a confidence level-16 exp(-N%s'?/2)—6 exp(-N%?/2).
shows the numerical simulation for the trusted source aad th

untrusted source with the passive PNA scheme. All the ex-

perimental parameters are chosen to be the same as that for ) , )
Fig. 2(a). TABLE I: The simulation parameters for Figd[2, 3 &nid 6.

D) 7Bs 7Bob a Yo €det €
0.15 0.13 0.045 0.21 TIx10° 3.3% 0.5

B. PNR detector with additive detection noise

Given a PNR detector with an independent additive detec- For testing the fects of detection noise, we choose an un-
tion noisey, the detected photoelectron numlpgr and the trusted source of Poissonian statistics to perform sirimrat
photon numbem at P3 satisfy = m+y. One can calculate based on the three-intensity decoy-state protocol witipése
the lower and upper bounds of PNIYm) (m = 0,1,2) at P3  sive PNR scheme in Fifil 1. The untrusted source is of Poisso-
based on the detected photoelectron distribufior) , given  nian statistics with AP = 7.69x 1(° at P1, and the attenua-
that the distribution of the detection noiby) is known by  tionsns andng are setto be %107 and 1x 1077, respectively.
Alice and independent of the input source. The dark count ig he other experimental parameters are cited from Tabled. Th
the main kind of detection noise for the PNR detectors, suclphotoelectron detection and additive Poissonian noiséef t
as the time multiplexing detectar [30,/31], the transitedige =~ PNR detector are simulated using the Monte Carlo method,
sensor|[32], or a threshold detector together with a vagiablandN = 10® and 18 of measurements are run for Fig$. 3(a)
Att [22,133]. In the case of independent Poissonian statisand[3(b), respectively. Our analysis is not limited to thesPo
tics noise, the probability of detecting’ photoelectrons is sonian noise case. Generally, when the random-positive de-
P(m) = X7 N(d)D(nY — d), whereN(y = d) = e*19/d!is  tection noisey with the probabilityN(y) is known to Alice,
the probability that dark counts occur in the PNR detector, one has
andA is the average dark count rate. Then, one has

P(M=0)] [Dm=0) O 0 N(y = 0)
Dm=0)] [P(M=0) 0 0 el P(M=1)|=|Dm=1)D(m=0) 0 N(y = 1)}.
D(m= 1) ={P(n‘(=1)P(m’=O) 0 H—eﬂa}. P(M =2)| |D(m=2)D(m=1)Dm=0)||N(y=2)
D(m=2)| |P(n =2)P(m = 1) P(n' = 0) (10)

e'1?/2
(8)



Thus, combining the results in Egs. (6) and (10), one has
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Therefore, once the distribution of the detection noise is () Distance (km)
knowD, the seLcure key rate can be estimated given the bounds
/ U o U o U
Offey™ 9. 2 &5, % &) FIG. 3: (Color online) Simulation result of the three-inséy decoy-

state QKD with an untrusted source based on the scheme irlLFig.

(a) The data size isl = 10?, and the APN of the Poissonian noise in
IV. A PROPOSED REALIZATION OF A PNR DETECTOR the PNR detector i3 = 0, 10°®, 101, 0.5, 0.65, Q78, respectively;

(b) the data size il = 10°, and the APN of the Poissonian noise in
The PNR detector can be realized by a VOA (VOA) com-the PNR detector id = 0, 10, 1072, 1, 5, 516, respectively. The
bined with a practical threshold detector as shown in Fig) 4( experimental parameters are the same as in Table |. The eonéd
[24], which is equivalent to the model in Fig. 4(b). Sup- level for both cases is 4 10°°.
pose that the state of input sourcepig = > Pnln) (Nl

In figure 4(b), after passing through an Att witfieientrp, VOA !Threshold Detector | VOA
the state of the source becomes= 7", p,In) (n|, where | - ’ —
Pin I | 4 Pin 14 _i
Ph = Zmen pm( r:)ng(l —1p)™". When Eq.[(5) holds, one ! :
1
has noL o | m, n
/ - (2) (b)
Pr° = &, Py = an. (12)

Then, the sourpg passes through the VOA Wmnencyn, FIG. 4: (Color online) (a) A threshold detector (modeled byAsdt
and the probability that the detector dose not click can be cayih transmittancey, and an ideal threshold detector) combined with

culated ap(n) = X5 0(1—n)"p, [22]. When we take the dark 5 voa (transmittance) can realize a PNR detector [22]. (b) An
count of the threshold detector into account, it can be GalCUequiva|ent model to (a), which means the two models will poed
lated asp(n) = (1 - ) X701 — m)"pn, whered is the dark  the same output given the same input.
count rate of the detector. If Alice varies the transmiteaat
the VOAn € {n1,--- ,nm}, she has a set of linear equations,

transmittances € {no, 11, 12} are needed [22]. One can

pn) = (=) Y @=n)py (=1 ,M). (13 CoMooser=1
=0 Pro = 1) = (1 - )pp. (14)
When she employs an infinite humber of possible transmit:l_hen one has
tancen € [0, 1], she can always estimate any finite number of
probabilitiesp;, with arbitrary precision by solving Eqs. {[13). pim) _ ,
However, it is not necessary for our purpose in which we 1_1>Pot (1-n)py,
are mainly concerned with the probability of vacuum, one- p(171)

photon, and two-photon states, and, thus, only thréereint T SPo+(@-m)pp+(1- m)*(1 - py - Py,



from which one gets

P(71) = PO0)[L — (1 - 171)°] = (1= (1 - m1)?
1-DL-m-1-m)]

p(171) — p(10)
(-1 -m)

In a similar way, one has

Py < =Py, Py = =py. (15)

LU Po+ (L= n2)py + (L —1m2)°ps > Py + (L — m2) Py + (1 - m2)° P
1-1 P
5(1723 <ph+(L-m)py+ (L—12)%ps + (L—12)3(Ps + Py + P+ -+ +)

<[1-@-n)’Ipp+[1 - n2 = (1= 12’1y + [(L - m2)° = (L= m2)°] P + (L = ),
from which the upper and lower bounds fgy can be estimated as

P(m2) = Plro) — (1 - (A -m)pPy

R e
,_ Pl12) — 11— (1= n2)1pln0) - (A= DlL - 12— A= m) TPy~ (A= D(L-m)® _
= (1= DL = 72 - (1= 7o) “P (16)

In conclusion, based on the recorded dépéno), p(n71), and, thus, the key rate will reduce.

P(n2)}, Alice can estimated the parametdss”, ag, a;", While in the scheme shown in Fig. 1, Alice uses a PNR de-
ay, &b, &Y} as in Egs.[(I2) and(14)=(16). The scheme intector to monitor the probability of vacuum, one-photord an
Fig.[4 can easily be realized with current technology. As fortwo-photon states for the signal and decoy sources, respec-
the dfect of statistical fluctuation, one can use tia@dom-  tively. Because of the low intensity of the output pulsesét P
sampling theory as before to consider the fluctuation of the (e.g.,us = 0.5, ug = 0.1), the vacuum, one-photon, and two-
{p(70). P(171). P(172)} with a confidence level so that we still photon pulses are dominant in pulses, and Alice can gain most
can bounday", ay, &, &, at, &Y. of the information about the statistics of the untrustedseu
at P4 based on the recorded data of the PNR detector. In our
scheme, six parameters are monitored, and more information
V. DISCUSSION AND CONCLUSION is gained than from the scheme in Ref.[[15]. Mathematically,
the formulas shown by Ed.](4) are not so sensitive to the esti-

: H 'L JU L LU L LU
The results in Figl]2 show that: (i) The performance of gmation resolution ofa,", 8. &, a;, &, &} compared to

QKD system with an untrusted source is close to that of &hat in Ref. [15] so that it does not r_equire a very large data
trusted source, when the source is monitorétiently and size to work diciently, as shown in Fig. 2(a). When the data

the data size is large enough; (i) finite-data size has negat size isN > 1%, the performance of the scheme.|s very close
effect on the secure key rate; (jii) the method in Ref] [15] isto that of the trusted source. In the asymptotic case where

more sensitive to statistical fluctuation and needs a latgtx Alice sends_lnflnltely long bits of sequend ¢ o), the per-

size than the method proposed in this paper. formance yV|II be the same as that of a trusted source as shown
In the passive PNA scheme proposed in Rel. [15] (sed Fig. g Appendix B'_ ] o

in Appendix A), Alice uses a PNA to monitor the probability ~ The results in Fig.13 show that: (i) Given a PNR detector

of the untagged bits in the untrusted source, after which, onWith the same dark count rate, the performance of a system

can estimate the lower bound of the secure key rate with with an untrusted source will be better when the data size in-

confidence level as shown in EG_{A1). When the confidencéreases; (ii) given the same data size, the performance of a
level is set to be constant (e.g.~1.075), the estimation reso- System with an untrusted source will reduce when the dark

lution & for the probability of untagged bits is only decided by count rate increases. The performance of the scheme inlFig. 1
the data siz&\ (ignoring the &ect of detection noise), where 1S duite sensitive to the detecuor) noise of the PNR detector
the confidence level is 1 2 exp-Ne2/4) [18]. However, the It is shown that when the data sizeNs> 10° and the d_ark
secure key rate in Ref. [15] is sensitive to the estimatisore count rate of the PNR detector.ss< 0.5 countgpulse, which
lution &, and will reduce greatly whenincreases (see Figl 6 are realizable by current techniques [30-33], this scheame ¢

in Appendix A). When the data siZé¢ decreases, the resolu- Still work efficiently.

tion ¢ has to increase to keep the constant confidence level, In conclusion, we propose an experimental scheme to verify



the key parameters needed in Refs| [19, 20]. The practical is 107

sues due to detection noise and finite-data-size fluctuation g S — Trusted 6
. . Q10 °F = = =Untrusted, e=10

analyzed. We also propose a realization of the PNR detectc ] - = Untrusted. e210°5
based on the detector-decoy method, which is very practicc T 10 T TIw—_ ... Umruged: em107
in real experiment. Therefore, the passive scheme witha PN & 105 ]
detector is highly practical to solve the untrusted sourcép §

lem in the two-way plug-and-play QKD system. This passive g 07 3
scheme is also applicable to monitor the intensity fluctunati 807l ]
in a one-way QKD system, where an active scheme has be¢ E

proposed and has been tested experimentally [26]. 0 10 20 30 40 50 60 70 80 90 100 110 120 130 140 150

We remark that the féect of parameter fluctuations has Distance (km)

not yet been included in the security analysis. Theative
method to deal with the parameter fluctuations [19] is encour

aged to be applied in the passive scheme. FIG. 6: (Color online) Simulation result of the three-irség decoy
state protocol for the trusted source and the untrusteccsowith
different estimation resolutions= 106, 105, 10, respectively.
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20100470134) Alice can measure the overall gafdyq and the QBER
‘ Esq) for signal (decoy) pulses, respectively, while she does

not know the gain and the QBER for the untagged bits. The

Appendix A: Passive scheme method in [[1£] upper and lower bounds of the gain of the untagged bits for
' the signal (decoy) source can be estimated as
=—_  Qu _ Qs —A-¢
Eve Qs(d)_l—A—g’%_max{o’ 1-A-¢ }
\ Fitr PR BS Att The upper and lower bounds for the QBER of the untagged
Untrusted | 1 i s . 5 bits can be estimated as
Source 2
QSES QsEs - A - &
m Eg= ——— Es=maxi0, —
- 62 Alice QS S 1_A—8, _QS 2 ’ 1-A-¢ ’

for signal states, and

FIG. 5. (Color online) The model of the passive PNA scheme in QqEq QiEs—A-¢
Ref. [14+15]. The untrusted source prepared by Eve passmsgthn QiEq = ————, QuEq4 = max{O, —}
an optical filter and a PR. Then, a BS with transmittangg sepa- 1-A-¢ 1-A-e¢

rates it into two beams: One goes to a PNA wiffickencynp, and .
the other is attenuated by an Att witlffieiency g for the signal for decoy states. For the untagged bits, one can show that
(decoy) state and is encoded before being from sent out gkl the upper and lower bounds of the probability that the output

side. photon number at position 4 isfor signal (decoy) pulses are
The passive PNA scheme in Ref, [15] is shown in Eig. 5. (1= n5ey) Ve n=0,

For simplicity, one can sefp(1 — 7ss) = ns SO that the PND Ps(_d) _ Mmax) n (- Moo l<n<M

at position 2 is the same as that at position 3 in Fig. 5. Define " n o= 1s) T omae

the pulses, whose photon numbeMse [Mmin, Mmax] at po- 0 N> Mmax

sition 3, as untagged bits. A BS and a PNA are used to record
the frequency of untagged bits experimentally.

Suppose thal pulses are sent from Alice to Bob. Al- a- ns(d))'\"“‘a‘x n=0,
ice and Bob do not know which bits are untagged bits. Let _gq) Mmin \ n My _
Nuntagged denote the number of detected pulses by the PNA Po = ( n )”s(d)(l_ n5d) 1<n < Mumin,
when the recorded photoelectron number at position 2 belong 0 n > Mmnin,
t0 [Mmin, Mmay], aNdA = Nuntagged/N. From the recorded data
in the PNA, one can estimate that at least (A — )N pulses  under the conditioMmausa) < 1.




When the lower bounds of the probability of the untaggedThe estimation resolutioa is only decided by the data size
bits are known by Alice, the secure key rate for the threeN. When the data sizBl decreases, the resolutierhas to

intensity decoy-state protocol with an untrusted sour¢&3%

R= % {—QSHZ(ES) +(1-A-e)Qi1 - Hz@]} . (AD)

where
PS
S P

O == QP - QP+ PPl
PIP5 - P3PS

(Mmax - Mmin)(l - T]d)MmﬁX_Mmin—].P_;
[Mmin + 1]! ’

P_SP_EQO -

and
Est - P_(S)EOQO

&= o3

For testing the fects ofe onto the secure key rate, we choose
an untrusted source of Poissonian statistics to perform the

simulations based on the three-intensity decoy-stat@pobt

increase to keep the constant confidence level, and, theis, th
key rate will reduce greatly as shown in Fig. 2(b).

Appendix B: Asymptotic case of method in [19]

In the asymptotic case, Alice sends the infinitely long bits
sequenceN ~ ). Therefore, one can consider & ~ 0
in Egs. [7),[(®), orl(T11) while still having the confidencedkv
1. Suppose that the PND of the untrusted source is Poisso-
nian with an APN ofuyq for the signal (decoy) source at P4
in Fig[d. One has

2
_ _ Hy _

al =e™, a) = pge, agz—zde”d,
2

'L Aus 'L —Us /L_luS —Us

aO— ,al = Use ,az—ie .

Suppose that the untrusted source has Poissonian PND with af'€n, one can estimate

APN of 7.69x 1(° at position 1 of Fig. 5. Sejs = 5x 1077,

andng = 1x 1077. The other experimental parameters are

chosen to be the same as in Table I. The valudslgf, and

" (2,"Qu — &Y Qs — ' al Qo + aY'ay" Qo)

Qi = QSAS 2

. L L
Mmin are chosen to be constant. The results in Fig. 6 show that afa’z -a ag
the final key rate is very sensitive to the valuesof 2 2 _ 2
. . . . _ Ms —Ld —ys'ud #5 ,le
Suppose that Alice has a noiseless PNA, and the estimation = 2 Que™ — Qg€ 22 Qo
S S S

confidence level is set to be constant

1-2eN/4 = 11076, (A2)

which is exactly the same as the case for a trusted source.
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