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Abstract

The secrecy capacity of a network, for a given collectionerfhpissible wiretap sets, is the maximum
rate of communication such that observing links in any pssibie wiretap set reveals no information
about the message. This paper considers secure networgcatith nonuniform or restricted wiretap
sets, for example, networks with unequal link capacitiesngta wiretapper can wiretap any subset of
links, or networks where only a subset of links can be winpéap Existing results show that for the case
of uniform wiretap sets (networks with equal capacity lifpleckets where any can be wiretapped),
the secrecy capacity is given by the cut-set bound, and cachieved by injecting: random keys at
the source which are decoded at the sink along with the mes34us is the case whether or not the
communicating users have information about the choice oétap set. In contrast, we show that for
the nonuniform case, the cut-set bound is not achievableieigl when the wiretap set is unknown,
whereas it is achievable when the wiretap set is made knovengMe achievable strategies where
random keys are canceled at intermediate non-sink nodésjected at intermediate non-source nodes.

Finally, we show that determining the secrecy capacity isPahidrd problem.

Index Terms
Secrecy capacity, network coding, information-theoregcurity, cut-set bound, network interdic-
tion, NP-hard.
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I. INTRODUCTION

Information-theoretically secure communication usesirmpdo ensure that an adversary that
wiretaps a subset of network links obtains no informatioowlithe secure message. The secrecy
capacity of a network, for a given collection of permissibigetap sets, is defined as the
maximum rate of communication such that any one of the peaibies wiretap sets reveals
no information about the message. In general, the choice idtap set is unknown to the
communicating users, though we also discuss the case ofrkmirgtap set where the encoding
and decoding functions are allowed to depend on the choiceiretap set, in which case the
secrecy capacity is the maximum rate achievable under thistwase wiretap set.

A theoretical basis for information-theoretic securitysiaven in the seminal paper by Wyner
[1] using Shannon’s notion of perfect secrecy [2], where setaoding scheme based on a linear
maximum distance separable code was used to achieve gefarria wiretap channel. More
recently, information-theoretic security has been stidie networks with general topologies.
The secure network coding problem, where a wiretapper sbsemn unknown set of links, was
introduced by Cai and Yeun@![3]. They proposed a coding egsatwhich we refer to as the
global key strategy, in which the source injects random kayl®ls that are decoded at the
sink along with the message. They showed achievability isfgtrategy in the nonuniform case
where a wiretapper can observe one of an arbitrary giveredodn of wiretap link sets, and
optimality of this strategy for multicast in the uniform eawhere each link has equal capacity
and a wiretapper can observe upkttinks. For the uniform case, various constructions of secur
linear network codes have been proposed in elg. [[4], [S]eOtblated work on secure network
communication includes weakly secure codes [6] and wiseézasure networks|[7].

In this paper, we consider secure communication over wieehetworks in the nonuniform
case. In the case of throughput optimization without ségudquirements, the assumption that
all links have unit capacity is made without loss of gengyasiince links of larger capacity can
be modeled as multiple unit capacity links in parallel. Hger in the secure communication
problem, such an assumption cannot be made without lossrergidy. Indeed, we show in
this paper that there are significant differences betweeruttiform and nonuniform cases. For
the case of uniform wiretap sets, the multicast secrecyaigps given by the cut set bound,
whether or not the choice of wiretap set is known, and is aelidy the global key strategy
[3]. In contrast, the nonuniform case is more complicatedndor a single source and sink. We

October 27, 2018 DRAFT



show that the secrecy capacity is not the same in general wigelocation of the wiretapped
links is known or unknown. We give new achievable strategibere random keys are canceled
at intermediate non-sink nodes or injected at intermediatesource nodes, and show that these
strategies can outperform the global key strategy. Finaleyshow that determining the secrecy
capacity is an NP-hard problem.

II. NETWORK MODEL AND PROBLEM FORMULATION

In this paper we focus on acyclic graphs for simplicity; wepest that our results can be
generalized to cyclic networks using the approach_in [8],0@working over fields of rational
functions in an indeterminate delay variable.

We model a wireline network by a directed acyclic grapk (V,€), whereV is the vertex set
and¢ is the directed link set. Each linl,j) €& is a noise-free bit-pipe with a given capacity
¢;.;- We denote the set of incoming links,v) of a nodev by Z(v) and the set of outgoing
links (v,w) of v by O(v).

A source nodese) observes a random source process taking values from a discrete
alphabetX;. A sink noded eV wishes to reconstrucX’, with probability of error going to zero
with the coding blocklength.

An eavesdropper can wiretap a séf links chosen from a known collection’ of possible
wiretap sets. Without loss of generality we can restrict atiention to maximal wiretap sets,
i.e. no set in)V is a subset of another. The choice of wiretap getis unknown to the
communicating nodes, except where otherwise specified ingaper. In the case of known
wiretap set, the wiretapper can choose an arbitrary wirsépl in ¥V which is then revealed
to the communicating nodes.

A block code of blocklengti is defined by a mapping

fMxn s {1,...,2"}, ecO(s)
from X' to the vector transmitted on each outgoing linkf the sources, a mapping

T AL 2me {127 e€ O(v)
deZ(v)
from the vectors received by a non-source nod® the vectors transmitted on each outgoing
link e of v, and a mapping

gc(ln): H {1,...,2"4} - X7
dez(d)
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from the vectors received by the sinakto the decoded output. Node mappings are applied in
topological order; each node receives input vectors frdnitsaaincoming links before applying
the mappings corresponding to its outgoing links.

The secrecy capacity is defined as the highest possible essurk communication rate for
which there exists a sequence of block codes such that tHealpitity of decoding error at
the sink goes to zero and, for any choice A€V, the message communicated is information
theoretically secret, i.e. has zero mutual informatiorhwiite wiretapper’s observations.

In Section_Il] we give a cut set bound and achievable stragefpr this general problem. In
Sectiong IV and V, we show that the cut set bound is unachiewaid that finding the secrecy
capacity is NP hard, even for the following special cases:

1) Scenario 1 is a wireline network witaqual link capacities, where the wiretapper can
wiretap an unknown subset @f links from a known collection of vulnerable network
links.

2) Scenario 2 is a wireline network witlinequallink capacities, where the wiretapper can
wiretap an unknown subset éflinks from the entire network.

It is convenient to show these results for Scenario 1 first,than show the corresponding results
for Scenario 2, by converting the Scenario 1 networks cameil into corresponding Scenario
2 networks for which the same result holds.

Although, for the sake of simplicity, we focus on single-smusingle-sink networks, the cut-
set bound and strategy 2 in Section Ill can be easily extemoledulticast networks, whereas
the results discussed in Sections IV and V directly apply athbmulticast and non-multicast
cases since the single-source single-sink case represemscial case for both.

[1l. CUT-SET BOUND AND ACHIEVABLE STRATEGIES

In this section, we consider the general wireline problerthwinequal link capacities where
the eavesdropper can wiretap an unknown .debf links chosen from a known collection
W of possible wiretap sets. We state a cut-set upper bound pacitg, and give two new
achievable strategies and examples in which they outpartbe existing global key strategy.
Using the combined intuition from these examples, we sho®egatior IV that the cut-set bound
is unachievable in general. One of the achievable stratagieised in Section|V to show that
finding the secrecy capacity in general is NP-hard.
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A. Cut-Set Bound

Let S¢ denote the set complement of a getA cut for z,y€V is a partition ofV into two
setsV, andV¢ such thatreV, andyeVs. For thex —y cut given by),, the cut-sefV,,V¢] is
the set of links going fromV, to V¢, i.e.,

Vo, Vil ={(u,v)|(u,v) €€, ueV,,veVe}. (1)

Theorem 1:Consider a network of point-to-point links, where litkj) has capacity; ;. The
secrecy capacity is upper bounded by

min min g Cij- (2)
{Vs: Vs is ans—d cut} A€W
(i,§)€[Va,VEINA®

This bound applies whether or not the communicating nodes kaowledge of the chosen
wiretap setA.

Proof: Consider any source-sink ci{, and any wiretap seid€)V. Denote byX the
transmitted signals from nodes W over links in[V,,V¢] and denote byy andZ the observed
signals from links iV, V<] and in[V, V¢ N A respectively. We consider block coding with block
lengthn and secret message rdte. By the perfect secrecy requiremei{ M |Z")=H (M) we
have

nR,<H(M|Z")
(a)
<H(M|Z")—H(M|Y")+ne,
=H(M|Z")—H(M|Y",Z")+ne,
=I(M;Y"|Z")+ne,
(b) (3)
<I(X"Y"|Z")+ne,

=H(X"|Z")—H(X"|Y",Z")+ne,

<H(X"|Z")+ne,

<n Z Cij M€y,
(4,5)€[Vs,VEINAS
wheree, -0 asn— +oo and
(a) is due to Fano’s inequality;
(b) is due to the data processing inequality and the factihat X" —Y" —Z"™ forms
a Markov chain;
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If the choice of wiretap se#d is known to the communicating nodes, the cut-set bound in
this case is alsd [2), which is achievable using a networle ¢bdt does not send any flow on
links in A. In contrast, we show in SectignllV that the cut-set boundisachievable in general

when the wiretap setl is unknown.

B. Achievable Strategies for Unknown Wiretap Set

In the case of unit link capacities, the secrecy capacity marachieved using global keys
generated at the source and decoded at the lsink [3]. TheestrarssmitsR, secret information
symbols andk,, random key symbols, wher, + R,, is equal to the min-cut of the network. This
scheme does not achieve capacity in general networks wiqual link capacities. Intuitively,
this is because the total rate of random keys is limited byntive cut from the source to the
sink, whereas more random keys may be required to fullyzetilarge capacity cuts with large
capacity links.

Capacity can be improved by using a combination of local daldaj random keys. A local key
is injected at a non-source node and/or canceled at a nemenhe. However, it is complicated
to optimize over all possible combinations of nodes at whielis are injected and canceled.
Thus, we propose the following more tractable construstiomhich we will use to develop
further results in subsequent sections.

Strategy 1: Random Keys Injected by Source and PossiblyeBzthat Intermediate Nodes

Our first construction achieves secrecy with random keyscted only at the source. The
source carries out pre-coding so that random keys are ahelintermediate nodes and the
sink receives the intended message without interference fine random keys. As such, it applies
in the single-source, single-sink case, and is useful iwods where the incoming capacity of
the sink is too small to accommodate the message plus alleye keeded in the network. An
example is given in Fid.l1, where each link has unit capatlity,number of wiretapped links
is k=2, and only the first layer of the three layer network is allowedbe wiretapped. The
secret message rafé,=3 is achievable by using the strategy in Higl. 1, where the diogras
on a finite field GF(5). In Fig.[d, a,b,c are secret messages afid; are keys. The message
on thei-th link in the first layer is denoted as, i=1,2,3,4,5. The key f is canceled at the
second layer and the key cancelation scheme is labeled otashdayer links. It is easy to
see thatH (z;,z;|a,b,c) =2, Vi#j which means perfect secrecy is achieved. At the same time,
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Xs=a+b+C

Fig. 1. An example of Strategy 1, where any two of the five likshe first layer can be wiretapped. Capacity 3 is achieved
by canceling at the second layer one of the two random kegsti by the source. The operation is on a finite f@l(5).

the sinkd can decode:,b,c and the keyg. When key cancelation is not applied, I8 and
R, be the secrecy rate and the random key rate at the sourcectiespy. Letz be the total
rate of transmission on the first layer. To achieve secreeynwst haveszgz, where the
cut-set condition on the first layer requirés + R, <z. Since the sink needs to decode both
message and random key symbols from the source, the cutisdition on the last layer requires
R+ R, <4. Combining these we obtaif, <max.min(4— 2z, 3z)=12, which is strictly less
than 3.

To formally develop the Strategy 1 construction, we will uke following result:

Claim 1 ( [10, Corollary 19.21]): Given an acyclic network, there exists, for a sufficiently
large finite field, a linear network code in which the dimensid the received subspace at each
non-source node is min(w,maxflow(t)), wherew is the dimension of the message subspace.

Let R, denote the secret message rate andthe transmission rate on each network link
(1,7) €&, whose values we will discuss how to choose below. Considergraphg with the
capacity of each link(i,j)e& set asz; ;<c; ;. As illustrated in Fig[R2, augment the graph as
follows:

« Connect each subset of linkéc)V to a virtual node*: more precisely, for each directed
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Fig. 2. lllustration of Strategy 1, an achievable consfarctvhere random keys are injected by the source and possibigeled

at intermediate nodes. In this figure=2 and only the 5 links in the first layer can be wiretapped.

link (i,7)€£& in the network, create a node,; and replacg(, j) by two links (i,v; ;) and
(vi;,7) of capacityz; ;, and for each(i,j)€.A create a link(v; ;,t*) of capacityv; ;. Let
R,_, 4 be the max flow/min cut capacity betweerand t.

« Add a virtual sink node?’ and join the actual sink to d’' by a link (d,d’) of capacity of
R;.

« Connect bothr* and the virtual sink?’ to a virtual sinkd* by adding a link(t*,d4) of

capacityR,_, 4 and a link(d’,d*) of capacity R,, respectively.

The source sends a secret messag€gv,...,vz,]7 along with R, random key symbols
W:[wl,...,wa]TH The values ofk,, R, andz; ; are chosen such that each virtual siftkcan
decodeR,+ R,_, 4 linear combinations of message and random key symbols,hensinkd can
decode thek, message symbols. Specifically, if for eadhthe rateR,+ R, _, 4 equals the min-
cut capacity between the source and the virtual gitland R,_, 4 < R,,, by using Clainil, there

exists a network code such that eathreceivesR, + R,_, 4 linearly independent combinations

We assume thaR, and R._, 4 are integers, which can be approximated arbitrarily ciossl scaling the capacity of all
links by the same factor.
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of v andw when the finite field size is sufficiently large (). Let the signals received at a
particular virtual sinki® be denoted adz[v?,wT]", whereMj is an (R, + R,_,5) X (Rs+ Ry,)
received coding matrix with full row rank. We can adtl, — R,_.5 rows to Mz to get a full
rank (R, + R,,) x (Rs+R,,) square matrixXMz. We then precode the secret message and keys
usingM3!, i.e., the source transmiftel;'[v",w7]7, so that link(d’,d?) carriesv.

Claim 2: Strategy 1 allows the sink to decode the messa@ad achieves perfect secrecy.

Proof: Since(d,d’) is the only incoming link of(d’,d®), and both links have capacit,
which is equal to the rate of the messagdink (d,d’) carries exactly. This implies that sink
d receivesv. Furthermore, for any virtual sink“, the received coding matrix with precoding
is M4M', which is a full row rank matrix. A ,M' is a full row rank matrix, the coding
vectors of the received signals from the gkebf wiretapping links span a rank,_, 4 subspace
that is linearly independent of the set of coding vectorgasponding to message received
on (d',d*). Therefore, the signals received ghare independent of the messageand perfect
secrecy is achieved. [ |

Note that applyingf/lgl causes the random keys injected by the source to be eitheeledn
at intermediate nodes or decoded by the sink.

It remains to optimize over values &, R, andz; ; such that for eact the rateR, + R,_, 4
equals the min-cut capacity betweenand ¢* and R,_, 4 <R,,. Since computingR,_ (the
min-cut capacity between andt+) for arbitrary z; ; involves a separate max flow computation,
to simplify the optimization, we can constram,_, 4 to be equal to some upper boubt on
R,_, 4, and thereby obtain an achievable secrecy rate using grate-or instance, we can take
Uatobed ;47 or alternatively takd/, to be the min-cut capacity betwesrandt* on
the graph with the original link capacities,;. We can write a linear program (LP) for this key
cancelation strategy as follows:

max R,
Ry+Ug4,  if i=s,
subjectto > fA— >" fA= —R—U,, if i=a4,
(ha)ee taee 0 otherwise @)
VAeW,

fz{; Szi,j Sci,ju V(’l,j) 657

wherefi{;. represents the rate of flow on lirfk ;) intended for the virtual sink*. The conditions
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on conservation of flo f; ensure that the min cut between the sourcedhis at leastR, + U 4.
Since the only incoming links of# are (t4,d*) of capacityR,_, 4 and (d’',d*) of capacityR,,
this implies thatR,_, 4, equals the upper bount4. Thus, the optimal value of4) gives an
achievable secrecy rate.

Strategy 2: Random Keys Injected by Source and/or Intembediodes and Decoded at Sink

In strategy 2, any node in the network can inject random Kélie. sink is required to decode
both the secret message and the random keys from all nogldsgys are not canceled within the
network, while the random key rates must be sufficient to"“@lch wiretap set (in a sense that
is made precise below). Although for simplicity of notatitre algorithm description below is
for the single-source, single-sink case, this strategyiegppirectly to multiple-source multicast
case. If random keys are injected only at the source, théegiraeduces to the global key
strategy in [[3]. Note that under the assumption that only gsberce knows the message and
different nodes do not have common randomness, here we tcappty the key cancelation
and precoding idea from Strategy 1, since after applyingptteeoding matrix each node may
potentially be required to transmit a mixture of the souraessage and other nodes’ random
keys.

Let R, , be the random key injection rate at nogeAs before,R, denotes the secret message
rate at the source ang; the transmission rate on link,j). We will address the choice of these
rates below. Consider the graghwith the capacity of each linki,j) €& set asz; ;. Connect
each subset of linksl€)V to a virtual nodel“: more precisely, for each directed litk j) €&
in the network, create a node; and replac€i,j) by two links (i,v; ;) and(v; ;,7) of capacity
24, and for each(i,j) €.A create a link(v; ;,d*) of capacityv, ;. Intuitively, we want the max
flow/min cut capacity from the message and random key sotiocé$ to be equal to that in the
absence of the message. Similarly to strategy 1, we simfiigyoptimization by constraining

this max flow/min cut capacity to be equal to an upper bo@gzj)eAzi,j. Specifically, we have
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the following LP:

max R
. = — . Zit it if Z:d'A7
subject o)~ fA-Y "4 2 e At YAEW.
J j <Ry, otherwise,
_ (RS+EUGV,U#RW), if i=d, (5)
Zf;’l]—Zf;fZ: RS_'_Rw,s; |f iIS,
’ ’ Ry, otherwise,

;f}gzi,j, f’ljgzi,j, 21 <ci;,V(i,))€E,
where the first set of equations corresponds to the requirethat the network accommodates
a flow f4 of size Z(m)eAzi,j from the random key sources tH, the second set of equations
corresponds to the requirement that the network accommsdaflow ¢, of size equal to the
sum of the message and random key rates, from the messagaradawhr key sources to the
sink d, and the third set of inequalities corresponds to the linkacéy constraints.

Claim 3: Strategy 2 allows the sink to decode the messagand achieves perfect secrecy.

Proof: As illustrated in the example of Figl 3, consider an augnmgtwork with
. avirtual source node, connected to the source nosldy a directed link us, s) of capacity
R,, and connected to each virtual sifik by a directed link(u,,d*) of capacityR,, and
. a virtual nodew; connected to each nodeby a directed link(v,u;) of capacity R,, .,
and connected to each virtual siak' by a directed link(u,d*) of capacity>" R, —
E(i,j)eAziJ'

The source information enters the network at the virtuakr@®unodeu, and is transmitted
to each virtual sinki“. Consider a multi-source multicast problem on this netwaerkere the
actual sink node and the virtual sink$ each demand the source message and all the random
keys. By the first constraint of the LP, the max flow from thedam key sources ta in
the original network equalg(m)eAzi,j; together with the additional capacity in the augmented
network 0, Ru.v—>(; jea?:,; from the random key sources att} from w;), the max flow
from the message and random key sources to each virtuat/Siig sufficient to ensure that the
multicast problem is feasiblé [11]. A capacity-achievirmge for this multicast problem in the
transformed graph corresponds to a code for the originaésggroblem, since the information
received by each virtual sink* from the setA of original network links must be independent
of information received from the additional links, whiclcindes the entire source message.

October 27, 2018 DRAFT



12

c
7

(7))

o

Fig. 3. An example of the augmented network constructiorttierproof of correctness of strategy 2, where,b,d are nodes

of the original graph, and only one of the two links,a) and (s,b) can be wiretapped.

j1

P

Fig. 4. Example of the usefulness of Strategy 2.
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An example where this strategy is useful is given in Elg. 4dichlis obtained by interchanging
the source and the sink as well as reversing all the linksgn[Zi At most three links in the last
layer can be wiretapped. By injecting one local key at npdand two global keys at the source,
Strategy 2 can achieve secrecy rateOn the other hand, if random keys are only injected at
the source, the secrecy rate is at mg)sLet R, and R,, be the secrecy rate and the random
key rate at the source, respectively. Lebe the total rate of transmission on the last layer. To
achieve secrecy, we must ha}i@z%z, where the min-cut condition on the last layer requires
Rs+ R, <z. Since the source injects all the random keys, the min-cudition on the first layer
requiresR, + R,, <4. Combining these we obtaiR, <2, which is strictly less than 2.

From the examples, we see that the types of scenarios in wBtidiegy 1 and Strategy
2 are useful seem to be complementary. In general, these ttategies can be combined to
obtain a higher secrecy rate. We use these strategies ¢aattgpn the following sections to
develop theoretical results. However, for numerical cotapon of achievable rates in scenarios
1 and 2, we note that the number of possible wiretapping aatsthus the size of the LPs, are

exponential in the sizé of each wiretap set, so they are useful for small

V. UNACHIEVABILITY OF CUT SET BOUND

In the case of unrestricted wiretapping sets and unit linkacdies, the secrecy capacity is
equal to the cut-set bound [3]. In this section we show thattit-set bound{2) is not achievable
in general, by considering the example in Fig. 5, where thefwairetappable links is restricted
(Scenario 1). We give an explicit proof that the cut set boismdot achievable for the case
when the wiretap set is unknown. We also use the programnd@ton Theoretic Inequalities
Prover (Xitip) [12] to show that the secrecy capacity is baesh away from the cut set bound.
We then convert the example into one with unequal link capmec{Scenario 2), and show the

unachievability of the cut set bound for this case also.

A. Restricted Wiretap Set (Scenario 1)

Consider the example in Figl 5, where all links have unit cépaand any three of the five
middle layer links can be wiretapped. Let the middle layekdibe 1-5 (from top to bottom) and
the last layer links be 6-8 (from top to bottom). Let the sigraaried by link: be called signal
17, or S;. Let the source information be denotéd The cut-set bound, or the secrecy capacity

with known wiretap set, is 2.
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Fig. 5. An example to show that the secrecy rate without kadge of wiretapping set is smaller than that with such kndgde
The wiretapper can wiretap any three of the five links in theldig layer.

To provide intuition for the case when the wiretap set is wvkm, we first show that secrecy
rate 2 cannot be achieved by using scalar linear coding. , Tthenargument is converted to an
information theoretic proof that secrecy rate 2 cannot theexed by using any possible coding
scheme.

Suppose secrecy rate 2 is achievable with a scalar linearoretcode. First note that the
source cannot inject more than unit amount of random keratise the first layer cannot carry
two units of source data. Let the random key injected by thecmbe denoted’. For the case
when the source injects a unit amount of random key, we firg¢ ltlae following observations.
Signal 6 must be a function of signal 1, otherwise if the aslaer sees the signals 2-4 then he
knows signals 6-7. Also, signal 8 must be a function of signaltherwise if the adversary sees
signals 1, 2 and 4, then he knows signals 7-8. Similarly we staow that signal 8 must be a
function of signal 1, and signal 7 must be a function of sighalVe consider the following two
cases.

Case 1: signal 5 is a linear combination of signals preseinheatsource node. To achieve
the full key rank condition on links 1, 2 and 5, node a must pud independent local keys,
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and i, on links 1 and 2 respectively. Link 7, whose other input isejpeindent oft,, is then
a function ofk,. Similarly, Link 8 is a function ofk;. This means that the last layer has two
independent local keys on it.

Case 2: signal 5 is a linear combination of signals presethetsource node as well as a
local key k injected by node c.

Case 2ak is also present in signal 1. Thénis present in signal 6, and is independent of
the key present in signal 7.

Case 2b% is not present in signal 1. Théenis present in signal 8, and is independent of the
key present in signal 7.

In all three cases 1, 2a, and 2b, there is a pair of last layés livhich are functions of
two independent random keys, leaving capacity for only omié of secret message. Thus, we
conclude that the secrecy rate without knowledge of thetayi@ng set by using only linear
network coding is less than two.

We now extend the above argument to any coding scheme whéaads I the following
theorem.

Theorem 2:For the wireline network in Fid.15 a secrecy rate of 2 is noti@gdble with any
possible coding scheme, if any three out of the five links)inr3he middle layer are wiretapped
and the location of those links is unknown.

Proof: See Appendix. [ |

We can also show that the secrecy rate is bounded away from &siyg the framework
for linear information inequalities [13]. LeX be the message sent from the source and

i=1,2,3 be the signals on the links adjacent to the source. We waritdokcewhether? (X ) <w
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is implied by

(1) H(Z,-)gl,H(Sj)él,i:1,2,3,j:1,...,8,

(2)  H(X|Ss,Sr,S5)=0,

(3) I(X,Z1, %2, Z4,54,55,57,S5: 56|51, 52, 55) =0,

(4)  I(X,Z1,Zs, 23,51, 55,55, 56, 55: 57/ 55..54) =0,

(5) I(X,Z1, %2, 74,55, 55,55, 57: 5551, 51, 55) =

(6) I(X;S,55,55)=0,I(X;S,55,5)=

(7) I(X:S,55,55)=0, I(X:S1,S5,54)=0,

(8) I(X:S,55,55)=0, I(X;S,S4,55)=0, .
(9)  I(X:S,55,54)=0, I(X:Ss,S5,55)=0, ©
(10) I(X;Ss,54,55)=0, I(X;Ss,54,55) =0,

(11)  I(Sy; Zo| 71, Z5) =0, I(Ss: Za, Zs| Z1) =0,

(12)  I(Ss; Zs| 71, Z2) =0, I(Sy; Z1, Zs| Zo) =

(13)  1(Ss: 21, Zs|Z5) =0, 1(S1: 54| Z1, Zo, Z5) =0,

(14)  1(S9;S4,S5|21,75,73)=0,1(S3;55| 21,25, 73)=0,

(15)  1(S4;81,55,55|Z1, Zo, Z3) =0, 1(Ss: Sa, S3,54| 21, Za, Z3) =0,

(16)  1(S4,S5,83,54,55: X2y, 2y, Z5) =0,

where the first inequality is the capacity constraint, theosd constraint shows that the sink
can decodeX, constraints (3) to (5) mean that the signals in the lastrlaye independent of
other signals given the incoming signals from the middletagonstraints (6) to (10) represent
the secrecy constraints when any three links in the middlerlare wiretapped, and constraints
(11) to (16) represent the conditional independence betwviiee signals in the first layer and
those in the middle layer. In particular, (16) shows thats (7,75, Z3)—(S4,...,S5) forms a
Markov chain. Note that constraints (3) to (5) and (11) to) (&plicitly allow some randomness
to be injected at the corresponding nodes. We use the Xiobgram [12], which relies on the
framework in [13], to show that/ (X)<5/3 is implied by the set of equalitie§](6). Therefore,
5/3 is an upper bound on the secrecy rate when the location otapiper is unknown, which
is less than the secrecy rate 2 achievable when such inflemigt known. Therefore, there is
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S1=Z1+Z3+u=5w+4x+6y+u

2
6 s=2stsr-s
=271+2,+5u=3w+4x+3y+5u =wW+5x+3y
S >
3

S5=23=4W+3X+5y

b 4

5

Fig. 6. A coding scheme achieving secrecy rate 1 without kedge of the wiretap set for the network in Fig. 5, where any
three of the five middle layer links can be wiretappedis the secret message,andy are keys injected at the source, and
is a key injected at node and canceled at node The operations are over a finite fieldF' (7).

a strict gap between the secrecy capacity and the cut setdboun

On the other hand, the secrecy rate for the wireline networkig.[8 is at least 1 which
is shown by the example in Fi¢l] 6, where a finite figld”’(7) is used. In this example, a
combination of strategies 1 and 2 is used, where keys aret@gienside the network and are
also canceled at intermediate nodes.

B. Unequal Link Capacities (Scenario 2)

We have restricted the wiretapped links to be in the middyerdan Fig.[5. We next show
that the unachievability of the cut-set bound also holdstifer secure network coding problem
with unequal link capacities (Scenario 2). We convert thengple of Fig[h by partitioning each
non-middle layer link into% parallel small links each of which has capacityAny three links
can be wiretapped in the transformed graph. We prove thehismability of the cut-set bound
in the transformed network.

First, we show a lower bound on the min-cut between the samrdéahe sink in the transformed
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network when three links are deleted. Note that deleting fdn’ <3) non-middle layer links
reduces the min-cut by at mokt. Whenk’'=0, the min-cut is 2. Whert/=1 or at most two
middle layer links are deleted, the min-cut is at least 2rafedeting these middle layer links, and
the min-cut is at least— k’'e >2 — ¢ after further deleting thé’=1 non-middle layer link. When
k'=2 or at most one middle layer link is deleted, the min-cut befwéhe source and the sink
is 3 after deleting this middle layer link, and the min-cutaisleast3 — k’'e >3 — 3¢ after further
deleting thek’ non-middle layer links. Therefore, the cut-set bound iseastmin(2—¢,3—3¢).
For the case where the location of the wiretap links is unknome prove the unachievability
of the cut-set bound in the transformed network. First, m@rsthe transformed network with
the restriction that the wiretapper can only wiretap anynRdiin the middle layer. The optimal
solution is exactly the same as for the original network @f pinevious subsection, and achieves
secrecy rate at mosi/3. Now, consider the transformed network without the restnic on
wiretapping set, i.e., the wiretapper can wiretap any 3dlimkthe entire network. As wiretapping
only the middle layer links is a subset of all possible styete that the wiretapper can have, the
secrecy rate in the transformed network is less than or équaht in the former case, which is
strictly smaller than the cut-set bound fostrictly smaller than}I. Therefore, the cut-set bound

is still unachievable when the wiretap links are unrestdcin the transformed graph.

V. NP-HARDNESS

We show in the following that determining the secrecy cayasiNP-hard by reduction from
the clique problem, which determines whether a graph cnssnaicliqug of at least a given size
T.

When the choice of the wiretap set is made known to the comeating nodes, the secrecy
capacity is given by the cut-set bound, from Theotém 1, arathgeved by not transmitting on
the wiretapped links. Finding the cut-set bound involveedrining the worst case wiretap set.
This is equivalent to the network interdiction problem|[1vhich is to minimize the maximum
flow of the network when a given number of links in the network amoved. It is shown
in [14] that the network interdiction problem is NP-hard.€ef&fore, determining the secrecy
capacity for the case where the location of the wiretap lisksnown is NP-hard.

2A clique in a graph is a set of size of pairwise adjacent vertices, or in other words, an indusedgraph which is a

complete graph.
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link capacities = 1

link capacities = 2

link capacities = 1

J1

(a) Original GraphH (b) Transformed Graplg™

Fig. 7. Example of NP-hardness proof for the case with kndgéeof the wiretapping set.

To show that determining the secrecy capacity for the casarewvthhe location of the wiretap
links is unknown is NP-hard, we use the construction in [I¥jveing that for any clique problem
on a given graplH, there exists a corresponding netwgrk whose secrecy capacity iswhen
the location of the wiretap links is known if and only# contains a clique of size. We then
show that for all such network§™, the secrecy capacity for the case when the location of the
wiretap links is unknown is equal to that for the case whes thformation is known, which
shows that there is a one-to-one correspondence betweetligne problem and the secrecy
capacity problem.

We briefly describe the approach in [14] in the following. &ivan undirected grapi =
(Vn,&n), we will define a capacitated directed network such that there exists a set of links
in G* containing less than or equal | — () links such thag* — A’ has a maximum flow of
r if and only if 7 contains a clique of size. For a given undirected grapgi=(V,,,&;,) without
parallel links and self loops, we create a capacitatedctdicegraphg* = (\,.A) as follows: For
each linkee &, create a nodeé. in a node sef\; and for each vertexc V), create a nodé, in a
node set\V,. In addition, create source nodend destination nodé For each linkec &, direct
alink in G* from s to i, with capacity 2 and call this set of link4,. For each linke= (u,v) €&y,
direct two links inG* from i, to j, and j, with capacity 1, respectively and call this set of
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links A,. For each vertex €V, direct a link with capacity 1 from, to d. Let this be the set of
links Aj3. This completes the construction 6ft= (N, A)=({s}U{d} UN;UN3, A UA;UA3).
In Fig.[d, we give an example of the graph transformation,refié—=({1,2,3,4},{a,b,c,x,y}).
We use the following result from [14]:

Lemma 1 ([[14, Lemma 2])Let G** be constructed front{ as above. Then, there exists a
set of links.A{ C A, with |A}|=|&,|—(},) such that the maximum flow fromto d in G* — A}
is r if and only if 4 contains a clique of size. [ |

After obtainingG*, we generat&™ by replacing each linki., j,) with |£,| parallel links each
with capacity1/|&,| and call this link setd,. We carry out the same procedure for linlgs, d)
and call this link setd;. ThenG"= (N, A)=({s}U{d}UN,UNs, A1 UA;UA;). For the case
when the location of wiretap links is known, it is shown [in [X4at the worst case wiretapping
set. A’ must be a subset ofl,. By using Lemmad]1, this case is NP-hard.

Now, we consider the secrecy capacity when|&,|— (;) and the wiretapping set is unknown.
From Lemmd.ll, the condition th&{ contains a clique of size is equivalent to the condition
that the max-flow to the sink ig? after removing any links from A4, is at leastr. We now
show that the latter condition is equivalent to the conditthat the secrecy capacity ¢
when the wiretapper accesses any unknown subsetioks from A; (Scenario 1) is at least
For each subsetl’ of & links from A, we create nodeg": andd-: with their corresponding
incident links as described in Strategy 1. As the wiretappgd each have capacity 2 and are
connected to the source directly, the min-cut between thecgoand each virtual sink*: is at
least2k+r. Then, by using Strategy 1 the secrecy ratis achievable.

Finally, we show that the same condition is also equivalerthe condition that the secrecy
capacity ofG* when anyk links are wiretapped (Scenario 2) is at leastSince each second
layer link has a single first layer link as its only input, wapping a second layer link yields
no more information to the wiretapper than wiretapping at fiasger link. When some links
in the third layer are wiretapped, let the wiretapping set4fe- A, U4, where|A}|>1 and
|A;| <k—1. ThusA, — A, contains at leas;) +1 links. We create nodes andd4’ with their
corresponding incident links as described in Strategy dce&sremoving links ind; corresponds
to removing links in?, after removing links ir#{ corresponding tod), % contains a subgraph
H, containing(}) links plus at least one link=(u,v).

Case 17, is a clique of size . In this case, the number of vertices with degree greater tha
OinH,Uelisr+2.
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Case 2:H; is not a cliqgueH; contains at least+1 vertices with degree greater than 0.

According to [14, Lemma 1], the max-flow iG" is equal to the number of vertices #
with degree greater than 0. In both cases, the max-flo@’ofafter removing links in,fl’1 is at
leastr+1. Let RHA% be the max-flow capacity from the source & in G*— A;.

We can use a variant of the Ford-Fulkerson (augmenting patgsrithm, e.g.,[[15], as follows
to construct a max-flow subgragh from s to Ag in QH—AQ satisfying the property that after
removingD from G* — A/, the min-cut betweer andd is at least

rHl=R 4 > r+1-|A)/|1&

> r+1—(|&|—1)/|E]

> 7 (7)

where we have usefld;|<|&,|—1. Considering the network* — .4, with all link directions
reversed, we construct augmenting paths via depth firstlsdaom d to s, starting first by
constructing augmenting paths via links J4tf3 until we obtain a set of paths corresponding
to a max flow of capacityR, 4, betweens and AL We add further augmenting paths until
we obtain a max flow (of capacity at least1) betweens andd, which may cause some of
the paths traversing links ivﬁg to be redefined but without changing their total capacitye Th
subgraphD consists of the final set of paths traversing Iinks,flgl. Thus, the paths remaining
after removingD have a total capacity lower bounded By (7).

Therefore, the min-cut between the source aHd in G- A" —D is at leastr, and the
min-cut between the source ard’ in G* is at leastr+ R, 4 +RS_>A,3:7~+RS_>A,. By using
Strategy 1, a secure rate ofs achievable whet!’ is wiretapped. Thus, the secrecy rate for the
case when the location of the wiretap links is unknown is etu#hat for the case when such
information is known with an unrestricted wiretapping 3&t have thus proved the following
theorem.

Theorem 3:For a single-source single-sink network consisting of pteApoint links and an
unknown wiretapping set, computing the secrecy capacityHshard.

VI. CONCLUSION

In this paper, we addressed the secrecy capacity of wirelgteorks where different links
have different capacities. In particular, it was shown thatsecrecy capacity is not the same in
general when the location of the wiretapped links is knowmii@tnown; in the former case the
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capacity is given by a cut-set bound, which is unachievablgeneral in the latter case. Further,
we proposed achievable strategies where random keys apelednat intermediate non-sink
nodes, or injected at intermediate non-source nodes. l¥;iveé showed that determining the
secrecy capacity is an NP-hard problem.

APPENDIX: PROOF OFTHEOREM 2

We prove Theorem 2 by contradiction. Suppose that a secegeyof 2 is achievable for the
network in Fig.[5. As before, leX and K denote respectively the secret message and random
key injected by the source node, afdthe signal on linki. Then each triple of links in the
middle layer has zero mutual information with the sourceadand each pair of links in the
middle layer has joint conditional entropy 2 given the ottieee links.

Since the message is decodable from information on the last layer, we h&\®;, S;,Ss; X )=
2. Sincel (S;,55,53; X)=0, by the data processing inequalitySs; X ) =0, therefore [ (57, Ss; X |56) =
2 andH (57]56)=1(S7;X|5)=1. Then,H (57| X,S5¢)=H (57|Ss) — I (S7; X|Ss) =0. This implies
thatS; does not depend on random keys injected by nofleBhead4) which would be indepen-
dent of X, Sg. Similarly, I(Ss; X)=0, implying H(S7|Ss)=1(57;X|Ss)=1andH (57| X,Sg)=0.
Thus,S7 does not depend on random keys injected by node(Bg¢adchich would be independent
of X and Ss. In a similar manner, we can show th&t and Sz also do not depend on
any random keys injected after the middle layer. Also, SiAtig,,Ss|S6) > 1(S7,5s; X |S6)=
2 and H(Sg) > H(S6|Ss)=1, therefore H(Ss,57,55)=3. Let S, denote the adversary’s ob-
servations. By the secrecy requiremeHt,Sg, S7,S5|S4) =2, which implies(Sg,S7,55;54)=
H(Sg,S7,58) — H(Sg,57,58|54)=1.

Then, the mutual informatio(Se; S2,S5) =0, otherwise, if the adversary sees signals 2-4 his
mutual information with signals 6-7 is greater than 1. Thetualinformation/(Ss;.S1,S4)=0,
otherwise if the adversary sees signals 1, 2, 4 his mutuainrdtion with signals 7-8 is greater
than 1. The mutual informatiof(Ss; Sy, S5) =0, otherwise if the adversary sees signals 2, 4, 5 his
mutual information with signals 7-8 is greater than 1. Theualinformation/(S7;S,,55)=0,
otherwise if the adversary sees signals 1, 4, 5, his muté@inration with signals 7-8 is greater
than 1.

Case 1: signal 5 is a function of only signals present at thiecgonode, i.e.[ (55| X, K)=0.

By the zero mutual information condition for links 1, 2 and#(S,,S2, 55| X)=3, so

H(S1,52,S5|X,K)=H(5,5|X,K,S5)=2. 8)
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SinceS, is conditionally independent df;, S, given X and K, we haveH (5, 5| X, K,S4,55)=
2, I(Sl,SQ;X,K,S4,S5>:O and ](Sl,SQ;X,K‘S4,S5):O. Now

1(51752,577Ss;XaK\S47S5)21(57758;X7K\S4755)+I(51,52;X7K|S77587S4755)

=1(S51,52; X, K|S4,S5)+1(S7,58; X, K|S1,52,54,55). ©)
Since S;, Sy is conditionally independent ok, K given S;,55,54,S55, we have
I(S7,8s; X,K|S1,52,54,55)=0. (10)
Then by the non-negativity of conditional mutual infornwat;
I(S7,88; X, K|S4,S5) <I(S1,52;X,K|S4,S5)=0. (11)

Next, note thatS; and S, are conditionally independent givefy and S5, since H(51]S5,,S55) =
H(5,|S51,54,55)=1. ThereforeS; and Sg are conditionally independent give$y and Ss, i.e.
1(S7;S5|S4,55)=0. SinceH (57|S4,S55) =H (S7) — I(S7;54,55) =1, it follows that H (57|Ss, S4,55) =
1. Then we have

1(S7,858;54,55)=1(Ss;54,55)+1(S7;54,55|55) (12)
21(58;54,55)+H(S7|58)—H(S7|S4,S5,Sg):0+1—1:0.

S0,1(S7,58; X, K,S4,55)=1(S57,58; X, K|S4,55)+1(S7,Ss;54,55) =0, and therefore? (S7, Sg| X ) >
H(S7,8s8| X, K,S4,55)=2, which contradicts the requirement that there is at most it ain
random key on the last layer.

Case 2: signal 5 is not a function only of signals present atstiurce

Case 2a: signal 1 has nonzero mutual information with somedara key injected at node
ThenH (5,|X, K, Ss,S53,54) >0. For brevity, letA= (S, 53) andY = (X, K, S,). Sincel (Ss; A)=
0 and H (Ss]S1,A)=0, we haveH (A)+ H (Ss)=H(A,Ss) <H(A,S)=H(S1)+H(A|S;). Since
H(Ss)=H(S1), we haveH (A)=H(A|S;) and soH (S;|A)=H(S1). Then fromH (S, Ss|A) =
H(S1|A,Ss)+ H(Ss|A)=H (S| A,S1)+H(S1]A), we haveH (S| A, Ss)=0. SinceH (S| A,Y,5) <
H(S1|A,S6)=0 and H(Ss|A,Y,S1) <H(Sg|A,S1)=0, from

1(51,56‘KA):H(51|A,Y) —H(51|A,Y,S6):H(SG‘A,Y) —H(SG|A,Y751) >0 (13)

we haveH (Ss|A,Y)=H(S1|A,Y)>0. Then sinceH (5;]S2,54) =0, we haveH (Sg|S7, X )>0.
Also, sinceH (S;|X)=1, we haveH (Ss, 57| X)>1.
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Case 2b: signal 1 has zero mutual information with any randem injected at node c.
Then H(S5|X, K,S1,S52,5,)>0. Similar reasoning as for case 2a applies with:(5;,5,), Y=
(X, K,Ss), S5 in place ofS;, and Ss in place of S.

From Cases 1, 2a, and 2b, we conclude that the secrecy rateutviknowledge of the
wiretapping set by using any nonlinear or linear codingtstgw is smaller than two obtained
for the case where such knowledge is present at the source.
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