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Abstract—Context consistency checking, the checking of spec-

ified constraint on properties of contexts, is essential toantext-

aware applications. In order to delineate and adapt to dynaric

changes in the pervasive computing environment, contextveare

applications often need to specify and check behavioral caeis-
tency constraints over the contexts. This problem is challgging

mainly due to the distributed and asynchronous nature of
pervasive computing environments. Specifically, the critial issue
in checking behavioral constraints is the temporal orderirg of
contextual activities. The contextual activities usuallyinvolve

multiple context collecting devices, which are fully-decetralized

and interact in an asynchronous manner. However, existingan-

text consistency checking schemes do not work in asynchrons
environments, since they implicitly assume the availabity of a

global clock or relay on synchronized interactions.

To this end, we propose the Ordering Global Activity (OGA)
algorithm, which detects the ordering of the global activiies
based on predicate detection in asynchronous environment¥he
essence of our approach is the message causality and its dretfly
coding as logic vector clocks in asynchronous environmentiVe
implement the Middleware Infrastructure for Predicate detection
in Asynchronous environments (MIPA), over which the OGA
algorithm is implemented and evaluated. The evaluation rasts
show the impact of asynchrony on the checking of behavioral
consistency constraints, which justifies the primary motiation
of our work. They also show that OGA can achieve accurate
checking of behavioral consistency constraints in dynamiger-
vasive computing environments.

I. INTRODUCTION

Pervasive applications are typically context-aware, gisin

various kinds of contexts, such as location and time, toigeov
smart services! [1],12],L13],L14]. Context-aware applicais

need to monitor whether contexts bear specified propentyg, th
being able to adapt to the pervasive computing environment

accordingly [5], [6], [7], [8]. This brings the essentiakise

of context consistency checking, i.e. checking of specified

constraints on properties of contexts [9], [10].

meetingroom and a presentation is going on” can be spec-
ified. However, existing schemes mainly focus on checking
of static consistency constraints, i.e. constraints delineating
properties of contexts at given snapshot of time. Thoudiftsta
consistency constraints can capture interesting pregsedf

the pervasive computing environment, they inherently kaek
notions of relative temporal order [16], [17]. Such conistis
cannot characterizbehavioral patternsof contexts, such as
“C4: the user in in his office (detected by the RFID reader
and the light sensor in the office); then the user leaves the
office (detected by the RFID reader and the light sensor in the
corridor)”.

The discussions above necessitate the checkindoesf
havioral consistency constraints, i.e. constraints delineating
behavior patters of contexts. The key issue in checking be-
havioral consistency constraints is how to decide the teaipo
order among contextual activities. This issue is challegdn
pervasive computing environments, mainly due to the follow
ing two observations:

« Contextual activities are oftegiobal, involving multiple
decentralized context collection devices. For example,
in constraintC; discussed above, the location context
is decided by two different sensors (RFID reader and
light sensor), in order to improve the accuracy of con-
text. Pervasive applications and context collecting d&=vic
usually coordinate in a fully-distributed manner, based on
wired/wireless communications.

o The pervasive computing environment is oftasyn-

chronoug[18], [10Q], [17]. Specifically, context collecting

devices do not necessarily have a global clock. They
heavily rely on wireless communications, which suffer
from uncertain delay. Moreover, due to resource con-
straints, context collection devices, e.g. battery-pader
sensors, often need to buffer context data for certain time.

Context consistency checking has been widely studied in
pervasive computing and software engineering communities
[11, 191, [12], [13], [14], [15], [10]. For example in[]9],
consistency constraints are expressed in first order logic,
and contextual properties like “location of the user is the

Periodic or adaptive schemes are employed to schedule
the dissemination of context data [18]. The different

context update rates also result in the asynchrony of per-
vasive computing environments, which cannot be easily
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. . . TABLE |
synchronized by message exchanging. However, existing NOTATIONS IN THE SYSTEM MODEL

consistency checking schemes implicitly assume that the _ .
contexts being checked belong to the same snapshot_of __ Notation | Explanation

time [11], [9], [12], [13], [12]. This assumption does not n | number of al non-checker processes
hold in asynchronous pervasive computing environments m | number of global actiities
0 Y p puting : GAj, | the kth global activity (| < k < m), which might
To address the challenges discussed above, we study in this oA be eghefoA?NDh OkaAgR volved it
paper the checking of behavioral consistency constraimts i *2¢(G4%) %Tm ersfzer(]oné)e:csr processes IvONediiy.
asynchronous pervasive computing environments. Spdbifica P, et non-checker process, < i < n
« We define behavioral consistency constraints based on pkg) the {tGhAngniﬂichger péolgess iﬁé?fk’ 1t§ tjt_é
. .- . . size k ’ an 3 are dairerent notations
the_ (_)r_dermg of global activities. We first define global of the same non-checker process)
activities based on the concurrency among local contex- VC; | vector clock timestamp oi;
tual activities on decentralized context collection desic LA; | thei' local activity

Then, both the concurrency among local activities and the LA™ | the j* local activity involved in G Ay, on P(*:9)
. L . (LA; andLA(%>9) are different notations of the same
relative order among global activities are defined based on local activity)
the happen-before relationship resulting from the messageé(GA), I(LA) | interval of a global / local activity
causality in asynchronous environments| [19].
« We propose th®rdering Global ActivitieOGA) algo-
rithm to detect the ordering of global contextual activilntroduced. We do not assume that the underlying communi-
ties and check behavioral consistency constraints. OGAtON channel is fist-in-first-out (FIFO). Justificatiors the
assumes the availability of an underlying middlewar@SSumptions are discussed in Section II1.D. _
infrastructure for asynchronous consistency checking of A context-aware application consists of a collection of
pervasive context. We have developed such a middlew&@Ccesses, among whiehnon-checker processgdenoted by
namedMiddleware Infrastructure for Predicate detection1, 2, -+, F») are involved in the checking of behavioral
in Asynchronous environmen{®IPA) [20], on which conS|s_tency .constralnts. Omfhecker process(denoteq by
OGA can be implemented, deployed and evaluated. P.;.) is dedicated for the checking of context consistency.
« We evaluate OGA in a smart-lock scenario, which is fisth€ consistency checking is based on the classical Lansport’
investigated in our previous work [21]. The evaluatiofl€finition of thehappen-befor¢gdenoted by =) relationship
results show how the asynchrony in the pervasive cofsulting from message causality [19] and its “on the fly”
puting environment affects the checking of behavior&eding given by Mattern and Fidge’s vector clocks|[22].][23]
consistency constraints. The results also show the ac&Rch non-checker proces$ keepsl’C’j, its own vector clock

racy of OGA in context consistency checking in pervasimestampsy C;[i](i # j) is ID of the last message frot,

computing environments. which has a causal relationship . V' C;[j] for P; is the

. . . . next message |P; will use. Messages passed in the system

The rest of this paper is organized as follows. In Section e i
can be classified into two types:

II, we describe our system model. In Section lll, we presen
« Control messageNon-checker processes send control

design of the OGA algorithm. In Section IV and V, we :
overview the design of MIPA and present the experimental MESSages among each other to establish the happen-
before relationship among contextual activities.

evaluation. Section VI overviews the existing work. In $act i
VIl, we conclude the paper with a brief summary and the *® Checklpg messageNon-checker processes §end vec;tor
future work. clock timestamps of contextual activities via checking
messages to the checker process. The checker process
Il. SYSTEM MODEL decides whether the consistency constraint is satisfied
based on the collected timestamps.

In this section, we fist discuss how we model asynchronous
pervasive computing environments. Then we discuss hdw Global Activities
to specify behavioral consistency constraints, whichudes  Contextual activities can be eithrcal or global. A local
specification of global activities and specification of tiéar activity takes place on somB without any interaction with
tive order among global activities. Notations used in theeiyr  other processes. We delineate local activities of our aonce
model are listed in Tablg I. on non-checker proces’ with local predicateLA;. LA; is
true if the local activity is taking place of;. Otherwise, it
is false. We record the interval in whichA; = true. The

We model context-aware applications in asynchronous pégilse-to-true and the true-to-false transitions (dendigdf
vasive computing environments as a loosely coupled messaged | respectively) ofL A; correspond to the beginning and
passing system, without any global clock or shared memognding of the interval, which are denoted bylo and I;.hi
Communications suffer from uncertain delay. Dissemimatiaespectively.
of context data may be postponed due to resource constraint®\ global activity results from the interaction among local
We assume that no messages are lost, altered, or spurioasijvities. The interaction projected on the time axis is th

A. Asynchronous Pervasive Computing Environments
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Fig. 1. Concurrent local activities Fig. 2. Intervals for and- and or-activities

concurrency among local activities, i.e., the overlappaig Bob leaves. The interval of an or-activity is defined as union

intervals of local activities. To detect whethér, I, ---, 1, °©f tg?%interva(l!csl?f ove(zlazlgping Ioca(lkagti\ggiﬁs).) For ortiaity
overlap, we need to check whether the following Formia (4% = = LA™ VLAV v LAT #)), its interval
is satisfied: iS defined as:
ORy _ ‘
(Ij.lo = Lhi) A (Ixdo — L.hi), V1< j £k <n (1) (Gay™ = J 1A

1<i<size(GAy)
The case of three concurrent local activities is shown in Fig, example in Figll2, if we defin€@A’ = LA, V LAy, we
[l Detection of concurrent activities has been studied #),[2 j,ove that:
as well as in our previous work [10].
We can further classify global activities based on how we I(GA) = U Iy = [I.lo, I>.hi]
care about the time scope of the interaction, i.e., how wedefic Ordering Global Activities

the interval of the g'Ob?' _a_ct|V|ty. _SpeC|f|caI_Iy, we can ' Due to the distributed nature of contexts, we often rely on
two types of global activities, which are discussed in detai - . . :
global activities to delineate the static properties ofteats.

below. To delineate the behavioral patterns of contexts, applica-
GA, = GAMND | AR tions are interested in (global) activities which take plac
GAAND =[G Ao A LA(Rsize(GAEND)) in specified tempqral order, such af}’Al happens, _then
‘ OR G A, happens, ..., finallfzA,,, happens”. For example, in the
GAPR = LA®D v...y LARs=e@AT) behavioral consistency constrait discussed in Section I,

1) And-activity: An and-activity takes place in the periodthe application is interested in the relative order betwiem

in which multiple local activities are interacting with déac global activities “the user IS |n”the office” and “the userss i
other. For example, “Alice and Bob are in the meeting roonf€ corridor (leaves the office)”. A sequence of ordered glob
is an and-activity. It takes place in the period when Alic8ctivities is defined as:

and Bob are both in the meeting room. The interval of an Sca = GAL <GAy < - < GA,

and-activity is defined as the intersection among the iaterv

of overlapping local activities. For and-activitg A2NP = Here, GA), proceeds Ay, is defined as the happen-before

LA®D A LAK®2) A ... A [AKSize(GAR) its interval is: relationship between the corresponding intervals:
I(GA?ND) _ ﬂ I(LAi) GAk < GA;C_H = I(GAk).hZ — I(GA;C_H).ZO (2)
1<i<size(GAy) In the next section, we discuss how to check the ordering
For example in Figd2GA = LA, A LA,. Based on the \(:i]‘rng](;EZ\rI]tasct|V|tles in asynchronous pervasive computing e

happen-before relationship established, we have that:
IIl. ORDERING GLOBAL ACTIVITIES IN ASYNCHRONOUS
PERVASIVE COMPUTING ENVIRONMENTS

2) Or-activity: An or-activity takes place in the whole In this section, we present design of the propoSedering
period of interaction, i.e., from the happening of the fimstdl Global Activities(OGA) algorithm. The OGA algorithm con-
activity to the ending of the last local activity. For exampl sists of three parts: 1) the non-checker process specifies th
imagine that Alice first waits for Bob in the meeting roommessage activities upon changes in the local predicate v2Ju
When Bob comes, they have discussions. Then Alice leawle checker process first detects global activities; 3) then
the meeting room. In this case, the or-activity “Alice or Bolechecker process builds the ordering among global activitie
is in the meeting room” takes place in the period startingifroNotations used in the design of OGA are listed in Tdble | and
the time Alice enters the meeting room and ending at the tirffié

I(GA) =L NIl = [IQ.ZO, Ilhl]



TABLE I - -
NOTATIONS IN DESIGN OFOGA Algorithm 1 OGA on P*Y in G A,

1: Upon LAK:t) 4

Notation | Explanation (k,t) k) :
: sendeontr ) to eachP®*) in GAy, s # t;
Curlntv | interval of local activity on the non- controt (VCUY) GAp, s # 1,

checker process - if flagM sgAct then

2
3
flagMsgAct | boolean value used to denote 4 Curlntv.lo:=VCkb);
whether there have been new mes- . ;

e 5. end if
sage activities

vkt | vector clock timestamp o (-t)

Que(y,) | queue for Pk in GAj on the 6: Upon LAKY |
checker process 7. sendeontrol(VCFY) to eachP;(1 < i < n, P; # P*FY);
QueLoy,QueH1, | queues for recording results of de-
tecting GAy .
CurQueLo, CurQueH+i | current global activity to be ordered 8: if flagMsgAct then
PreQueLo, PreQueHi | previous global activity which has 9 Curlntv.hi = VCO®FD:

been ordered

10:  sendchecking (CurIntv[lo, hi]) t0 Pepe;
11:  flagMsgAct := false;

A. Message Activities on Non-checker ProcB$§s?) in GA; 12: end if

On the non-checker proces$*?), different message activ- ;5. Upon receive_control_msg(VC;) from P;
ities are specified upon the beginning and ending of the locg). for j = 1 to ndo B
activity: 15:  VCHEI[5] = max{VCED 5], VC,[4]};
« Upon LA®Y 4, a control messages is sent to everys: end for
P®s)(1 < s < size(GAg),s # t), i.e., all other non- 17: flagMsgAct := true;
checker processes in the same global activity viatfi?).
The message activity here aims at building the happen-
before relationship required in Equatidd (1), in order to
detectG Ay,. a
« UponLA%:Y | a control message is sent among eve
other non-checker process&yP; # P*!)). The mes-

sage activity here aims at the ordering among dif“fereﬁt the head of h that th L lappi
global activities, as required in Equatiof] (2). Meal at the head ot queues such that they are pairwise overiapping

while, a checking message is sent/,.. This check- n'-I'he detection of concurrency is mainly based on streng
ing m’essage sends vector clock timeset;alr({hs hi]) of conjunctive predicatalgorithm in [24] and our previous work
I(LA®Y) to P, for the detection and ordering of [101-

global activities, as discussed in Section I11.B and IIIl.C_2) Calculating the interval otz 4. After the detection of
respectively. G Ay, we need to calculaté(G Ay,), the interval of this global

Boolean variable flagMsgAct is used to reduce redun_activity, for further ordering of global activities. For @n

dant message passing, as il[24].1[10]. The initial value 8Ft|vmes, we need to calculate the intersection of irdaésy

flagMsgAct is true. Pseudo codes of OGA on the nonwh"e for or-activities, we need to calculate the union of

checker process side are listed in Algorithin 1. intervals, ?S shown in FigJ 2. .
In the ideal case, for an and-activity, we calculate the

B. Detecting Global Activities latest o (every otherlo happens before it) and the earliest
1) Checking the concurrencyChecking messages from allki (happening before every othér). However, we may not
the non-checker processes are grouped according to thal glédway be able to obtain the latest/earlieghi in asynchronous
activity they belong to. For given global activitgi4,, we environments. For example in Fig. 3, we cannot decide which
check the concurrency among local activities based on FéRe is later forly.lo and I3.lo. Neither can we decide which
mula [1). The checker process has a separate q@au@“t) one is earlier forl;.hi and I3.hi. Thus, for all thelos, we
for each P(***) in GAj. Incoming checking messages ar@rune those which happens before any other(must not
enqueued in the appropriate queue. be the latest), and keep all the remaining (concurrésg)
We assume thaP,.,. receives messages from each norSimilarly, for all the his, we prune those which “happens
checker process in FIFO order as [n |[25],][24]. Note th&fter” any otherhi (must not be the earliest), and keep all
this is not a restrictive assumption. We do not require FIFthe remaining (concurrent)is. For example in Figl13, we
for the underlying communicatior,;. needs to implement need to keegs.lo and I3.lo, as well asly.hi and I3.hi.
the FIFO property for efficiency purposes. If the underlying The or-activity is the dual of and-activity. Similar duglit
communication is not FIFOP,,. ensures this property byremains in calculating the interval of and- and or-actsti
using sequence numbers in messages. For an or-activity, we need the earlidstand the lateshs.
Each element oQuey . is timestamglo, hi] of an interval. Pseudo codes for the detection of global activities aredist
The los and his are compared to check the concurrendn Algorithm[2.

mong intervals. The checker process reduces the number of
mparisons by deleting any interval at the head of any queue
hosehi is not greater tharo of the interval at the head of

[I other queuesk, ;. detectsG A if it finds a set of intervals



Algorithm 2 DetectingG A in OGA

11.10 Ilhl
| { ! ; 1
! l | ! 2
| |
1 ! ! 1 3
: i i > 4:
|
| Lo | " Lohi 5
| : | |
— ‘ : >
I3.10 I3h1 6:
7
Fig. 3. Calculating the interval of a global activity 8:
9:
10:
11:

C. Ordering Global Activities

The essential issue in ordering two global activities i%zf
to establish the relative order betweel{GAj).hi and
I(GAg+1).lo. As discussed in the previous section, we ma
encounter multiple (concurrentps andhis when detecting
global activities. We have stored all thekes andhis in ap-
propriate queues as shown in Algoritfiin 2. Now, we compal
all the storedios and his. This comparison continues untillsf
I(GAy).hi — I(GAg+1).lo is established for every storéd
andlo. When we reach the last global activity, we finish thé”
ordering of global activities. Pseudo codes for the ordpah

global activities are listed in Algorithinl 3. 0o

23:
The number of comparisons for detecting a global activity4:

is O(s?p), wheres is the upper bound of size of the global

activity, p is the upper bound of length for each queue iR5:

D. Discussions

- Upon receivingCurIntvllo, hi] from Pt
- insertCurlntv[lo, hi] t0 Quey, 4);
2 if Curlntv(lo, hi] # Quey, 4).head() then

return;

- end if

[*if Curlntv is the head element iQue; ,), continue
the checking */
changed := {P*:1)};
while changed # ¢ do
newchanged = ¢,
for eachP®" in changed and P(*9) in GA, do
if Quey,jy.head().lo 7 Quey ).head().hi then
newchanged := newchanged U { P9},
end if
if Quey,q-head().lo A Quey, ;).head().hi then
newchanged := newchanged U { P*9)};
end if
end for
changed := newchanged,
for eachP*:) in changed do
delete_head(Que ;) );
end for

21: end while

[*if GA; is detected */

if Vi, Que,; is not emptythen
calculatel (GAy);
enqueue eackv and hi remained after the pruning to
QueLo(GAy) andQueHi(GAy) respectively;

end if

detecting the global activity. The number of comparisons fo
ordering global activities i€)(s?>m). On the normal process
side, the number of message activities(Q$p). Note that

The middleware layer is the kernel part of MIPA. Its

existing work may impose less message complexity, but thgyndamental functionalities include:

rely on the assumption of a global clock or synchronized
interactions. The message complexity of OGA is mainly due *
to building the happen-before relationship betwdes and

his, which is a requisite for detecting temporal properties in
asynchronous environments.

We assumed reliability of message passing. Note that even
with this assumption, we cannot guarantee correct ordering *
global activities. Without this assumption, we only needeo
vise our algorithm to tolerate incomplete message infoionat
Rationale of our algorithm remains the same. The probgbilit
of detecting global activities is analyzed in our previouskv
[1Q]. In Section V, we further evaluate OGA by experiments.

IV. IMPLEMENTATION

The OGA algorithm we propose assumes the availability
of an underlying middleware infrastructure for asynchmaso
consistency checking of pervasive context. We have deeelop
such a middleware named Middleware Infrastructure for Pred
icate detection in Asynchronous environments (MIPA)I[20].
From MIPA's point of view, a pervasive computing environ-
ment is composed of aapplication layer amiddleware layer
and acontext source layeras shown in Fig 14.

Predicate broker The predicate broker accepts consis-
tency constraints specified by the context-aware appli-
cation. It first parses the consistency constraint, and
then initiates the non-checker processes and the checker
process accordingly.

Non-checker proces§he non-checker process monitors
the local predicate value based on the Event-Condition-
Action (ECA) mechanisni [26]. It accepts source contex-
tual events from the corresponding sensor agents. The
local predicate serves as the event condition. When value
of the local predicate changes, the consistency checking
algorithm on the checker process side is triggered. The
non-checker process sends messages to build the requisite
happen-before relationship. It also sends checking mes-
sage to the checker process, which finally decides whether
the consistency constraint is satisfied.

Checker processThe checker process collects vector
clock timestamps of local contextual activities. It exesut
the predicate detection algorithm to decide whether the
application-specified consistency constraint is satisfied
The checking result is sent back to the application via



Algorithm 3 Ordering global activities in OGA

Consistency constraints in XML ‘

C
kel
1: while index < m do 3 % Ap;i»licgtion T
o I
2: repeat <& ogie ‘ Asynchronous message passing ‘
3: get_gloabl_activity(index) and copy the results in =
QueLo and QueHi to CurQueLo and CurQueH 1 Bredicat
respectively; Liof:re ‘ Predicate parser H Coordinator

4 until ¥V VCye € PreQueHi,¥Y Ve, € CurQueLo, ‘ 5
chre < Vccur;

Checker process (2{ Non-checker process

[0
5. PreQuelLo := CurQuelLo; g g
6: PreQueHi := CurQueHs7, 32 Event action
7.+ +index; = 0
8: end while
‘ Event source > Event condition

the predicate broker.
We implement the OGA algorithm on MIPA, and conduct
the experimental evaluation, as discussed in detail in #x¢ n
section.

‘ Sensor agent H Sensor devides

Context
source layer

V. EXPERIMENTAL EVALUATION Fig. 4. System architecture of MIPA

In the previous Section lll, we presented design of the
OGA algorithm. However, does OGA work in pervasive com-
puting environments? Specifically, can OGA achieve aceurdbterval of sensor data dissemination and the message aday
ordering of global activities? We investigate these issoygs Vvaried. This issue is critical since the asynchrony is theary

experiments in this section. motivation of our work. We also study the effect of tuning the
. duration of the user’s stay in the office. This duration desid
A. Experiment setup how frequently the user leaves the office.

The experimental evaluation is based on a smart-lock scePerformance of the OGA algorithm is measured by the
nario first investigated in our previous work [21]. In thigorobability of correct ordering of global activities in asy
scenario, a smart-lock application automatically locke thchronous environments. We obtain this probability of ccirre
office when the users leaves, i.e., when user’s locationgdmnordering by calculating the ratio df% Here,Numoga
from ‘office’ to ‘corridor’. To deal with noisy sensor readjs, denotes how many times OGA detects the ordering of global
the user’s location context is detected by both an RFID neadetivities. Num,,, denotes the number of the ordering of
[27], [28] and a light sensor. User's location is detected kylobal activities, obtained from physical time of each loca
the global activity GA; = (the user is detected by the RFIDcontextual activity. Detailed experiment configuration® a
reader in the office)\ (the user is detected by the lightlisted in Table 1.
sensor in the office)” andGA; = (the user is detected by
the RFID reader in the corridor) (the user is detected by the
light sensor in the corridor)”. User’s behavior of leavifget  In this experiment, we study the effect of tuning length of
office is delineated by the behavioral consistency comdtrathe update interval of the sensors. We find that the increase
“GA1 < GAY". in the update interval results in monotonic decrease in the

We model user’s stay in the office based on the queueipgpbability of correct ordering of global activities, asosin
theory [29]. Specifically, a queue of intervals with Poissoim Fig. [3 and[6. The is mainly because the increase of
arrival rate —— 600 is adopted. The duration of intervals fol-update interval adds to the asynchrony of the environment.
lows the exponential distribution of raté%— We model the Specifically, the probability of correct ordering is highvéo
message delay by the exponential distribution. Note that tB0%) when the update interval is less than 10 minutes, as
distribution of message delay is affected by implementatishown in Fig[’b. When the update interval gets longer than the
of the underlying network layers (e.g., the MAC or routingiverage duration of the user’s stay in the office (10 minutes)
layer), and greatly varies in different scenarios. Thougis i the probability begins to decrease much more quickly, as
doubted whether there exists a universal model of messa@wn in Fig[b. When we increase the update interval to a
delay, the exponential distribution is widely used and evdarge value (up to 90 minutes), the probability may decrease
uated by both simulations and experimerits| [30],] [31]. Odo around 20%, as shown in Fig. 6.
experiment methodology is also applicable when the messagén summary, the evaluation results here show the impact of
delay follows other types of distributions. asynchrony of the environment on the checking of behavioral

In the evaluation, we study how asynchrony of the computensistency constraints. They also show that OGA can aghiev
ing environment affects the performance of OGA. The updadecurate checking, even when the update interval is rebsona

B. Effects of Tuning the Update Interval



TABLE Il 1

EXPERIMENT CONFIGURATIONS
Parameter| Value 0.8
Number of global activities| 2
Number of non-checker processe¢s4 2
Lifetime of application | 20 x 24 h o 061
Average stay in office| 600s 8
Average stay out of officg 300s © 04}
Update interval of sensors 1s ~ 5400s o
Average message delay 0.06s ~ 300s 0.2
0 L I L L L L
long 20 30 40 50 60 70 80 90
Update interval (m)
C. Effects of Tuning the Message Delay Fig. 6. Update interval (20m- 90m)

In this experiment, we study how the message delay affects
the performance of OGA. We find that when encountered with

reasonably long message delay (less than 1s), the prdbabili the qyration of stay does not affect the asynchrony of the
of correct detection is quite high (a little less than 100%Ynironment, thus imposing less impact on the performafce o
as shown in Figl]7. Only when the delay goes up to MOGA The probability of correct detection slightly decress

than 1 minute, the probability begins to significantly d@s®&  mainly because when the duration of stay increases, the
as shown in Fig[i8. Note that though the message delg¥er |eaves the office less frequently. The number of global

usually does not go up to several minutes, we increase t&iyities which can be ordered by OGA decreases.
message delay to large values here to explore its impact on

the performance of OGA. E. Lessons Learned

Combining the results in Fi§l 7 and 8, we also find that the gased on the experimental evaluation, we first show the
message delay results in monotonic decrease in the prahabiinpact of asynchrony in the pervasive computing envirortmen
of correct ordering of global activities, mainly due to thgyn context consistency checking, which justifies the basic
increase in the asynchrony of the environment. However, thgstivation of our work. We also demonstrate the performance
impact of the message delay is comparatively less than thalg OGA in pervasive scenarios. Specifically, OGA achieves
the update interval. high probability of ordering global activities, even wheréd

) i _ _ with reasonably long update interval and message delay, as

D. Effects of tuning the Duration of User's Stay in the Officge|| a5 when faced with different frequencies of contextual

In this experiment, we tune the duration of user’s stay in tHeehaviors.
office. We find that tuning the duration does not has as much
impact as that of tuning the update interval and the message
delay, as shown in Fi] 9. The probability of correct detacti Many existing studies on context-aware computing are
slowly decreases as the duration increases. The prolyabitioncerned with middleware infrastructures that suppoHl co
first decreases as the duration increases to 15 minutes. Tlg@tion and management of contexts |[32], |[33], [34].1[35],

it remains relatively stable. The probability decreaseairag [36], [37], [38]. Various schemes have been proposed for
when the duration increases to 50 minutes. context consistency checking over context-aware middiewa

VI. RELATED WORK
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and ending of contextual activities. However, behaviotgrat
of contexts cannot be specified and checked by CEDA. In this

038 paper, we study how to check behavioral patterns of contexts
= 06l based on the ordering of global contextual activities.
=0
§ VII. CONCLUSION AND FUTURE WORK
fu 04 [
o

In this paper, we study how to check the behavior patterns of
contexts in asynchronous pervasive computing environsnent
Toward this objective, our contribution is three-fold: 1pw

- - - - - delineate behavioral patterns of contexts by the ordering o
0 50 100 150 200 250 300 global activities; 2) we propose the OGA algorithm to check
Message delay (s) behavioral constraints of context consistency in asynubue
pervasive computing environments; 3) we implement the
MIPA middleware infrastructure for asynchronous consisye
checking of pervasive context. The OGA algorithm is devel-
oped and evaluated over MIPA.
infrastructures. In[[11], consistency constraints weraleted In our future work, we will study the design of a general
by tuples, and consistency checking was based on compari@mework, covering various existing predicates, as well a
among elements in the tuples. [ [9], consistency constaifheir checking algorithms. The framework will help us bette
were expressed in first-order logic, and an incrementalisoensynderstand the pervasive computing environment from aipred
tency checking algorithm was proposed.[In/[15], a probstigli cate detection perspective. We will also extend our mideltew

approach is proposed to further improve the effectivenéssigfrastructure MIPA to support the proposed framework.
consistency checking. Iri_[13][_[14], consistency constsai

were expressed by assertions. However, existing schemes do ACKNOWLEDGMENT

not sufficiently consider the temporal relationships amongThe authors would like to thank Dr. Chang Xu, Dr. Hung

the contexts. It is Imp|ICIt|y assumed that the ConteXtS’]Qei Keng Pung and Dr. S.C. Cheung for their constructive com-
checked belong to the same snapshot of time. Such limi&tiafents and suggestions.

make these sc_hemes do not work in asynchronous pervasivghis work is supported by the National 973 Program of
computing environments [18]. [10]. [17]. China (2009CB320702), the National Natural Science Founda
In asynchronous environments, the concept of tempok@dn of China (No. 60903024, 60736015) and the “Climbing”

ordering of events must be carefully reexamined [19]. Th&ogram of Jiangsu Province, China (BK2008017).
happen-before relationship intrinsic in message passng i
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