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Secure Communication in the Low-SNR Regime

Mustafa Cenk Gursoy

Abstract

Secrecy capacity of a multiple-antenna wiretap channdlidied in the low signal-to-noise ratiGR) regime.
Expressions for the first and second derivatives of the sgaapacity with respect t8NR at SNR= 0 are derived.
Transmission strategies required to achieve these digggaire identified. In particular, it is shown that it is opél
in the low-SNR regime to transmit in the maximal-eigenvalue eigenspac® ef Hi H,, — J]\’V—MHZHe whereH,,,
andH, denote the channel matrices associated with the legitinegtver and eavesdropper, respectively, ahd
and N, are the noise variances at the receiver and eavesdropppgct&ely. Energy efficiency is analyzed by
finding the minimum bit energy required for secure and réimommunications, and the wideband slope. Increased
bit energy requirements under secrecy constraints aretifjgenFinally, the impact of fading is investigated, and
the benefits of fading in terms of energy efficiency are shown.

Index Terms. Energy efficiency, energy per secret bit, fading channedsisSian channels, information-theoretic

security, lowSNR regime, MIMO systems, secrecy capacity.

. INTRODUCTION

Secure transmission of confidential messages is a crigsakiin communication systems and especially
in wireless systems due to the broadcast nature of wiretassrissions. In [1], Wyner addressed the
transmission security from an information-theoretic paofi view, and identified the rate-equivocation
region and established the secrecy capacity of the disenet@oryless wiretap channel in which the
wiretapper receives a degraded version of the signal obdeby the legitimate receiver. The secrecy
capacity is defined as the maximum communication rate froentthnsmitter to the legitimate receiver,
which can be achieved while keeping the eavesdropper coehplgnorant of the transmitted messages.

Later, these results are extended to Gaussian wiretap ehanj2]. In [3], Csiszar and Korner considered
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a more general wiretap channel model and established tlecgecapacity when the transmitter has a
common message for two receivers and a confidential mesesagelyt one. Recently, there has been a
flurry of activity in the area of information-theoretic seity where, for instance, the impact of fading,
cooperation, and interference on secrecy are studied (geg4 and the articles and references therein).
Several recent results also addressed the secrecy capdwty multiple-antennas are employed by the
transmitter, receiver, and the eavedropper [5]-[9]. Theeswy capacity for the most general case in which
arbitrary number of antennas are present at each termisabéen established in [8] and [9].

In addition to security issues, another pivotal concern oshwireless systems is energy-efficient oper-
ation especially when wireless units are powered by bateffrom an information-theoretic perspective,
energy efficiency can be measured by the energy requirednth @se information bit reliably. It is well-
known that for unfaded and fading Gaussian channels sutgeterage input power constraints, energy
efficiency improves as one operates at lower levels, and the minimum bit energy is achieved as
SNR vanishes [11]. Hence, requirements on energy efficiencessiate operation in the losnr regime.
Additionally, operating at lowsnR levels has its benefits in terms of limiting the interferemteavireless
systems.

In this paper, in order to address the two critical issuesotisty and energy-efficiency jointly, we study
the secrecy capacity in the logwR regime. It is worthwhile to note that operation at lewrs, in addition
to improving the energy efficiency, is beneficial from a ségyverspective as well. In the lownr regime,
either the transmission power is small or the bandwidth igelain either case, we have low probability
of intercept as it is generally difficult for an eavesdropfedetect the signals in this regime.

We consider a general multiple-input and multiple-outpMiMlO) channel model and identify the
optimal transmission strategies in the lewr regime under secrecy constraints. Since secrecy capacity
is in general smaller than the capacity attained in the atesefh confidentiality concerns, energy per bit
requirements increase due to secrecy constraints. In thik, we quantify these increased energy costs
and address the tradeoff between secrecy and energy effici€he main contributions of the paper are

listed below:

1) We determine the first and second derivatives of the sgaapacity atsnr = 0, and provide a

second-order approximation to the MIMO secrecy capacityhiim lowsNR regime. Through this



analysis, we quantify the impact of secrecy constraintshenperformance.

2) We identify the optimal transmission strategies in th&-8Nr regime. In particular, we determine
that transmission in the maximal-eigenvalue eigenspacea oértain matrix that depends on the
channel matrices is second-order optimal. In the case ictwtiie maximum eigenvalue is distinct,
beamforming is shown to be optimal.

3) We find the minimum energy required to send one bit botralbbgli and securely. We characterize
the tradeoff between energy efficiency and secrecy.

4) We investigate the impact of fading by studying the lemr secrecy capacity in fading scenarios.
We show that in general both independent and correlateddadiproves the energy efficiency.

The remainder of the paper is organized as follows. In Sedfiowe describe the channel model. In

Section Ill, we study the secrecy capacity in the IsmMr regime and determine the minimum energy per
secret bit. We investigate the impact of fading in Sedfioraihd provide conclusions in Sectibn V. Lengthy

proofs are relegated to the Appendix.

[I. CHANNEL MODEL

We consider a MIMO channel model and assume that the tralegniggitimate receiver, and eaves-
dropper are equipped with;, ng, and ng antennas, respectively. We further assume that the channel
input-output relations between the transmitter and legite receiver, and the transmitter and eavesdropper

are given by
Ym = me + n,, and Ye = Hex + ne, (l)

respectively. Abovex denotes the:; x 1-dimensional transmitted signal vector. This channel tiripu

subject to the following average power constraint:
E{|lx|*} =tr (K,) < P (2)

where tr denotes the trace operation dig = E{xx'} is the covariance matrix of the input. Ia] (1),
ngr X 1-dimensionaly,, andnz x 1-dimensionaly. represent the received signal vectors at the legitimate

receiver and eavesdropper, respectively. Moreaygrwith dimensionny x 1 andn, with dimensionm g x 1



are independent, zero-mean Gaussian random vectors#ith,n! } = N,,I and E{n.n!} = N.I, where

I is the identity matrix. The signal-to-noise ratio is defiresi

B P
E{nal?} ~ nal,

SNR

3)

Finally, in the channel modeld],, is theny x ny—dimensional channel matrix between the transmitter
and legitimate receiver, anH, is theny x nr—dimensional channel matrix between the transmitter and
eavesdropper. While being fixed deterministic matricesnfaded channeldl,, andH. in fading channels

are random matrices whose components denote the fadinfice@s between the corresponding antennas

at the transmitting and receiving ends.

IIl. SECRECY IN THELOW-SNR REGIME

Recently, in [8] and [9], it has been shown that when the chhnratricesH,, and H, are fixed for
the entire transmission period and are known to all threraitearlg, then the secrecy capacity in nats per
dimension is given

1 1 1 . .
Cy =— max logdet (I + N—HmeHin) — log det (I + FHQKIHZ) nats/s/Hz/dimension (4)

nr Kz=0 m
tr (Kz)<P

where the maximization is over all possible input covareanatriced, > (H subject to a trace constraint.
We note that sincéog det (I + 1/NmHmeHjn) is a concave function oK, the objective function in
(@) is in general neither concave nor convexXidn, making the identification the optimal input covariance
matrix a difficult task for arbitrarysnr levels.

In this paper, we concentrate on the Iawr regime. In this regime, the behavior of the secrecy capacity

can be accurately predicted by its first and second derastivith respect tGNR at SNR= 0:

C4(SNR) = C,(0)SNR+ @SNR2 + o(SNR?). (5)

1The assumption of perfect channel knowledge can, for isstae justified in scenarios in which a base station, whiciwsrthe channels
of the users, attempt to transmit confidential messages geaand hence treat the other users as eavesdroppers.

2Unless stated otherwise, all logarithms throughout theepape to the base.

3 and > denote positive semidefinite and positive definite partidedngs, respectively, for Hermitian matrices Af> B, then A — B
is a positive semidefinite matrix. Similarl. >~ B implies thatA — B is positive definite.



Moreover,C,(0) and C,(0) also enable us to analyze the energy efficiency in thedemregime through

the following notions [11]:

By _ log2 an
NO s,min Cs<0) —Cs<0)

(6)

where ﬁ—g&min denotes the minimum bit energy required for reliable comigation under secrecy con-
straints (or equivalently minimum energy per secret bigd & denotes the wideband slope which is the
slope of the secrecy capacity in bits/dimension/(3 dB) atnhint%&min. These quantities provide a linear
approximation of the secrecy capacity in the lemr regime. While]’i—g‘)s’min is a performance measure for
vanishingsnr, S, together With]’i—g&min characterize the performance at low but nonzewes. We note
that the formula for the minimum bit energy is validdf, is a concave function a$nr, which we show

later in the paper.

A. First and Second Derivatives of the Secrecy Capacity

Through the following result, we identify the first and sedatterivatives of the secrecy capacity at
SNR = 0.

Theorem 1. The first derivative of the secrecy capacity [ih (4) with regpge sNnrR at SNR= 0 is

. Amax(®)  If Apax (@) > 0
CS(O) = [)‘maX((I)>]+ = (7)
0 else
where ® = H! H,, — ]]VV—'";HLHG. C,(0) can be achieved by choosing the input covariance matrix as
K, = Puu' where P denotes the average power amds the normalized eigenvector that corresponds to
e (®).

Moreover, the second derivative of the secrecy capacignat 0 is given by

3 N2

,(0) = —np i Za aj< ulHf H,u* — W|u}HlHeui|2)1{)\max(‘I> >0)} (8)
a;€f0,1]vi Hi=1 ¢
Shoy =1

where! is the multiplicity of A,..(®) > 0, {u;} are the eigenvectors that span the maximal-eigenvalue

. L Apax(®) >0 .. :
eigenspace ofp, and 1{\,.x(®) > 0} = is the indicator function. The second

0 else



derivative is achieved by choosirdg, = PZﬁzl oziuiuj- where the values of«;} are determined by the
optimization problem in[(8).

Proof : See AppendiX_A.

Remark 1: In the absence of secrecy constraints, the first and secontilees of the MIMO capacity

at sNR= 0 are [11]

C(0) = Amax(HI, H,,) and C(0) = =222 (HI H,,) ©)

l max

where [ is the multiplicity of \....(H! H,,). Hence, the first and second derivatives are achieved by
transmitting in the maximal-eigenvalue eigenspacettfH,,, the subspace in which the transmitter-
receiver channel is the strongest. Due to the optimalitjhefwater-filling power allocation method, power
should be equally distributed in each orthogonal directiotinis subspace in order for the second derivative
to be achieved.

Remark 2: We see from Theorer] 1 that when there are secrecy constraiatshould at lowsnrs
transmit in the direction in which the transmitter-receigieannel is strongesiith respect to the transmitter-
eavesdropper channel normalized by the ratio of the noise variances. For instafig®) can be achieved by
beamforming in the direction in which the eigenvaluelois maximized. On the other hand )f,...(®) has
a multiplicity, the optimization problem i{8) should belsed to identify how power should be allocated
to different orthogonal directions in the maximal-eigdmeseigenspace so that the second-derivaily@)
is attained. In general, the optimal power allocation stygtis neither water-filling nor beamforming. For
instance, consider parallel Gaussian channels for botisnnéter-receiver and transmitter-eavesdropper
links, and assume thd! H,, = diag(5,4,2) and H/H, = diag2, 1, 1) where diag() is used to denote
a diagonal matrix with components provided in between themheses. Assume further that the noise
variances are equal, i.e\,, = N.. Then, it can be easily seen that..(®) = 3 and has a multiplicity
of 2. Solving the optimization problem inl(8) provides = 5/12 and a, = 7/12. Hence, approximately,
42% of the power is allocated to the channel for which the trattemreceiver link has a strength 6f
and 58% is allocated for the channel with strength

Remark 3: When \,..(®) > 0 is distinct, then beamforming in the direction in whigl®) is maxi-



mized is optimal in the sense of achieving bath(0) and C,(0). Moreover, in this case, we have

N2

S 4 Nn21 4
Cs(0) = —ng | [Hpw[|" — -5 [|Hew | (10)
whereu; is the eigenvector that correspondsXg..(®).

Remark 4: From [15, Theorem 4.3.1], we know that for two Hermitian s A andB with the same

dimensions, we have
Amax (A 4+ B) < Apax(A) + Anax(B). (11)

Applying this result to our setting yields

N

P) < H H,,) — A
D) < A HH) = A (7

HlHe) . (12)

Therefore, we conclude from Remdrk 1 that whep..(®) > 0, secrecy constraints diminish the first
derivativeCs(O) at least by a factor ok ,;, (%HLHQ) when compared to the case in which there are no
such constraints.

Remark 5: In the case in which the transmitter has a single antennanfi.e- 1), the channel matrices
become column vectors. Denoting these column vectois,aandh,, we can immediately see from the
result of Theoreni]1 that

N
Ne

2 i S 4 Ngv, 4 i
] and  C(0) = —ng ||| = <3 e[ (13)

C.0) = [ I - Y

Similarly, if each terminal has a single antenna (i:e;, = nr = ny = 1), the results of Theorerl 1
specialize to

+

Noiy o] 3 N2,
] and o) = = It - Sl (14

C0) = [l - 3

Heretofore, we have considered the secrecy capacity whiatbiained by finding the optimal input

covariance matrix that maximizes the secrecy rate

1 1 1 *
I,(SNR) = — [bg det (I + N—HmeH;) — log det <I + FHGKIHL)} : (15)

ngr m



Hence, for a given input covariance matk,, the expression i (15) provides the rate of secure communi-

cation. Using the same techniques as in the proof of Theblere an immediately obtain the following

characterization.

Corollary 1: For a given input covariance matrlk,, the first derivative of the secrecy rate [nl(15) with

respect tosNrR at SNR= 0 is

+ +
1,(0) = {tr (HmeHjn -~ ]]VVmHKxHTH = {tr ((H;Hm — %HTH) Kx)] (16)

- [tr («bfixﬂ ’ 17)

wheref{x = %Km is the normalized input covariance matrix, afbdis again defined a® = H! H,, —

NV’:HLHe. The second derivative of the secrecy ratesnag = 0 is given by

.. ~ 2 N2 ~ 2 ~

,(0) = —ngptr ((HmeH;'n> -3 (HKxHT> ) 1 {tr (@Kx) > 0}. (18)
Proof: See AppendixB.
For instance, if the transmitter opts to uniformly alloctiie power across the antennas, the covariance

matrix becomeX, = %I. Hence, we havéNCx = %I. In this case, we can readily see from Corollaly 1

that we have

+
< [PAmax(P)] T (19)

nr

i.(0) = {itr (q>)r _ [% ;)\Z—(@)

This result indicates that when we have uniform power atiooathe first derivative of the secrecy rate
is proportional to the average of the eigenvaluesbofather than the maximum eigenvalue, and we in
general experience, as expected, a loss in performance.

We now illustrate the theoretical results through numéeelysis. We consider a system in which all

terminals have 3 antennas, i.eq = np = ng = 3. Assume that the channel matrices are

1 08 05 05 04 1
H,=1]03 1 0.1 and H.=1{ 07 0.1 0.5 |- (20)
0.1 0.2 0.1 0.3 0.5 0.1
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Fig. 1. Secrecy rates in nats/s/Hz/dimension vs. SNR.

Assume further thatV,, = N, = 1. It can be easily verified that the maximum eigenvalue of tterim

® = H! H,, — H'H, is distinct and is equal td,,.,(®) = 1.6298. The eigenvector that corresponds to
Amax(®) isu = [-0.4677 —0.8823 0.054]. Therefore, the covariance matrix that is optimal in thessen
of achieving both the first and second derivatives of theesgccapacity iSK, = Puu'. In Figure[1 in
which secrecy rates are plotted as a functiorsi® the dashed curve shows the secrecy rates achieved
when this input covariance matrix is employed. Note thas #ecrecy rate curve is optimally close to
the secrecy capacity in the logwr regime as it has the same first and second derivatives. Nedettzht
for the considered model, we ha{és(o) = Amax(®) = 1.6298. Fig. 1 also provides secrecy rates for
two suboptimal choices oK,. The dot-dashed curve plots the secrecy rates wkign= Pvv' where

v is the eigenvector that correspondsXg..(H! H,,). Hence, transmission in this case is performed in
the direction in which the channel between the transmittel lagitimate receiver is strongest. Note that
this strategy is optimal in the lownR regime if there are no secrecy considerations. However,eaalso
observe in the figure, it is in general suboptimal in the vaipethannel model. Even the slope at zero

sNR is smaller. Indeed, the slope is(0) = tr (®K,) = 1.2444. In Fig.[, we also plot the secrecy rates

9



(with the dotted curve) when the power is uniformly allochteross the antennas. In this case, we have
1,(0) = $tr (®) = 0.18, which is aboutl1% of C,(0). Inefficiency of uniform power allocation is further
evidenced in the observation that the secrecy rates starhidhing assnris increased beyond 0.94, due
to the fact that transmission is also possibly being coretliot the directions in which the eavesdropper’s
channel is strong and consequently, increasing the powerowaes the eavesdropper’s ability to wiretap
the channel. Finally, as a comparison, we plot in [Fig. 1 thesrachieved in the absence of secrecy
constraints wher{, = Pvv' with v as defined above. For this case, the first derivative of thaaipis

Amax(HT, H) = 2.7676.

B. Minimum Energy per Secret Bit

In this section, we study the energy required to send infdondoth reliably and securely. In particular,
we investigate the minimum energy required to send one sskitr&efore identifying the minimum energy
per secret bit, we first show that the secrecy capacity isa@a SNR

Proposition 1: The secrecy capacit§, achieved under the average power constr@ifitx||*} < P is
a concave function ofNR

Proof: Concavity can be easily shown using the time-sharing argiindessume that at power levéh
and signal-to-noise ratisNr;, the optimal input isx;, which satisfiesE{||x,||*} < P;, and the secrecy
capacity isC,(sNR;). Similarly, for P, andsnRr,, the optimal input isx,, which satisfiesE{||x|*} < P,
and the secrecy capacity 5;(SNRy). Now, we assume that the transmitter performs time-shabyg
transmitting at two different power levels using and x,. More specifically, ind fraction of the time,
the transmitter uses the inpxt, transmits at most af;, and achieves the secrecy ratg(snr,). In the
remaining(1 — 0) fraction of the time, the transmitter employs, transmits at most aP,, and achieves

the secrecy rat€’;(sNRr,). Hence, this scheme overall achieves the average secriecgfra
OC(SNRy) + (1 — 0)C5(SNR,y) (21)

by transmitting at the levelE{|x;]|*} + (1 — O)E{||x2||*} < Py = 0P, + (1 — §) P,. The average signal-
to-noise ratio isSNRy = OSNR; + (1 — #)SNR,. Therefore, the secrecy rate In{21) is an achievable sgcrec

rate atsNry. Since the secrecy capacity is the maximum achievable gecate, the secrecy capacity at

10



SNRy is larger than that in(21), i.e.,
Cs(SNRy) = C5(0SNR; + (1 — 0)SNRy) > OC(SNRy) + (1 — 0)Cs(SNRy), (22)

showing the concavity. [ |

We further note that the concavity can also be shown usingdth@wving facts. As also discussed in
[10], MIMO secrecy capacity is obtained by proving in the wenrse argument that the considered upper
bound is tight and

Cs=max min [I(x; Y;‘y,e) (23)
P(X) p(y,yelx)eD

where D is the set of joint conditional density functiopsgy,,y.|x) that satisfyp(y.|x) = p(y.|x) and
p(y.|x) = p(y.|[x). Note that for fixed channel distributions, the mutual infiation /(x;y,|y,) is a
concave function of the input distributigrix). Since the pointwise infimum of a set of concave functions

is concave [16],f(p(x)) = min I(x;y.|y.) is also a concave function g{x). Concavity of the

P(Yryelx)ED
functional f and the fact that maximization is over input distributioatisfying E{||x||*} < P lead to the
concavity of the secrecy capacity with respecsi®

The energy per secret bit normalized by the noise variantieealegitimate receiver is defined as

B, SNR
— =———1log?2. 24
Nos  Cs(SNR) o8 (24)

As mentioned before, since the secrecy capacity is a corfcandtion of sNr, the minimum energy per

secret bit is achieved as\rR — 0 and hence is given by

Ey SNR log 2

— = 1 log 2 = — . 25
No s min SNlFr{gO C,(SNR) o8 C,(0) (25)

We can now write the following corollary to Propositibh 1 afdeoren L.
Corollary 2: The minimum bit energy attained under secrecy constraitgs, (ninimum energy per

secret bit) is

E, log 2
il - o= 26
NO s,min [)\max(@)]—’_ ( )

11



Remark 6: From Remark 4, we can write fot,,..(®) > 0

E, _ log2 S log 2 S log 2 E, 27)

ﬁOs,min )\max(‘I)) - )\max(HinHm) — )\min (Nm H1H6> - )\maX(H:[nHm) B FOmin

Ne

where %min in (Z4) denotes the minimum bit energy in the absence of sgatenstraints. Hence, in
general, secrecy requirements increase the energy expendhen secure communication is not possible,
Amax(®)]T = 0 and %s,min = 0.

Remark 7: Energy costs of secrecy can easily be identified in the casehioh the transmitter has a
single-antenna. Clearly, the minimum bit energy in the @nes of secrecy is strictly greater than that in

the absence of such constraints:

1
By B 0g 2 log2  E, (28)
h,[|?

- — > _ 2
No s,min [Hh 2 — N T gl Nowmin
m N,

WhenNV“:HheH2 > 0. Furthermore, the energy requirement increases monaiignas the value OEI’X,—f;Hhe||2
increases. Indeed, whé}éj||he||2 = ||h,,||?, secure communication is not possible aﬁgmin = 00.
The expression for the wideband slofig can be readily obtained by plugging in the expressionglin (7)

and [8) into that in[(6):

. 2
5, 2e0) 2 (Aos ()])’
0 = — = .
—Gs(0) o in fo) i iy (\u}HinHmuiP _ ]NV_@u}HlHeui|z) H{ Amax(® > 0)}
a;€|0, 7
Zi‘:l a;=1

In Fig.[2, we plot the secrecy rates in bits/s/Hz/dimensisragunction of the energy per secret bit

]’i—gs under the same assumptions and channel model as iflFig. le&Vas predicted, that the minimum

bit energy is attained in all cases asr and hence rates approach zero. While the minimum bit energy

is %min = % = —6.01 dB in the absence of secrecy constraints, the minimum bitggneer
secret bit is%smin = Anll:ffq,) = —3.71 dB. Therefore, secrecy constraints lead to an increase3oliR2.

in the minimum energy requirements. We also note that theggneost of secrecy increases as secrecy
rates increase. Moreover, we observe that the suboptimaeh of K, induce additional energy penalties.
When we haveK, = Pvv’ wherev is the eigenvector that correspondsXg..(H! H,,), the minimum

bit energy is—2.54 dB. In the case of uniform power allocation, the minimum ey requirement

12
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jumps to5.85 dB.

IV. THE IMPACT OF FADING

In this section, we assume that the channel matitgsandH, are random matrices whose components
are ergodic random variables, modeling fading in wirelessgmissions. We again assume that realizations
of these matrices are perfectly known by all the terminals.déscussed in [12], fading channel can be
regarded as a set of parallel subchannels each of whichspomds to a particular fading realization.
Hence, in each subchannel, the channel matrices are fixalynas in the channel model considered in
the previous section. In [12], Liang al. have shown that having independent inputs for each subehann
optimal and the secrecy capacity of the set of parallel safvhbls is equal to the sum of the capacities of
subchannels. Therefore, the secrecy capacity of fadingrneia can be be found by averaging the secrecy
capacities attained for different fading realizations.

We assume that the transmitter is subject to a short-termepaowanstraint. Hence, for each channel

realization, the same amount of power is used and we ha\l€ jr < P. With this assumption, the

13



transmitter is allowed to perform power adaptation in spacess the antennas, but not across time.
Under such constraints, it can easily be seen from the abigeession that the average secrecy capacity

in fading channels is given by

ngr m

o =L EHm,He{ max log det (I n NLHmKH;) ~ log det <I + NLHKHT) }
tr (Kz)<P
where the expectation is with respect to the joint distigmbf (H,,, H.). Note that the only difference
between[(#) and_(29) is the presence of expectation ih (29¢. tD this similarity, the following result can
be obtained immediately as a corollary to Theoiém 1.
Corollary 3: The first derivative of the average secrecy capacity in (2€) vespect tosNrR at SNR= 0

is
Co(0) = En,, 1 [Amax(®)] 7} (29)

where again® = H! H,, — ]]VV—'";HEHG. The second derivative of the average secrecy capacitywrat 0

is given by

l
. . N2,
,(0) = —nREHm,He{ min Y aiay <|u}HTmHmui|2 - ﬁ\u;'-HlHeuiP) H{ A nax (@) > 0}} (30)

{ai} —1
a; €[0,1] VI =

Tior ci=1
where 1{-} again denotes the indicator functiohis the multiplicity of \,.(®) > 0, and {u;} are the
eigenvectors that span the maximal-eigenvalue eigendpagmrticular realizations oH,, and H,.

Remark 8: Similarly as in the unfaded cas€ (0) is achieved by always transmitting in the maximal-
eigenvalue eigenspace of the realizations of the mdirikn order to achieve the second derivative, optimal
values of{«;} (or equivalently the optimal power allocation across theeanas) should be identified again
for each possible realization @b.

Remark 9: In the case in whiclwy = 1, the first and second derivatives of the average secrecyitapa

become
: N, + . N2 +
C.0) = B § [l = 22| and C.0) = =B § [l = T2

Similarly as in Section IlI-B, we can identify the minimumeggy per secret bit as follows.

14



Corollary 4: The minimum energy per secret bit required in fading charel

E, B log 2

FOs,min B EHm,He{[ max( )]+}
Remark 10: Fading has a potential to improve the I@nr performance and hence the energy efficiency.

(31)

To illustrate this, we consider the following example. As&un; = nyp = ng = 1. Consider first the

unfaded Gaussian channel in which the deterministic cHaroedficients areh,, = h., = 1. For this case,

we have
N, 1" Ey log 2
C,(0)=[1— and — 32
( ) [ Ne:| NOS min |:1 M] ( )
Ne

Now, consider a Rayleigh fading environment and assume /thaand h. are independent, zero-mean,
circularly symmetric Gaussian random variables with va&s E{|h,,|*} = E{|h.|*} = 1. Then, we can

easily find that

- Nm * Ne
Cs(0) = Ep, . { [Ihml2 - Flhelz] } A (33)
+
leading tog: = —%2—. Note that if N, > 0, s >[ —%] . Hence, fading strictly improves the
s,min Nm+Ne e

low-sNR performance by increasir@s(o) and decreasing the minimum bit energy even without perfiogmi
power control over time. Further gains are possible with groadaptation. Another interesting observation
is the following. In unfaded channels, i#,, > N., the minimum bit energy is infinite and secure
communication is not possible. On the other hand, in fadmanaels, the bit energy is finite as long/&s
is finite andN, > 0. Clearly, even ifN,, > N,, favorable fading conditions enable secure transmission i
fading channels. The positive impact of fading on secretgsraspecially at lovgNrs has been discussed
for instance in [13] and [14]. Here, we provide a similar alvaiion from the energy efficiency perspective.
Above, we have assumed that the fading coefficiéntsand i, are independent. Next, we demonstrate
that the gains are still observed even if the channel coeffisiare correlated. We again assume that
and . are zero-mean, circularly symmetric Gaussian random Masawith E{|%,,|?} = E{|h.*} = 1.

Let us denoter,, = |hnl|, 2m = |hm|? @andr, = |h.|, 2. = |he|?. Using the following bivariate Rayleigh
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Fig. 3. Minimum energy per secret bﬁ% _vs. correlation coefficienp.
min,s

probability density function given in [17, Equation 6.2]

Ar,.Te 2 2 2
frmre) = T e gy (7,) m) (34)
—p

we can easily obtain the bivariate exponential density as

1 1 2 m~<e
Flo20) = kit g (L ) | (35)
—p L—p

In the above formulation], denotes the zeroth order modified Bessel function of theKirgt. Moreover,
p denotes the power correlation coefficient, which is relatethe correlation coefficients of the underlying
Gaussian random variablés, and h., and is given by [17]

B
E{[hn FYE{h?)

(36)

under the assumption that, andh, are zero-mean. With this characterization, we can now\easihpute

. +
Cs(0) = Ep,, he { [|hm|2 — Nﬁ|he|2} } from which we can obtain the minimum energy per secret bit
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i.i.d. Rayleigh
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Fig. 4. Secrecy capacity in bits/s/Hz/dimension vs. engrglysecret bitf,—z ~whennr =1,ngr =5, andng = 3.

%Smin = é‘)g(g). In Fig.[3, the minimum energy per secret bit is plotted asrection of the correlation
coefficientp. Whenp = 0 and hence the channel coefficients are independent, we%t%ave = lg2 _

S,min Nm+Ne

1‘5%{,’2 = 1.419 dB. As the correlation increases, the minimum bit energuevaihcreases. However, note that

the bit energy values are finite unless there is full con@tatNote further that if there were no fading,

we would haveg: = [11"% = oo (recalling the assumption thaf,, = N. = 1). Hence, in general,
s,min -

correlated fading provides improvements in secure comaation as well.

Above, improvements in the minimum energy per secret biticwhs attained asNr vanishes, are
discussed. In general, fading is beneficial in terms of gnefficiency at nonzersnr levels as well. This
is demonstrated in Fidl 4. In this figure, we plot the secreapyacity whem; = 1,nz = 5, andng = 3.
We consider two scenarios: no fading and i.i.d. Rayleighnigdn the case in which there is no fading, we
assume that the channel coefficients are all equal to 1. Ifattiag scenario, we assume that the channel
vectorsh,, andh, consist of independent and identically distributed, zei@an Gaussian components each

with unit variance, i.e.E{|h,.;|*} = 1 andE{|h.;|*} = 1 for all . We additionally assume that,, and
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Fig. 5. Secrecy capacity in bits/s/Hz/dimension vs. engrerysecret bitf,—z _ini.i.d. Rayleigh fading whemr = 1 andng = 3.

h, are independent of each other. Note that under these assasyth,,||?> and |h.||? are independent
chi-square random variables with r and2n degrees of freedom, respectively. In Hig. 4, we observe that
better performance is achieved in the presence of fadingeagily seen, the minimum energy per secret
bit required in Rayleigh fading is smaller. Moreover, forigem secrecy capacity value, less bit energy is
needed in the presence of fading. Indeed, energy gainsadndrease at higher values of secrecy capacity.
For instance, wherW, = 0.14 bits/s/Hz/dimension, we have a gain of approximatelgB in %S. Note
that this is a substantial improvement in energy efficiency.

As another benefit, fading enables secure communicatiorghwdtherwise is not possible in a non-
fading environment. For instance, under the assumptiats:th= 1 and all channel coefficients are equal
to 1, secrecy capacity is zero if the legitimate receiverthassame as or less number of antennas than the
eavesdropper. However, this is not necessarily the casaling scenarios. Due to the randomness of fading
coefficients, there are instants with non-zero probaéditin which the main channel is stronger than the

eavesdropper’s channel even though < ng. This is illustrated in Fig[ 5 in which we plot the secrecy
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capacity as a function o%s in i.i.d. Rayleigh fading for different values ofz when we haverr = 1
andng = 3. Note that even wheny < 3, we require finite bit energy for secure communications.hia t
above-mentioned non-fading scenario, we would hﬁgfse: oo. Additionally, we note that performance,
as expected, improves and less energy per secret bit isredqas the number of receive antennas

increases.

V. CONCLUSION

In this paper, we have analyzed the MIMO secrecy capacithénldw-snr regime. We have obtained
expressions for the first and second derivatives of the sgca@pacity asnr = 0. Using these expressions,
we have identified the optimal transmission strategies énldkv-SNR regime under secrecy constraints. In
particular, we have shown that it is optimal to transmit ia thaximal-eigenvalue eigenspace of the matrix
® = H{ H,, - {2H/H,. We have compared the lognr results with those obtained in the absence of
secrecy constraints, and quantified the degradation ing¢hfenmance. We have determined the minimum
bit energy required for secure and reliable communicatiorthe presence of an eavesdropper. We have
shown that secrecy in general increases the bit energyrezgents. We have also noted that the suboptimal
choices of transmission strategies can incur additionatggnpenalties. Numerical results are provided to
illustrate the theoretical findings. Following the anatyfor the fixed channel, we have investigated the
low-sNR secrecy capacity in the presence of fading. We have gemedabur derivative results to apply
to the perfectly-known fading channel. We have demongdrétte benefits of fading in terms of energy

efficiency.

APPENDIX
A. Proof of Theorem[1

We first note that the input covariance mat, = E{xx'} is by definition a positive semidefinite

Hermitian matrix. As a Hermitian matri¥<, can be written as [15, Theorem 4.1.5]

K, = UAU' (37)
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whereU is a unitary matrix and\ is a real diagonal matrix. Using_(37), we can also expi€ssas
nr
=1

where {d;} are the diagonal components &f, and {u;} are the column vectors o and form an
orthonormal set. Assuming that the input uses all the avigilpower, we have tK,) = > ", d; = P.

Noting thatK, is positive semidefinite and hendg> 0, we can writed; = «; P whereq; € [0, 1] Vi and

> a; = 1. Now, the secrecy rate achieved with a particular covagamatrix K, can be expressed as

1 — Np &
I;(SNR) = — <log det <I +ng SNRZ a,-Hmuiu;'HTm> — log det <I + nljv SNRZ aiHeuiujHl> )

n
R i—1 € i=1

wheresnr is defined in[(B). As also noted in [11], we can easily show that

d
— log det(I +vA) =tr(A), (39)
dv V0
d2
— log det(I + vA) = —tr (A?). (40)
dv? v=0

Now, using [(39), we obtain the following expression for thestfiderivative of the secrecy ratge with

respect tosNR at SNR= 0:

1,(0) = 3 o <tr (H,u,u'Hf ) — %tr (Heu,-ujﬂg)) (41)
i=1 ¢
— S o, <uZT-HInHmu,- - ]]VVm u;'HlHeu,-) (42
i=1 €
= 3 a;ul (HT H, — %HTHG) u;, = i a;ul Pu; 43)
p 7 m Ne e — 7

where [(42) follows from the property that (tAB) = tr(BA). Also, in (43), we have define® =
H' H,, — J]VV—HZHE Since ® is a Hermitian matrix andu;} are unit vectors, we have [15, Theorem

4.2.2]
w1 < Ao (B) Vi (44)

where A\, (®) denotes the maximum eigenvalue of the matbixRecall thato; € [0,1] and )", oy = 1.

Then, from [(44), we obtain
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1,0) =) auf®u; < Apax(®). (45)

=1

Note that this upper bound can be achieved if, for instance; 1 anda; = 0 Vi # 1, andu; is chosen as
the eigenvector that corresponds to the maximum eigenwdlde Heretofore, we have implicitly assumed
that \,..x(®) > 0 and all the available power is used to transmit the inforamatn the direction of the
maximum eigenvalue. I\,..(®) < 0, then all eigenvalues o® are less than or equal to zero, and
hence® is a negative semidefinite matrix. In this situation, non¢hef channels of the legitimate receiver
is stronger than those corresponding ones of the eavesgirdppsuch a case, secrecy capacity is zero.
Therefore, if A< (®) < 0, we haveCs(O) = 0. Finally, we conclude from_(45) and the above discussion

that the first derivative of the secrecy capacity with respesnr at SNR= 0 is given by

C0) = (@) = § VB Al B0 (46)

0 else
If Amax (@) > 0 is distinct,C,(0) is achieved when we chood€, = Puju! whereu, is the eigenvector
that corresponds t0.,..(®). Therefore, beamforming in the direction in which the eigdue of ® is
maximized is optimal in the sense of achieving the first @ggive of the secrecy capacity in the Iamr
regime. More generally, if\,..(®) > 0 has a multiplicity, any covariance matrix in the followingrin

achieves the first derivative:

l
K,=P) auu (47)
i=1

wherel is the multiplicity of the maximum eigenvaluéy;}!_, are the eigenvectors that span the maximal-
eigenvalue eigenspace ®f and{«;}._, are constants, taking values|in 1] and having the su@ﬁzl ;=
1. Therefore, transmission in the maximal-eigenvalue eigane is necessary to achievg0).

Next, we consider the second derivative of the secrecy @gpagain, when\,,..(®) < 0, the secrecy
capacity is zero and therefo€& (0) = 0. Hence, in the following, we consider the case in whigh, (®) >

0. Suppose that the input covariance matrix is chosen ds )nwW#f a particular set of o, }. Then, using
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(40), we can obtain

! 2 I 2
3 N2
I,(0) = —ng tr <; aiHmuZ-uZTHin> +ng N”; tr (Z aiHeuiuZTHi> (48)

e i=1
= —np Zaiaj (|u}HinHmuZ.|2 -

2

;
THIH,u, |2> (49)

where [49) is obtained by using the fact thatAB) = tr(BA) and performing some straightforward
manipulations. Note again thaty;} are the eigenvectors spanning the maximal-eigenvalusgigee of

®. Being necessary to achieve the first derivative, the camad structure given i _(47) is also necessary
to achieve the second derivative. Therefore, the secondatige of the secrecy capacity akr = 0 is the

maximum of the expression if_(49) over all possible value$«f. Hence,

N2
Cy(0) = —ng mln Zazaj( THT H,u,|* - F”;M}Hiﬂeuﬂz) (50)

o E[O 1]Vz v

1
im0 =1

SinceC,(0) is equal to the expression in {50) whap..(®) > 0 and is zero otherwise, the final expression

in () is obtained by multiplying the formula ifh_(50) with thedicator function1{\,..(®) > 0}. [

B. Proof of Corollary [

The secrecy rate is expressed as

1 1 1 *
I,(SNR) = — [bg det (I + N—HmKIHIn> — log det <I + FHGK@,HZ)} : (51)
nr e

m

Defining the normalized input covariance matrixI&s = %Kx, we can rewrite the secrecy rate as

1 _ N,
I,(SNR) = — {log det (I + g SNRHmK;EHIn) ~ log det (I 4 DR Tm

npr e

+
SNRHerHl>] . (52

where we, similarly as before, hagsir = —L
nR

; K H Nog gomt )] 7 (L
,00) = |tr (HmeHm>—tr THKH! )| = |t (HuKH), - 2

e

HRHT) ] ’ . (53)
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In order to obtain the second derivative, we can apply (4@héopositive part of the secrecy rate to obtain

7,(0) = —ng (tr ((Hmf{xHjn)z) —tr (%—% <HK,CHT)2)) (54)

— o (1 (k) - T2 () ) ). (55)

e

Note that the above expression is the second derivativeeopdsitive part of the secrecy rate, and hence
applies only when the secrecy rate is positive. If the sgcrate is zero, the second derivative is also zero,

and hence we have the indicator function in the final expoessi (18). [ |
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