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In this paper, we develop a quantum key distribution protocol based on the Greenberger-
Horne-Zeilinger states (GHZs). The particles are exchanged among the users in blocks
through two steps. In this protocol, for three-particle GHZs three keys can be simultaneously
generated. The advantage of this is that the users can select the most suitable key for
communication. The protocol can be generalized to N users to provide N keys. The protocol
has two levels for checking the eavesdroppers. Moreover, we discuss the security of the

protocol against different attacks.
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I. INTRODUCTION

Quantum cryptography is one of the most fruitful applications in the quantum information
theory and it could be widely used in the near future [1]. Quantum key distribution (QKD) is
one of the main interest in the quantum cryptography, which is defined as a procedure allowing
two or many legitimate users of a communication channel to establish two or many exact copies.
This will be in the form of one copy for each user, of a random and secret sequence of bits. The
advantage of the quantum cryptography over the classical one lies in the following. The former
follows the quantum laws, e.g., the Heisenberg uncertainty principle, no-cloning theorem and the
quantum correlations, to protect the distribution of the cryptographic keys. Therefor, the message
and the key are secure since the legitimate users can easily detect the eavesdroppers. This in turn

encourages the researchers to develop new protocols. Most of these protocols follow the original
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three constructs, namely, the BB84 protocol [2], the B92 protocol [3] and the EPR protocol [4].
The QKD has been experimentally demonstrated by different means as shown, e.g., in [5].

Entanglement is one of the main ingredients in the quantum information theory [6]. Based
on this property, various protocols have been developed. For instance, Ekert has introduced his
famous protocol which makes two remote parties share a private secure key [4]. The quantum
direct communication protocol has been described in [7]. The ”ping-pong” protocol has been given
to achieve deterministic direct communication between the legitimate users |8]. This protocol has
advantages and disadvantages; it allows the transmission of either a secret key or the plaintext
message. Nevertheless, it is insecure (quasi-secure) if it is operating in a noisy (perfect quantum)
channel [9]. In these protocols, the Einstein-Polosky-Rosen state (EPR) has been used to distribute
the quantum-cryptographic key. The security has been checked either by the violation of the Bell
inequalities |10] or by the correlation of the EPR. Furthermore, Greenberger-Horne-Zeilinger states
(GHZs) |11] have been already involved in the quantum cryptography [12, [13, [14, [15, 16, [17, |18,
19, 120, 21), 122, 23]. These states are distinguished by a large Hilbert space compared to the EPR.
Precisely, in the GHZs protocols one can have two or more legitimate users. In the two users
case, the distribution of the GHZs particles and the quantum states are asymmetrical between
Alice and Bob. Additionally, the security can be established via the correlation of the GHZ triplet
state , e.g., |15]. Nevertheless, in the multi-user case, say three users, there are sender, receiver
and supervisor, who controls the entanglement and information transmission between the sender
and the receiver, e.g., |13, [19, 21]. The users can get the key only by joint cooperation. In this
respect, the protocol is secure against the dishonest user (if he or she exists) [13]. The GHZs have
been used in the quantum secure direct communication [17, 22] and in the teleportation |16, [19].
It is worth mentioning that the simultaneous quantum direct comminution between users based
on the GHZs has been developed in [20] . Nevertheless, it has been proved that this protocol
is not secure [23]. Finally, the GHZs have been experimentally implemented by various means,
e.g., using entanglement swapping starting from three down converters [24], using two pairs of
entangled photons [25], based on dipole-induced transparency in a cavity-waveguide system [26],
in the framework of the superconducting circuits [27] and nuclear magnetic resonance [28].

In this communication, we develop a new protocol using the GHZs. More illustratively, we
have three or more legitimate users and no controllers. The number of the keys, which can be
generated in this protocol, equals the number of the users and/or the number of particles in
the GHZs. In the proposed protocol, we apply the block-data transfer among the users [17].

There are some basic differences between this protocol and the others that were given earlier



[13, [14, 15, 16, 17, [18, 19, 20, 21, 22], as we will show below. Firstly, the legitimate users can
simultaneously generate various keys. Each user does not need the cooperation of the other users to
obtain these keys. Eavesdroppers can be checked in the two stages of the protocol, which makes the
protocol highly secure. It is worth mentioning that the simultaneous quantum direct commination
between users based on GHZs has been established in [20]. In this protocol, the users can obtain
the messages only when Ailce announces publicly the forms of the initial and final states. Based on
this announcement, Eve can directly obtain most of the messages without using potential attacks.
It is enough for her to compare the initial and final states [23]. This type of attack is called
information leakage attack. The protocol, we present in this paper, is secure against such type of
attack, as we will show next. Moreover, we discuss the security of the protocol against different
types of attacks.

Before starting the description of the protocol we shed some light on the set of the three-particle
GHZs. This set includes eight independent states, which form a complete orthonormal basis as

follows:

) = 25(000) +]111)),  [uha) = L2 (]000) — [111)),
[ha) = 2(1100) +]010)),  [dba) = L= (100) — [011)), "
s = 25(010) +]101)),  [uég) = L (010) — [101)),
) = J5(1110) +1001)),  [uis) = L (110) — [001))

These states can be switched into each other by applying one of the four unitary operators
1@ ag(c] ),w?(f ), &§ ) to them, where the superscript j stands for the jth-particle and the notations
have the same standard meaning in the literatures. This fact is the main object in generating the

keys. The users have to agree, in advance, about the following Boolean values:

1V —o0, 60) —1. (2)

There is one fact we would like to address here: why we do not consider the four-encoding processes

I (j),&g(cj ),i&@gj ), &9 )7 Actually, sometimes applying two operations on the states [¢;) can give the

same results as follows:

@D |yy) = &2 23)\¢1> = |[¢1)
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This, of course, could be a weak point in the decoding process, however, it is a positive point in
the security of the protocol since it confuses eavesdroppers.

Now we are in a position to describe the protocol, which will be discussed in greater details for
three users, namely, Alice, Bob and Charlie. The protocol goes as follows.

Step 1 : Alice prepares a sequence A of n + d + d ordered GHZ triplets, each of which has
the form (a’f,alg,alg), k=1,2,..,n +d+ d, where the superscript k denotes the order of the
triplet in the sequence A. These triplets are randomly chosen from the set given by (1), and are
already known to Alice herself. Alice takes one particle a1, as, a3 from each GHZ triplet to form

three ordered particles sequences A; = {a},a?,...,a "+d+d } with j =1,2,3.

J? ]’

Step 2: At the same time Bob and Charlie, in their sites, do the same as Alice. In this case
Bob and Charlie have the sequences B; = {b;,b?,. .,b?+d+d,} and C;j = {c! Cjs J,. . ;L+d+d } with
7 =1,2,3, respectively.

Step 3: Alice transmits the sequences A and Az to Bob and Charlie, respectively. Similarly,
Bob transmits the sequences By and Bs to Alice and Charlie, respectively. Charlie transmits C}
and (5 to Alice and Bob. Each sender should inform, via classical channels, the receivers before
the transmission and the receivers should confirm the reception of the particles. This process is
used to avoid unwanted circumstances under which Eve can impersonate one or both of the users.
The transmission of the particles occurs in blocks and the orders of the sequences are not known
for the receivers. These arrangements may increase the security of the protocol.

Step 4: The users start to check the security of the channels to see if the eavesdroppers are
on line or not. This should be independently performed for each sequence. We start with the
Alice’s sequence A = (A1, Ag, A3). Bob, say, chooses randomly a large subset d of particles from
the sequence A, and measures each of them using one of the two bases x or z. Then Bob publicly
tells Alice and Charlie via a classical channel about the positions, the basis and the measurement
outcome for each of the particles. Charlie, using the same bases, measures the corresponding
particles from the sequence As, and publicly tells the others about the results. After that Alice
applies the same procedure for the particles in the home sequence A;. Consequently, the users can
decide whether there are eavesdroppers in the line or not. Precisely, if the measurement outcomes
are different, then Eve is not on line. Similar procedures have to be executed for the sequences
{B1, B3} and {C1,C3}. At this step, there is no need to evaluate the error rates since the keys
have not been generated yet. The final remark we should stress here is that the user, who has the

home particles, should be the last one executing eavesdropper checking for the set d. This, in turn,

helps in finding out the dishonest user if he or she exists.



Step 5: At this stage, we assume that each partner has his own key, and he or she wants to
transmit it to the others. Therefore, each one encodes his own key in the particles of the other
partners by means of the operations shown in (2]). Each one uses one operator to act simultaneously
on the two particles from the different sequences, however, in the same order. For instance, suppose
that Alice wants to encode the bit 1 in the jth-particle for the other partners. In this case, she
should act by é’g(cj ) on the j-th particle in the sequences B; and Cj. Similar procedures have to
be performed in Bob and Charlie sites. During the encoding process the users should be careful
regarding the information and the positions of the particles of the set d’. The reason is that the
users will sacrifice these particles when checking the eavesdroppers in the final step.

Step 6: After completing the encoding process each user transmits back the blocks of parti-
cles (message particles) to the other partners. Of course they should inform each other before
transmission and after the reception of the blocks. At this stage the users obtain their original
particles, but in new forms. For instance, Alice, after a successful transmission, has the sequence
A = {(a},d), d}y), (a3, a/22, a;?), ey (a{”rd,, a,2"+d/, aé"er/)}, where the dash means that these particles
are different from the original ones since now they carry the keys. It is worth mentioning that
the sequences {a;j,j = 1,..,n+d} and {a;)j,j = 1,...,n + d'} include Bob and Charlie keys,
respectively. However, {a{, j=1,..,n+d'} is the home sequence. As Alice, say, prepared these
particles initially she knows them very well. Now Alice performs the GHZs-basis measurement
on the ordered n + d’ GHZs and compares the measurement outputs with the initial forms of the
states to obtain the keys of Bob and Charlie. For instance, if Alice initially prepared one of the
triplet in the state |1)1) and the measurement result is |¢3). From (1) and (2) Alice has the relation
|1s) = 69(32)59(33”1#1). According to the arrangement (2) Alice knows with certainty that Bob and
Charlie bits are 1 and 1, respectively, and so on. At the same time Bob and Charlie perform the
same procedures. At the end of the protocol each user has three keys: his own key and the keys
of the other partners. At this moment there is no overlap between the users since each one has
retrieved his own sequence of the GHZs, however, in the new forms. Thus they cannot check the
eavesdroppers based on the entanglement property, e.g., [10]. In this case, the users can use the
virtue of the set d’. As we have mentioned above, the senders know the positions of the particles
of the set d’ and the information included. Precisely, they designed their keys based on that these
bits will be excluded from the generic keys. To explain this scenario we focus the attention on
the set d’ of Alice. Alice publicly informs Bob and Charlie via a classical channel about the set
d', i.e. the positions of the particles and the bases which should be used for the measurement but

not the results. Bob and Charlie follow Alice’s prescription and they announce the measurement



results sequentially. In other words, Bob announces the measurement of the first particle, then
Charlie the second one, then Bob and so on. Such process is sufficient to detect the dishonest user
if any. We proceed, if there are overlaps between the results of the measurements then the key is
secure otherwise they should evaluate the error rate for this key. Then the users should follow the
same steps for the sequences B and C'. Comparison among these three error rates drives the users
to choose the most suitable key for the communication. Moreover, based on the positions of the
particles in the set d’ the users can bring some diversions to delude Eve, i.e. by using particular
types of swapping entanglement and /or shifting process for the bits of the final keys. Nevertheless,
they should agree in advance about this scenario.

This protocol can be extended to IV parties. In this case, at the end of the protocol, the users

obtain IV keys. Each user generates a sequence of N particles in the GHZs, which has the form:

) = %(\jljz...jm 1 G (4)

where j,, jzlv (p=1,...,N) are bits 0 or 1 according to the specified states. The users should follow
the same steps discussed above. In this protocol, the users obtain the generic key by making a
comparison among the N keys. The larger the numbers of the keys, the higher the probability of
obtaining a secure key. This is related to the fact that Eve cannot efficiently attack many keys at
the same time. She is vulnerable enough at least for one of the keys.

Now we comment on the security of the proposed protocol. From the above discussion, it is
obvious that we have two levels of security; before and after the encoding process. Generally, Eve
can get information on the keys if she manages to obtain information about the particles before and
after the encoding process. This, of course, requires that the users did not detect her in the step 4.
Suppose that we deal with ideal conditions and Eve managed to attack the travelling particles. We
start the discussion with the double-CNOT attack. This attack does not disturb the channels and
hence the mutual information between different users are unity, i.e., I;; = 1 where 7,5 = A, B,C, E.
This means that if the users are going to use only a message authentication as a security strategy,
they would never be able to detect this kind of attack. The mechanism of the 2CNOT attack is as
follows: In the forward path, Eve performs a first CNOT gate between the particles in transit from
Alice to Bob and to Charlie (control qubits) and her ancillae (target qubits). The second CNOT
gate is executed in the backward path. Restricting ourselves to Alice’s particles, the scenario of the
2CNOT attack can be explained as follows. Alice keeps the first particle in her site and sends the

second and third ones to Bob and Charlie, respectively. Eve executes her ancillae |0)20)F with



the transit particles and performs the first CNOT gate as:

1
V2

It is obvious that the CNOT gate creates an entangled state composed from the travelling qubits

and the Eve’s ancillae. Suppose that Bob and Charlie act, respectively, by I1® and 6’9(03) on their

Ueont(|$1)10)510)F) = [¥1) = —=((0)[0)[0)F'0)[0)5 + |1)|1)[1)5'[1)[1)F). (5)

corresponding particles according to their own keys. Thus we obtain:

S
V2

In the backward path Eve executes the second CNOT gate, which leads to:

1P 01) = [Ws) = —=(10)[0)]0)5'[1)[0)F + [1)[1)[1)5']0)[1)F). (6)

L
V2

It is evident that the generic state is flipped, i.e. |¢1) — [¢7). In addition, the generic state

Ucont (|¥2)) = [¥) = —= (|0)[0)[1) + [1)[1)]0)) [0)5[1)5" = [¢7)[0)3'[1)5". (7)

and the Eve ancillae are disentangled. For Eve, it is enough to measure these ancillae in the z
basis to get the information. It is obvious that this information, in some sense, could be sufficient
to give Eve information regarding the keys. We should stress that Eve cannot know the forms of
the generic backward states since she cannot access the home particles. If Eve knows the Boolean
relations given by (2)), then she can obtain the keys. This is quite similar to the non-entangled
protocol discussed in [29] for which the 2CONT attack is reasonably efficient. Generally, Eve does
not know any information about the agreement (2) and hence she should take into account the

~(3)

actions of the operators ;" and z’&@(,j )

. In this regard, the probability to get the key from this
protocol, via the 2CNOT attack, is 25%. This is clear since the applied operation could be, e.g.,
one of the set {f<2)j(3),f(2)5£3),622)IA(3),&,§2)6£3)}. Accordingly, this indicates that the 2CONT
attack cannot give Eve valuable information about the keys.

We draw the attention to the quantum man-in-the-middle attack. The mechanism of this
attack can be explained for Alice’s particles as follows. In the forward path, i.e, Alice transmits
the particles to Bob and Charlie, Eve blocks the the particles, stores them in the memory and sends
instead her particles to Bob and Charlie. In the backward path, i.e. Bob and Charlie transmit
the particles back to Alice, Eve measures these particles to get the encoded information. At this
moment she encodes the same information in the stored particles and passes them back to Alice.
This is a dangerous attack, in particular, when Eve has full control of the classical channel. The
solution against this kind of attack is that the legitimate users should share a prior secret letting

them authenticate the channel and make it reliable when they communicate before and after the

transmission processes. For the protocol under consideration, this attack is not helpful for Eve,



where the users can detect her through the forward path in the step 4 with high probability. For
instance, suppose that Alice uses the state [¢)1), where she keeps the first particle with her and
sends the second and third particles to Bob and Charlie, respectively. Eve has two possibilities for
choosing ancillae, namely, GHZs and z basis states. If Eve uses one of the GHZs as a faked state,
according to the set (1), Eve has a probability of 1/8 to use the correct states. In this case, she has
a probability of 1/3 to keep the correct particle with her pretending to be Alice. In this case, the
probability that Eve is not revealed at all in a step 4, is 1/24. On the other hand, if Eve is not on
the line, the measurements of the users in a control run (for the state [¢1)) yield |000) and |111)
with equal probability [20]. Now suppose that Eve uses the faked states from the z basis states,
so what would be the probability to be detected in a control run?. If Eve qubits are one pair of
the set {|0)p|0)¢c,|1)B|1)c}, where the subscripts B and C' indicate that these particles are sent
to Bob and to Charlie, respectively, the measurement results corresponding to these ancillae are
{(]000),]100)), (|011),|111))}. Thus Eve will be detected, because her eavesdropping introduces an
error rate equal to 1/2. When Eve’s ancillae are one pair of the set {|0)z|1)c, |1)5|0)c} the users
detect her with certainty. This shows that the protocol is secure against this attack.

Information leakage attack has been developed in [23] and can be explained as follows: In some
of the GHZ protocols, e.g. [20], the users obtain the keys only when Alice announces publicly its
initial and final states. Thus Eve can easily obtain these results and when comparing them she
obtains the keys. Actually, it has been proved, based on this attack, that Eve can obtain three bits
from the transmitted four bits [23]. It is obvious that the protocol under consideration does not
include such type of announcements and hence it is secure against this type of attack. We conclude
by referring to the intercept-resend and disturbance attacks. They have been already studied in
[20] for the GHZ protocol and showed that it is secure against these attacks. Similar arguments
can be quoted for the proposed protocol. Finally, the security of the ping-pong protocol against
considerable quantum channel losses is discussed in [9]. The current protocol can be treated in a
quite similar way. This is based on the fact that it is enough for Eve to attack one of the travelling
sequences of each users, e.g. Ao, By, Cs. If the attention is focused on one qubit of each sequence,
the treatment will be the same as that of the ping-pong protocol [9].

In conclusion, we have presented a protocol based on the entanglement property of the GHZs.
After a complete round, the users would have many keys so that they can choose the relevant one.
There is no announcements about the forms of the states used in the protocol. This improves the
efficiency of the QKD. The proposed protocol is a two-way: In the forward process the senders

transmit blocks of particles to the receivers, who encode the keys in these particles and transmit



them back (backward process) to the senders. Eavesdroppers have been checked through two
stages. The security has been discussed against different attacks. An important remark, which
guarantees the security of this protocol against considerable number of attacks, is the entanglement.
For protocols operating via entanglement, the secret information is encoded in the whole entangled
state. Consequently, Eve cannot get useful information if she has obtained just a part of the
entangled state. In the under consideration protocol Eve cannot access the particles of the home

sequences, i.e., the particles of Ay, Ba, Cj.

References

[1] N. Gisin, G. Ribordy, W. Tittel, H. Zbinden, Rev. Mod. Phys. 74 (2002) 145.

[2] C.H. Bennett, G. Brassard, Advances in Cryptology: Proceedings of Crypto, Springer-Verlag, 84 (1984)
475.

[3] C. H. Bennett, Phys. Rev. Lett. 68 (1992) 3121.

[4] A. K. Ekert, Phys. Rev. Lett. 67 (1991) 661; C.H. Bennett, G. Brassard, N. D. Mermin, Phys. Rev.
Lett. 68 (1992) 557.

[5] W. T. Buttler, et. al., Phys. Rev. A 57 (1998) 2379; Q. Wang, et. al., Phys. Rev. Lett. 100 (2008)
090501; B. Qi, L.-L. Huang, L. Qian, H.-K. Lo, Phys. Rev. A 76 (2007) 052323; Y. Zhao, B. Qi, X. Ma,
H.-K. Lo, and L. Qian, Phys. Rev. Lett. 96 (2006) 070502.

[6] M. Nielsen, I. Chuang, Quantum Computation and Quantum Communication (Cambridge Univ. Press,

Cambridge 2000).

] A. Beige, B.-G. Englert, C. Kurtsiefer, H. Weinfurter, Acta Phys. Pol. A 101 (2002) 357.

| K. Bostrom, T. Felbinger, Phys. Rev. Lett. 89 (2002) 187902.

] A. Wojcik, Phys. Rev. Lett. 90 (2003) 157901.

| C. H. Bennett, G Brassard, N. D. Mermin, Phys. Rev. Lett. 68 (1992) 557.

| D. Greenberger, M. A. Horne, A. Zeilinger, in Bells Theorem, Quantum theory, and Conceptions of

Universe, edited by M.Kaftos (Kluwer Academic, Dordrecht, 1989); D. Greenberger, M. A. Horne, A.
Shimony, A. Zeilinger, Am. J. Phys. 58 (1990) 1131.

| M. Zukowski, A. Zeilinger, M. A. Horne, H. Weinfurther, Acta Physica Polonica A 93 (1998) 187.

| Mark Hillery, Vladimr Buek, and Andr Berthiaume Phys. Rev. A 59 (1999) 1829.

4] 'W. Tittel, H. Zbinden, and N. Gisin Phys. Rev. A 63 (2001) 042301.

| G. Zeng quant-ph/0001044.

| J-C. Hao, C.-F. Li, G.-C. Guo, Phys. Rev. A 63 (2001) 054301; J.-Z. Du, S-J. Qin, Q.-Y. Wen, F.-C.

Zhu, Phys. Rev. A 74 (2006) 016301; V. Karimipour, Phys. Rev. A 74 (2006) 016302.


http://arxiv.org/abs/quant-ph/0001044

10

[17] C. Wang, F. G. Deng, Y. S. Li, X. S. Liu, G. L. Long, Phys. Rev. A 71 (2005) 044305.

[18] F.-G. Deng, G. L. Long, X.-S. Liu, Phys. Rev. A 68 (2003) 042317; C. Wang, F. G. Deng, G. L. Long,
Opt. Commun. 253 (2005) 15.

[19] T. Gao, Z. Naturforsch. 59a (2004) 597.

[20] X.-R. Jin, X. Ji, Y.-Q. Zhang, S. Zhang, S.-K. Hong, K.-H. Yeon, C.-I. Um, Phys. Lett. A 354 (2006)

67.

| J. Wang, Q. Zhang, C.-j. Tang, Opt. Commun. 266 (2006) 732.

] A. Chamoli, C. M. Bhandari quant-ph/0707.0972v1.

| F. Gao, S.-J. Qin, Q.-Y. Wena and F.-C. Zhuc Physics Letters A 372 (2008) 3333-3336.

] M. Zukowski, A. Zeilinger, H. Weinfurther, Ann. N.Y. Acad. Sci. 755 (1995) 91.

5] D. Bouwmeester, J.W. Pan, M. Daniell, H. Weinfurther, A. Zeilinger, Phys. Rev. Lett. 82 (1999) 1345.

| J. Qian, Y. Qian, X.-L. Feng, T. Yang, S.-Q. Gong, Phys. Rev. A 75 (2007) 032309.

| L. F. Wei, Yu-xi Liu, F. Nori, Phys. Rev. Lett. 96 (2006) 246803.

| R. J. Nelson, D. G. Cory, S. Lloyd, Phys. Rev. A 61 (2000) 022106.

]



	Introduction
	References
	References

