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Abstract

We propose a framework for analyzing classical sampliregesiies for estimating the Hamming
weight of a large string from a few sample positions, wheniedfo a multi-qubit quantum system
instead. The framework shows how to interpret the resuluchs strategy and how to define its
accuracy when applied to a quantum system. Furthermorehove Isow the accuracy of any strategy
relates to its accuracy in its classical usage, which is wedlerstood for the important examples.

We show the usefulness of our framework by using it to obtaim and simple security proofs for
the following quantum-cryptographic schemes: quantunivighis-transfer from bit-commitment,
and BB84 quantum-key-distribution.

Keywords: Random sampling, quantum key distribution, quantum odigitransfer.

1 Introduction

Sampling allows to learn some information on a large popraby merely looking at a comparably
small number of individuals. For instance it is possible tedict the outcome of an election with very
good accuracy by analyzing a relatively small subset ofhavotes. In this work, we initiate the study
of sampling in eguantumpopulation, where we want to be able to learn information arge quantum
state by measuring only a small part. Specifically, we ingagt the quantum-version of the following
classical sampling problem (and of variants thereof). Giaeit-stringg = (¢1,...,q,) € {0,1}" of
lengthn, the task is to estimate the Hamming weightydfy sampling and looking at only a few positions
within g. This classical sampling problem is well understood. Fstance the following particulasam-
pling strategyworks well: sample (with or without replacement) a lineamtogr of positions uniformly
at random, and compute an estimate for the Hamming weighbgfscaling the Hamming weight of the
sample accordingly; Hoeffding’s bounds guarantee tha¢gienate is close to the real Hamming weight
except with small probability. Such a sampling strategyartipular allows taestwhethergq is close to
the all-zero string0, ..., 0) by looking only at a relatively small number of positions,ex the test is
accepted if and only if all the sample positions are zerg, the estimated Hamming weight vanishes.
In the quantum version of the above sampling problem, tiwgsiris replaced by a-qubit quantum
systemA. It is obvious that a sampling strategy from the classicallm@appliedto the quantum setting
as well: pick a sample of qubit positions withify, measure (in the computational basis) these sample
positions, and compute the estimate as dictated by the sagrgitategy from the observed values (i.e.,
typically, scale the Hamming weight of the measured sampbecgriately). However, what is a-priori
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not clear, is how to formallynterpretthe computed estimate. In the special case of testing assen
to the all-zero string, one expects that if the measuremfemtrandom sample only produces zeros then
the initial state ofA must have been close to the all-zero stéje - - |0). But what is the right way to
measure closeness here? For instance it must allow fos stftiee form|q) whereq € {0, 1}" has small
Hamming weight, but it must also allow for superpositionshvarbitrary states that come with a very
small amplitude. In the general case of a sampling strategy in its classical usage, aims at estimating
the Hamming weight (rather that at testing closeness toltee® string), it is not even clear what the
estimate actually estimates when the sampling strateggpbeal to an-qubit quantum system, since
we cannot speak of the Hamming weight of a quantum state hé&umiore, how can we quantify in a
meaningful way how accurate a sampling strategy is, and fad/ik it to compute (good bounds on) the
accuracy of different sampling strategies, when appliealdoantum population? Finally, a last subtlety
that is inherent to the quantum setting is that the executfansampling strategy actually changes the
state ofA due to the measurements.

In this work, we present a framework that answers the aboestouns and allows us to fully under-
stand how a classical sampling strategy behaves when dppleequantum population, i.e., taraqubit
system or, more general, tocopies of an arbitrary “atomic” system. Our framework irpmmates the
following. First, we specify an abstract property on theestaf A (after the measurements done by the
sampling strategy), with the intended meaning that thishésgroperty one should conclude from the
outcome of the sampling strategy when applieddtoWe also demonstrate that this property has use-
ful consequences: specifically, that a suitable measurewithead to a high-entropy outcome; this is
handy in particular for quantum-cryptographic purposdsen, we define a meaningful measure, sort of
a “quantum error probability” (although technically speekit is not a probability), that tells how reli-
able it is to conclude the specified property from the outcofrtee sampling strategy. Finally, we show
that forany sampling strategy, the quantum error probability of thatstyy, as we define it, is bounded
by the square-root of its classical error probability. Timeans that in order to understand how well a
sampling strategy performs in the quantum setting, it seéfio analyze it in the classical setting, which
is typically much simpler. Furthermore, for typical sampglistrategies, like when picking the sample
uniformly at random, there are well-known good bounds orcthssical error probability.

We demonstrate the usefulness of our framework by meansoo@pplications. Our applications do
not constitute actual new results, but they provide new amgls(r) proofs for known results, both in
the area of quantum cryptography. We take this as strongatidn for the usefulness of the framework,
and that the framework is likely to prove valuable in otheplagations as well.

The first application is to quantum oblivious transfer (QQOT)s well known that QOT is not pos-
sible from scratch; however, one can build a secure QOT sehehen given a bit-commitment (BC)
primitive “for free”@ Like QOT, also QBC is impossible from scratch; neverthelgssimplication from
BC to QOT is interesting from a theoretical point of view,@rthe corresponding implication does not
hold in the classical setting. The existence of a QOT scheasedon a BC was suggested by Beneett
al. in 1991 MQE however, no security proof was provided. Mayers and Satvailed security of
the QOT scheme against a restricted adversary that onlgrpesindividual measurements [MS94], and
finally, in 1995, Yao gave a security proof against a genetegesary, which is allowed to do fullgoher-
entmeasurements [YaoB5]. However, from today’s perspectiae;s proof is still not fully satisfactory:

We use BC and OT as short-hands of the respective abstratitipeis, bit commitment and oblivious transfer, and we
write QBC and QOT for potential schemes implementing thpeesve primitives in the quantum setting.
2At that time, QBC was thought to be possible, and thus the Qéb€rse was claimed to be implementable from scratch.



it is very technical, without intuition and hard to followne it measures the adversary’s information in
terms of “accessible information”, which has proven to beaweak information measure.

Here, we show how our framework for analyzing sampling sgig&s in the quantum setting leads to a
conceptually very simple and easy-to-understand seqounityf for QOT from BC. The proof essentially
works as follows: When considering a purified version of tl@Ischeme, the commit-and-open phase
of the QOT scheme can be viewed as executing a specific sayrgiliategy. From the framework, it
then follows that some crucial piece of information has hegtropy from the adversary’s point of view.
The proof is then concluded by applying the privacy amplif@atheorem. In recent work of the second
author [DFLF09], it is shown that the same kind of analysis is not restddb QOT but actually applies
to a large class of two-party quantum-cryptographic sctsewilgich are based on a commit-and-open
phase.

The second application we discuss is to quantum key-digioilh (QKD). Also here, our framework
allows for a simple and easy-to-understand security praafjely for the BB84 QKD schenfeSimilar
to our proof for QOT, we can view the checking phase of the BB84eme as executing a specific
sampling strategy (although here some additional nofatrobservation needs to be made). From the
framework, we can then conclude that the raw key has higlogpntrom the adversary’s point of view,
and again privacy amplification finishes the job.

As for QOT, also QKD schemes initially came without secuptpofs, and proving QKD schemes
rigorously secure turned out to be an extremely challenging) subtle task. Nowadays, though, the
security of QKD schemes is better understood, and we knowanbws ways of proving, say, BB84
secure, ranging from Shor and Preskill's proof based on tyuarerror-correcting codes to Renner’s
approach using a quantum De Finetti theorem which allowgdoce security against general attacks
to security against the much weaker class of so-calledatnléeattacks. As such, our proof may safely
be viewed as “yet another BB84 QKD proof”. Nevertheless, nwhempared to other proofs, it has
some nice features: It provides an explicit and easy-toprdenexpression for the security of the scheme
(in contrast to most proofs in the literature which merelgyitle an asymptotic analysis), it does not
require any “symmetrization of the qubits” (e.g. by apptyim random permutation) from the protocol,
and it is technically not very involved (e.g. compared to fineofs involving Renner’s quantum De
Finetti theorem). Furthermore, it gives immediatelgieect security proof, rather than a reduction to the
security against collective attacks.

2 Notation, Terminology, and Some Tools

Strings and Hamming Weight. Throughout the papetd denotes some fixed finite alphabet with
0 € A. ltis safe to think ofA as{0, 1}, but our claims also hold for larger alphabets. For a string
qg=(q1,...,q,) € A" of arbitrary lengthn. > 0, theHamming weighof g is defined as the number of
non-zero entries i: wt(q) := |{i € [n] : ¢ # 0}|, where we usén] as short hand fof1,...,n}. We
also use the notion of thelative Hamming weight ofg, defined asv(q) := wt(q)/n. By convention,
the relative Hamming weight of the empty strings settow(L) := 0. Forastringg=(q¢1, ..., ¢,) € A"

and a subsef C [n], we writeq ; := (¢;);c for the restriction ofg to the positions € J.

3Actually, we prove security for an entanglement-basediearef BB84, which was first proposed by Ekert, and which
implies security for the original BB84 scheme.



Random Variables and Hoeffding's Inequalities. Formally, arandom variableis a function X :
Q — X with the sample spac® of a probability spacé(2, Pr) as domain, and some arbitrary finite
setX as range. Thelistribution of X, which we denote a®y, is given by Px(z) = Pr[X =z| =
Pri{w € Q: X(w)==x}]. The joint distribution of two (or more) random variabl&sandY” is denoted
by Pxy,i.e.,Pxy(z,y) = Pr[X =z A Y =y]. Usually, we leave the probability spate, Pr) implicit,
and understand random variables to be defined by their j@ilalition, or by some “experiment” that
uniquely determines their joint distribution. Random gates X and Y areindependenif Pxy =
Px Py (in the sense thd?Xy(l’,y) = PX(J})Py(y) Ve X,ye)).

We will make extensive use of Hoeffding’s inequalities fandom sampling with and without re-
placement, as developed [n [Ho&63]. The following theoremraarizes these inequalities, tailored to
our need

Theorem 1(Hoeffding) Letd € {0,1}" be a bit string with relative Hamming weight= w(b). Let the
random variablesXy, Xo, ..., X} be obtained by sampling random entries fronb with replacement
i.e., theX,’s are independent anfx, (1) = u. Furthermore, let the random variablé§, s, ..., Y} be
obtained by sampling random entries frond without replacementThen, for any > 0, the random
variablesX := 1 3, X; andY := 1 3",V satisfy

Pr[|Y — p| > 6] <Pr[|X — p| > §] < 2exp(—25%k).
For the case of sampling without replacement, a slightlyrgeabound was found by Serfling [Sel74]:

Pr[[Y — | = 8] < 2exp(—2558).

In [Ser74], only a one-sided bound is given. We prove in AglpeAlthat this implies a two-sided bound.

Quantum Systems and States. We assume the reader to be familiar with the basic concepisani-
tum information theory; we merely fix some terminology andation here. A quantum systen is
associated with a complex Hilbert spagé,= C¢, its state space Thestateof A is given, in the case
of a pure state, by a norni-state vectofy) € H, respectively, in the case ofraixedstate, by a trace-
positive-semi-definite operator/matrix: H — H. In order to simplify language, we are sometimes a
bit sloppy in distinguishing between a quantum system,t@tesand the state vector or density matrix
describing the state. By default, we writg, for the state space of systef) andp 4 (respectivelyip 4)
in case of a pure state) for the statedof

The state space oftapartite quantum systeril B, consisting of two (or more) subsystems, is given
by Hap = Ha ® Hp. If the state ofAB is given byp 4 then the state of subsystedA; when treated
as a stand-alone system, is given by paetial trace py = trp(pap), and correspondingly foB.
Measuringa systemA in basis{|i) },cr, where{|i) };cs is an orthonormal basis 61 4, means applying
the measurement described by the projectdi&i|};c;, such that outcomeé < I is observed with
probability p; = tr(|i)i|pa) (respectivelyp; = |(i|p4)|? in case of a pure state). if is a subsystem of a
bipartite systemd B, then it means applying the measurement described by thermos{|i)(i|®1z }icr,
wherel g is the identity operator ofi 5.

A qubitis a quantum system with state spacé(/, = C2. Thecomputational basig|0), 1)} (for
a qubit) is given by0) = (;) and|1) = (V), and theHadamard basiby H{|0), 1)} = {H]|0), H|1)},

“Interestingly, the inequality with respect to random sampivithout replacement does not seem to be very commonly
known.



where H denotes the 2-dimensionbladamard matrixi/ = —=({ _} ). The state space of anqubit
systemA = A;--- A, is given byH, = (C?°)®" = C?® ---® C%. Forxz = (x1,...,%,) and

0 = (01,...,0,)in{0,1}", we write|z) for |x) = |z1) - - - |z,) andH® for H? = H% ®- .. H%, and
thus HO|z) for HO|x) = H%|z)--- HO|x,). Finally, we write{|0), [1)}®*" = {|z) : € {0,1}"}

for the computational basis on anqubit system, and79{|0),|1)}®" = {H%z) : = € {0,1}"} =
H%{]0), 1)} ® --- @ H"{|0),|1)} for the basis that is made up of the computational basis on the
subsystemsi; with 6, = 0 and of the Hadamard basis on the subsystémeith 6, = 1. In order to
simplify notation, we will sometimes abuse terminology apéak of the basi® when we actually mean
HO{[0), [1)}*".

We measure closeness of two stagteendo by theirtrace distance A(p, o) := %tr\p — ol, where
for any square matrid/, |M| denotes the positive-semi-definite square-road©fM/. For pure states
|p) and|y), the trace distance of the corresponding density matricesices withA(|p)¢|, [¥)¥]) =
V1 —1[{pl)]?. If the states of two system4 and B aree-close, i.e.A(pa, pp) < ¢, thenA and B
cannot be distinguished with advantage greater thamother words,A behaves exactly liké, except
with probability e.

Classical and Hybrid Systems (and States). SubsystemX of a bipartite quantum system¥ E is
calledclassical if the state ofX F is given by a density matrix of the form

pxe =Y Px(z)|z)z| © pf,
zeX

where X is a finite set of cardinalityX’| = dim(Hx), Px : X — [0, 1] is a probability distribution,
{|z)}zcx is some fixed orthonormal basis #fx, andp?, is a density matrix o g for everyz € X.
Such a state, callduybrid or cg- (for classicalguantum) state, can equivalently be understood as consist-
ing of arandom variableX with distribution Px, taking on values it’, and a systent’ that is in state

pE exactly whenX takes on the value. This formalism naturally extends to two (or more) clasisica
systemsX, Y etc.

If the state of X F satisfiespxp = px ® pp, Wherepx = trE(PXE) = Zx Px(l’)|l’><$| and
pe = trx(pxg) = >, Px(z)p}, thenX is independenof E, and thus no information oX can
be obtained from systeri. Moreover, ifpxrp = %‘HX ® pg, Wherely denotes the identity o x,
then X is random-and-independef £. This is what is aimed for in quantum cryptography, when
represents a classical cryptographic key ahtthe adversary’s potential quantum informationn

It is not too hard to see that for two hybrid stajesy and px g with the same (distribution ofX,
the trace distance betwepR  andpx ' can be computed as(px g, pxrr) = >, Px(2)A(pE, ph)-

Min-Entropy and Privacy Amplification. ~ We make use of Renner’s notion of thenditional min-
entropyH,,in (px | E) of a systemX conditioned on another systed [Ren05]. Although the notion
makes sense for arbitrary states, we restrict to hybriéstatz with classicalX . If the hybrid statex g

is clear from the context, we may writé,;, (X |E) instead ofH,.i, (pxg|F). The formal definition,
given by Hyin (ox£|E) = sup,, max{h € R : 27" . Ix ® og — pxg > 0} where the supremum

is over all density matrices on H g, is not very relevant to us; we merely rely on some elementary
properties. For instance, tlohain ruleguarantees thaf,,i, (X|YE) > Hpin (XY |E) — log(|Y]) >
Hpin (X|E)—log(|Y]) for classicalX andY with respective range¥ and)’, where here and throughout



the articlelog denotes théinary logarithm, whereas denotes theatural logarithm. Furthermore, it
holds that ifE’ is obtained fromE' by measuring (part off, thenH,;,, (X|E’) > Hpin (X|E).

Finally, we make use of Renner’s privacy amplification tleeor[RK05,[Ren05], as given below.
Recall that a functiory : R x X — {0,1}" is called auniversal(hash) function, if for the random
variable R, uniformly distributed oveR, and for any distinct:,y € X: Pr[g(R,x)=g(R,y)] < 27

Theorem 2(Privacy amplification) Letpx r; be a hybrid state with classical . Letg : Rx X — {0,1}*
be a universal hash function, and IRtbe uniformly distributed oveR, independent ok and E. Then
K = g(R, X) satisfies

. 2_%(Hmin(X|E)_é) i

N =

A(pxrE; ﬁHK ® prE) <

Informally, Theoreni R states that ¥ contains sufficiently more thahbits of entropy when givert,
then? nearly random-and-independent bits can be extracted ffom

3 Sampling in a Classical Population

As a warm-up, and in order to study some useful examples dratlice some convenient notation, we
start with the classical sampling problem, which is ratheHwwnderstood.

3.1 Sampling Strategies

Letq = (q1,-.-,9n) € A" be a string of given length. We consider the problem of estimating the
relative Hamming weights(g) by only looking at a substring, of g, for a small subset C [n]%
Actually, we are interested in the equivalent problem oihesting the relative Hamming weight(g;)

of the remainingstring q;, wheret is the complement = [n] \ ¢ of tB A canonical way to do so
would be to sample a uniformly random subset (say, of a cesiaall size) of positions, and compute
the relative Hamming weight of the sample as estimate. Venetally, we allow any strategy that picks
a subset C [n] according to some probability distribution and computesdstimate fot(g;) as some
(possibly randomized) function efandg,, i.e., asf (¢, q,, s) for a seeds that is sampled according to
some probability distribution. This motivates the follmgiformal definition.

Definition 1 (Sampling strategy)A sampling strategy consists of a triplg Pr, Ps, f), where Py is
a distribution over the subsets pf], Ps is a (independent) distribution over a finite sgtand f is a
function

f{(tv)tcn)ve A1} xS SR

We stress that a sampling stratefyas defined here, specifies how to choose the sample subseli as w
as how to compute the estimate from the sample (thus a moremie but lengthy name would be a
“sample-and-estimate strategy”).

*More generally, we may consider the problem of estimatimgHmmingdistanceof ¢ to some arbitraryeference string
qo; but this can obviously be done simply by estimating the Hamynweight ofq” = q — qo.

The reason for this, as will become clear later, is that inamplications, the sampled positions witlginvill be discarded
and thus we will be interested merely in the remaining posgti



Remark 1. By definition, the choice of the seads specified to be independent ©fi.e., Prg =
PrPg. Sometimes, however, it is convenient to alkote depend ort. We can actually do so without
contradicting DefinitiorIL. Namely, to comply with the indegdence requirement, we would simply
choose a (typically huge) “container” seed that containsead for every possible choicetpfeach one
chosen with the corresponding distribution, and it is thantpf f’s task, when given, to select the seed
that is actually needed out of the container sded.

A sampling strategy can obviously also be usedtstif g (or actuallyq;) is close to the all-zero string
0---0: compute the estimate far(q;) as dictated byl, andacceptif the estimate vanishes and else
reject

We briefly discuss five example sampling strategies. The pkanshould illustrate the generality of
the definition, and some of the examples will be used latehowgever, the reader is free to skip (some
of) them. We start with the canonical example mentioned énbibginning.

Example 1(Random samplingvithoutreplacement)

In random sampling without replacemehtglistinctindicesiy, . . . , i within [n] are chosen uniformly at
random, wheré: is some parameter, and the relative Hamming weightof __; , is used as estimate
for w(gq;). Formally, this sampling strategy is given fty= (Pr, Ps, f) wherePp(t) = 1/(}) if |t| = k
and elsePr(t) = 0,S = {L} andthusPs(L) = 1,andf(t,q;, L) = f(t,q,) = w(q,). o

With the second example, we show that also sampling wittacgphent is captured by our definition.

Example 2(Random samplingvith replacement)

In random sampling with replacemeiit,ndicesiy, ..., i; are chosen independently uniformly at ran-
dom within[n], wherek is some parameter, and the relative Hamming weight of thegsty;, , . .., ¢;,)

is used as estimate far(q;). Note that here, may coincide withi, for ¢ # ¢, in which case
(Gir»- -4, ) is not equal togy;, ;1. To make this fit into Definitiol1, we sétto be {iy, ..., ix},

and we letf(t, g;, s) be given byw(q;,, ..., q;,), Wherejy, ..., j, is determined by the seedamong

all possibilities with{ji,...,jx} = t. It is cumbersome and of no importance to us to determine the
correct distributionsPr and Pg for ¢t ands, respectively; it is sufficient to realize that random sanpl
with replacemenis captured by Definitiofil1. o

Next, we sample by picking a uniformly random subset (withegtricting its size).

Example 3(Uniformly random subset sampling)

The sample set is chosen as a uniformly random subsetof and the estimate is computed as the
relative Hamming weight of the sampdg. Formally, Pr(t) = 1/2™ for anyt C [n], andS = { L} and
fltq, L) = f(t,q,) = w(qy). <

As a fourth example, we consider a somewhat unnatural anochire sense non-optimal sampling strat-
egy. This example, though, will be of use in our analysis afrqum oblivious transfer in Sectidh 5.

Example 4(Random sampling without replacement, using only part efshmple)
This example can be viewed as a composition of Exafple T aridaBnely,t is chosen as a random

"Alternatively, we could simply drop the independence regmaient in DefinitiorIL; however, we feel it is conceptually
easier to think of the seed as being independently chosen.



subset of fixed sizé, as in Exampléll, so thdty(t) = 1/(}) for ¢ C [n] with || = k. But now, only
part of the sample, is used to compute the estimate. Namely, the estimate is uienh@s

f(tv qi, 3) = w(qs)'

where the seesdis chosen as a uniformly random subsef ¢; i.e., Ps(s) = 1/2¢ for anys C t. Recall
from RemarkL that the choice efis allowed to depend oh We would like to point out that when we
use Examplél4 in Sectidd 5, it is useful that the restrictmthe subset is part of the evaluation of,
rather than part of the selection of the sample subset o

In the fifth example we consider another somewhat unnatarapng strategy, which though will be
useful for the QKD proof in Sectidd 6.

Example 5(Pairwise one-out-of-two sampling, using only part of thenple)

For this example, it is convenient to consider the indexrmeehfwhich the subsetis chosen, to be of the
form [n] x {0, 1}. Namely, we consider the string € .4?" to be indexed byairs of indices,q = (¢;;),
where: € [n] andj € {0,1}; in other words, we consider to consist ofn. pairs(q;o, ¢i1). The subset
t C [n]x{0,1}ischosenas= {(1,j1),...,(n,j,)} where everyj, is picked independently at random
in {0,1}. In other words¢ selects one element from each p@i, ¢;1). Furthermore, the estimate for
w(qz) is computed frony, asf (¢, q,, s) = w(q,) where the seedis a random subsetc ¢ of sizek. o

Example 6 (Pairwisebiasedone-out-of-two sampling, using only part of the sample)

In this example we consider a similar situation as in Exarfiplexcept that we now constructby
sampling everyj;, according to theBernoulli distribution (p, 1 —p). Consequently, we compute the
estimate fow(qy) slightly differently, but we will make this clear in AppendB.G. o

3.2 The Error Probability

After having introduced the general notion of a samplingtegyy, we next want to define a measure
that captures for a given sampling strategy how well it pnfg i.e., with what probability the estimate,
f(t,qy,s), is how close to the real value(q;). For the definition, it will be convenient to introduce the
following notation. For a given sampling stratedty= (Pr, Ps, f), consider arbitrary but fixed choices
for the subset C [n] and the seed € S with Pr(¢t) > 0 andPs(s) > 0. Furthermore, fix an arbitrary
§ > 0. Define B} (V) C A" as

B (0) := {b € A" : [w(by) — f(t,by,s)| < 3},

i.e., as the set of all stringgfor which the estimate ié-close to the real value, assuming that subseid
seeds have been used. To simplify notationJifis clear from the context, we simply Wriiﬁgs instead

of Bgs(\lf). By replacing the specific valugginds by the corresponding (independent) random variables
T and.S, with distributions Pr and Pg, respectively, we obtain thendom variableBg‘F g» Whose range
consists of subsets o1”. By means of this random variable, we now define eher brobability of a
sampling strategy as follows.

Definition 2 (Error probability) The(classical) error probabilitgf a sampling strategy = (Pr, Ps, f)
is defined as the following value, parametrizeddby § < 1:

Eglass(\ll) := max Pr q ¢ B%S(\Ij)] .
qun ’



By definition of the error probability, it is guaranteed that any stringg € A", the estimated value is
o-close to the real value except with probability at n‘@j@a <(¥). When used as a sampling strategy to
test closeness to the all-zero stringj, . (¥) determines the probability of accepting even thogglis
“not close” to the all-zero string, in the sense that itstreégaHamming weight exceeds Whenever
is clear from the context, we will write?,, __ instead o2, (V).

In AppendiXB, we analyze the error probabilities for the pliny strategies considered in Examples
[ to[8, excluding Examplel 2, and we show them all to be expaagnsmall by applying Hoeffding’s

inequality in a suitable way.

4 Sampling in aQuantum Population

We now want to study the behavior of a sampling strategy wippfied to a quantum population. More
specifically, letA = A, - - - A,, be ann-partite quantum system, where the state space of eachrsyiste
equalsH 4, = C% with d = | A, and let{|a)},c4 be a fixed orthonormal basis 6. We allow A to
be entangled with some additional systéhwith arbitrary finite-dimensional state-spakg;. We may
assume the joint state ofF to be pure, and as such be given by a state véeter) € Ha @ Hp; if
not, then it can be purified by increasing the dimensiofgf

Similar to the classical sampling problem of testing clessnto the all-zero string, we can consider
here the problem of testing if the state#fis close to the all-zerceference stat¢p$) = |0) - - - |0) by
looking at, which here meamseasuring only a few of the subsystems df. More generally, we will
be interested in the sampling problem of estimating the “hémg weight of the state ofl”, although it
is not clear at the moment what this should mean. Actuakg i the classical case, we are interested
in testing closeness to the all-zero state, respectivdignasng the Hamming weight, of themaining
subsystemsf A.

It is obvious that a sampling strate§y= (Pr, Ps, f) can be applied in a straightforward way to the
setting at hand: sampleaccording toPr, measure the subsysters with i € ¢ in basis{|a)}.c4 t0
observeg, Altl, and compute the estimate AQ, q,, s) for s chosen according t&s (respectively, for
testing closeness to the all-zero state, accept or rejeeinding on the value of the estimate). However,
it is a-priori not clear, how to interpret the outcome. Measuring a randomegudishe subsystems of
and observing 0 all the time indeed seems to suggest thatitlirad state ofA, and thus the remaining
subsystems, must be in some sense close to the all-zerplatatehat is the right way to formalize this?
In the case of a general sampling strategy for estimatingrédative) Hamming weight, what does the
estimate actually estimate? And, do all strategies thdoparwell in the classical setting also perform
well in the quantum setting?

We give in this section a rigorous analysis of sampling sgias when applied to=a-partite quan-
tum systemA. Our analysis completely answers above concerns. Latdreipaper, we demonstrate
the usefulness of our analysis of sampling strategies fmly#tg and analyzing quantum-cryptographic
schemes.

4.1 Analyzing Sampling Strategies in the Quantum Setting

We start by suggesting the property on the remaining subis\sbfA that one should expect to be able
to conclude from the outcome of a sampling strategy. A somaéwatural approach is as follows.



Definition 3. For systemAE, and similarly for any subsystem ef, we say that the statgo4 ) of
AF hasrelative Hamming weights within A if it is of the form|p4g) = |b)|pg) withb € A™ and

w(b) = 5.

Now, given the outcomé (t, q,, s) of a sampling strategy when applied 5 we want to be able to
conclude that, up to a small error, the state of the remaisidpystemd; E is asuperpositiorof states
with relative Hamming weight close tf(t, q,, s) within A;. To analyze this, we extend some of the
notions introduced in the classical setting. Recall thenitedn of Bgs, consisting of all string® € A"
with |w(b;) — f(¢, b, s)| < 0. By slightly abusing notation, we extend this notion to thafum setting
and write

span(Bf’s) := span({|b) : b € Bis}) = span({|b) : |w(bs) — f(t, by, s)| < 6}).

Note that if the statép ) of AE happens to be inan(Bgs) ® Hp for somet ands, and if exactly
theset ands are chosen when applying the sampling strategy tthenwith certaintythe state ofd; £
(after the measurement) is in a superposition of statesreldéiive Hamming weighi-close tof (¢, q,, s)
within Az, regardless of the measurement outcagmne

Next, we want to extend the notion of error probability (D#fom [2) to the quantum setting. The
following approach turns out to be fruitful. We consider thrid system7'SAFE, consisting of the
classical random variablés and .S with distribution Prg¢ = PrPs, describing the choices efand s,
respectively, and of the actual quantum systelrend E. The state of'SAF is given by

prsap = Y Prs(t,s)|t,s)t,s| @ lpap)ear] -
t,s
Note that7'S is independent o\ E: prsarp = prs ® pag; indeed, in a sampling strategyand s are
chosen independently of the statecf. We compare thigeal state of/'S AE with anideal state which
is of the form

prsap =Y _ Prs(t,s)|t, s)t,s| @ |GRpN@ip| with |§%p) € span(B))@He Vt,s (1)
t,s

for some giveny > 0. Thus,T" and.S have the same distribution as in the real state, but here lag al
AF to depend oY’ and.S, and for each particular choigeands for T and.S, respectively, we require
the state ofAE to be in Span(Bgs) ® Hp. Thus, in an “ideal world” where the state of the hybrid
systemT'SAE is given byprsag, it holds with certaintythat the statgy 4.r) of AzE, after having
measured4; and having observed,, is in a superposition of states with relative Hamming weigh
close togs := f(t, q,, s) within A;z. We now define the quantum error probability of a samplingtegy
by looking at how far away the closest ideal staig 1 is from the real statprgap.

Definition 4 (Quantum error probability) The quantum error probabilitpf a sampling strategy =
(Pr, Ps, f) is defined as the following value, parametrizedby ¢ < 1:

sguant(\lf) = max max min A(prsap, PrSAE)

HE |paE)PTSAE

where the firstmax is over all finite-dimensional state spacgss, the secondnax is over all state
vectors|pap) € Ha ® Hp, and themin is over all ideal stategrs4 as in(d)

8t is not too hard to see, in particular after having gainemiesanore insight via the proof of Theordrh 3 below, that these
min andmax exist.
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As with BY andz?, ., we simply writee? .., whenV is clear from the context. We stress the mean-
ingfulness of the definition: it guarantees that on average the choice ot ands, the state ofd;F

IS sguant—close to a superposition of states with Hamming weigfbotose tof (¢, g;, s) within Az, and

as such ibehavedike a superposition of such states, except with probabs'tﬂl;lant. We will argue be-
low and demonstrate in the subsequent sections that bdosg (i) a superposition of states with given

approximate (relative) Hamming weight has some useful egusnces.

Remark 2. Similarly to footnoté b, also here the results of the seciiomediately generalize from the
all-zero reference stat) - - - |0) to an arbitrary reference statg¢) of the form|¢%) = U1]0) ® - -- &
U,|0) for unitary operatorsU; acting onC?. Indeed, the generalization follows simply by a suitable
change of basis, defined by tbgs. Or, in the special case wheré = {0,1} and

%) = H|&) = H"[i1) © - @ H|2,)

for a fixed reference bas# € {0,1}" and a fixed reference string € {0,1}", we can, alternatively,
replace in the definitions and results the computationalhgyHHadamard basis whenevéy = 1, and
speak of the (relative) Hamming distanceitoather than of the (relative) Hamming weight.

4.2 The Quantum vs. the Classical Error Probability

It remains to discuss how difficult it is to actualomputethe quantum error probability for given
sampling strategies, and how tgeantumerror probability;sguant relates to the correspondirtpssical
error probabilitye?, . To this end, we show the following simple relationship betw:® . . ande’

class* quan class®

Theorem 3. For any sampling strategy and for any§ > 0:

e (W) <y [ed ().

quant class

As a consequence of this theorem, it suffices to analyze alsengirategy in the classical setting,
which is much easier, in order to understand how it behavéisemuantum setting. In particular, sam-
pling strategies that are known to behave well in the classetting, like examples] 1 {d 5, are also
automatically guaranteed to behave well in the quantuningettWe will use this in the application
sections.

Our bound 0r1s5quamt is in general tight. Indeed, in AppendiX D we show tightnessan explicit
class of sampling strategies, which e.g. includes ExafdpledlExampl&l5. Here, we just mention the
tightness result.

Proposition 1. There exist natural sampling strategies for which the iraditys in Theoren( B is an
equality.

Proof of Theorerhl3 We need to show that for any 4z) € H 4 ® Hp, with arbitraryH g, there exists
a suitable ideal statgrsap With A(prsag, prsae) < (€5,..)Y/2. We construchrsaz as in [1), where

class

the |5’ ;)'s are defined by the following decomposition.
lpar) = ($4Eloar)|Pin) + (PiElear)¢4E),

with |¢% ;) € span(By,) @ H, |¢45) € span(B},)* @ Hp and[(F3glvan)? +[(@hE|0ar)® = 1.
In other words|'§ ) is obtained as the re-normalized projectiorjf z) into span(B{ ) ® H . Note
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that |(5%%|0ar)|? equals the probabilityr [Q ¢ B},], where the random variabl@ is obtained by
measuring subsysten of | 4) in basis{|a)}",. Furthermore,

> Prs(t,s) (gRmlean)® = Prs(t,s)Pr [Q¢Bf,s} Q¢ Bf 5] ZPQ la¢ BYs],

t,s t,s

where by definition ot?, , the latter is upper bounded k... From elementary properties of the
trace distance, and using Jensen’s inequality, we can noelate that

A(prsap: prsae) = Y Prs(t, s)A(leasXeasl, |$5p)e% e ZPTS t,s) \/1 — (Pelpar)
= Prs(t, s)[(#55|par)| < \/Z Prs(t, s) (g lean)? < /el
t,s
which was to be shown. O

As a side remark, we point out that the particular ideal siaiesz constructed in the proof mini-
mizes the distance tors 4 g; this follows from the so-called Hilbert projection theore

4.3 Superpositions with a Small Number of Terms

We give here some argument why being (close to) a supemositi states with a given approxi-
mate Hamming weight may be a useful property in the analy$egiantum-cryptographic schemes.
For simplicity, and since this will be the case in our apglmas, we now restrict to the binary case
where A = {0,1}. Our argument is based on the following lemma, which follomsnediately from
Lemma 3.1.13 in([Ren05]; for completeness, we give a dirembfpof Lemmd_l in AppendikIC. Infor-
mally, it states that measuring (part ofsaperpositiorof a small number of orthogonal states produces
a similar amount of uncertainty as when measuringitgureof these orthogonal states.

Lemma 1. Let A and E be arbitrary quantum systems, lgt) };c; and{|w) }.,cyy be orthonormal bases
of H 4, and let|p ) and p’3i be of the form

loar) = aili)lek) eHa®He  and  pRE = |ag’|i)i] @ kX ekl
ieJ icJ
for some subsef C I. Furthermore, IetpWE and pm”‘ describe the hybrid systems obtained by
measuring subsystent of |p.45) and p3i, respectively, in basi§|w)},e)v to observe outcom#.
Then,
Huin (pwE|E) > Hpin (pmlx |E) log |J].

We apply Lemmall to an-qubit systemA where|p 1) is a superposition of states with relative Ham-
ming weightd-close tog within A

lpar) = D Ib)leR).

be{0,1}7
|w(b)—BI<8

°SystemA considered here corresponds to the subsystetin the previous section, after having measuredf the ideal
state.
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It is well known that|{b € {0,1}" : |w(b) — 8| < 6}| < [{b € {0,1}" : w(b) < B + §}| < 2b(F+o)n
for 8+ ¢ < 3, where the functiorh : [0,1] — [0, 1] is thebinary entropy functiondefined as(p) =
—(plog(p) + (1 —p)log(1 —p)) for0 < p < land ad) forp =0 or1

Since measuring qubits within a stée in the Hadamardbasis produces uniformly random bits, we
can conclude the following.

Corollary 1. Let A be ann-qubit system, let the state 4z) of AE be a superposition of states with
relative Hamming weighd-close tog within A, whered + g < % and let the random variabl&X be
obtained by measuring in basisH9{|0), |1)}*" for @ € {0,1}". Then

Hnin (X |E) > wt(8) — h(B + 0)n .

Consider now the following quantum-cryptographic settipb prepares and hands over to Alice an
n-qubit quantum systemd, which ought to be in statg$) = |0)---|0). However, since Bob might
be dishonest, the state dfcould be anything, even entangled with some systeoontrolled by Bob.
Our results now imply the following: Alice can apply a suilsampling strategy to convince herself
that the joint state of the remaining subsystemdadnd of £ is (close to) a superposition of states with
bounded relative Hamming weight. From Corollaty 1, we camtbonclude that with respect to the min-
entropy of the measurement outcome, the statd bEhaves similarly to the case where Bob honestly
preparesA to be in statgy?). By Remark2, i.e., by doing a suitable change of basis, theedsolds

if |¢%) = H%|2) for arbitrary fixedd, & € {0,1}", wherewt(8) is replaced by the Hamming distance
betweerd andd. We will make use of this in the applications in the upcomiagt®ns.

5 Application I: Quantum Oblivious Transfer (QOT)

5.1 The Bennettet al. QOT Scheme

In a (one-out-of-two)oblivious transfer OT for short, Alice sends two messagesy, m; € {0,1}¢ to
Bob. Bob may choose to receive one of the two message, The security requirements demand that
Bob learns no information on the other messagg, ., while at the same time Alice remains ignorant
about Bob’s choice bit.

Back in 1992, Bennettt al. proposed a quantum scheme for OT, i.e., a QOT scheme [BECS92]
The scheme makes use ob& commitmen{BC), which at that point in time was believed to be imple-
mentable with unconditional security by a quantum schemennBttet al, however, merely claimed
security of their scheme without providing any proof. In 49®%/ayers and Salvail proved the QOT
scheme secure against a limited class of attacks [MS94] saidequently, Yao presented a full security
proof without limiting the adversary’s capabilitigs [Yas]9 However, Yao's proof is lengthy and very
technical, and thus hard to understand. Furthermore,ige@iphrased and proven in termsaxcessi-
ble information of which we now know that it is a too weak information measiarguarantee security
as required.

Here we show how our sampling-strategy framework naturai&ds to a new security proof for
Bennettet al's QOT scheme. The new proof is simple and conceptually easyderstand, and security
is expressed and proven by means of a security definitionglecatrently accepted to be “the right one”.

There exists a corresponding upper bound for the cardjreflia g-ary Hamming ball (with arbitrary), expressed in terms
of the so-called;-ary entropy function; we do not elaborate on this here,esime now focus on the binary case.
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Furthermore, it allows for an explicit bound on the impeti@t of the scheme for any set of parameters
(number of transmitted qubits, length of messages etaherahan merely providing an asymptotic
security claim. Nowadays, we of course know that BC (as welQ®T) cannot be implemented with
unconditional security by means of a quantum scheme: QB@ssible|[[May97, LC97]. As such
QOT cannot be instantiated from scratch. Neverthelessetistence of a QOT scheme based on a
(hypothetical) BC is still an interesting result, since lire thon-quantum world, a BC alone doast
allow to implement OT.

Below, we describe Bennett al's QOT scheme (with some minor modifications), which we denot
as QOT. Actually, QOT corresponds to theandomizedOT used within Bennetet al's QOT scheme,
where the messages, andm, calledk, andk in QOT, are notinput by Alice (her input is empty:)
but randomly produced during the course of the scheme amdahgutto Alice. The desired non-
randomized OT is then obtained simply by one-time-pad guitry Alice’s input messagesy; andm;
with the keysk andk, respectively. Security of the non-randomized OT follomsriediately from the
security of the randomized OT by the properties of the ome-tpad.

QOT is parametrized by parametetsk, ¢ € N, wheren is the number of qubits communicatedhe
bit-length of the messages/keks, k1, andk is the size of the “test set’; which we require to be at most
n/2. QOT makes use of a universal hash functionR x {0, 1} — {0,1}*. Forz’ € {0,1}" withn’ <
n, we defineg(r, ') asg(r,x) wherex € {0,1}" is obtained fromz’ by padding it with sufficiently
many0’s. Furthermore, the scheme makes use of a BC, which we agsumeean ideal BC functionality.
Alternatively, at the cost of losing unconditional securigainst dishonest Alice, we may use a BC
implementation that is perfectly binding and computatltyriaiding Finally, for simplicity, we assume
a noise-freequantum channel. For the more realistic setting of noisyntjra communication, an error-
correcting code can be applied in a similar fashion as in thggnal scheme; this will not significantly
affect our proof. In the upcoming proto@ldescriptions, we make use of our convention to speak
about a basi@ (or §) in {0,1}™ when we actually meaf®{|0), |1)}®" (respectivelyH?{|0), |1)}€™).
ProtocolQOT is shown below.

It is trivial to see that for honest Alice and Bok; = k.. Furthermore, security against dishonest Alice,
who is trying to learn information on, is easy to see and not the issue here: in case of a perfect BC
functionality, Alice learns no information onno matter what she does; in case of a computationally
hiding BC implementation, all information she obtains ©is “hidden within the commitments”, and
thus computational security follows from the computatidmeing property.

Proving security against dishonest Bob is much more sudntié is the goal of this section. Clearly,
if Bob indeed measures the qubits in the preparation phaseesitiect to some choidk then security is
easy to see: no matter how he partitionisto I, and/;, on at least one at;, andz;, he has some lower
bounded uncertainty, and privacy amplification finishegabe The intuition is now that the commitment
phase forces Bob to essentially measure all qubits withetsp some choicé, as otherwise he will
get caught. However, proving this rigorously is non-trivia

HNote that we do not claim any kind of composability for thisvqmutational setting. In case of a perfectly hiding and
computationally binding BC scheme, our techniques do nplyagirectly. A specific variant of the latter case (in whittetBC
is required to have some additional properties) is hanaigBFLT09].

12 protocolis an interactive algorithm between two (or in general mergjties, whereas schemen general may consist
of several protocols (like for BC); since the cryptograptasks considered in this article (QOT and QKD) ask for a singl
protocol, we use the ternmotocolandschemeénterchangeably.
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Protocol QOT(L;c)

1. (Preparation)Alice choosese, 6 € {0,1}" at random and sends tlneqybitsH"\@ to Bob. Bob
selects) € {0,1}"™ at random and measures the received qubits in IBasibtainingz < {0, 1}".

2. (Commitment)Bob commits bit-wise t and #. Alice samples a random subsetc [n] of
cardinality £ and asks Bob to open the commitmentsdtand #; for all i € t. Alice verifies
the opened commitments by checking tiat= z; wheneverd; = 6,. She internally stores the
outcome of this check, i.e.ccept or reject, for later use in step 4.

3. (Set partitioning)Alice sends to Bob. Bob partitiong into the subset$. = {i € ¢ : 6, = éi}
andl;_. = {i €t:0; # 6;} and sendd, andI; to Alice.
4. (Key extraction)Alice chooses a randome R and sends it to Bob. Bob computes = ¢(r, ;. ).

In case ofaccept, Alice computescy andk, asko := g(r, x,) andk; := g(r, xy, ). Otherwise,
i.e. in case oteject, she set&, andk; to random¢-bit strings.

5.2 The Security Proof

For our proof of security against dishonest Bob, we firstodtice a slightly modified version of the
protocol, QOT*, given below. QOT* is only of proof-technical interest because it asks Alicgéoform
some actions that she could not do in practice. However, tt@rs are well-defined, and it follows
from standard arguments that Bob’s viewQafT is exactly the same as QOT*. It thus suffices to prove
security (against dishonest Bob) fo@T*.

QOT* is obtained fromQOT by means of the following two modifications. First, for eveéng [n],
instead of sendind? |z;), Alice prepares an EPR pair; B; of which she send8; to Bob and measures
A;, at some later point in the protocol, in bagjgo obtainz;. By elementary properties of EPR pairs, and
since actions on different subsystems commute, this ddesfiect Bob’s view of the protocol. Second,
Alice measures her qubitd; within the test subsetin Bob'’s basisd, (rather than irg,) to obtainx,,
but she still only verifies correctness of Boly'ss with i € ¢ for which 6; = 6;. Note that by assumption
on the BC, the string to which Bob can open his commitments is uniquely determatetiis point, and
thus Alice’s action is well-defined, although not doable ealrlife. This modification only influences
Alice’s bits z; for whichi € ¢ andéi = 6;; however, since these bits are not used in the protocolsit ha
no effect on Bob'’s view.

Our proof for the security 0§0T*, and thus ofQ0T, against dishonest Bob follows quite easily from
our treatment of sampling strategies from Secfibn 4. Thefgsogiven below, after the formal security
statement in Theorefd 4. We would like to point out that ouusgcguarantee against dishonest Bob
implies the security definition proposed and studied in B]36r (randomized) OT, which in particular
implies sequentiatomposabilitywhen used as a sub-routine in a classical outer protocole et we
do not claim any kind of composability here against dishbAdise, although when using an ideal BC,
sequential composability against dishonest Alice can lbegir along similar lines as for QOT in the
bounded quantum storage model (see e.g. the arXiv versifpE&R"07]).

Theorem 4 (Security ofQ0T). Consider an execution df0T (respectivelyQ0T*) between honest Alice
and dishonest Bob. L&k, and K| be the keys if{0, 1}¢ output by Alice. Then, there exists a bito

15



Protocol QOT*(L;c)

1. (Preparation)Alice prepares: EPR pairs of the forn{|0)|0) + \1>]1>)/\/?, and sends one qubit
of each pair to Bob, who proceeds as in the original scheme ©Q©Mtaind andz. Alice chooses
arandomd € {0, 1}", but she does not measure her qubits yet.

2. (CommitmentBob commits tad and:, and Alice chooses a random subset [n] of cardinality
k, as inQOT. Next, Alice measures her qubits that are indexed inyBob’s basisé, to obtainz;.
Then, Alice sendsto Bob and they proceed asdoT, meaning that Bob opens these commitments
and Alice verifies them.

3. (Set partitioning)As in QOT. Additionally, Alice measures her qubits correspondindgtan basis
0., to obtainxz;, and her qubits corresponding fpin basisf;, to obtainxy, .

4. (Key extraction)Exactly as in the original schen@@T.

that K;_. is close to random-and-independent of Bob’s view (gi&&n in that for anye, § > 0:

Alpr, .K.E, 2%}1 ® PK.E)
< % 93 ((3=570@) =) | /G exp(—82k/100) + 2exp(—2e3(n — k),

whereE denotes the quantum state output by Bob, latiek identity operator ot

On a high level, the proof is as follows. Alice’s checking gedure can be understood as applying a
sampling strategy to the qubits she holds. From this we ottt (except with a small error) the joint
state she shares with Bob is a superposition of states widlll sefative Hamming weight within her
subsystend;. This implies that the joint state is a superposition ofestavith small relative Hamming
weight also withind;, ., wherec € {0, 1} is chosen such th#& # 6, for approximately half (or more)
of the indicesi in I;_.. It then follows from Corollary1l that;, _, obtained by measurind, . in
basis@;, ., has high min-entropy, so that privacy amplification codelsithe proof. The formal proof,
which takes care of the details and keeps track of the emar, is given below.

Proof. We consider the state

loar,) € Ha, @ -+ @ Ha, @ HE,,

shared between Alice and Bob, after Bob has committefll and &, but before Alice chooses the test
subset. |p4p, ) is obtained from thes EPR-pairs by an arbitrary quantum operation (possiblylinrg
measurements), applied only to Bob’s part. Without lossesfegality, we may assume that, given the
commitments, the joint state is indeed pure. Furthermoeegceansider the stringé andz, to which
Bob has committed. By the perfectly binding property, theseuniquely determined. For concreteness,
and in order to have the notation fit nicely with Section 4, weumed = & = (0,...,0) € {0,1}";
however, by RemairK 2, the very same reasoning works fofaayd .

The crucial observation now is that Alice’s checking pragedwithin the commitment phase of
QOT* can be understood as applying a sampling strategy to thee|gtat_ ) in order to test closeness
of A to the all-zero stat¢0) - - - [0). Indeed, Alice chooses a random subiset [n] of cardinality &,
measuresd, (in the computational basis) to obtain, and decides whether to accept or reject based on
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x; specifically, she takes a random subset ¢, given bys = {i € ¢t : §; = éi}, and accepts if and
only z, = 0 for all 7 € s. This is precisely the sampling strate@ystudied in Examplgl4, adapted to test
closeness t¢0) - - - |0) by accepting if and only iff (¢, x;,s) = 0. Note that, by the random choices of
thed;’s, s is indeed a random subsetof

Thus, we can conclude that at the end of the commitment pfarsany fixeds > 0, the joint state
of A;E, has collapsed to a stafe 4., ) that is (on average over Alice’s choice fo&nds) z—:guant-close
to being a superposition of states with relative Hamminggiveat most within A; (except when Alice
rejects the test, but in that case she will output random adependent keys at the end of the protocol
and the theorem trivially holds). We proceed by assumingttiestatev 4, z,) equalsa superposition
of states with small relative Hamming weight, and we bookgké¢he errorsguant Recall that by
Theoreni B and Examplé 4 (and its analysis in AppehdiX B.4),

8guant < 531355 < \/geXp(—k‘(Sz/lOO) .

By the random choices of th&'s, it follows from Hoeffding’s inequality (Theorerl 1) thaihe
Hamming weight ofé; is_lower bounded bywt(6;) > (1 — €)(n — k) except with probability at
most 2 exp(—2¢2(n — k:)) In the sequel, we assume that the bound holds, and we bopktkee
error. It follows that regardless of how Bob divideito I, and I, there exists: € {0,1} such that
wt(07,_,) > 3(3 — €)(n — k) (if Bob is honest, them coincides with his input bit).

By re-arranging Alice’s qubits, we write the stdtea.r,) as | si-cacp, ), whereA° := A, and
Al = Ay Sincel 4, ,) is a superposition of states with Hamming weight at mfast- )¢ within
Ay, itis easy to see thath 41— 4, ) iS @ superposition of states with Hamming weight at nfest k)o
within A'=¢. Let the random variableX;_. and X, describe the outcome of measuridg ¢ and A¢ in
based;, . and@;_, respectively, and lgix, .x_ g, be the corresponding hybrid state. We may think
of px, .x.E, being obtained byirst measuringA! —¢, resulting in a hybrid statex, _acp,, andthen
measuring4¢; indeed, the order in which these measurements take plaeelbaeffect on the final state.

We can now apply Corollarly] 1 to the hybrid statg, -z, obtained from measuring subsystem
A=¢ within 1) 41-¢ 4, ) @and conclude that

1 €
Hunin (X 1-c[A°E0) = wt(01,_,) =h(0) - [T = (5 = 5 —h(0) ) (n = k).
By a basic property of the min-entropy (“measuring only o®s information”), it follows that the
same bound in particular holds fb,,;,, (X1_.|X.E,). Applying privacy amplification (Theorem 2),
incorporating the error-probabilities (expressed in &ohtrace distance) obtained along the proof, and
noting that Bob’s processing of his information to obtaig final quantum stat& does not increase the

trace-distance, concludes the proof. O

6 Application II: Quantum Key Distribution (QKD)

In quantum key distribution (QKD), Alice and Bob want to ag@n a secret key in the presence of an
adversary Eve. Alice and Bob are assumed to be able to cormmatarover a quantum channel and over

Bt now follows immediately from Corollarfl1 thafl,.i, (XoX1|E,) is “large”, whereX, collects the bits obtained by
measuringAy, in basisfz,, and correspondingly fak;. However, in the end we need tHatin (X1-.| X FEo) is “large” for
somec, which doesot follow from the former. Because of that, we need to make alstesbur.

14Actually, for the one-sided bound, we could save the fastorit front of theexp.
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an authenticated classical charleEve may eavesdrop the classical channel (but not insert difyno
messages), and she has full control over the quantum chahinelfirst and still most prominent QKD
scheme is the famous BB84 QKD scheme due to Bennett and Bild84284)].

In this section, we show how our sampling-strategy framé&veads to a simple security proof for
the BB84 QKD scheme. Proving QKD schemes rigorously seaieehighly non-trivial task, and as
such our new proof nicely demonstrates the power of the sagiptrategy framework. Furthermore,
our new proof has some nice features. For instance, it allmis explicitly state (a bound on) the error
probability of the QKD scheme for any given choices of theapagters. Additionally, our proof does not
seem to take unnecessary detours or to make use of “loose$ioamd therefore we feel that the bound
on the error probability we obtain is rather tight (althowgé have no formal argument to support this).

Our proof strategy can also be applied to other QKD schenasatle based on the BB84 encoding.
For example, Leet al's QKD schemied [LCAQ5] can be proven secure by following exactly our proof,
except that one needs to analyze a slightly different sangslirategy, namely the one from Examiple 6.
On the other hand, it is yet unknown whether our frameworklmaunsed to prove e.g. the six-state QKD
protocol [Bru98] secure.

Actually, the QKD scheme we analyze is the entanglemeraeasrsion of the BB84 scheme (as
initially suggested by Ekeri [EkeP1]). However, it is vergelivknown and not too hard to show that
security of the entanglement-based version implies sgooirihe original BB84 QKD scheme.

The entanglement-based QKD sche@i), is parametrized by the total numbeiof qubits sent in
the protocol and the numbérof qubits used to estimate the error rate of the quantum ahgwhere we
requirek < n/2). Additional parameters, which are determined during therge of the protocol, are
the observed error rafeand the numbet € NU {0} of extracted key bitsQkD makes use of a universal
hash functiory : R x {0,1}" % — {0,1}* and a linear binary error correcting code of length- &
that allows to correct up to &'-fraction of errors (except maybe with negligible probijlfor some
B' > . The choice of how much’ exceeds3 is a trade-off between keeping the probability that Alice
and Bob end up with different keys small and increasing the sf the extractable key. We will write
for the bit size of the syndrome of this error-correcting &€olrotocoQkD can be found below.

It is not hard to see that = k except with negligible probability (im). Furthermore, if no Eve
interacts with the quantum communication in the qubit thetion phase themr = y in case of a noise-
free quantum channel, or more generallfx — y) ~ ¢ in case the quantum channel is noisy and
introduces an error probability < ¢ < % It follows that 8 ~ ¢, so that using an error correcting
code that approaches the Shannon bound, Alice and Bob cattesiose tq1 — 2h(¢))(n — k) bits of
secret key, which is positive faf smaller than approximatelyl %. The difficult part is to prove security
against an active adversary Eve. We first state the formatisgclaim.

Note that we cannot expect that Eve has (nearly) no infoonath K, i.e. thatA (pKE, ‘—,IC‘}IK ®pE)
is small, since the bit-lengthof K is not fixed but depends on the course of the protocol, and &ve ¢
influence and thus obtain information én(and thus onK). Theorenib though guarantees that the
bit-length ¢ is the only information Eve learns ok, in other words,K is essentially random-and-
independent o when giverv.

5If the classical channel between Alice and Bob is not autbgtiiten authenticity of the communication can still be avbi
by information-theoretic authentication techniqueshatdost of requiring Alice and Bob to initially share a shetret key.

¥n this scheme, Alice and Bob bias the choice of the basesasdhy measure a bigger fraction of the qubits in the same
basis.
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Protocol QKD

1. (Qubit distribution)Alice prepares: EPR pairs of the forn{|0)|0) + |1)|1))/+/2, and sends one
qubit of each pair to Bob, who confirms the receipt of the qubiThen, Alice picks random
0 € {0,1}" and sends it to Bob, and Alice and Bob measure their respegtibits in basi#® to
obtainz on Alice’s side respectively on Bob's side.

2. (Error estimation)Alice chooses a random subsetC [n] of sizek and sends it to Bob. Then,
Alice and Bob exchange, andy, and compute := w(xs ® y,).

3. (Error correction) Alice sends the syndromeyn of x; to Bob with respect to a suitable linear
error correcting code (as described above). Bob ygedo correct the errors iy, and obtains
&5. Letm be the bit-size okyn.

4. (Key distillation)Alice chooses a random seefbr a universal hash functiopwith range{0, 1}/,
where/ satisfies¢ < (1—-h(8))n — k — m (or ¢ = 0 if the right-hand side is not positive), and
sends it to Bob. Then, Alice and Bob complte= ¢(r, z5) andk := g(r, &5), respectively.

Theorem 5 (Security ofQkD). Consider an execution KD in the presence of an adversary Eve. Let
K be the key obtained by Alice, and IBtbe Eve’s quantum system at the end of the protocol K_be
chosen uniformly at random of the same bit-lengtiasThen, for any with 5 + 6 < %:

A(pKE 7pI~{E) <. 2—% ((1—h(6+5))n—k—m—£) + 2€Xp(—%52k7) '

N

From an application point of view, the following questionointerest. Given the parametensand

k, and given a course of the protocol with observed error fatend where an error-correcting code
with syndrome lengthn was used, what is the maximal siZeof the extractable key if we want
Alpgr pip) < €for agivene? From the bound in Theoreim 5, it follows that for every chaité
(with 8+ 6 < %), one can easily compute a possible value#fsmimply by solving for/. In order to
compute the optimal value, one needs to maxindizger the choice of.

The formal proof of Theorem 5 is given below. Informally, #xgument goes as follows. The error
estimation phase can be understood as applying a samplaiggst From this, we can conclude that
the state from which the raw key;s, is obtained, is a superposition of states with bounded Hiagnm
weight, so that Corollary]1 guarantees a certain amount fentropy withinz;. Privacy amplification
then finishes the proof.

To indeed be able to model the error estimation proceduresasnpling strategy, we will need to
consider a modified bugquivalentway for Alice and Bob to jointly obtairx, andy, from the initial
joint state, which will allow them to obtain theorR-sumz, & y,, and thus to computé, beforethey
measure the remaining part of the state, whose outcome #tenmnese;. This modification is based
on the so-calledtNOT operation,Ucyor, acting onC? @ C2, and its properties that

UCNOT(‘b>’C>) = ’b>‘b@C> and UCNOT(H’b>H’C>) = H’b@C>H‘C>, (2)
where the first holds by definition éfcyor, and the second is straightforward to verify.

Proof. Throughout the proof, we use capital lette®, X etc. for therandom variablesepresenting
the corresponding choices 6f x etc. in protocoQKD. Let the state, shared by Alice, Bob and Eve right
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after the quantum communication in the qubit distributibrage, be denoted WABEO> without loss
of generality, we may indeed assume the shared state to be fpoir everyi € [n], Alice and Bob then
measure the respective qubis and B; from |¢4pr,) in basis©;, obtaining X; andY;. This results
in the hybrid statpexy p,. For the proof, it will be convenient to introduce the adafitil random
variablesW = (Wy,...,W,)andZ = (Z,...,Z,), defined by

X; if6,=0

Z; =X, PY; and W; 2:{ Y, ifO,=1 (3)

Note that, when give®, the random variable®” andZ are uniquely determined b andY and vice
versg and thus we may equivalently analyze the hybrid stei z . .

For the analysis, we will consider a slighttlifferent experiment for Alice and Bob to obtain the
very samestatepew z g, ; the advantage of the modified experiment is that it can benstobd as a
sampling strategy. The modified experiment is as followsstFthecNoOT transformation is applied to
every qubit paird; B; within [1) s, ) for i € [n], such that the stale 4pp,) = (USier @1, )Y aBE,)
is obtained. Next® is chosen at random as in the original scheme, and for every{n] the qubit
pair A; B; of the transformed state is measured as in the original setldepending or®;; however,
if ©;, = 0 then the resulting bits are denoted B¥ and Z;, respectively, and i®; = 1 then they are
denoted byZ; andWV;, respectively, such that which bit is assigned to whichalald depends 0@;. This
is illustrated in Figur€]l (left and middle), where light ashetk colored ovals represent measurements in
the computational and Hadamard basis, respectively. Itfotbews immediately from the propertiels (2)
of the CNOT transformation and from the relatiéh (3) betwéeny andW, Z that the statpew zz,
(or, equivalentlype xy ) Obtained in this modified experiment is exactly the same disa original.

© lease) leass)

0 X1 =W; — — Z; = XieY, — Z1 = X107,

1 Xo®Ys = Zo — — Wa=Y; Xo®Yy = Zy ~—

1 XsoYi— 7y — QD — Wa=Yi XioYi— 7 — Q)]

0 Xn = Wn “d a b*’ Zn :Xn@Y;L a b*’ Zn :Xn@)/n
FE E E

Figure 1: Original and modified experiments for obtaining $ame stateew z . -

An additional modification we may do without influencing thedli state is tadelay some of the
measurements: we assume that first the qubits are measateedth to theZ;’s, and only at some later
point, namely after therror estimationphase, the qubits leading to thé’s are measured (as illustrated
in Figure[d, right). This can be done since the relative Hangmieight of X g & Y for a random subset
S C [n] (of sizek) can be computed give# alone.

The crucial observation is now that this modified experirmeamt be viewed as a particular sampling
strategy¥, as a matter of fact as the sampling strategy discussed imjalgg5, being applied to systems
A and B of the statdp apg, ). Indeed: first, a subset of ti qubit positions is selected according to
some probability distribution, namely of each pdif3; one qubit is selected at random (determined by

Note thatE, represents Eve’s quantum state just after the quantum coinaiion stage, whereaB represents Eve's
entire state of knowledge at the end of the protocol (i.e. giantum information and all classical information gatledturing
execution ofgkD).
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©,). Then, the selected qubits are measured to obtain therbig s = (7,,...,Z,). And, finally, a
value s is computed as a (randomized) function@f 5 = w(Zg) for a randomS C [n] of sizek. We
point out that here the reference basis (as explained in ReéZas not the computational basis for all
qubits, but is the Hadamard basis on the qubits in systeamd the computational basis in systém
however, as discussed in Remiark 2, we may still apply thdtssfsom Sectio ¥ (appropriately adapted).

It thus follows that for any fixed > 0, the remaining state, from whid# is then obtained, is (on
average ove® and>5) sguant—close to a state which is (for any possible valuesd@grZ andyS) a super-
position of states with relative Hamming weight in-smeighborhood ofi. Note that the latter has to be
understood with respect to the fixed reference basis fiekadamard basis ohand the computational
basis onB). In the following, we assume that the remaining seqealssuch a superposition, but we
remember the error

Eguant S 6glass S 2exp(—%52k¢) :
where the bound o, is derived in AppendikBI5.

Recall thatW is now obtained by measuring the remaining qubits; howeterbasis used is op-
posite to the reference basis, namely the computation# bashe qubitsAd; and the Hadamard basis
on the qubitsB;. Hence, by Corollar{]1 (and the subsequent discussion) wa fpever bound on the
min-entropy of\iW:

Hpin (W|OZSE,) > (1 —h(8+9))n.

SinceW is uniquely determined byX (and vice versa) when give® and Z, the same lower bound
also holds fot i, (X |®ZSE,). Note that inQKD, the & qubit-pairs that are used for estimatifigare
not used anymore in the key distillation phase, so we arealigtinterested in the min-entropy oXs.
Additionally, we should take into account that Alice sendsna-bit syndromeSYN during the error
correction phase. Hence, by using the chain rule, we obtain

Hynin (Xg|©®Z XsSYNE,) > (1 — (B + 6))n — k — m[H

Finally, we apply privacy amplification (Theordrh 2) whicmetudes the proof. O

7 Conclusion

We have shown a framework for predicting some property (hathe approximate Hamming weight,
appropriately defined) of a population of quantum statesmieasuring a small sample subset. The
framework allows for new and simple security proofs for imtpat quantum cryptographic protocols:
the Bennetet al. QOT and the BB84 QKD scheme. We find it particularly interggtihat with our
framework, the protocols for QOT and QKD can be proven sebumaeans of very similar techniques,
even though they implement fundamentally different crgpaphic primitives, and are intuitively secure
due to very different reasons (namely in QOT the commitmantse Bob to measure the communicated
qubits, whereas in QKD Eve disturbs the communicated qudien trying to observe them).

18probably, it is possible to prove the lower boutitl— h(5+ 8))(n — k) — m using a different sampling strategy. However,
for that case the error probability of the related classseahpling strategy becomes harder to analyze. We have choste
current proof strategy and bound for the sake of simplicity.
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A A Two-Sided Version of Serfling’s Bound

Letb € {0,1}" be a bit string with relative Hamming weight = w(b). Let the random variables
Y1,Ys5,...,Y; be obtained by sampling random entries fronb without replacementThen, a result by
Serfling [Ser74] says that for ady> 0, the random variabl& := % >, Y; satisfies

—26%kn )

PrlY — < =
r[Y u>5]_exp<n_k+1
The aim of this section is to prove that the one-sided boundabmplies the two-sided bound

—28%kn )

Proof.

Pr(|V — p| > 6] = Pr[|£ Y Y — | > ]
=Pr[ ) Yi—pu< =0l +Pr[} ) Yi—pu> 4

=Prli D> (Y= 1) = (p=1) < =] +Pr[3 3 Yi—p> ]

i

=Prlf > (1=Yi) = (L= p) > ]+ Pr[f D Vi — > ]

7 7
Note that the random variable- Y; has mear — ;. We can now apply Serfling’s bound twice, yielding
the claim. O

B Error Probabilities of the Example Sampling Strategies

B.1 Example 1 — Random samplingvithout replacement

It follows immediately from Theorerl1 that the estimatejislose to the relative Hamming weight
w(q) of g except with probability at mogtexp(—245%k). However, we want to analyze closeness of the
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estimate tav(g) (still treatingT” as a random variable). This can be derived easily as folldMescan
write w(q) = aw(qr) + (1 — @)w(gy), wherea := k/n, and thus can see that

1
1—«a

w(q) — awlar)) —wlar) = —— (w(a) — w(ar)
( ) —al )

w(gqy) —wlgqr) =
so that
luss = maxPr|q ¢ B} 5| = max Pr(lw(qr) - wlar) = 9]
= mgx Pr[|w(q) —w(gp)| > (1—(1)5] < 2exp(—2(1—a)252k:). 4)
Under assumption of < n/2, we obtain a simple bound for the latter expression,
s < 2exp(—2(1—)?0%k) < 2exp(—162k). (5)

We obtain the following bound if we use the bound fram [Ser74]

1)
€class

= maxPr(w(q) - w(gr)| = (1-a)J]

2(1-a)26%kn 2k(n—k 52kn
< 2€Xp(— (n—)k-i—l ) - 2eXp( n((n k—)l—l) ) = 2eXp( n+2)'
fork < n/2, becaus&% is convex ink, and— 5 ’“" is linear ink and equality holds @ = 0

andk = n/2, hence itis a tight linear upper bound.

B.2 Example 2 — Random samplingnith replacement

Computing the error probability for Examile 2 actually siout to be tricky. Although, as in Example 1
above, Theorer 1 applies and guarantees that the estinii&idyido be close tav(q), showing that the
estimate is likely to be close to(g+) seems to be non-trivial here. Since we make no further udaof t
example sampling strategy, we refrain from analyzing itsrgorobability.

B.3 Example 3 — Uniformly random subset sampling

Note that for any fixed choick =
t is sampled uniformly at random, the expectatiorkda% given byE[ ] = n/2. Hence, by making use
of Hoeffding’s inequality, we can say that for< 5 < 2, Pr[ £ —| > B] < 2exp(—282n).

Informally, the idea is to start off with an upper boundamSS obtained in Appendik Bl1 (the case
of sampling without replacement), and transform it into aper bound that holds under the assumption
thatk € [(% — B)n, (% + B)n]. Note that we cannot use the simple bound (5) from Appendik B.
because that result was obtained under the assumptioh that/2, and here this assumption does not
hold. Instead, we use bourid (4) from Appendix|B.1,

Class < 2exp < 2( ) 52k‘> (6)

whichdoeshold for allk € {0,...,n}.
To get an upper bound fdrl(6), we replace the first occurrehgerothat expression (in the numerator
of the fraction) by an upper bound fdr, and the second occurrence ofoy a lower bound fork.
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The upper and lower bound férare simply given by the (appropriate) boundary points ofitiberval
[(3 = B)n, (5 + B)nl. e,

2exp < - 2n52(1 - M)2(

n

N[

- 5)) = 2exp ( — 2n52(% _ 5)3)

To compute=?), ., we use a union bound to combine the upper bound above, wbidk binder assump-

tion thatk lies inside the previously defined interval, with the uppeutd on the probability thét does
notlie in this interval,

Cetass < 2P (_ 2”‘52(% - 5)?’) + 2exp(—243°n).

Setting3 = §/4 in the expression above yieldsn§2(2 — §)3 /32 for the exponent of the first summand,
and —né?/8 for the exponent of the second summand. Bec#@used < 1 (Definition[2), a suitable
upper bound for both exponents43152/32 This gives the following simpler bound,

0 < dexp(—nd?/32).

class

B.4 Example 4 — Random sampling without replacement, usingrdy part of the sample

From AppendiXBilL, we know thdtr [|w(gz) —w(gr)| > &] < 2exp(—3£2k), for k < n/2. Addition-
ally, the selection of the seedand the computation of (¢, q,, s) can be viewed as applying uniformly
random subset sampling . Hence, it follows from AppendiXBl3 thataxq Pr[|w(gr) — w(gg)| >

7] < 4exp(—ky?/32). Settingd = £ + v, and using triangle inequality and union bound, we obtain

e = max Pr[Ju(gs) —w(ar)| 2 9
< min, [2exp(—562k) + dexp(—k(3 — )2/32)

< 6exp(—k:52/50),

where the last inequality follows from settigg= ¢/5 such that the two exponents coincide.

B.5 Example 5 — Pairwise one-out-of-two sampling, using owlpart of the sample

ForA = {0, 1}, a bound on the error probability,, . is obtained as follows. Lef be arbitrary, indexed

as discussed earlier. First, we show thdy) is likely to be close tav(gy). For this, consider the

pairs (g0, g¢i1) for which g;o # ¢;1. Let there be such pairs (where obvious/ < n.) We denote the

restrictions ofg; andgy to these indices with ¢;0 # ¢;1 by gr andgs, respectively. It is easy to see
thatwt(gr) + wt(gy) = £. It follows that for anye > 0 we have

Prllw(gr) — wigr)| = €] = Pr[jwt(qr) — wt(qz)| > ne]
= Pr[|wt(Gr) — wt(Gp)| > ne| = Pr[|2wt(gr) — | > ne|

< 2exp (—2 (%)26) = 2exp (—"752 . %) < 2exp (—%ezn) ,

9Note that our goal is to find a short and simple expressioherahan finding the tightest bound.
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where the third equality follows from replacingt(g) by ¢ — wt(gr), and the first inequality follows
from Hoeffding’s inequality (as each entry ef(g) is 0 with independent probabilitj).
Furthermore, for any > 0 we have the following relation involvings:

Pr(lw(ar) — w(gs)| = 7] < 2exp (~2k7%).

which follows from directly applying Hoeffding’s inequali Applying the union bound and letting
0 = € + v, we obtain

€ = max Prllw(gs) —w(gg)| = 0] <2 ng(i)l}s) [exp (—3€%n) + exp (—2k(0 — €)?)]
ec(0,

2kné? 152
< 4dexp <—m) < 4exp (—§5 k‘) )
where the last line follows from choosirgsuch that the two exponents coincide, and from doing some
simplifications while assuming < n /2.

B.6 Example 6 — Pairwisebiased one-out-of-two sampling, using only part of the sample

It will be convenient to define the index sets the union of two subsety C [n] x {0} andt; C
[n] x {1}. Note that the complements of these subsets should now leestadd as, = ([n] x {0}) \ to
andt; = ([n] x {1}) \ t1. Lett, andt; be constructed as follows. We first sample afset[n]; for each
element ofin], we include it inf with probability p. Then,ty := £ x {0} andt; := ([n] \ £) x {1}. Like
t, the seed is also defined as the union of two randomly chosen sets,sq U s1, wheresy C ty and

s1 C t1 2 These sets have fixed size; for a paramgterN, |so| = g and|s;| = % Now, the estimate

for w(q;) is computed ag (,q,.s) = L ([fo| w(ay,) + [f1] w(g,,)).

We need to show that(qy) is likely to be close tav(gg). Because we compute an estimate for
w(gr) as a function otv(qg,) andw(gg, ), we will first show that (with high probability}(q7,) ~
w(qg,) andw(qy,) ~ w(qg,). Then, we argue that(qs) ~ w(qrp,) andw(qz ) ~ w(qyg,), from
which we can also conclude (using the union bound) thatr ) ~ w(qg,) andw(qp) = w(qg, ).
Finally, we appl;i the union bc_;und again and combine the twanbe to obtain an upper bound for
Prllw(gr) — 5 (1Tol w(gs,) + |T1| w(gs,))| > 9]

The first step in the proof follows directly from Hoeffdingisequality,

Pr[|w(ar,) —w(gs,)| = 7] < 2exp (—2[So]7?) = 2exp(—ky?), foranyy > 0.

Trivially, this bound also applies to the relation betwes(y, ) andw(qs, ), if we substitute appropri-
ately. The second step, showing th&tly) (respectivelyw(77)) is likely to be close tav(7Ty) (resp.
w(T1)), is slightly more involved. Namely, although the sum of #iges ofT, and 7} is constant (to
be precise|Ty| + |T1| = n), their individual sizes are random. In Example 3 (see alppehdi{B.3),
we have already encountered a similar, though not identsitiation, i.e., Examplgl 3 considers uni-
formly random one-out-of-two sampling whereas here weyagabne-out-of-two sampling according
to a Bernoulli(p, 1 —p) distribution. Nonetheless, it is straightforward to getiee the proof of Ap-
pendix(B.3 to this (more general) case.

Let X := |Ty|. The expectation ofX is given by E[X]| = np. Let & be the event thak <
[(p — B)n, (p + B)n], for 3 > 0. From Hoeffding’s inequality, we known th&r[€] = Pr[|X — p| >

n

Again, Remarkll applies.
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B] < 2exp(—26%n). Like in AppendixXB.3, we find an upper bound that holds cdodid on the event
&, by substituting the boundary points of the interval usedefine€ in (),

2
Pr(lw(qr,) —wlgg)| =0 €] < —2(p—B)n (1 _ W)

= 2exp(—2n6*(1 —p— B)*(p — ).
Next, we apply the union bound to show that fox € < ~
Prl|w(gg,) —w(gs,)| =7 | €] < 2exp(—2ne*(1 —p — B)*(p — B)) + 2exp (—k(y — €)?)
By substitutingp by 1 — p in the expression above, we also obtain
Pr(|w(gr,) —w(gs,)| > 7| €] < 2exp(—2ne*(p— B)*(1 —p — B)) + 2exp (—k(y — €)?)

Finally, we combine the two bounds and we get rid of the cémmiitg on& by addingPr[£]. For any
0 > 0and0 < e < §, we may write

Elass = max Prllw(gr) — = !To! w(gs,) + [T1| w(gs,))| > 4]
= maXPr“ |To| w(gs,) + [T1| w(gg, )| > né]
— max Pr[!wt —|To| wigs,) + |T1| w(gs,)| > (ITo|6 + |T115)]
< maxPer qar,) — QSO)| > 5] —I—Per ar,) _W(QSl)‘ 2 5]

< 2exp(—2ne (1—p—PB)>2p— B)) + 2exp(—2ne (p—B)2*1—-p— B)) +
+ dexp (—k(6 — €)?) + 2exp(—28°n)

C Proof of Lemma(l

Proof. We will show that|.J|p}}%, > pw g, to be understood in tha |pli% — pw g is positive semi-
definite. With this shown, it then follows that for any degsitatrix oz and for any non-negative € R

2=l 1y, @ o — pwp > 27| Ty @ op — [T |pE = 727" Iw ® o — piis)

so that if the right-hand side is positive semi-definite tkeris the left-hand side. The claimed bound
Huin (pwB|E) > Humin (p35|E) — log | J| then follows by the definition of the min-entropy.
Writing out the measurements explicitly yields

pwe =) (Jw)w| ®Ip)lpaskeapl(w)iw| @ 1p) = Y Y adjlw)(wli){jlw)w] © [pEXey]

wew weWi,jet

and

P = Z jil? Y 1wl lw)w| © [pipXeis]-
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We want to show that¢|(].J|pits — pwe)|€) > 0 for all |€) € Hy @ Hp. We first considet¢) of the
special form|¢) = |v)|1g) with v € W, and compute/bountt |pw £|€) and (£|pli%|€) as

(Elowele) = 3 audloli) (1) (s o) (ehlve) = (3 aitvlidvlen) ) (D &Gl ehlvs) )

i,j€J ieJ jeJ
2
Zaz T;Z)E|(10E> s
ieJ
and
mix 1
EIPREIE) = loaP1(wli) (b rl o) |J|‘Zaz (wli) (wele)|” = 77 {€lowele).
ied

where the inequality follows from Cauchy-Schwarz inedyallhe claim,(¢|(]J]p%% — pwr)|€) > 0,
for anarbitrary |&) = >,y Bulw)|¥g) € Hw ® Hp now follows by linearity, and by noting that
(v, YE|pwElV, V) = 0 = (v,E|pE% v, ) for all distinctv, v’ € W, so that all “cross-products”
vanish.

O

D The Tightness of Theoren B

We show here that in general the inequality from Thedrém Rjie.t Specifically, we specify a natural
class of sampling strategies for which Theofgdm 3 is an eyuafiformally, this class consists of sam-
pling strategies that behave in exactly the same way if thdamized choiceg’ andS are replaced by
fixedchoicest, ands,, and instead the coordinates @fare shuffled by means of a uniformly random
permutation (chosen from a subgroup of all permutationgf formal definition is given below, but let
us point out already here that Example 1 as well as the QKD kagngtrategy discussed in Example 5
belong to this class. Indeed, for Example 1, instead of dhgos random subsér of size k one can
equivalently choose a fixed subset and randomly permutedsiéigns ofg. And, similarly for Exam-
ple[3, instead of choosing left or right from each p@jx, ¢;1) at random and then choosing a random
subset of sizé of the selected;;’s, one can equivalently fix these choices and swap each@gir;1)
with probability% and apply a random permutation to the first index.

Let S,, denote the symmetric group of degreg.e. the group of permutations ¢m|. For anyr € S,
andq = (q1,...,q,) € A", we writerq to express that permutes thg@ositionsof the elements o,
i.e.,mq = (qwfl(l), e ,qu(n)). If Vis a set of stringg € A", thenw) means that the permutation
acts element-wise owi.

Definition 5 (G-Symmetry of a sampling strategylet U be a sampling strategy, |&€t be a subgroup
of S,,, wheren is the size of the population to whidhis applied, and lefI be a random permutation,
uniformly distributed ovetz. We call¥ G-symmetrig if there exist, C [n] ands, € S such that

(w(qT)v f(T> ar; S)) ~ (w((Hq)fo)v f(tcn (Hq)to ) 30))

means that the pairs have the same probability distribatio

w_n

where “~
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A direct consequence of this definition is the following tiea, which we will apply later in this section.

Bps={a € {0,1}" : [w(az) - f(T,qr,5)| < 6}

|
~{q € {0.1}" : [w((llg)z,) — f(to, (Lq)r,, s0)| < 0} =1I7'BY,

We can now rephrase Propositidn 1 and prove it.

sym

Proposition 1 (Rephrased)For any G-symmetricsampling strategy?

6 /
Equant (\IISGym) = Eglass (\IISGym)

Proof We need to show that there exists a syst€mnd a statép 1) such thatA(pTSAE, ﬁTSAE)2 =
€% for prsap that minimizes the left hand side. As pointed out after theopof TheoreniB, the

particular construction ofrs4r used in the proof of Theorefd 3 does mlnlmme(pTSAE,pTSAE).
Hence, it suffices to show that there exists a syskeand a statép 1) (that depends of¥) such that

and anys > 0:

2
~ 2 (7) ~ ®) = ©
A(PTSAE7PTSAE) = ZPTS(t7 S)HSOAE‘SO%;}JE_ ] = ZPTS(t7 S)’<¢AE‘¢§$>’2 Class

t,s t,s

wherejrsag and|5E) are constructed as in the proof of Theorlem 3. The derivatfeeqoality [7)
can be found in the proof of Theordr 3. The outline of the raingipart of the proof is as follows; we
first present a candidate fop4z) and then we show that equalitiés (8) ahH (9) do indeed holthfer
State.

We chooseF to be empty. Furthermore, we define

‘SOAE> \/Féf q

whereqg* is such thaPr[g* ¢ B% gl = It follows from the projection construction f@k-s 4 that

class

~tsJ_ 7Tq
OAE) h T Z |

mEH; s

To prove equality[(B), we need to show that the inner prodiyei z| 5% )| is independent of and
s. Becausdpag) is a uniform superposition over permutations ¢df and ]cptsH is a renormalized
projection of|¢ 4x), we can easily compute this inner produ¢iar|355)| = |Hs|/v/IGl - [His| =
V/|Hzs|/|G|. It suffices to show thaltH, | is independent oft, s). It follows from the G-symmetry
that there exists a such thatB, = #B; . Furthermore, lefl be a random permutation, uniformly
distributed ovelGG. By definition of ; ; and becausé#l is uniformly distributed ovelG, we may write

whereH; , C G,i.e. H;, .= {m € G: 7q* ¢ B}, }.

[Hys| = |G| - Pr[llq" ¢ B)] = |G| - Prlq" ¢ I"'7B) ] = |G| - Prlg* ¢ I"'By, . ], (10)

where the last expression is clearly independerit of).
Now, let us focus on equalitif(9). We derived in the proof oéBteniB thal, | Prs(t, s) [(var|@5E)]* =
>4 Pa(a) Prlg ¢ B} 5], where the random variabig is obtained by measuring subsystenof [¢ ).
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By definition of|¢ 4x), Pg(g) > 0 only for g of the formng* for somer € G. Hence, to prove equality
@), we have to show that for any € G, Pr[rq* ¢ B)¢] = &%,... This follows directly from the
G-symmetry,

Pr(rq" ¢ By 5] = Prlrg" ¢ 117" By, | | = Prlq"¢n'II'By, | = Prlq"¢11'B] ] = Prlg" ¢ By .
(11)

Finally, note that[(TI0) and’(11) rely on the group structuré’o O

30



	1 Introduction
	2 Notation, Terminology, and Some Tools
	3 Sampling in a Classical Population
	3.1 Sampling Strategies
	3.2 The Error Probability

	4 Sampling in a Quantum Population
	4.1 Analyzing Sampling Strategies in the Quantum Setting
	4.2 The Quantum vs. the Classical Error Probability
	4.3 Superpositions with a Small Number of Terms

	5 Application I: Quantum Oblivious Transfer (QOT)
	5.1 The Bennett et al. QOT Scheme
	5.2 The Security Proof

	6 Application II: Quantum Key Distribution (QKD)
	7 Conclusion
	8 Acknowledgments
	A A Two-Sided Version of Serfling's Bound
	B Error Probabilities of the Example Sampling Strategies
	B.1 Example 1 — Random sampling without replacement
	B.2 Example 2 — Random sampling with replacement
	B.3 Example 3 — Uniformly random subset sampling
	B.4 Example 4 — Random sampling without replacement, using only part of the sample
	B.5 Example 5 — Pairwise one-out-of-two sampling, using only part of the sample
	B.6 Example 6 — Pairwise biased one-out-of-two sampling, using only part of the sample

	C Proof of Lemma 1
	D The Tightness of Theorem 3

