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Abstract—We introduce the notion of two-level fingerprinting from the same region are collected into ogeoup The
and traceability codes. In this setting, the users are orgamed ina  two-level fingerprinting codes studied in this paper hawe th
hierarchical manner by classifying them into various groups; for following property: As in traditional (one-level) codedet

instance, by dividing the distribution area into several gegraphic . . . . .
regions, and collecting users from the same region into one@up. tracing algorithm determines at least one of the guilty siser

Two-level fingerprinting and traceability codes have the flowing ~ the coalition size is at most Moreover, even when a larger
property: As in traditional (one-level) codes, when given aillegal numbers (> t) of pirates participate, the algorithm provides
copy produced by a coalition of users, the decoder identifiessne  partial information by retrieving the index of a group that
of the guilty users if the coalition size is less than a certai contains a member of the pirate coalition.

threshold ¢t. Moreover, even when the coalition is of a larger size - . .

s (> t), the decoder still provides partial information by tracing Formf_;ll def”_“F'O”S are _a_vallable in Sectioh Il. In S__ectﬂl I

one of the groups containing a guilty user. we obtain sufficient conditions for two-level traceabilitydes.
We establish sufficient conditions for a code to possess theFinally, we provide constructions for two-level fingergimg

two-level traceability property. In addition, we also provide codes and analyze the achievable rates in SeCfibn IV.
constructions for two-level fingerprinting codes and charaterize

the corresponding set of achievable rates. Il. PROBLEM STATEMENT

Consider the problem where the content is to be distributed
to M;Ms, users organized imM; groups, each of which

In order to protect copyrighted digital content againstuinacontainsi/, users. Assume that there is some ordering of the
thorized distribution opiracy, several combinatorial schemesyroups, and of the users within each group. Thus, any user
have been proposed in the literature (see [4] for a survay).ik identified by a pair of indices = (u1,u2) € [M1] x [Ms],
this paper, we focus on two such techniquiésgerprinting where the notatiofr] stands for the seftl, ..., n}. For a user
codes[5] and traceability codeg6]. u = (u1,us), let G(u) be its group index, i.eG(u) = ;.

The owner (distributor) of the content hides a unique mark The distributor hides a distinctive fingerprint in each lega
called afingerprintin each licensed copy bought by a user. Theopy. The fingerprints are assumed to be distributed insiele t
collection of fingerprint assignments is referred to asode host message so that their location is unknown to the users.
If a naive user distributes a copy of his fingerprinted conteMhe location of the fingerprints is the same for all users.
illegally, then the pirated copy can easily be traced back toLet n denote the length of the fingerprints. L@tdenote an
the guilty user. However, if a group of usersirates form a alphabet of (finite) sizg, usually taken to bgo,...,q — 1}
coalition to detect the fingerprints and modify/erase them t@ith modulog addition. An(n, M), (one-level)code (C, D)
create an illegal copy, then tracing a guilty user becomesisaa pair of encoding and decoding mappirgs [M] — Q",
non-trivial task. D : 9" — [M] U {0}, where the decoder output O signifies

Fingerprinting and traceability codes assign fingerprints a decoding failure. For convenience, we sometimes abuse
such a way that given an illegal copy, the distributor can userminology by calling the range of' a code, and use the
a tracing algorithm to identify at least one of the pirates aame notatiorC for it.
long as the coalition size does not exceed a certain thréshol  The distributor’s strategy of assigning fingerprints torase
which is a parameter of the problem. However, if the coalitiomay be either deterministic or randomized as explainedeén th
size exceeds this threshold, the output of the tracing élgor following subsections. Randomization can potentiallyéase
can be useless. the number of users that can be supported for a given finger-

To overcome this weakness, we formalize the notion @fint length at the cost of a small error probability.
multi-level fingerprinting codes, which are inspired by error- Notation: Throughout we will denote random variables
correcting codes with unequal error protection used in camm(r.v.'s) by capital letters and their realizations by lowease
nications problems (cf. for instance Bassalygo etlal. [8] letters. The Hamming distance between vectorg will be
focus on the simplest case of two-level fingerprinting cades written asdy (x,y), while |x| denotes the Hamming weight
this paper, but the concepts introduced apply to an arbitrasf x. If X is a set of vectors, we abbreviatényc y dg (x,y)
number of protection levels. as dy(X,y). We will denote theg-ary entropy function

In this setting, the users are organized in a hierarchid®} h(z) = -—zlog,z/(q — 1) — (1 — x)log, (1 — z).
manner, for instance, according to geographical locafitre.  For two functions f(n), g(n), we write f(n) = g(n) if
distribution area is divided into several regions, and sisdim,, ., n~!log(f(n)/g(n)) = 0.

I. INTRODUCTION
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A. Deterministic Codes We observe that arin, M1, Ms), two-level code which
AN (n, My, Ms), two-level code(C, Dy, D) is a triple is (t1,t2)-TA has thet,-TA property when viewed as an

consisting of one encoding and two decoding mappings (7, M1M>), one-level code; moreover, for coalitions of the
larger sizet;, one of the groups containing a pirate is closer
C: [Ml] X [MQ] — Qn,

to the forgery compared to the remaining groups. In this pape
Dy : Q" — [M] U {0}, (1) we examine sufficient conditions under which a two-leveleod

Dy : Q" — ([My] x [Ma]) U {0}, has the(t1, t2)-traceability property.

with O signifying a decoding failure. A two-level determstic B. Randomized Codes
assignment of fingerprints is given by the encoding mapping
C of such a two-level code. Thate pair of an (n, M, Ma),
two-level code is defined as

A randomized strategy to assign fingerprints is defined as
the following random experiment. The distributor has a fgmi
of (n, My, M), two-level codes{(Cy, D1y, Do),k € K},
(Ry, Ry) = (l log, M;, 1 log, Mz) ) where/C is a finite set of “keys”. The distributor chooses one
n n of the keys according to a probability distributi¢n(k), k €
A coalition of users is an arbitrary subset [gf/,] x [M,]. K). If the key k is selected, then fingerprints are assigned
Members of the coalition are commonly referred tqpaates —according toC, and tracing is done using; and Doy, The
A coalition U has access to the collection of fingerprintszode resulting from this random experiment is called a (two-
namelyC(U), that are assigned to it. L&t be a coalition of  level) randomized codand is denoted byC, Dy, Dz).
users and supposg(U) = {xi,...,x;}. In order to conceal  Following the standard convention in cryptography of the
their identities from the distributor, the coalition’s mbers system design being publicly available, we allow the users t
attempt to create a pirated copy with a modified fingerprifave knowledge of the family of codg$Cy, D1y, D2x)} and
y € Q". We assume that the cod€', D;, D,) is public and the distribution(-), while the exact key choice is kept secret
can be used by the pirates in designing their attack. by the distributor.
Note that although the fingerprint locations are not avail- Consider a coalitio/ of sizet. Any attack by the coalition
able to the pirates, they may detect some of these locati®ma be modeled as a randomized stratégy-, . .., -), where
by comparing their copies for differences and modify th& (y|x1,...,x;) gives the probability that the coalition creates
detected positions. Coordinateof the fingerprints is called y given that it observes the fingerprints,...,x;. Our
undetectabldor the coalitionU if z1; = xo; = --- = z;; and interest is in a special class of strategies which satisé/ th
is calleddetectableotherwise. The set of forgeries that can beestrictions [(R) in creating a forgery. A stratedy is called
created by the coalition in this manner is called #melope admissibleif
and is given by:

E(X1,...,X¢) = e Q" |yie{xi,..., x4, Vi € [n]}. o )
G ) {y < \y {m ui} []}(2 Let V; denote the class of admissible strategies.

Given a pirated copy with a forged fingerprint, the distribu- Denote the random forgery generated by using the
tor performs tracing based dB, and Ds to locate one of the StrategyV’ by Yc uv. The distributor, on observing the forged
pirates. The decoddp, attempts to trace the exact identity ofiN9erprint, employs the decodef3,; and Dy, while using
one of the pirates, whil®; focuses only on locating a groupth® keyk. For a given coalitiori/ and strategy’, we define
containing at least one of the pirates. the following error probabilities:

In order to extend the notion of traceability to two-level _
codes, let us consider the case where the tracing is accom- (€D, UV) =P [Di(Yewy) ¢ 6U)]

V(y|x1,...,x¢) =0foraly ¢ £(x1,...,%¢).

plished usingminimum distanc€éMD) decoding. Specifically, =E ) V(y|Ck (U)),
we take y:Dik (¥y)¢9(U)
Dy(y) = argmin dgy(C(u),y), e2(C, D2, U, V) =P [Dy(Yeu,v) ¢ U

u€([M;]x[Mo)] (3) _
Di(y) = G(Ds(y)). Ey;m;ywv(y'%w”’

If the minimum distance above is attained for multiple users o L

the decoderD, outputs any one of the closest users. Thl\ghere_ th_e expectation is ov_erthe K. with dlstrlbu_t|0n7r_(k).
leads us to the notion of two-level traceability codes in the Definition 2.2: A randomized cod€C, D1, D,) is said to
deterministic setting. be a(ty, t2)-fingerprinting withe-error wheret; > ¢, if:

Definition 2.1: A two-level codeC has(t1,t3)-traceability ~(a) For any coalitiorV of size at most, and any admissible

property (or is(t1,t2)-TA) wheret, > to if: strategyV/, the error probabilitys(C, Dy, U, V) < e.
(a) For any coalitonU of size at mostt, and anyy € (Pb) Forany coalitiorl/ of size at most, and any admissible
£(C(U)), the decoding resulD,(y) € U. strategyV’, the error probabilitye; (C, D1, U, V) <e.

(b) For any coalitionU of size at mostt; and anyy € We observe that afn, M7, M), two-level code which is
E(C(U)), the decoding resulb, (y) € G(U). (t1,t2)-fingerprinting has the,-fingerprinting property when



viewed as ar{n, M; M), one-level code; in addition, for the ChooseS;;, (i,j) € [M1,] x [May,], independently and uni-
larger sizet; coalitions, the tracing algorithm can locate dormly at random fromS,, ,,. Generatel,,, Mo, fingerprints

group containing one of the pirates with high probability.
A rate pair (R;,Rs) is said to be achievable for

Xij =Ri+ Sy, (i,]) € [Min] x [Ma,)

g-ary (t1,tz)-fingerprinting if there exists a sequenceand assigrX;; as the fingerprint for usefi, 5).

of (n,g"fin g"f2n), randomized codes that ar@,ts)-
fingerprinting with error probability,, such that

lim inf Rm = Ri,

n—00

lim ¢, =0,
n—oo

i=1,2.

Once the fingerprints are assigned, tracing is based on the
MD decoder[(B). The MD decoder may be sub-optimal in gen-
eral; however, it is amenable for analysis in our constaurcti

In the following subsections, we analyze the error proba-

The goal of this paper is to investigate constructions of tw®ility and characterize the achievable rate pairs for theveb
level fingerprinting codes and to characterize the cornegpo construction. The lemmas below will be useful in the analysi

ing set of achievable rate pairs.
Remark 2.3: 1) If an (n, My, My), two-level code is

Lemma 4.1:Let S have a uniform distribution orS,, .
Then, forl € [n] anda € O\{0}, P[S; =a] = w/(¢ — 1).

(t1,ts)-fingerprinting (resp., TA), then choosing anyMoreover, the r.v.’s{S;, € [n]} are asymptotically pairwise

single user from every group forms &n, M), one-
level code that ig;-fingerprinting (resp., TA).

2) If an (n, M1M,), one-level code ist;-fingerprinting
(resp., TA), then for anyts < ¢, it can also be
treated as &n, M1, Ms), two-level code that i$t;, t2)-
fingerprinting (resp., TA).

IIl. TRACEABILITY CODES

It is known [€] that a one-level code of lengthis ¢-TA if
the distance between any pair of fingerprints is strictlyatge

thann(1 — 1/t2). We wish to obtain an analogous result fos,(x1, . .

the case of two-level codes.
For a given two-level code”, we define the following
minimum distances:

dl(C) =

min
u,ve[M1]x[Ma]

w1 £V

min
u,ve[M;] X [Ms]

U2 FV2
Let d(C) = min (dl (C), do (C))

Proposition 3.1: Supposé; > t, andC is a two-level code

of lengthn with d; (C) > n(1—1/t3) and dx(C) > n(1—
1/t3). ThenC is (t1,t2)-TA.

dr(C(u), C(v)), (4)

d2(C)

du(C(u), C(v)). (5)

Proof: It is straightforward to see that the assumptions

in the proposition imply thatl(C') > n(1 — 1/t3). Therefore,
property (a) in Definitioi 2]1 follows directly from the rdsu
for one-level codes.

Next, we show that property (b) is a consequence Gite pairs forg-ary

d1(C) > n(1 —1/t3). Let U be a coalition of size at mogt
andy € £(C(U)). Then, there exists some userc U who
coincides withy in at leastn /¢, coordinates. For any user
such thatG(u’) ¢ G(U), the number of agreements wishis
at mostt; (n—di1(C)) < ¢+, thus establishing property (b

IV. FINGERPRINTING CODES

Forw € [n], denoteS,, ,, := {x € Q" : |x| = w}. For
Ry, Ry € [0,1], define My, = [¢"%], My, |g"Tt2].
Fix w € [0,1]. We taken such thatw = wn is an integer
and construct arin, M, Ma,), two-level randomized code
(C¢,Dy,,Dy,) as follows.

Fori € [My,], pick vectorsR; independently and uniformly
at random fromQ™. We will refer to theR,;’s as “centers”.

independent.

Lemma 4.2:Fix p € [0,1] ande > 0. Forl € [n], let Z; be
a Bernoulli r.v. withP [Z; = 1] = p, and let{Z;,! € [n]} be
pairwise independent. Then, withi := 3, ,,, Z;, we have

p(l—p
P2 ¢ Inp— )+ )] < 202
Notation: For a coalitionU/ = {u!,...,u’}, we denote the

realizations oqui,Rui ,Swi by x;,r;,s; respectively, with
x; = 1; +8;,i € [t]. Let z € Q' be a vector. Denote by
.,x;) the number of columns equal &’ in the
matrix whose rows arey,...,x;. Forp € [0,1] ande > 0,
definel,(p,e) := [n(p —¢),n(p +¢)).
A. (t,1)-fingerprinting

First, we consider th€2, 1)-fingerprinting property. This is
the simplest case of two-level fingerprinting that goes beyo
the known techniques for one-level codes. Although caelgi
of size 1 are trivial to handle for one-level fingerprintiriigis
still non-trivial to construct 2, 1)-fingerprinting code.

Theorem 4.3:For anyw € [0, (¢ — 1)/2¢], the randomized
code(C¥, D%, Ds,) is (2, 1)-fingerprinting with error proba-
bility decaying to O if

R <1-nh((g—1)/2q+w), (6)
Ry < h(w). 7)

Discussion:The above theorem provides a set of achievable
(2,1)-fingerprinting. Let us fixQ = {0,1}
and put the result in the perspective of bounds available for
one-level fingerprinting (see Figulé 1).
« Outer bound Since the (2, 1)-fingerprinting property
implies one-level 1-fingerprinting, we should hakg +
Ry < 1. Moreover, R; cannot exceed the rate of a
one-level 2-fingerprinting code (by part (1) of Remark
[2.3); thus, any upper bound for it also appliesRg. In
particular, by [[7]R; < 0.25.
« Inner bound By part (2) of Remark 213, the rate pairs
(R1, R2) such thatR, + Rs < 0.188 are achievable (with
MD decoding) using the-fingerprinting code given in
[8]. In fact, by allowing other decoders, we can do better,
achieving Ry + Ry < 0.25 through the2-fingerprinting
construction in[[2].



Ry ~ Innerbound8] < ¢"MP [dg(Ry;,y) < dg({x1,x2},y) + w],
(MD decodey

where we have exploited the independence in the constructio

_ Innerbound2] 3y "and (b) follows because if the fingerprint of anotheeu

(any decoder is within distanced from y, then the corresponding center is
- Outer bound7] within d + w from y. For e > 0, define
Va € Q
Inner bound ﬁ:—{r,r,s,s : ’ }
(our resuly (F1,72,81,82) S(a,a) (X1, %2) € I.(1/q%¢/q)

Observe thatX,: and X,: are independent and uniformly
) _ _ , , L distributed ovelQ™. Therefore, using Lemnia 4.2, itis a simple
Fig. 1. Achievable rate region for binai2, 1)-fingerprinting. The bounds
from previous works follow by using one-level fingerprimgischemes. matter to show thaP [(Ru} ) Ru;a Sut,Suz) ¢ 7, | decays to
0 asn — oo. Now, take any(ri,ra,s1,82) € 7° andy €
£(x1,x2). The number of undetectable positions{ir;, x2}
Proof: (of Theorem[4RB)Size-1 coalitionsiLet u = s at leastn(l/q — ¢), implying that dg({x1,x2},y) <
(u1,u2) be the pirate. For size-1 coalitions, the envelope is (1 1 +5)' Thus, in this case
degenerate as it consists of only the user's own fingerpririt. a

Now, anlp [dH (]:_{u’1 ) y) < dH({Xh X2}7 y) + w]

w w 1

=P[Fu £ u: Xy =X q
. _n(l—h(i(1-1 w)—

SP[Hu/#u:u&:ul’Xu/:Xu] =q (1 h(2(1 q+6)+ ) Rl)_

+P[Eu #u:uy # ui, X = Xy Substituting the above if](8) and takiag— 0, we conclude
(a) , that the error probability for size-2 coalitions approaBeif
< P [3us # uz Sy = S ®) holds. n

+P [Elu’1 #u1 dp(Ryy, Xy) < w] We now extend the techniques to larger coalitions.

® . n Theorem 4.4:For anyw such that%(l—q%l)ﬂu < %
< ¢""P [Suuy = Suyu] +¢"P [dr(Ry;, Xu) Sw]  the randomized codéc, D¢, Ds.) is (t, 1)-fingerprinting

n In>

= g W)= R2) y pmn(—h(w) =Ry with error probability decaying to O if
where (@) is due to the fact that if the fingerprint of anottsaru R <1—h (t —1 (1 _ 1 ) + w) 7 9)
matches with the pirate’s fingerprint, then the correspogdi gt
center is within distancev from the pirate’s fingerprint, and Ry < h(w). (10)

(b) follows from the union bound. Consequently, the error

. o . Proof: Size1 coalitions:For a single pirata, the analysis
gac:jbg?'itﬁ ffrh?:j)e 1 coalitions approaches Oftf, < /(w) in Theoren{ 4.8 proves that the probability of decoding error

approaches 0 iRy < h(w) and Ry < 1 — h(w).

Size-2 coalitions:There are two possibilities: either both Sizet litions: It be sh that th here th
users are in the same group or they are in different groups: Iz€¢ coalllions. It can be shown that Ihe case where Ihe
ates are in distinct groups is the dominant one. Once this

It turns out that the latter case is the dominant one. SinBE :
shown, we use exactly the same arguments as in the case

the analysis for the two cases is similar, we only consider e S - ; . :
latter ca)s/e below y of size-2 coalitions in Theorem 4.3. We finally obtain that th

Let U = {u',u?} be such a coalition. For any strateg)ﬁrrl(ér probability for coalitions of size approaches 0 |ﬂ:£9)
V € V,, we have olds.

Remark 4.5:A sufficiently large alphabet is required in
e1(C,, Dy, U, V) order for anw satisfying 52 (1 — A+ ) +w < 42 to exist.
— Z P [ri,r2,s1,89] Z V(y|x1,x2) For instance, it suffices to take> ¢ +1.

ry,r2,s1,s2 Yy
x P D1, (y) ¢ 9(U)
Consider the inner probability term

P [D%,(y) ¢ G(U)|r1,x2,51,52] p(w,7,a,5)

B. (t,2)-fingerprinting
r1,r27sl752}. (8) Letg > 3. Forw,v,a,8 € [0,1], with a < 1 —1~, 8 <,
at+B<w w—a<ny,let

w—a—70
a = (1 — h(| —— — h| ——mm—
O P U £ G0 dn (Koy) < d(frsaboy)] V)ﬁ (755)+ 0= <2 =
.
2P 30 £ O(U) s du(Rug,y) < dirl{x1,%2,) + 0] ol (;) (@ —a)log, (q_—1> ~ Blog,(a-2)



Let is the typical set. For simplicity, we have omittedand will

1 w2 use the approximate relations <, = in its place. Now, take
5 (w) = 3 (1 —(1-w)?— — 1) ; any (r1,ra,s1,82) € 7,° andy’ € £(s1,r1 +x2). The number
. 1 4 of undetectable positions sy, r1 +x2} is ~ n/q, while the
So(w) = = (1 — _) , number of coordinates where both symbols are non-zero is
2 q ~ nw(q —1)/q. This impliesdy ({s1,r1 + %2}, ") < nda(w)
filw) = max p(w,v,a,B), andnw(qg—1)/¢ < |y'| Sn(l— (1 —w)/q).
W <= (1-0) g (@) Let [y’| = yn, wherey € [0,1]. Then
falw) = ’?10%4 p(w,7,a,B). P dH(Su}u;ay/) < ndy(w)| = g E@),
w(E2)<y<1-222 v Bta<sr(w)
where
Theorem 4.6:Let ¢ > 3. For anyw such thatﬂ(l - _ _
L) 4w < % the randomized codéC,“;,Dfn,lt);’n) is B(w,7) = hiw) g P70, 5)
&, 2)-fingerprinting with error probability decaying to O if T ftest)
i1 1 Since~ can be chosen by the pirates such Tdaéﬁ;—l <~v=<
Ri<1-h (T (1 — t—_l) + w> , (11) 1- 1*7“’ by substituting the above i (114), we conclude that
9 the conditional probability off; (and E5) approaches O if
Ry < h(w) = max(f1(w), f2(w)). (12) R, < h(w) — fo(w). Similarly, we obtainR, < h(w) — f1(w)
Proof: Size+ coalitions are handled in the same way a¥Nen the pirates are in the same group. "
in Theoreni 4. Let us show that the rate region thus defined is nontrivial.

Size2 coalitions: There are two possibilities depending orf?1Ven« and, the maximizing values of the other arguments
whether the pirates belong to the same group or not. We skef{f area = w(l —v) and§ = wy/(¢ - 1), s0
the case where they are in different groups below. The other —1 log,(qg—2)
: imi B) < h log, & Bad
case is analyzed similarly. p(w, 7, a, ) < h(w) —yw| log, q—2 qg—1 :

Consider a coalitio/ = {u', u?}, where the users are inC | <h D. wh
different groups, and leV € V» be an admissible strategy,~°nsequently, we geha>i(1f1 (%gé%;(f;;) < h(w) — D, where
D = Dw) = w?’(logqg_—2 + ==

We have ~—) and D(w) > 0 for
all w > 0. This shows that the r.-h.s. df (12) is positive. By
ex(CY, D5 U V) Remar4.b, the r.-h.s. df (lL1) is also positiveyif- ¢ + 1 and
= Y Plrirasis Y Viylxi,xz) %(1 - q%l) +w < 4. This calculation can be further
ri,rs,s1,82 v refined because of the additional constraints on the pasamet
x P[DY (y) ¢ Ulry,ra,s1,89] . (13) «, 3,y mentioned above.
Acknowledgment: This work was partially supported
Now, by NSF through grants CCF0635271, CCF0830699, and
(D5, (y) ¢ Ul = E1 U B2 U E3, DMS0807411.
where, the eventdr;, Ey, F5 are formed of thosar' ¢ U REFERENCES

that Sa“Sfde(X;”Y) < du({x1,x2},y) and the conditions [1] E. Amiri and G. Tardos, “High rate fingerprinting codesdaie finger-

uy = ui, vy = u?, vy ¢ G(U), respectively. The error event  printing capacity,’Proc. 20th Annual ACM-SIAM Symposium on Discrete
E; was already analyzed in Theor¢m]4.3 and its conditional Algorithms(SODA 2009), pp. 336-345, Jan. 2009.

. ; . [2] N. P. Anthapadmanabhan, A. Barg and |. Dumer, “On the fipgeting
probability approaches 0 IEKG) holds. We considér below. capacity under the marking assumptiolEEE Trans. on Inform. Theoyy

The analysis forF, is identical by symmetry. Vol. 54, No. 6, pp. 2678-2689, Jun. 2008.
[3] L. A. Bassalygo, V. A. Zinov'ev, V. V. Zyablov, M. S. Pingk and
P {El ‘rh I, S1, SQ] G. Sh. Poltyrev, “Bounds for codes with unequal error pridecof two
sets of messagesrobl. of Inform. Trans.Vol. 15, No. 3, pp. 190-197,

o ’ 1. Jul.—Sep. 1979.
=P [EUQ 75 Ugy : dH(I'l + Sugu;,y) < dH({Xh X2}7 Y)} [4] S. R. Blackburn, “Combinatorial schemes for protectitigital content,”
Surveys in combinatorics2003 (Bangor), London Math. Soc. Lecture

< ¢"Fep {dH(rl + Sutuy y) <dg({x1,x2}, y)} Note Ser., vol. 307, pp. 43-78, Cambridge Univ. Press, Ciglgéar 2003.
[5] D. Boneh and J. Shaw, “Collusion-secure fingerprinting digital data,”

— "R p {d S.., v<d S1.T1 +x / } 14 IEEE Trans. Inform. TheopMol. 44, No. 5, pp. 1897-1905, Sep. 1998.
q Hl uiupr Y ) < du({s1,my 2hy)|, (14 [6] B. Chor, A. Fiat, M. Naor and B. Pinkas, “Tracing traitgréEEE Trans.

h ;L In thi Inform. Theory Vol. 46, No. 3, pp. 893-910, May 2000.
wherey’ = y +r; € £(sy,r1 + x2). In this case, we use [7] Y.-W. Huang and P. Moulin, “Saddle-point solution of tfiagerprinting

Lemmad 41l and 4.2 to show that capacity game under the marking assumptiddfoc. IEEE Internat.
—w Sympos. Information TheoySIT 2009), Jun. 2009.
S(O,o)(ShI'l + X2) =neg [8] S-C. Lin, M. Shahmohammadi and H. El Gamal, “Fingerprigt with
7;5 — (1'1, ra,s1, 52) L S(a a/)(Sl, r + Xz) ~ n(q wl)q ) minimum distance decoding,” preprint. arXiv:0710.270%t.C2007.

Va,a' € Q\{0}


http://arxiv.org/abs/0710.2705

	Introduction
	Problem Statement
	Deterministic Codes
	Randomized Codes

	Traceability Codes
	Fingerprinting Codes
	(t,1)-fingerprinting
	(t,2)-fingerprinting

	References

