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In multiprocessor systems, various problems were treated with Lamport’s logical clock and the
resultant logical time orders between operations. However, one often needs to face the high
complexities caused by the lack of logical time order information in practice.

In this paper, the so-called physical time order is proposed based on the global clock in multi-
processor systems. Concretely, we first utilize the global clock to infuse the pending period to each
operation in a multiprocessor system, where the pending period is a time interval in which the
operation starts and ends. Afterwards, we define the physical time order for any pair of operations
with disjoint pending periods. The physical time order is an underlying characteristic of any real
execution in multiprocessor systems due to that it is part of the truly-happened orders obeying
real physical time. Formally, the physical time order is proven to be independent and consistent
with traditional logical time orders.

The above novel yet fundamental concepts enables new effective approaches for analyzing mul-
tiprocessor systems, which are named pending period analysis as a whole. As a consequence of
pending period analysis, many important problems of multiprocessor systems can be tackled effec-
tively. As a significant application example, complete memory consistency verification, which was
known as an NP-hard problem, can now be solved with the complexity of O(n2 CPp) by utilizing
physical time order information (where n and p are the number of operations and processors re-
spectively, C' is some constant). Moreover, two event ordering problems, which were proven to be
Co-NP-Hard and NP-hard respectively, can both be solved with the time complexity of O(nCPp)
if restricted by pending period information.

Categories and Subject Descriptors: C.PRdrpllel Architectures]: General; F.1.21odes of Computation]:
Parallelism and concurrency

General Terms: Parallel, order, clock, multiprocessor system, memory consistency
Additional Key Words and Phrases: Physical time order, verification, physical time order, pending
period

1. INTRODUCTION
1.1 Motivation and Related Work

Many theoretical investigations of multiprocessor systdmat processors as distributed
spatially. In these investigations, Lamport’s logicalaid27], which is known as a cor-
nerstone in the parallel and distributed computing arsasftén utilized to partially order
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operations in multiprocessor systems. Given a pair of djggr®obeying some logical
time order obtained by logical clock (such as processorrpedecution order and so on),
the logically later operation should observe the efforttod togically earlier operation.
Once given the logical time orders between all pairs of cctifly operations in a system,
the final execution result of the system has been determiftags the logical order infor-
mation, if perfect, can reveal some intrinsic features oajpal and distributed computing
without a global lock which was considered hard-to-achigdewever, in real multipro-
cessor systems, it is often the case that the logical ordemiation is far from perfect.
That is because observing the logical order informationlloderations, especially the
low-level operations such as load, store, and synchrdoizatstructions, is often imprac-
tical in real systems. If purely replying on fragmentaryited time order information,
one have to infer or conjecture the orders between a largdauaf conflicting operations
[35; 13]. As a consequence, many application problems irtipratessor systems (e.g.,
memory consistency verification [12; 13; 14], event ordg{b], and so on) suffer from
the resultant high computational costs, and thus are hesolve.

During the past decade of years, driving by the developmkimtegrated circuit pro-
cess, SMP (Symmetric Multi Processors) and CMP (Chip MuticEssor) techniques, the
density of computing capacity of multiprocessor systenfassincreasing. The resultant
scaling down of multiprocessor systems rewakes the imtuitiea of utilizing global clock,
and a number of investigations with the consideration obgl@lock have been proposed.
Herlihy and Wing [19] proposed the concept of linearizajilivhich requires the accesses
to the same memory location happening in disjoint time irgksrwith respect to a global
clock, as a correctness condition of memory system. In [8R]glaet al. proposed a
temporal memory model “delta consistency” to offer time cow to coalesce write op-
erations to the same memory location. In [38; 43], the glaoainters, which implicitly
represent the global time, were employed to reason abowrttering of transactions in
transactional memory [20]. The common idea behind the abmesstigations is to obtain
logical order information (especially execution order afthe same memory location) by
explicitly or implicitly employing a global clock.

Nevertheless, the implication of a global clock is far mdrart providing some com-
plementary logical order information. A notable fact istthia a multiprocessor system,
the global clock actually provides a physical-time-basadial ordering containing all
happened operations in the system, and the ordering islyfi@atotal order: Two opera-
tions are not ordered by this ordering if and only if theirgise performed times (the time
when an operation is observed by all processors) on the Igttdzk are exactly the same.
The complementary logical order information obtained tigto the global clock is only
a part of the above partial ordering, since the logical ad®ncern merely operations
on the same processor or accessing the same location. |rifacéxtra order informa-
tion obtained through the global clock, together with otlogiical order information, can
produce a transition closure that further extends the aahl@ order information. To our
best knowledge, few investigation has concerned the abdva erder information. Such
neglect is probably due to the traditional view that “loditiae orders are enough to de-
termine the result of an execution, thus concerning exti@roinformation , which does
not change the result of execution, is not necessary”. Hewav this paper, it is discov-
ered for the first time that the extra order information is pdwl for simplifying many
problems in multiprocessor systems.
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Although we have mentioned the motivation of the paper aptwveake better use of
global clock in multiprocessor systems, we will still enater three concrete difficulties
in practice: First, it is hard to obtain the precise perfodniene of an operation, even
there is a precise physical global clock. The reason is timekact performed time of
an operation is correlated with the hard-to-observe integes of all processors and the
network of the multiprocessor system (e.g., whether arliotion message has arrived at
some processor). Second, even if one makes some comprardiséilizes a time interval
which includes the precise performed time, instead of tleeipe performed time itself,
one must face new problems, e.g., how to deal with the oveeldgime intervals of logi-
cally ordered operations (noting that most modern progsssm execute multi operations
overlappedly)? Third, it may be difficult to observe and melabe global time information
for all operations, since in a modern multiprocessor systeare are too many operations
performed in every second. In this paper, these difficuttrestackled effectively and effi-
ciently by our approaches.

1.2 Our Contributions

Given a global clock of a multiprocessor system in which tfieot of an operation can
always be globally observed in bounded timiet us consider two bounding time points
for the performed time of each operation, named the stag &ind the end time. The re-
sultant time interval from the start time to end time, whiobludes the performed time,
is called thepending period As a relaxation of the performed time, the pending period
is easier to obtain in comparison with the precise perfortimed, which will be shown in
Section 3.1 in detail. It is worth noting that the concept eh@ding period is pervasive:
The pending periods of two operations in the same processobe overlapped, which
enables the instruction-level parallelism (ILP) [25] atlmbby most modern processors;
the pending periods of two operations accessing a same rgéocation can also be over-
lapped, which leaves a space of overlapping memory accemsefficiency optimization.
Thus the concept of pending period can be adopted in most myamadels, from strong
memory consistency models (such as linearizability [18§&ntial consistency [28; 40]),
to weak memory consistency models (such as weak consisfg@Lyrelease consistency
[26]).

On the other hand, once any two operations have disjointipgrgeriods (even they
relate to neither the same processor nor the same memonmyolocahere is gohysical
time orderbetween the two operations. In Section 2.2, it is proven pigfsical time
order is independent and consistent with existing logioattorders. This is not surprising
since the physical time order is part of a truly-happenedjaa-time-based ordering with
respect to the global clock. Thus the physical time ordemiataral order which must be
obeyed by any real execution in multiprocessor systems.

On the basis of global clock, pending period and physicas timder, we introduce some
effective approaches for tackling problems in the contéxpending period, which are
namedpending period analysias a whole. These approaches attempt to utilize the infor-
mation brought by global clock to the full extent, involvibgt not limited to the traditional
logical time order information. The first approach, assigntranalysis, aims at assigning
values for pending periods of all operations when the pengariods of only part of op-

1For the sake of brevity, when we are talking about a multipssor system, we imply that the precondition does
hold.
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erations can be observed directly. This approach can siéécthandle the difficulty of
observing and recording an immoderate amount of operabignisferring pending peri-
ods for part of operations. The second approach callediéroamalysis distinguishes the
operations with overlapped pending periods from those digjoint pending periods, and
manage to prune the frontier graph [13]. As a consequenean#iximal number of nodes

in a frontier graph is significantly reduced fra@{(n/p)”) to O(nC?), while the maximal
number of edges is reduced frad{(n/p)?*!) to O(nC?p). Noting that many problems

in multiprocessor systems can come down to graphic probdentise frontier graph, fron-
tier analysis may be applicable to reduce the time compésxif these problems. The
third approach, order analysis, further explores ordeysibe the physical time order. The
order analysis aims at characterizing the so cdileeé global order which is the transi-
tion closure of the physical and logical time orders. A resfibrder analysis is that any
cycle, in theTGO execution graphepresenting the time global orders in a system, can be
localized to involve merel®)(p) operations. This conclusion is important to guarantee the
correctness of a multiprocessor system.

One established example for validating the effectivendgshgsical time order and
pending period analysis is the well-known memory consisterrification problem, which
was known as an NP-hard problem [12; 13]. With the conceptagamloaches developed
in this paper, the problem can be solved with the time conitylex O(n2C?p) in the con-
text of pending period. This method has been employed idatdin of an industrial CMP
[6; 23]. Additional examples are the event ordering protdemhich investigate the pos-
sible orders between pairs of operations. The investigateblems have been proven to
be co-NP and NP respectively [35]. However, if these proklane restricted by physical
time order, then they can be solved with the time complexXit9 0:C?p). The successful
applications of our approach demonstrates that the gldbekcphysical time order and
pending period analysis are effective and efficient in tagkVarious problems in multi-
processor systems, especially those problems relatingmdiér graph.

The contributions of this paper can be summarized as follivst, we provide a novel
notion for global clock in multiprocessor systems, showtingt the physical-time-based
partial ordering information exported from the global dpthough has been neglected in
some sense, is very powerful in tackling many problems irtipnaicessor systems. Sec-
ond, the proposed physical time order has established d,nmateral and fundamental
concept for multiprocessor systems, which is independentbnsistent with the tradi-
tional logical time orders. Third, a set of approachesgechfiending period analysis as a
whole, are developed and have been successfully used iypge of well-known applica-
tion problems in multiprocessor systems, one of which has leenployed in industry. The
resultant new solutions for the application problems haaeersignificant improvements
in comparison with the previous results.

The terminology used in the rest of this paper is introducetiable I. The rest of the
paper is organized as follows: Section 2 provides the definitf physical time order in
multiprocessor systems. Section 3 presents the approael@sying to pending period
analysis. Section 4 introduces two related applicatiorscti®n 5 concludes the whole
paper.
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S Multiprocessor system
u, v (with a subscript) Operation

w (with a subscript) Write operation

r (with a subscript) Read operation

O (with a subscript) Set of operations

P (with a subscript) Process / processor

P (with a subscript) Path on a graph

P Set of paths on a graph
¢ Set of cycles on a graph
C Cycle on a graph

f Frontier

n Number of operations

D Number of processes (processors)
C Constant

E Execution order

P Program order

PO Processor order

GO Global order

T Time order

TGO Time global order

Table I. Notations in this paper.

2. PHYSICAL TIME ORDER IN MULTIPROCESSOR SYSTEMS

Lamport’s logical clock [27] enables partially orderingetevents (operations) occurring
at different processes (processors) of a distributed systeuring the past thirty years,
his logical “happened-before” order has generated diffietgoes of logical time orders
for multiprocessor systems, such as processor order, gxearder and so on. Briefly, if
we are able to know all the “happened-before” orders (iagickl time orders) between
operations, the execution of these operations, which caggresented by a DAG (Directed
Acyclic Graph) named execution graph, is then determinedwé¥er, in practice it is
often the case that we can only acquire part of the logica timdlers between operations.
Hence, if purely replying on the logical clock, one may needhfer and conjecture the
orders between pairs of operations, which may be inherahteviormous search spaces.
As a result, there might be an intractably large number oflickrie executions that do not
violate our obtainable information, which may be not onlgdrrect but also difficult to
distinguish the incorrectness.

An intuitive idea of tackling the above situation is to rewake idea of global clock.
Probably, the simplest way of utilizing global clock is totaim the precise performed time
of all operations. However, due to that observing the peggesformed time of one opera-
tion may involve many components in the system, this idept@gch is rather impractical.
An alternative choice is to relax the precise performed timthe physical time interval
(i.e., the pending period) which includes the performecetinin this way, although the
compromise may eliminate some order information impliedjlmpal clock, partially allo-
cating and utilizing the natural physical “happened-befarder implied by the physical
time become possible. Such an order is called physical titero
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In this section, we will first provide a brief introductiontiaditional logical time orders.
After that, we will provide more detailed explanations famngling period and physical
time order, including the corresponding definitions. Hipahe relationship between the
physical and logical time orders is studied theoretically.

2.1 Logical Time Orders in Multiprocessor Systems

In this subsection, we briefly introduce some traditiongldal time orders in multiproces-
sor systems, which are based on logical clocks. Concré¢elys review the definitions of
program order, processor order and execution order, whiethaee well-known types of
logical time orders in multiprocessor systems.

Definition 2.1 (Program Order) Given two different operations, andus in the same
processor, we say that is beforeus in program order iffu; is beforeus in the program.

We denote this asg; i Us.

Definition 2.2 (Processor Order) Given two different operations, andus in the same
processor, we say thag is beforeus in processor order iff there is global agreement that

. . PO
uy is beforeus for all processors. We denote thisas— us.

In multiprocessor systems, two operations are conflicfitigey access the same mem-
ory location and at least one of them is a store operation [Ai¢ execution order specifies
the order between two consequent conflicting operatioris [21

Definition 2.3 (Execution Order) We say that a write operatian is before operation
u in execution order iffw is the latest write operation befotethat accesses the same

memory location as. We denote this a& s u. We say that a write operatianis after
operationu in execution order iffw is the first write operation after that accesses the

. . E
same memory location as We denote this ag — w.

In addition, the transitive closure of processor and exenubrders is known as the
global order:

Definition 2.4 (Global Order) We say that operatiam, is before operation, in global
order iff uy is beforeus in processor order, ar; is beforeus in execution order, ot is
before some operatianin global order and: is beforeu, in global order. Formally,

(ug Q)UQ) — ((uy P—O>u2) V (uy EEN u2) V (Fu € 0wy 9 u %1@)).

So far we have already introduced a number of traditionatkddime orders in multi-
processor systems. All the above orders are based on Lasihappened-before” logical
relation [27]: the logically former operation is before tlogically latter operation in log-
ical time order. In practice, it is often the case that onlytpaf those relations can be
observed directly, especially the execution orders [1@}.dxample, to observe the write-
write execution orders, one may add specific hardware toecagherence maintainer [34].
Even if we can infer some hard-to-observe orders based onrkooders, the number of
candidate executions for parallel programs may still beagtably large, since the case in
which we can infer all logical time orders is rare. To copehwihiis problem by exploit-
ing more information about the relations between operatiove propose the so-called
physical time order in the next subsection.
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2.2 Physical Time Order

In a von Neumann architecture, an operation must be fetctiedhie processor before it is
executed, hence there is a start time for any operation. bbeegfact implies that, before
an operation starts, it cannot affect other operations.h@rother hand, an operation can
be globally observed before it ends at some bounded time,mpuen some appropriate
hardware (e.g., store atomicity [1]) or supplementarygaie (e.g., broadcasting). There-
fore, given the global clock, we can assign a start time anenahtime to each operation
in a multiprocessor system. Compared with the performed tirhich involves the states
of all processors, all caches and the network in the wholdipnatessor system, the start
time and the end time are easier to obtain because of thailitipand flexibility.

Based on the start time and the end time of an operation, wéderahe following
definition ofpending period

Definition 2.5 (Pending Period) The pending period o is the period fromt,(u) to
t.(u). We say that an operatianis in the pending period of operationiff the pending
periods of the two operations are overlapped.

The concrete methods of observing start and end times driéenttire-dependent. Hence,
there are different observations and implementations émdmg period and the related
supports. However, the following essential idea of pengiagod is invariableThe per-
formed time of an operation —i.e., the time when the openatigperformed globally— must
be in its pending period.Therefore, regardless of the concrete definitions of shaue t
and end time, a partial order exists between two operativesuting in disjoint pending
periods. We call the partial ordphysical time order

Definition 2.6 (Physical Time Order) Given two operations andw, if the following

(1) the performed times af andv are in their pending periods respectively;
(2) the end time of operatiomis before the start time of operation

both hold, then we say thatis beforev in physical time order. Formally,

(ts(u) < tp(u) < te(u)) A (ts(v) < tp(v) < te(v)) A (te(u) < ts(v)) > (u KN v). (1)
As illustrated in Figure 2.2a, the pending perioducdndv are disjoint, thus there is

physical time order betweanandv, i.e.,u EINPPT Figure 2.2b, the pending periodswof
andv are overlapped. Hence, either the performed time isfbefore the performed time
u, or the performed time of is before the performed time are possible. Therefore, in
such a case there is no physical time order betweandv. That is, if operation is in

the pending period of operatian then—(u Loove S u) holds according to the above
definition.

Notably, the physical time order betweerandv does not require that the two operations
are executing in the same processor or accessing the samerynlaation. Instead, it
simply depends on the pending periods:@ndv resulted from the physical time given by
the global clock.

2.3 Relationship between Physical and Logical Time Orders

In this subsection, we discuss the relationship betweesipaltime order and traditional
logical time orders. Fundamentally, a remarkable diffeecbetween the former and the
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t(u) fo(u) 15(v) 1(v)
. v v v v

(a) disjoint pending periods of u and v

v

t(u) 1(v) 1(u) 1e(v)

(b) overlapped pending periods of u and v

Fig. 1. Time points of operation andv on time axis (left side is earlier), whetg(-) andt.(-) represent start
time and end time respectively.

latter is that, physical time order is based on physicalglolwck while logical time orders
are based on logical clock. Due to the above difference,iittisitive that physical time
order is independent with logical time order:

THEOREM 2.7 TIME ORDERINDEPENDENCY T THEOREM. The physical time order and
logical time order are independent with each other.

Proof. First, let us consider a multiprocessor system in which thg §mes and the end
times of all operations areé and co respectively. In such a system, there is no physical
time order between any pair of operations. However, thenebeasome logical time order
between operations. Therefore, the physical time ordes doecontain any logical time
order.

Second, let us consider a multiprocessor system in whiabpaltations have nontrivial
assignments of pending periods, and access distinct meowations. In such a system,
there is no logical time order between any two operationsffierént processors, while
there can be some physical time order between operatioriffénetht processors. There-
fore, any logical time order does not contain the physicaétorder[]

Another issue concerns the following question: Whetherghsical time order and
logical time order contradict with each other? As we know,hysical time order between
two operations implies that one operatiphysicallyhappens before the other operation,
while the logical time order between two operations imptlest one operatiofogically
happens before the other operation. Intuitively, if ther@® bug in the multiprocessor
system, the logical clock should comply with the physicabgll clock.

To carry out the investigation, we need a common and natuiteria for comparing
physical time order with logical time orders. A solution@use the physical time points
given by global clock to characterize all the above ordénsesphysical time order is based
on the start and end time points, and logical time order carepeesented as the relation
between the performed time points. Following this idea, isedll formulae linking the
orders to physical time points as follows:

(1) The performed time of operatianis between the start time and the end time: of
ts(u) < tp(u) < te(u);
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(2) If uis beforev in physical time order, then the end time:wois before the start time of
v

(u 5 v) = (to(u) < ts(v));

(3) If wis beforev in processor order, then the performed time &f before the performed
time of v:
(1 =% 0) = (tp(u) < tp(v));
(4) If wis beforev in execution order, then the performed time.a$ before the performed
time of v:

(u 25 0) = (tp(u) < tp(v));
Based on the above formulae, we can prove the following graor

THEOREM 2.8 TIME ORDER CONSISTENCY THEOREM. The physical time order is con-
sistent with the global order, i.e., the transition cloturéthe processor and execution
orders. Formally,

w5 ) = —(u S 0). )

Proof. According to Definition 2.6, the above theorem is equivatentu <o, v) —

(ts(u) < te(v)). Since(u L2 v) = (t,(u) < t,(v)) and(u 2 v) = (tp(u) < t,(v))

both hold, by transitivity of partial order we obtain that =% v) — (tp(u) < tp(v)).

Sincets(u) < t,(u) andt,(u) < te(u), (u £9, v) = (ts(u) < te(v)) holds.d

The independency and consistency between the physicabtides and traditional log-
ical time orders demonstrate that the former is novel yaetinaht In the rest part of the
paper, we will show that physical time order, together with ftorthcoming approaches
named pending period analysis, are powerful for tacklingyr@roblems in multiproces-
sor systems.

3. PENDING PERIOD ANALYSIS

So far we have introduced the concepts of pending period hysigal time order in the
context of global clock. In this section, three concreterapphes based on the aforemen-
tioned concepts are proposed to analyze the problems inpmadéssor systems. These
approaches are named pending period analysis as a whale,tbigy concentrate on dif-
feren aspects of pending periods.

The first approachssignment analysaims at obtaining the pending periods of opera-
tions. As we have mentioned, the physical time order doet bgitween two operations
only if the pending periods of the two operations are digjdinus knowing the pending
periods of operations is essential to obtaining the paéeptiysical time order between
operations. Moreover, as a new restriction to multiprooesgstems, pending period may
forbid many candidate executions of parallel programs tvkiiolate the ordering imposed
by a global clock. Accordingly, the second approach, nafraatier analysis aims at
pruning the search space of candidate executions in thexooit physical time orders
and pending periods. Finally, suppose we have already kilog/pending periods of all
operations by some approach, then there are probably soenatmms between which no
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physical time order holds in response to their overlappediing periods. The third ap-
proach,order analysis aims at tackling the undiscovered order for the operatigitis
overlapped pending periods. In this section, the abovecaghies will be introduced in
detalil.

3.1 Assignment Analysis: Inferring Pending Periods

To obtain all the physical time orders between operations, must know the pending
periods (determined by the start and end times) of all ojzersiin a multiprocessor system.
As we have mentioned in Section 2.2, there are different wagbserve pending period for
facilitation in different systems. For example, some dat#id registers are added to each
processor in Godson-3 [6] to observe the bounding time paifitnstructions (low-level
operations), including progracounter/startime pairs of the last started operation and
programcounter/endime pairs of the last ended operation [6]. Purely softwaethod is
also possible to observe time points especially for higielleperations, e.g., employing
some global memory address as time counter.

On the other hand, in many cases, it is hard to observe diretlpending periods of all
operations if there are too many operations (especiallyléwgl operations such as load,
store, and synchronization instructions). Furthermaren®ne can observe all the pending
period information, there may also be difficult to recordmdhding period information in
many systems if the speed of generating pending periodirdtion is faster than the speed
of recording pending period information.

To cope the difficulty of obtaining and recording pendingipérinformation, the as-
signment analysis is proposed to make a compromise by dhgehe pending periods for
only part of operations, and inferring the pending periaiglie rest operations according
to the following rule:

Inferred Pending Period Rule?: In a multiprocessor system, given an operation set
O = {uy,us,...,u,}, and an observed operation subBgt; = {tobs; s Uobsss - - - s Uobs,, |
(1 < obsy < obsy < --- < obs,, < n), if the pending periodt s (uops, ), te(uops;)] has
been observed for each operatiaf,, € O, then the pending period for any operation
u € O\ Ops, denoted byt (u), te(u)], can be inferred as follows:

ts (’LL) = tS (precobs (u))
te(u) = te(SUCGhs(u))

whereprec,, . (u) andsucg,s(u) are the last observed operation befarén processor
order and the first observed operation aftén processor order respectivélyFormally,

(PreGyps (1) € Oops) A (PG, (1) =% 1) A 17 (PreGyps (1) 2 tgps, 5 1)
(SUCGhs (1) € Opps) A (1 =25 SUCGHs (1)) A B (1 225 tps; 2> SUCGs (1))

We call a pending period of an operation is legal if it consaime performed time of the
operations. It is not difficult to prove the legality broudpytinferred pending period rule.

2In some multiprocessor systems supporting some weakeistemsy other than sequential consistency, there
may be no total ordering for the operations on a single psmred herefore, thprec,;, or sucg,,s of u may be

not unique. However, arbitrarec,, . andsucg, for u are reasonable to provide a legal assignment of pending
period tou.

3To avoid there is n@rec,,, or sucg,,s for any unobserved operation, we require that each oparatithout
predecessor or successor operationratessor ordeshould be observed.
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THEOREM 3.1 INFERREDPENDING PERIOD THEOREM. If the observed pending pe-
riod of each observed operation is legal, then the inferredqing period based on the
inferred pending period rule is legal.

Proof. Consider an operation € O \ O,s. If the inferred start time of, is 0, then
ts(u) = 0 < tp(u), elsets(u) = ts(prec,,(u)) < ty(prec,s(u)) < t,(u). Hence,
ts(u) < tp(u) holds. If the inferred end time af is oo, thent,(u) < oot.(u), else
tp(u) < t,(SUCChs(u)) < te(prec,,,(u)) = te(u). Hencet,(u) < t.(u) holds. Since the
performed time of. is in the inferred pending period af, the inferred pending period is
legal.(]

t(u;) =0 u t(u;) =20

Uy

u3

Uy

Us

Ug

uz

tS(Ug) =100 ug te(Ug) =200

Fig. 2. Time points of operations, to u; are inferred withu; andus.

As shown in Figure 2.2, with merely observed pending peradds andus, the pending
periods ofu, to u7 can be inferred: their start times are the same with the tataetof v,
their end times are the same with the end timagpf

Consideringn operations, with assignment analysis, one only need torebskrectly
the pending period of one operation out of everyoperations (for example, one out of
every 100 (i.e.,n = 100) operations is observed directly in [6]), the pending pesiof
the restn(m — 1)/m operations can be then inferred. As a result, the inferredlipg
period would be looser than the observed pending period. edewy this approach can
reduce the difficulty of observing and recording pendingqeemformation by inferring
pending periods.

3.2 Frontier Analysis: Pruning Frontier Graph

For multiprocessor systems, it is a natural problem to aallje candidate executions of
a parallel program. When the logical time order informati®tperfect”, i.e., the orders
between any pairs of operation (if there are), are known tthesabove problem is trivial.
However, since it is often the case that we can only obserdeérder limited logical time
order information (especially execution order), we maydieeconsider a number of can-
didate executions with respect to the same program, whiamoticonflict the obtainable
order information. If the available order information istmough, some execution may
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be actuallyillegal (violating memory consistency or cache coherence) butsitdgen con-
sidered as candidate executions. Unfortunately, distigng such an illegal execution
from the legal one might be very time-consuming [12; 17]. His tsection, we propose
an effective and efficient approach, which is named frorgralysis, to prune the space
of candidate execution for a parallel program. The frordigalysis approach is based on
the aforementioned concept of physical time order and pengieriod. To present our ap-
proach, we begin with Gibbons and Korach’s notion of frangiaph [13]. Following the
brief introduction to frontier graph, we then show how fiengraph is pruned in terms of
frontier analysis. A corresponding complexity descriptwill also be provided.

Briefly, let us introduce Gibbons and Korach’s concept ohfier graph: Giverp pro-
cessesPy,...,P,, andp setsOq, ..., O, containing all the operations executing at the
abovep processes respectively. A frontigfu,, . .., u,) is a tuple ofp operations, where
Vi € {1,...,p}, u; € O;. Gibbons and Korach [13] further proposed the frontier grap
consisting of all possible frontiers in the system and thheaded edges connecting frontiers.
It starts with anstarting frontier consisting ofp NULL operations, which represents the
situation that no operation has executed at the very beggnrt ends with aerminating
frontier consisting of the terminating operations at tiirocesses, which represents the sit-
uation that all operations has begun at the very end. If a penedionu; € O; happens, the
frontier f(u1,...,u;,...,u,) Will be updated to another frontigff’ (u1, ..., u}, ..., up,),
and fromf to f’ there is a directed edge in the frontier graph. Thereforehh eandidate
execution can be mapped to a path from the starting frorttihre terminating frontier on
the frontier graph.

In multiprocessor systems, a frontier can demonstrate jaskioa of the executing op-
erations in thep processors: the executing operations in the proce$3ars ., P, are
ui,ug, . .., u, respectively. Intuitively, many important problems of itijpdlocessor sys-
tems, which is inherent with search spaces of candidateuéres, can be transformed
to graphic problems related to the frontier graph, such asiong consistency verifica-
tion and event ordering problems. The complexities of smvhese problems directly
relate to the size of frontier graph. Unfortunately, acaagdo Gibbons and Korach [13],
there areD((n/p)?) possible frontiers in total, which results in the intradlifpof many
multiprocessor system problems. In [13], Gibbons and Ko@oposed to use additional
information such as read mapping (the mapping from every ted¢he write sourcing its
value) and total write order (the write order for each memocgtion totally) to simplify
the traverse on the frontier graph. Intuitively speakiregd mapping and total write or-
der can reduce the number of possible edges connectinghidreatier by specifying the
relations between write and read operations, and it canrathace the number of reach-
able frontiers. Consequently, the time for finding a patimfitbie starting frontier to the
terminating frontier on the frontier graph is also reducklbwever, since read mapping
and total write order may involve all processors in a systmserving and restricting read
mapping and total write order (especially the latter) migdadifficult in practice [17].

Instead of relying on some logical information about reaghpiag and total write or-
der, we infuse the natural information including physidale orders and pending periods
into the frontier graph, and manage to prune the frontieplgia frontier analysis. The
idea of frontier analysis is quite straightforward: Sinlae bperations in the same frontier
are executing overlappedly, an operation in a frontier ithm pending periods of other
operations belonging to the same frontier. Meanwhile, thesjzal time orders eliminate
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Fig. 3. The operations in the frontier involving operaties; should be in the pending period obs.

the frontiers which contain two or more operations with @isj pending periods. As the
example shown in Figure 3.2, the cloud represents the pgminod of operationuss.
Only the shadowed operations in the clouds can appear ingh#drs involvinguss, since
the operations out of the pending periodgf cannot execute overlappedly withs.

With the above natural property, we can again figure out tmelyar of feasible frontiers
(in the context of physical time order) which contain a sfieciperation.; in ap-processor
system. A feasible frontier containing can be obtained by picking — 1 operations
from the operations whose pending period is overlapped thil of «;, to fill them to
the corresponding seats of the frontier. Moreover, sina egeration in the systems
discussed in this paper can be globally observed in bournihed] we letB be the upper
bound of the lengths of all pending periods. Hence, in onegssor, the maximal number
of operations within any pending periods is no larger thBn(wherec is a constant, and
we letC' = ¢B), which dose not rely on the number of operationsTherefore, there
can be at most’?—! feasible frontiers involving:;. Meanwhile, since we have at most
different choices when determining the specific operatigrihe total number of feasible
frontiers in the frontier graph is then significantly redddeom O((n/p)*) to O(nCP).
Noting that the number of processops,is a constant for a given multiprocessor system,
thus the number of feasible frontiers is actuallyn) for a given system.

Further, the number of edges in the pruned frontier graptatsmbe calculated. As we
know, there are operations in a frontier, and we know that within the pengirgod of a
specific operation there are at ma&t operations in the total processors. Hence, for any
frontier, there are at mostp operations that can extend the frontier. Hence, the nunfber o
outcoming edges from each frontier is bounded from abovw@hyRecall that the number
of feasible frontiers is at mogd(nC?~1), the total number of edges in the frontier graph
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is O(nCPp) in the context of pending periods and physical time ordeigil& to our
discussions in the last paragraph, the above asymptotér a&dn factO(n) for a given
system.

To sum up, with pending period information, frontier an@ysnables one to deal with
the pruned frontier graph, which has only linear numbersoafas and edges with respect
to the number of operations. Many problems relating to tlatfer graph can thus be
simplified. A crucial characteristic of frontier analysssthat it has successfully utilized
the physical time orders, which may include some ordersrditas logical time orders, to
localize the computation of many undiscovered orders.

3.3 Order Analysis: A Technigque Beyond Physical Time Order

As a new dimension of ordering relations in multiprocess@tems, the physical time
order can order some operations that are concurrent fratititnaal points of view. How-
ever, it is still problematic to say that two operations witkither physical nor logical time
orders are concurrent. In this section, we present a new treeis beyond physical and
logical time orders, and then study the related techniquisranalysis, on the basis of the
new order.

As we have mentioned in Section 2.2, the physical time ogliedependent and consis-
tent with traditional logical time orders. Hence, it is aural idea to consider the combi-
nation of physical and logical time orders. Formally, thensition closure of the physical
and logical time orders, which is now namtde global ordeyis defined as follows:

Definition 3.2 (Time Global Order) We say that operatiom, is before operation, in
time global order iffu; is beforeus in processor order, ai; is beforeus in execution
order, oru; is beforeus in physical time order, ot is before some operatianin time
global order and: is beforeus in time global order. Formally,

TGO PO E T
(U1 —_— UQ) — ((u1 — UQ) \Y (u1 — UQ) V (u1 — UQ)

V(3u €O :uy RSN ﬂ>u2)).
Time global order is not the simple addition of physical aodi¢al time orders. Due to
the transitivity of partial order, two operations with riat physical time order nor logical
time order may have certain time global order.

Now let us come to a novel technique named order analysigndive definition of
time global order. Order analysis exploits time global osdieetween operations, and
utilizes them to check the correctness of an execution. A&mesv, the correctness of
an execution in a multiprocessor system is equivalent totlerehere is some cycle in
the corresponding execution graph, where the executigohgsaa DAG with its nodes
representing operations and its directed edges repregeht orders between operations
(traditionally, these orders are processor order and ¢xgcarder). Given the pending
period information, a correct execution must further compith the time global order.
Hence, checking the correctness of an execution is thervaagut to finding a cycle in
the corresponding execution graph, which contains edgessjponses to processor order,
execution order, and physical time order. We call this typgraphTGO execution graph
[6].

Let ¥ be the set of all cycles including operatiarin the TGO execution graph. Fur-
thermore, let be a cycle belonging t&’ (C € %), such that: is an operation i€ (u € C).
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Intuitively, for any operation:, there are three kinds of cycles containingl) all opera-
tions of the cycle except are not in the pending period af 2) some operations of the
cycle are not in the pending period @f while other operations are in the pending period
of u; and 3) all operations of the cycle are in the pending perfod o

Concerning the first kind of cycles which mainly involves ogg@ns outside the pending
period ofu, the following lemma proves that they can be reduced to fipdocal cycles
involving two operations.

LemmA 3.3. [6] Given a time global order cycl€ containing operationu, if all op-
erations inC exceptu are beforeu in physical time order, there must be a write operation
w in cycleC, which is afteru in execution order. Formally,

(VvEC:(v#u)%(vgu)) —>(3w€C:u£>w).
Proof. Given that operation’ is the successor af in cycleC, there are three situations
for us to consideru — v/, u ~2 o/, andu < '. We know that all operations if
exceptu are before: in physical time order, therefore =+ ' does not hold. Sincg, (v')

is beforet, (u), u 29, +' does not hold. Hence, = v’ holds. Furthermore, i is a read
operationy’ certainly cannot get the value affrom the future, and cannot be before’
in execution order. Thereforé is a write operation. Thus the theorem is proved.

As shown in Figure 4, the operationsu,, us andus consist a cycle in TGO graph,
whereu,, us andugs are before the pending periodof Based on the previous lemma, the

I T
cycle can be reduced to a small cyale— u3 — wu.

Fig. 4. The operations, u1,u2 andus consist a cycle in TGO graph, whetg , u2 andus are before the
pending period of. (the clouds in the figure).

Similarly, the second kind of cycles can be reduced to cyicleslving merely an op-
eration outside the pending periodw@f Moreover, the third kind of cycles are obviously
local cycle inside the pending period of Based on the above locality of cycles in TGO
execution graph, we propose three correctness rules in@ime®.4 to check the acyclicity
of a TGO execution graph locally. Each correctness ruleleged to one kind of cycle
mentioned above.
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THEOREM 3.4 CHECKING RULES THEOREM[6]. There is no cycle in the TGO exe-
cution graph of the execution iff for any operatiarof the execution, the following three
correctness rules hold:

Rulel: Vw € O : (w KN u) = —(u RN w);
Rule2: Vu,0' € O : (v 5 u) A (v EL% v) = —(u ES v');

Rule3: ﬁ(HCE(f: (VUEC:ﬁ(uLv\/ULu))).

Proof. “—”. We assume that there is no cycle in the TGO execution grdpgheo
execution. For Rule 1, given that a write operatiosatisfiesw KN Uy U £, w does not

hold. Otherwise there will be a cycte Ly w E w. ForRule 2, if operations, v and

v’ satisfy (v L u) A (v <9, v), thenu S9, +' does not hold, otherwise there will be a

cyclev’ GO » I w €9 o Rule 3is trivial: since there is no cycle in the whole graph,
there certainly will be no cycle in the pending periodofHence “-” is proved.

“+". We use reduction to absurdity to prove it. Let us assumeRldes 1, 2 and 3 all
hold, but there is a cyclé. Let operatioru be the last performed operation in the cycle.
According to Rule 3, there must be some operation outsideehding period of.. We can
travelC from u. Letv be the first operation beforein physical time order in traveling.

Sinceu is the last committed operation in the cyczle,l> v cannot hold. Instead, we have
v 5 . Ifall operations except in cycleC are before: in physical time order, according

to Lemma 1, there must be some operatiosuch that: EEN w, which contradicts Rule 1.

Hence, there must be some operation in the pending periad bét v’ be the precedent

operation ofv in C. As shown in Figure 2y TGO, o andv’ L9 v. Let the edge

a L b be the first physical time order edge on the path frota v in C. According to the
definition of physical time order, we obtain thgfu) < ¢,(a) < t,(b) < ¢,(b). However,
sinceu is the operation committed last in the cy€lgt, (u) cannot be beforg, (b), and we

reach a contradiction, there is no physical time order edga f, to v in C. As a result,
Go_ , GO wn i
is

u €9 o andv’ €2 v hold. Butu <% o €9 v L y contradicts Rule 2. Thus*
proved.O]

In a real system, Rule 1 checks the incorrect performed ttihreeperformed time of an
operation is out of its pending period, thus its effect catrbembserved by some operations
with later and disjoint pending periods. To check Rule 1, need to check whether the
latest write before: in physical time order has propagateditdRule 2 focuses on ordering
bugs between operations inside and outside of the pendiiadpelo check Rule 2, one
need to check all operations befarén global order to find cycles as shown in Figure 2.
Rule 3 focuses on cycles inside the pending period.

Theorem 3.4 not only shows how to check whether a TGO exatgtiaph is acyclic,
but also limits the complexity of checking. That is becauseoking one operation only
involves at mostC'p operations: Rule 1 involves only a constant number of ojmerst
while checking Rules 2 and 3 we need to travel through all apmrs (the number is at
mostCp, see also Section 3.2) in the pending period.0As a consequence, checking the
correctness of an execution is with the complexity)¢f.Cp).

Order analysis is beyond both physical and logical time &dgnce it has employed
the time global order. This approach is effective for tawdflnot only correct behaviors but
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also error behaviors of multiprocessor systems (e.g.esyiol execution graph).

4. APPLICATIONS

In this section, we present two examples, memory consigteagfication and event or-
dering problems, to illustrate the significance of our piggzbconcepts and approaches.

4.1 Memory Consistency Verification Problem

In most modern multiprocessor systems, the memory submyeteploys complex hierar-
chies with many hardware resources to support shared membigh may contain bugs
about memory consistency and cache coherence. Furthenpaoadiel programs and com-
pilers may also bring violations to memory consistency. rEsebtle bug about memory
consistency may lead to erratic behavior, which is diffitalfind and debug. The mem-
ory consistency verification problem aims at checking thecakion of parallel program
against given memory consistency, and has been widely coegén both academic and
industrial fields. Gibbons and Korach proved that the VSMlenm (verifying sequential
consistency) is NP-hard with respect to the number of meropgrations [12]. Further,
they also studied the complexity of the VSC problem with sadditional information
and constraints [13; 14], and their results include: 1)Wéthd mapping which maps every
read to the write sourcing its value, the obtained VSC-reattlpm is still NP-complete.
2)With total write order which orders the write operations €ach memory location to-
tally, the obtained VSC-write problem is also NP-compl&@Vith both read mapping and
total write order, the obtained VSC-conflict problem belsigP. However, read mapping
imposes restrictions to the executing parallel progranilexdbtaining the total write order
even requires adding specialized hardware [34; 9]. Sonestigations manage to obtain
a relatively low complexity at the cost of losing completenéhese methods still require
read mapping information) [17; 32; 33; 39]. Neverthelesheut total write order infor-
mation, even the method with least time complexity amongehrecomplete methods still
require the time complexit® (n?) [33]. Henzingeret al. [18] sought natural restriction
on multiprocessor systems, which bounds the number of pgrafierations in the system,
to enable formal verification of a high-level system dedwipagainst memory consis-
tency. However, the method aims at small and manually-cocistd system models and is
incapable to solve real design.

In our previous work [6], we proposed a fast and complete mgmmnsistency verifica-
tion method. Our method requires neither read mapping nalntgite order, which makes
our method easy to generalize. This method only needs ta\abdee pending periods of
part of operations periodically to assign a pending peridach operation using the as-
signment analysis approach presented in Section 3.1. AgrsimoTable 1, the framework
of the algorithm in our method is inherited from [13], whi@guires to traverse the frontier
graph to find a path from the starting frontier to the termiimgafrontier. At each frontier
(node of the frontier graph), the checkinglence function checks cycle in the current
execution graph: If any cycle is found in the current exemutiraph, the algorithm should
backtrack to the previous frontier and select another iramexplore; if the current exe-
cution graph is proven to be acyclic, the algorithm shouldetorward to a next frontier.
Each time moving forward in the frontier graph, some edge=sxetution order should be
added to the current execution graph; each time backtrgdkithe frontier graph, some
edges of execution order should be removed from the curxatiuéion graph. Once the
current frontierf travels to the terminating frontier and no cycle is found &xecution
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Algorithm 1: Algorithm Framework of Memory Consistency Verification

INT MEMORY_CONSISTENCY.VERIFICATION()
(1) f = starting_frontier;
(2) while 1 do

3) if CHECKING_VIOLENCE(current_execution_graph) then
(4) if f == starting_frontier then

(5) return O;

(6) end if

(7 else

(8) REMOVE_EDGE(current_execution_graph);
9) f = BACKTRACK(f);

(20) end else

(11) end if

(12) else

(13) if f == terminating_frontier then

(14) return 1;

(15) end if

(16) else

a7) f = SELECT.BRANCH(f);

(18) ADD _EDGE(current_execution_graph);
(29) end else

(20) end else

(21)  end while

is proven to comply with memory consistency model. If therent frontier f has back-
tracked to the starting frontier and no other branch can leetesl, the execution is proven
to violate the memory consistency model.

The complexity of memory consistency verification comesrfithe product of two as-
pects. One aspect is the complexity of traversing the feogiaph, and the other aspect is
the complexity of checking violence in the current exeautjoaph at each frontier. Recall
that with pending period information, the frontier ana$ygresented in Section 3.2 bounds
the numbers of frontiers in the frontier graph@¢nC”?) from above, and the order analy-
sis bounds the complexity of checking cycle in executiopgre O(nCp), therefore the
overall time complexity for complete memory consistencyifi@tion is onlyO(n2CPp).

It is worth noting that in error multiprocessor systemsyréhmay be bugs of improper
performed times for operations: the actual performed tifn@nocoperation may not been
globally observed before the obtained end time of the ojmeraFor example, in a directory
based cache coherent system, a store may not be observeldnypobcessors because
of some error in the directory, thus its actual performecetis later than the obtained
end time. However, although our memory consistency vetifinanethod expects that the
obtained pending period of each operation should contaarcitual performed time, it does
not require the certified precondition that the obtaineddjrem period of each operation
contains its actual performed time (though we have definethgge it can find violations
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of both memory consistency model and improper performed.tim

On the basis of our theoretical investigations, we have @mgnted a memory consis-
tency verification tool for CMP, which is named LCHECK [6]. HECK can verify a
number of memory consistency models [44], including setjakconsistency, processor
consistency, weak consistency and release consistertigs hlecome an important verifi-
cation method for the functional validation of an indusdtGdP called Godson-3 [22; 23],
and have found many bugs of the memory subsystem of Godson-3.

4.2 Event Ordering Problems

Event ordering is another interesting topic related to prdtessor systems. In different
candidate executions of one parallel program, two operatio the program may occur
in different orders. The event ordering problems inveséighe inevitability or possibility
of the order between two operations. They are the theoldtivadations of many other
important problems in multiprocessor system, such asyeglaxecution [24], debugging
software [37; 31], intrusion detection [30], and so on.

In [35], Netzer and Miller gave a formal analysis for the evemering problems. They
defined the happened-before, concurrent-with, and ordeitbdrelations, for operations.
Each of the three ordering relations was further defined mmvanners: must-have and
could-have (similar with universal quantifier and exist@inquantifier in symbolic logic).
The must-have sense requires that the ordering is guachinted! legal candidate exe-
cutions of the program (with respect to the given memory isbeiscy model), and the
could-have sense requires that the ordering occurs in st teee legal candidate execu-
tion of the program. Netzer and Miller found that it is co-KBrd to prove any of the
must-have ordering relations and it is NP-hard to prove dény@® could-have ordering
relations. For the sake of brevity, here we only discuss thstrhave happened-before
(MHB) and could-have happened-before (CHB) relations itaitlewhile the discussions
of other relations are similar to the two examples.

According to Gibbons and Korach [13], one path from the stgrfrontier to the termi-
nating frontier on the frontier graph can represent a caatdiexecution of the program, the
event ordering problems, which depend on the candidateuégres, can be investigated
on the frontier graph of the parallel program. Assume tharationw is an operation
of the processoP;, operationv is an operation of the processpy, andP is the set of
all paths from the starting frontier to the terminating fienon the frontier graph, then

the must-have happened-before (MHB, denoted ﬁgfﬁ”) and could-have happened-
before (CHB, denoted byﬂ#') relations can be formalized as follows:

uwMIBy s vPeP:(3f e P (Pi(f) ZH A ES P ®)
uw By @PeP:EfeP:(Pi(f) LS u a0 ESPi), ()

whereP;(f) is the operation of frontief on processoP;. Regarding the frontier graph,
the must-have happened-before relation betweamd v is that for each path from the
starting frontier to the terminating frontier, there is arftier f on the path whose operation
on processop; is afteru in processor order and whose operation on procé3siwbefore

v in processor order. Thus deciding the must-have happeefxdrelation betweenand

v IS equivalent to a basic problem of the graph theory: to dealtpaths (paths on frontier
graph) from one node (the starting frontier) to another nglde terminating frontier) in
a DAG (the frontier graph) must pass through a set of nodesggh of frontiers which
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imply « happens before), which has time complexity ad(n + e;) [4] (wheren is the
number of nodes in the frontier graph andis the number of edges in the frontier graph).
Therefore, the time complexity of the must-have happerefdsb problem is bounded
from above by some linear function with respect to the numbénodes and edges in the
frontier graph.

Similarly, the could-have happened-before relation ofafien betweem andv u CHB,

v is that there exists a path from the starting frontier to #meninating frontier on the
frontier graph, which contains a frontigrwhose operation on processpy is afterw in
processor order and whose operation on proceBss beforev in processor order. It is
equivalent to another basic problem of graph theory: tod#eai path (a path in frontier
graph) from one node (the starting frontier) to another ndlie terminating frontier) in a
DAG (the frontier graph) which passes through a set of nottesdet of frontiers which
imply « happens before), which has time complexity o (n; + ef) [4]. Hence, the
complexity of the could-have happened-before problem imbed from above by some
linear function with respect to the numbers of nodes and agthe frontier graph.

From the above discussions, we can find that the complexitite two event ordering
problems directly relate to the numbers of nodes and edgiifrontier graph. Similar
discussions can be generalized to other event orderindgmsb Given the restrictions of
pending periods and physical time orders, the complexifiesent ordering problems can
both be reduced t®(nC?p), since both the nodes and the edges of frontier graph is no
more tharO(nC?p) with the additional information.

5. CONCLUSION

In this paper, a novel perspective of utilizing global clacknultiprocessor systems is pre-
sented, demonstrating that the implication of global cJatkeing exploited sufficiently,
can have significant influence on the design and analysis tiifprocessor systems. As we
have pointed out in Section 1, a global clock in a multiprecesystem actually implies
a physical-time-based partial ordering for all operationthe system. It is revealed by
our investigations that the above partial ordering can mdy¢ export useful information
for supplying logical time order information, but also pid& natural constraints for local-
izing the inference between operations. Such natural c@ingt are defined explicitly as
a partial order named physical time order, which has beeweprto be independent and
consistent with traditional logical time orders.

On the basis of the above views and concepts, we have proposedber of approaches,
which are named pending period analysis as a whole, focumindifferent aspects of
making our idea of utilizing global clock practical. Theggpeoaches, together with the
definitions of pending period and physical time order, dbttyarovide solutions for the
difficulties mentioned at the end of Section 1.1. Concretlly concept of pending period,
which is actually a flexible relaxation of the precise perfed time, has given a feasible
solution for handling the hard-to-obtain precise perfaintime. Moreover, the frontier
analysis presented in Section 3.2 has limited the compl@titonjecturing or inferring
the ordering relations through pruning the space of canelidgecutions, and the order
analysis presented in Section 3.3 further combines theigddyand logical time orders
to infer the ordering relations inside overlapped pendiedqgals. Finally, the assignment
analysis carried out in Section 3.1 demonstrates that,reingepending periods of only
part of the operations is enough to obtain pending perioddl operations.
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The pending period analysis has been adopted in two applicptoblems in multi-
processor systems. One of these problems, complete memiasistency verification, is
simplified from NP-hard to the time complexity 6f(n>C?p) with pending period anal-
ysis. This fast and complete memory consistency verifioatiethod has been employed
in industry. Moreover, the two event ordering problems,ahhivere proven to be Co-NP-
Hard and NP-hard respectively, can now be solved with the tomplexity ofO(nC?p)
if restricted by pending period information. It can be hoplest more problems in multi-
processor systems can be facilitated by the view, concegtaproaches proposed in this

paper.
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