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Abstract — We have designed a new class of public key algorithms based on quasigroup string trans-
formations using a specific class of quasigroups called multivariate quadratic quasigroups (MQQ). Our
public key algorithm is a bijective mapping, it does not perform message expansions and can be used
both for encryption and signatures. The public key consist of n quadratic polynomials with n variables
where n = 140, 160, .. .. A particular characteristic of our public key algorithm is that it is very fast and
highly parallelizable. More concretely, it has the speed of a typical modern symmetric block cipher — the
reason for the phrase A Public Key Block Cipher” in the title of this paper. Namely the reference C
code for the 160-bit variant of the algorithm performs decryption in less than 11,000 cycles (on Intel
Core 2 Duo — using only one processor core), and around 6,000 cycles using two CPU cores and OpenMP
2.0 library. However, implemented in Xilinx Virtex-5 FPGA that is running on 249.4 MHz it achieves
decryption throughput of 399 Mbps, and implemented on four Xilinx Virtex-5 chips that are running on
276.7 MHz it achieves encryption throughput of 44.27 Gbps. Compared to fastest RSA implementations
on similar FPGA platforms, MQQ algorithm is more than 10,000 times faster.

Keywords — Public Key Cryptosystems, Fast signature generation, Multivariate Quadratic Polyno-
mials, Quasigroup String Transformations, Multivariate Quadratic Quasigroup

1 Introduction

The public key paradigm initially described in the seminal paper of Diffie and Hellman [9], have completely
changed and re-shaped modern cryptography. The fruits of that change are noticeable now, 30 years
after, with the boom of the Internet, digital telecommunications, the convergence of information and
communication technologies and the onset of the modern e-society. Most of the security protocols in
these fields in one way or the other use the Public Key paradigm.

The most popular Public Key Cryptosystem (PKC) schemes are the Diffie and Hellman (DH) key
exchange scheme based on the hardness of discrete logarithm problem [9], the Rivest, Shamir and Adleman
(RSA) scheme based on the difficulty of integer factorization [40], and the Koblitz and Miller (ECC —
Elliptic Curve Cryptography) scheme based on the discrete logarithm problem in an additive group of
points defined by elliptic curves over finite fields [26/31]. There are two common characteristics of these
well known PKCs (DH, RSA and ECC): 1. their speed — which frequently is a thousand times lower than
the symmetric cryptographic schemes, 2. their security — which relies on one of two hard mathematical
problems: efficient computation of discrete logarithms and factorization of integers.

Several other ideas have been proposed during the last 30 years, such as McEliece PKC based on error
correcting codes [30], Rabin’s digital signature method [39], PKCs based on lattice reduction problems
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[TUT18] and on lattice problems over rings such as NTRU [21], PKCs based on braid groups [25] and PKCs
based on Multivariate Quadratic (MQ) polynomials.

The main spiritus movens for proposing new PKCs is the following wide-spread cryptographic folklore
wisdom: “it is not wise to keep all the eggs in one basket”. However, from the performance point of view,
there is always another practical motivation: “to design secure public key cryptosystems that has better
speed performance”.

1.1 Public key schemes based on MQ polynomials

There are 4 basic trapdoor functions that are based on multivariate quadratic polynomials. An excellent
survey for those four classes of multivariate quadratic public key cryptosystems has been made by Wolf
and Preneel in [47]. Here we give a brief summary.

The first MQ scheme called MIA is that of Matsumoto and Imai [22] from 1985. That scheme was
broken in 1995 by Patarin [33].

The second MQ scheme called STS (Stepwise Triangular Scheme) was first introduced in 1993 by
Shamir [41] in the variant called Birational Permutation Schemes and was successfully broken by Cop-
persmith, Stern and Vaudenay in the same year [6]. In 1999 a MQ scheme which is a variant of STS
called TTM was proposed by Moh [32]. That scheme was broken in 2000 by Goubin and Courtois [19].
They generalized the STS into the scheme TPM (Triangle Plus Minus) for which the TTM of Moh is a
special case. The whole STS class has been broken by Wolf, Braeken and Preneel in 2004 [44].

The third MQ scheme called HFE (Hidden Field Equations) was designed by Patarin [34I35] in 1996.
It is a sort of generalization of the MIA scheme. Basic HFE was broken by solving instances of the
MinRank problem, by Kipnis and Shamir [24] in 1999. Several modifications of the scheme have been
proposed [45] but also several new successful attacks have been published [4648].

The forth scheme called UOV (Unbalanced Oil and Vinegar) was proposed in 1999 by Kipnis, Patarin,
and Goubin [23] and is a generalization of the original Oil and Vinegar scheme of Patarin [36] from
1997. Some basic variants of UOV have been successfully broken in [4/48]. The main design flaw of this
scheme is the fact that one set of variables (vinegar variables) are combined quadratically, but the other
complementary set of variables (oil variables) are combined with only vinegar variables in a quadratic way.
This design characteristic was the source of some successful attacks on this scheme. Also, this algorithm
can only be used for signature schemes. However, for some carefully chosen parameters the scheme is
considered still not broken.

Wolf and Preneel [47] have also indicated numerous ways how to tweak all those MQ systems.

1.2 Our results

We have designed a new class of MQ trapdoor functions. The generation of our trapdoor functions is
based on the theory of quasigroups and quasigroup string transformations. In Section 2] we give a brief
introduction to quasigroups and quasigroup string transformations. In the same section we define a new
special class of so called Multivariate Quadratic Quasigroups (MQQ). In Section Bl we describe a public-
key cryptosystem based on MQQs. Its operating characteristics are given in Section @l We discuss the
security of our PKC in Section il Conclusions are given in Section
The results about our PKC can be briefly summarized as:

e it is a deterministic one-to-one mapping;

e there is no message expansion;

e it has one parameter n (= 140,160, 180,200...) — the bit length of the encrypted block;

e its conjectured security level when n > 140 bits is 27 ;

e its encryption speed is comparable to the speed of other multivariate quadratic PKCs;

e its decryption/signature speed is as a typical symmetric block cipher (i.e., in the range of 500-1000
times faster than the most popular public key schemes);

o it is well suited for short signatures.



2 Preliminaries

In this section we will briefly introduce quasigroup string transformations in 2.I] representation of the
quasigroups as vector valued Boolean functions in 2.2l we will discuss the class of multivariate quadratic
quasigroups in 2.3} and the bijection of Dobbertin in 241

2.1 Quasigroup string transformations

Here we give a brief overview of quasigroups and quasigroup string transformations. A more detailed
explanation is found in [3I82829]42].

Definition 1. A quasigroup (Q, *) is a groupoid satisfying the law

Vu,v € Q)Az,y € Q) uxz=v & y*xu=0v. (1)

It follows from () that for each a,b € @ there is a unique z € @ such that a* 2z = b. Then we denote
2 = a \« b where \, is a binary operation in @ (called a left parastrophe of %) and the groupoid (Q, \.)
is a quasigroup too. The algebra (@, *, \ ) satisfies the identities

T\« (@xy) =y, wx(@\ey)=y. (2)

Consider an alphabet (i.e., a finite set) @, and denote by Q% the set of all nonempty words (i.e.,
finite strings) formed by the elements of @Q. In this paper, depending on the context, we will use two
notifications for the elements of Q*: ajas . ..a, and (a1, a2, ..., a,), where a; € Q. Let * be a quasigroup
operation on the set Q. For each [ € Q we define two functions e ., d; . : QT — Q7 as follows:

Definition 2. Let a; € Q, M = ajas...a,. Then
617*(M) =biby... b, —
bl ZZ*CLl, b2:b1 XAy o v vy bn:bnfl*ﬁn,
di«(M)=cica...cp <=
c1 =1l%ay, cg=a1*az,..., Cyp = Ap_1%* G,
i.e., biy1 = b; xa;41 and c;41 = a; * a;41 for each i =0,1,...,n — 1, where by = ag = I.
The functions e; . and d; . are called the e—transformation and the d-transformation of Q" based

on the operation x with leader [ respectively. Graphical representations of e—transformation and d—
transformation are shown in Fig. [l

a1 as An—1 An l ~\‘ a1~‘—~ as %...#anl ~‘—~an
R N A B | | | |
¥ ¥ ¥ ¥ ¥ Y Y Y
l bl b2 e bnfl bn C1 C2 Cn—1 Cn

Fig. 1. Graphical representations of the e; ., and d; . transformations

Theorem 1. If (Q,*) is a finite quasigroup, then e; . and d;\, are mutually inverse permutations of
QT ie.,
iy (e« (M)) = M = ey . (dy\, (M))

for each leader | € Q and for every string M € Q. |



2.2 Quasigroups as vector valued Boolean functions

To define a multivariate quadratic PKC for our purpose, we will use the presentation of finite quasigroups
(Q, %) of order 2¢ by vector valued Boolean functions (v.v.b.f.). Consequently, we choose a bijection
B:Q —{0,1,...,27 — 1} and represent a € Q by the d-bit representation 3(a). Hence, for each a € Q
there are uniquely determined bits z1, 22, ..., 24 € {0,1} (which depend on the choice of the bijection )
such that a is represented by the string x1x5 ...z4. Then we identify a and its d-bit representation and
write a = x1x3 ... x4 or, sometimes, a = (x1, T2, ..., xq). Now, the binary operation * on @ can be seen
as a vector valued operation *,, : {0,1}2? — {0,1}% defined as:

axb=c<—

*p (X1, T2, oy Ty Y1, Y25+ -+, Yd) = (21,225 - - -5 2d)s
where z1...%4, Y1...Yd, 21-..2q are binary representations of a, b, ¢ respectively.

Each z; depends of the bits 1, xs, ..., x4, Y1, Y2, - - -, yg and is uniquely determined by them. So, each z;
can be seen as a 2d-ary Boolean function z; = f;(z1, 2o, ..., Ta,Y1,%2, - - -, Ya), where f; : {0,1}2¢ — {0,1}

strictly depends on, and is uniquely determined by, *. Thus, we have the following:

Lemma 1. For every quasigroup (Q,*) of order 2% and for each bijection Q — {0,1...,2% — 1} there

are a uniquely determined v.v.b.f. %y, and d uniquely determined 2d-ary Boolean functions f1, fa,..., fq
such that for each a,b,c € Q
axb=c<< *yp(T1,...,Td, Y1,---,Yd) =
= (fl(xla ey Tdy Y1y 7yd)7 seey fd(xlu ey Ty Y1y e 7yd))' |
Recall that each k-ary Boolean function f(x1,...,2%) can be represented in a unique way by its

algebraic normal form (ANF), i.e., as a sum of products

k
ANF(f) = Qg + Zaixi + Z Q; jT;T5 + Z Q5 sLiLiTs + .oy (3)
i=1 1<i<j<k 1<i<j<s<k
where the coefficients ag, a;, @, ... are in the set {0,1} and the addition and multiplication are in the

field GF'(2). In the rest of the text we will abuse the notation and identify the Boolean function f and its
ANF, i.e., we will take f = ANF(f). We say a polynomial f(z1,...,2x) when we consider the arguments
of f to be indeterminate variables x1, xs, ..., .

The ANFs of the functions f; give us information about the complexity of the quasigroup (Q, %) via
the degrees of the Boolean functions f;. It can be observed that the degrees of the polynomials AN F(f;)
rise with the order of the quasigroup. In general, for a randomly generated quasigroup of order 2¢, d > 4,

the degrees are higher than 2. Such quasigroups are not suitable for our construction of multivariate
quadratic PKC.

2.3 Multivariate Quadratic Quasigroups

In this subsection we define a special class of quasigroups, called multivariate quadratic quasigroups
(MQQs) that can be of different types.

Definition 3. A quasigroup (Q,*) of order 2% is called Multivariate Quadratic Quasigroup (MQQ) of
type Quadgy—_pLing if exactly d — k of the polynomials f; are of degree 2 (i.e., are quadratic) and k of
them are of degree 1 (i.e., are linear), where 0 < k < d.

Theorem [2] below gives us sufficient conditions for a quasigroup (Q, *) to be MQQ.

Theorem 2. Let A1 = [fijlaxa and Az = [gij]axa be two d X d matrices of linear Boolean expressions,
and let by = [u;]lax1 and ba = [v;]ax1 be two d X 1 wvectors of linear or quadratic Boolean expressions.



Let the functions f;; and u; depend only on variables 1, ...,xq, and let the functions g;; and v; depend
only on variables rq41,...,xoq. If

Det(A;) = Det(A2) =1 in GF(2) (4)
and if
Ay (Id_H, e ,CL‘gd)T +bi=Ay- (,Tl, c. ,xd)T + bo (5)
then the vector valued operation *,,(x1,...,T24) = A1 - (Tay1, ..., 22q)" + by defines a quasigroup (Q, *)
of order 2¢ that is MQQ.
Proof. Consider the equation
*’U'U(ala ceey Ody Td 41y - - - aIQd) = (Cla e acd)
where z441,...,22q are unknown bits, while a;, ¢; are given bits. We have the linear system in GF'(2) of
kind
Al - (Tag1,. ., m20)T +by = (c1,...,ca)T, (6)
where A} and b} are the valuations of Ay and by over the vector (aq,...,aq). Since Det(A;) = 1,
it follows that Det(A}) = 1 too, so the linear system (B) has a unique solution (z4i1,...,724)7 =
(A}~ ((e1,-..,ca)T —Dby). In the same manner a unique solution of the equation
*’UU(:E17 L) 7xd7ad+17 LY ,G/Qd) = (Clu LY ,Cd)
can be found, and #,, is a v.v.b.f. of a quasigroup operation * on the set Q = {0,1,...,2¢9 — 1}. The
quasigroup (Q, *) is MQQ since the vector Ay - (zgy1,...,724)7 has as elements multivariate quadratic
polynomials.

Example 1. Let the quasigroup (Q, *) of order 23 = 8 be given by the multiplication scheme in Table [l

x01 234567 \0012345¢6°7
032671045 054106723
153 7106 2 4 14 36 1705 2
206 354271 207524316
36 7235410 3176 235401
471423506 46 1 342570
51 0542367 510453267
64510673 2 63 2760145
72 4067153 7250716 34

Table 1. A quasigroup (Q, %) and its left parastrophe (Q,\) of order 8.

The corresponding ANF representation of the operation * as a vector valued Boolean function is the
following:

oo (21, T2, T3, T4, 5, 6) = (f1, f2, f3),
where
f1 =21+ 23 + 2124 + D274 + T374 + T5 + 175 + TaT5 + T3X5 + T1T6 + T2Te + T3T6,
fo=1+x2+ 23+ 24 + 2174 + 2224 + T3T4 + T1 + T5 + T2T5 + T3T5 + T126 + T2Te + T3T,
fg =1+ To + T3Tq4 + 5 + X3X5 + Tg + T1X6 + T2Xg + T3Tg-
The corresponding matrix-vector representations of * by Ay, by, and Ag,bs, are the following:

*uo(T1, T2, T3, T4, T5,T6) = A1 (24, 75,26)" + b1,



r] + o + 3 1+ xq +x9 +x3 r] + o + 3 ] + 3
WhereA1: 1+zy +z2 a3 z1 +wg + 23 z1 +wg + 3 andb;l: 14 ap + a3 | ]
z3 14 z3 142y + g + @3 14 @5

*uo(T1, T2, T3, T4, T5,T6) = Az(21,72,23)" + ba,

1424 +a5+26 @4+25+26 L1424+ 25+ 26 z5
WhGI’GAzZ z4 + 25 + z¢ l+zqg+2z5+2g 1+ 24+ 25+ 26 andb2: 1+
zg 1+ g z4 + x5 + zg 14

Indeed in GF(2), Det(A1) = Det(Az) = 1.

While in this example the quasigroup (@, *) is multivariate quadratic, its corresponding left parastro-
phe (@,\) is of higher degree (the degree is 3). Actually it is a typical behavior for the set of all MQQs.
Their corresponding left parastrophes have ANF representation that has higher degree than 2. The ANF
representation for (@, \) in this example is the following:

\vv($1,$2,$3,$4,$57$6) = (91792793)

where

g1 =1+ 22+ 2123 + T2x3 + 2174 + T2Ty + T1T3T4 + T2T3T4 + T5 + T3T5 + T1T3T5 + T2T3T5 + T1T6 +
ToTe + T3Tg,

g2 = 21+ 2123+T2T3+T4+T1X4+X2T4+T1X3T4+T2T304+T3T5+T1X3T5+T2X3T5+2T12X6+T2Te+L3T6,

g3 =14z + 22+ 23+ 24 + 2124 + X224 + 21275 + T2T5 + T6-

By using Theorem 2 we define the procedure MQQ(d, k) for producing MQQs of order 2¢ and of type
Quadg—i Liny, (see the Table [2)).

MQQ(d, k)
Input: Integer d and integer k, 0 < k < d
Output: a quasigroup of order 27 and of type Quadg_xLins

1. Randomly generate a d X d matrix A1 of linear Boolean expressions of variables x1, ..., x4, such

that Det(A1) =1 in GF(2) and the number #Const of constants 0 or 1 in the matrix A satisfies

the inequality kd < #Const < (k+ 1)d .
. Randomly generate a d x 1 vector b1 of linear Boolean expressions of variables x1,...,x4.
. Compute the vector *,, = A1 - X2 + b1, where x2 = (z441,. .., mgd)T.
. Represent *,, as #yy = A2 - x1 + bz, where x1 = (z1,..., xd)T.
.if (Det(Az) =1in GF(2)) and (k. is of type Quadq—rLing)

then Return(kyy),
else GoTo 1;

Table 2. Heuristic algorithm for finding MQQs of order 2°

Ttk W N

Note that the procedure MQQ(d, k) is a randomized algorithm for finding MQQs of order 2¢ and of
type Quadgy_iLing. For d = 5 the average number of attempts for finding MQQs of type QuadsLin is
around 2'° and for finding MQQs of type Quads Ling is around 2'6. However, MQQ(6,0) did not give us
any MQQ of order 2°. Finding MQQs of orders 2¢,d > 6, we consider as an open research problem.

The definition of MQQs implies the following theorem:

Theorem 3. Let x1 = (f1, f2,..., fa) and x2 = (fa+1, fa+2,---, f2d) be two d—dimensional vectors of
linear Boolean functions of variables x1,...,xq. Let (Q,*) be a multivariate quadratic quasigroup of type
Quadg—_Ling. If x1+x2 = (g1, ..., 94) then at most d—k of the polynomials g; are multivariate quadratic

and at least k polynomials are linear. |



We want to emphasize that in a process of a random generation of MQQs of type Quadg_xLing,
usually the number of quadratic polynomials is exactly d — k, and the number of linear polynomials is
exactly k. However, there are rare cases when all quadratic terms can cancel each other, and the number
of linear polynomials will be bigger than k£ while the number of quadratic polynomials will be less than
d—k. Nevertheless, these cases, if they occur, can be easily detected, and quasigroups with such properties
can be omitted from consideration as a candidates for the private key.

2.4 The bijection of Dobbertin

In our construction of the multivariate quadratic trapdoor bijective functions we mostly use the quasi-
groups defined in the previous subsections with properties given in Theorem [Il and Theorem [3l However,
by using only MQQs some of the coordinate functions will remain linear. In order to make a trapdoor
bijective function {0,1}™ — {0,1}™ that is multivariate quadratic in all of its coordinates we use the
bijection of Dobbertin.

Dobbertin has proved [11] that the function Dob(X) = X
Moreover it is multivariate quadratic too.

In our design of MQQ public key cryptosystem we use the bijection of Dobbertin for m = 6.

2m+1

14+ X3+ X is a bijection in GF(22m+1).

3 Description of the algorithm

A generic description for our scheme can be expressed as a typical multivariate quadratic system: ToP’oS :
{0,1}™ — {0,1}™ where T and S are two nonsingular linear transformations, and P’ is a bijective
multivariate quadratic mapping on {0, 1}".

First we will describe how the mapping P’ : {0,1}" — {0,1}™ is defined by the algorithm described
in Table Bl

For the reasons why in the “Preprocessing phase” we demand that “minimal rank of their quadratic
polynomials when represented in matrix form is at least 8” please see the Subsection [£.4]

Additionally, note that the definition of the index set I = (41,42,...,ix—1) wherei; € {1,2,...,8} can
be either public or private. The security of the algorithm does not depend on the secrecy of that set.

The algorithm for generating the public and private key is defined in the Table @l We give in the
Appendix a detailed example of the process of generating the public and private key with small number
of variables n = 20.

The algorithm for decryption/signing by the private key (7,5, #1,...,*g) is defined in Table

The algorithm for encryption with the public key is straightforward application of the set of n multi-
variate polynomials P = {P;(x1,...,z,) | ¢ = 1,...,n} over a vector = (z1,...,zy), Le., y=P(x).

4 Operating characteristics

In this section we will discuss the size of the private and the public key as well as the number of operations
per byte for encryption and decryption.

4.1 The size of the public and the private key

Since the public key consists of n multivariate quadratic equations, and they appear to be randomly
generated, the size of the public key follows the rules given in [47]. So, for n bit blocks the size of the public
key is n x (1 + @) bits. In the Table [6l we give the size of the public key for n € {140, 160, 180, 200}
in KBytes.

The private key of our scheme is the tuple (T, P, #1,...,*g). The corresponding memory size needed
for storage of T and P is 2n? bits. The memory size for the quasigroups (x1,...,*s), (actually for their
parastrophes), is 8 x 32 x 32 x 5 = 40960 bits. For the storage of particular quasigroups in memory we note



P'(n)

Input: Integer n, where n = 5k, k > 28, and a vector x = (f1, ..., fn) of n linear Boolean functions of n variables.

Output: Eight quasigroups *1, ..., *s and n multivariate quadratic polynomials P} (z1,...,%s),i =1,...,n

Preprocessing phase
By calling the procedure MQQ(4,1) and MQQ(5,0) generate two large sets Quad4Lin; and QuadsLing
(with more than 2%0 elements each) of MQQs of type QuadsLin, and of type QuadsLing such that
the minimal rank of their quadratic polynomials when represented in matrix form is at least 8;
Transform (by permuting the coordinates) all quasigroups in the set Quad4Lin; such that
their first coordinate is linear.

1. Represent a vector © = (f1,..., fn) of n linear Boolean functions of n variables z1,...,Tn, as a string
r = Xi... X, where X; are vectors of dimension 5;
2. Pick randomly different quasigroups *i, *2 € QuadaLini and different quasigroups
*3, %4, *5, *g, k7, kg € Quad5Lin0.
3. Define a (k — 1)-tuple I = (i1, 42,...,ik—1) where i; € {1,2,...,8}, that will used as an index
set (sequence) to determine which quasigroup will be used in the nonlinear transformation of y.
The requirement for this index set is that the total number of indexes that are refereing to a quasigroup
from the class QuadaLin; is 8.
4. Compute y = Y1 ... Yy where: Y1 = X1, Yj41 = X *i; Xjqn, for j=1,2,... k-1
5. Set a 13-dimensional vector Z = Y1||Y,; 1]|Yus,1]| - - - ||Yug,1 that has all 13 components as linear Boolean
functions. Here the notation Y),;,1 means the first coordinate of the vector Y.
6. Transform Z by the bijection of Dobbertin: W = Dob(Z).
7. Set Y1 = (Wi, Wo, Ws, Wy, W5), Yy, 1 = We, Yuy1 = Wr, Yug1 = Ws, Yy, 1= Wo, Y, 1 = Wi,
Yier = Wi, Y1 = Wia, Vg1 = Was.
8. Output: Quasigroups x*1,...,*s and y as n multivariate quadratic polynomials P;(z1,...,7»), i =1,...,n.

Table 3. Definition of the nonlinear mapping P’ : {0,1}" — {0,1}"

Algorithm for generating Public and Private key for the MQQ scheme

Input: Integer n, where n = 5k and k£ > 28.

Output: Public key P: n multivariate quadratic polynomials P;(z1,...,2n), 1 =1,...,n,
Private key: Two nonsingular Boolean matrices T' and S of order n x n and eight quasigroups *1,..., *s

. Generate two nonsingular n x n Boolean matrices T' and S (uniformly at random).
. Call the procedure for definition of P'(n): {0,1}" — {0,1}" and from there also obtain the quasigroups *1,. ..
. Compute y = T(P'(S(x))) where z = (z1,...,Tn).
. Output: The public key is y as n multivariate quadratic polynomials P;(x1,...,2n),t =1,...,n,
and the private key is the tuple (7,5, *1,...,*s).

=W N =

7>k8.

Table 4. Algorithm for generating the public and private key

that it is not necessary to store 32 x 32 x 5 bits for every quasigroup, since that type of the storage has
redundancy (the last row of the Latin Square is uniquely determined by the rest of the table), but in order
to achieve efficient speed in the decryption process we store the full information about the parastrophes.
In total, the size of the private key expressed in Kb is 2%(2712 + 40960). In the second column of the
Table [0 we give the size of the private key for n € {140, 160, 180,200} in KB (kilo bytes).

For the storage of the inverse table of the bijection of Dobbertin we need additional 2'3 x 13 = 106496
bits which is exactly 13KB, but those 13KB do not belong to the private key.

4.2 The number of operations for encryption and decryption
In order to obtain an independent measure for the operating speed of our scheme, we will express the

speed of encryption and decryption/signing as the number of operations per processed byte. We will also
take into account three widespread microprocessor architectures: 8-bit, 32-bit and 64-bit architectures.




Algorithm for decryption/signing with the private key (7, .S, *1,. .., *g)
Input: A vector y = (y1,-..,Yn)-
Output: A vector x = (1, ..., %) such that P(z) = y.

.Set ' =T (y).
- Set W = (v1, va, Y3, Y4, Y5, Y6, Y11, Yie, Y21, Yaes Y31, Y36, Ya1)-
. Compute Z = (Zl, Zo, Lg, La, Ls, Ley Ly Ls, Ly, Z10, L11, le,Zlg) = Dobil(W).
. Set Yy < Zv, Yo« Z2, Y5 < Z3, ya + Za, Y5 < Zs, Y6 < Ze, Y11 < Z1 Yie < Zs, Yn + Zo,
Yas < Z10, Y1 < Zu1 Yie < Zi2, Y < Zis.
. Represent y' as y’ =Y1...Y. where Y; are vectors of dimension 5.
6. By using the left parastrophes \; of the quasigroups #;, i = 1,...,8, obtain ' = X1 ... X}, such that:
X1:Y1,X2:X1\1Y2,X3:X2\2Y3andXi:X Y;
7. Compute © = S~ (z').

=W N =

ot

i—1 \3+((z‘+2)m0d 6)

Table 5. Algorithm for decryption or signing

Size of the Size of the
n public key (KBytes) | private key (KBytes)
140| 168.69 9.79
160| 251.58 11.25
180 357.96 12.91
200{ 490.75 14.77

Table 6. Memory size in KBytes for the public key and the private key

Since the public part of our scheme follows the typical paradigm of the M(Q public key cryptosystems,
its speed of encryption is the same as (or similar to) the speed of other M@ systems. That means that
the encryption is done after O(n?®) logical AND and logical XOR operations.

The actual speed of any multivariate quadratic PKC when encryption is performed on 32-bit or 64-bit
microprocessor architectures, using internal parallelism of the modern CPUs, as well as techniques of bit
slicing, can result in an encryption process which is significantly faster than RSA/DH or ECC encryption
for systems with equivalent security levels.

If we assume that AND or XOR operations can be executed in one cycle (without taking into account
that modern 32-bit and 64-bit CPUs actually can perform several such operations in parallel), then non-
optimized encryption of any general n-bit variant of any multivariate quadratic PKC scheme have a speed
of LB L-](1+ n(n2+1)) operations per byte where Arch =8, 32 or 64.

The speed of decryption/signing in the class of multivariate quadratic PKCs is not so uniformly dis-
tributed as it is for encryption. The number of operations for particular parts of the process of decryption
of our scheme can be summarized in the following list:

— Two linear operation by the matrices S~ and T~ that takes 2n[—"=] operations;
— One lookup operation at the table of the bijection of Dobbertin;
— Exactly k£ — 1 lookup operations at the quasigroup parastrophes.

The total number of operations per byte can be computed by the expression %(2n[ﬁ] +1+k-1)
and are given in the Table [

4.3 Performance of the software and hardware implementation of the MQQ algorithm

We have implemented the MQQ public key algorithm in C and in VHDL, and have measured its perfor-
mance both on a PC with Intel Core 2 Duo processor in 64—bit mode of operation, as well as on a Xilinx
FPGA.

For comparative purposes, in Table [ we give the speed of encryption/verification and decryp-
tion/signing for a basic block of data specific for several public key algorithms, performed on a PC with



Operations per encrypted byte
n |Arch = 8-bit|Arch = 32-bit|Arch = 64-bit

140 20306 5640 3384
160 25762 6440 3864
180 33306 8688 4344
200 40202 11257 6432

Operations per decrypted byte
n |Arch = 8-bit|Arch = 32-bit|Arch = 64-bit

140 289.65 81.66 49.66
160 321.65 81.65 49.65
180 369.64 97.64 49.64
200 401.64 113.64 65.64

Table 7. Estimated operations per encrypted/decrypted byte, for different n and 8, 32 or 64 bit archi-
tectures.

Intel Core 2 Duo processor. The measurements for DSA, RSA, and ECDSA are taken from “eBATS:
ECRYPT Benchmarking of Asymmetric Systems” [I3]. From Table [ one can obtain an impression that

Encrypt Decrypt Sign Verify

Algorithm name (cycles) (cycles) (cycles) (cycles)

DSA signatures using a
1024-bit prime

ECDSA signatures
using NIST B-163 N/A N/A 2,147,128 | 4,220,480
elliptic curve
1024-bit RSA, 17 bits
public exponent

160-bit MQQ), one

N/A N/A 1,041,400 | 1,246,312

119,800 | 2,952,752 | 2,938,632 | 98,712

140485 | 10,705 10,309 | 140,209
prOCeSSOr

160-bit MQQ, two 80,105 6,212 6,155 79,903
prOCeSSOrS

Table 8. Software speeds (in number of cycles) of several most popular public key algorithms on Intel
Core 2 Duo processor in 64-bit mode of operation

MQQ with 160-bits blocks is faster only in decryption (signatures), but is even slower than 1024-bit RSA
in encryption (verification). However, we must emphasize the property that MQQ is highly parallelizable,
and on systems with multiple CPU cores the speedup can go linearly with the number of CPU cores.
That is shown in the last row of the Table Bl where 160-bit MQQ was implemented in C, using OpenMP
2.0 under Microsoft Visual Studio 2008. It is clear that further increasing of the number of CPU cores
can speed up MQQ algorithm almost linearly with the number of cores. The next challenging task will
be to implement MQQ in modern graphic cards (like Tesla™ many-core processor from NVIDIA).

The parallelizable nature of MQQ can be evidently shown in its hardware realization. Implemented
in FPGA, MQQ is 10,000 times faster than DSA, RSA or ECDSA, and is comparable or even faster than
the symmetric block cipher AES.

In Table [ we compare the speed of 160-bit MQQ with the speed of 1024-bit RSA realized in Xilinx
Virtex-5 FPGA chip by the company “Helion Technology Limited” [20]. In the same table we also give



the speed of AES (128-bit key) realized in Xilinx FPGA chip in the same Virtex-5 family and by the
same company. We have to mention that our FPGA realization of 160-bit MQQ is fully pipelined, and

actually needs two Xilinx Virtex-5 chips of the type: XC5VFX70T-2.

Algorithm name 1024-bit RSA, | 160-bit MQQ, | 128-bit AES,
encrypt/decrypt | encrypt/decrypt | encrypt/decrypt
Virtex-5 Virtex-5
FPGA t ’ ’ i _
ype XCSVLX30-3 | XC5VEX70T-2 | VIreexd
Frequency 251 MHz 276.7 / 2494 325 MHz
MHz
44.27 Gbps /
Throughput
ghp 40 Kbps 399.04 Mbps 3.78 Gbps

Table 9. Hardware performances of 1024-bit RSA, 160-bit MQQ and 128-bit AES on Xilinx Virtex-5
FPGAs

4.4 Speed of key generation for MQQ

In the Section [B] we have given a randomized algorithm for generating MQQs which is based on the
heuristic algorithm for finding MQQs of order 2° described in subsection 2.3l The whole process of public
and private key is extremely time-consuming. So, from the speed of the key generation point of view, we
can say that our MQQ algorithm has much worse characteristics compared to other public key algorithms.

5 Security analysis of the algorithm

5.1 The size of the pool of MQQs of order 23

It is very important to address the question of the size of the set of MQQs of order 2° and of types
Quads Ling and QuadsLin,. We have to note that the number of MQQs of different types is an open
research question and that we do not know the exact number of such quasigroups, nor an approximation
for the lower bound for that number. In fact, a more thorough analysis and experiments with smaller
quasigroups (of orders 22 and 2?) can lead to the initial conjectures that their number is much larger than
240, However, we are sure that their number is certainly larger than 229 since, by using Mathematica as
a package for symbolic computations on a modest Pentium 4 machine (2GHz, with 512MB RAM), we
have generated more than 22° MQQs of type QuadsLin; and more than 220 MQQs of type QuadsLing.
So, in total, the size of the pool set for 8 MQQs of order 2° is at least of order 249,

5.2 Chosen plaintext attack

The chosen plaintext attack against some MQ scheme first was successfully applied by Patarin in [33]
to break the MIA scheme [22]. The idea is very simple: given a system of MQ polynomial equations
{yi = Pi(x1,...,25) |t = 1,...,n} as a public key, try to find relations in the z and y coordinates, by
using plaintext/ciphertext pairs (z,y).

It turned out that if the multivariate quadratic function is defined as F': z — :C‘IZH, then the relations
between z and y coordinates can be expressed as a system of n bilinear equations » ., Z;;l BijTiYj +
>y Bioxi+ 754 Bo,jy; +Boo = 0 where §; ; are (n+1)? unknown coefficients. By computing at least
(n+1)? plaintext/ciphertext pairs (z, y) a linear system of equations on unknowns 3; ; can be established
and solved.



Our MQ PKC scheme is not defined by any particular F : z — zd'+1, Moreover, if someone try to
establish relations in the x and y coordinates in a similar way as Patarin did for MIA scheme, then those
relations have to include all possible terms (not just bilinear terms) between x and y coordinates, thus
rising the number of unknown terms to O(2").

5.3 Isomorphism of polynomials

The isomorphism of polynomials with one secret was initially introduced by Patarin [34], and can be briefly
formulated as: for two given sets of multivariate mappings P’ : {0,1}"™ — {0,1}" and P : {0,1}™ — {0,1}"
by their polynomials (P{(x1,...,2Zpn),..., P (x1,...,2n)) and (Pi(z1,...,2p), .., Po(z1,...,2,)) find
(if any) an invertible affine mapping S : {0,1}"™ — {0,1}" such that P’ = S o P, where the operation o
is a composition of mappings.

Several algorithms for the solution of the problem have been published in recent years. The first one
was the algorithm proposed by Geiselmann, Meier and Steinwandt [I7], and the second was the algorithm
by Levy-dit-Vehel and Perret [27]. Finally, in 2005 Perret presented an algorithm for efficient solving of
this problem which proved that the scheme of Patarin is not secure [38].

The main difficulty for applying the techniques developed by Perret for attacking our scheme is that
our scheme differs from that of Patarin in the sense that it can be generally described as P = ToP'oT =
T(P'(T(x))) where T : {0,1}™ — {0, 1}" is a nonsingular matrix and where the knowledge for P’ is hidden
from the attacker. The bijection P’ : {0,1}" — {0,1}™ is constructed by an application of quasigroup
transformations, and is not initially generated by some initial polynomial that will give information to
the attacker.

5.4 The MinRank problem and its solutions as tools for attack

The MinRank problem can be described as follows: For a given sequence of matrices (Mq, ..., M,) over
some field and a given integer r < n, find a linear combination of the matrices such that Rank(>__; \iM;) <
r. The MinRank problem has been shown to be NP-complete over finite fields [5].

The attacks that involve solution of the MinRank problem, when r is relatively small, work like

this: represent a given public key of n polynomials Pj(z1,...,25), ..., Po(x1,...,2,) in the form
Pi(z1,...,2,) = xT Mz where M; are n x n matrices in a field. If the private key is constructed by
polynomials P/(x1,...,z,) such that they can be described as P!(z1,...,7,) = 27 A;x, and if the mini-

mal rank 7 of A; is much smaller than n (r = 0,1, 2), then there are efficient algorithms for finding linear
combination of the matrices M; such that Rank(Z?:l AiM;) < r. The information for those linear com-
binations, combined with the particular design principles is then used to break the system. For example,
Goubin and Courtois [19] have broken the TTM system of Moh [32] in this way.

The main difference between our PKC and systems where the solution of MinRank problems works
is that the minimal rank r of the matrices A; for the nonlinear part of our scheme are taken to be r > 8.

Kipnis and Shamir [24] have used an instance of the solution of MinRank problems to attack the HFE
scheme. They used the fact that HFE polynomials can be described as P(X) = Z:;ol Z:;é pi; X2+
and the value of r is kept small (r < 13) in order to implement efficient decryption.

This attack does not work on our scheme since we do not use any particular polynomial. In fact,
if our nonlinear part P’ is represented as a polynomial then the values for r are ~ m. Namely, the
P’ is obtained by several applications of different nonlinear quasigroup string transformation, which
are leaving some parts still linear. Then those linear leftovers are transformed by another nonlinear
transformation. The resulting quadratic bijection P’ : {0,1}"™ — {0,1}" can be represented in the form

P/(X) = Y15y 2750 piy X+ only for r ~ n.

5.5 Attacks with differential cryptanalysis

A few years ago, Fouque, Granboulan and Stern [16] have come to the idea to use the concept of differential
cryptanalysis, that has been used successfully mostly against symmetric cryptographic algorithms, for



multivariate schemes too. The basic idea is that for any finite field F, of characteristic ¢ and for any
multivariate quadratic function G : (F,)" — (F,)™ the differential operator between any two points
x,k € (Fg)™ can be expressed as Lg r = G(z + k) — G(z) — G(k) + G(0) and in fact that operator is a
bilinear function.

By knowing the public key of a given multivariate quadratic scheme, and by knowing the information
about the nonlinear part of that multivariate scheme (the function F : z — :vql“), they showed that for
certain parameters of some multivariate schemes it is possible to successfully recover the kernel of Lg .

This attack was successfully applied on Ding’s scheme [10], and afterwards, using the same technique,
Dubois, Fouque, Shamir and Stern in [I2] have completely broken all versions of the SFLASH signature
scheme proposed by Patarin, Courtois, and Goubin in [37].

Although the generic part of the differential attack is applicable on our multivariate quadratic scheme,
the crucial part that is different is the fact that the nonlinear part in our scheme is not a function of a
type F': x — 29+ In our scheme, the nonlinear part is unknown to the attacker, since it is a part of
the private key, and this renders the differential attack impoverished.

5.6 XL attack and Grobner basis attacks

The XL [7] procedure for solving MQ polynomials was proposed by Courtois, Klimov, Patarin, and Shamir
in 2000 as an extension of an initial attack by Kipnis and Shamir [24] called relinearization. When the
number of equations m is equal to the number of variables n, then the complexity of the algorithm is 2".
Since our PKC scheme has exactly that property, we can claim that an XL attack is not efficient on our
PKC.

Recently XL algorithm has been proven ([2143]) to be equivalent to F4 algorithm, a fast Grobner basis
computation algorithm developed by Faugere [14]. Since the Grobner basis attack solves a multivariate
polynomial system directly, any PKC based on multivariate polynomials is potentially vulnerable to this
attack. In the case of HFE, Joux and Faugere [15] successfully attacked a system of 80 MQ polynomials in
80 variables in 2003 using Faugere’s F5 algorithm specialized for the binary field. The successful breaking
of HFE by F5 algorithm is due to the fact that the secret polynomial in the HFE has a degree of only
96. A HFE scheme need to have a polynomial of relatively low degree because it’s performance depends
on the algorithms for finding roots of that polynomial in GF(2"). The authors of [I5] even give a table
where they project the upper bound for the efficiency of the Grobner basis attacks. The degree of the
polynomials that can give HFE instances still feasible to be broken by the F5 algorithm goes up to 4096.

By performing numerous attacks by Faugere’s algorithms on our PKC scheme we came to the following
conclusions:

1. Faugere’s algorithms successfully break our scheme up to n = 95 variables.
2. For n > 100, Faugere’s algorithms rapidly lose their efficiency against our scheme.

We want to stress here that our decision to propose the security parameter for our PKC scheme (the
number of Boolean variables n) to be: n > 140, was based both on the experimental experience that we
gained during the design-break-tweak-design process and on the arguments that make our multivariate
quadratic scheme different from all other such schemes developed so far. An important part in that design
process were attacks based on Grobner bases and Faugere’s algorithms. However, as it is the case with
many public-key schemes, we do not have an ultimate security proof for our scheme.

To summarize: as a general claim for our MQQ scheme with n variables we say that its strength is
27 . We base our claims on the analysis of the power of the methods using Grébner basis to solve random
multivariate quadratic systems of equations.

Namely, the authors of [15] give a formula for computing the upper bound for the efficiency of the
Grobner basis attacks. Based on that analysis we are giving here the Table [0 with the projected com-
plexity for solving random multivariate quadratic systems of equations by Grobner basis algorithms for
different number of variables n. Based on that projection in the second row we are giving the projection
for the strength of our PKC scheme.



n 140 160 180 200

Complexity 987 999 9ll2 9125
of Grobner basis attacks

Strength 70 580 690 100
of our MQQ PKC 2 2 2 2

Table 10. Complexity of the Grobner basis attacks for different number of variables n and the strength
of MQQ against Grobner basis attacks.

5.7 Attack by an anonymous PKC-2008 reviewer

In this subsection we will describe an attack that has been proposed by an anonymous reviewer of the
11th International Workshop on Practice and Theory in Public Key Cryptography — PKC 2008, held in
Barcelona, Spain in March 2008.

Let us take a simplified version of the algorithm where P = T'o P'oT (only one linear transformation
T is used) and in this subsection let us denote by S the set of all n—bit Boolean vectors, i.e., S = {0,1}".
Thus, P, P’ and T are now maps from S to S, and elements of S are the n—tuples (x1, z3, ..., x, ), where
x; € {0, 1}

The first step in the attack will be to identify an element s of S, that under the linear transformation
T has the form:

T(s) =(0,0,...,0, k41, Tkt2,---,Tn),

that is, such that its first £ coordinates are zero. Let Sj, be the space of elements of S whose first k entries
are 0.

Selecting elements of S at random, the probability of finding s € Sy is 27%, so finding an element of
Si. reduces to being able to know that such an element has been found. To do this, notice that since the
first k& coordinates of T'(s) are all zero, then for every element r € S, the first k coordinates of

P oT(r)

and the first k coordinates of
P oT(r+s)

are equal, so the vector space generated by elements
{P(r+s)—P(r)lr € S}

has co-dimension k in S. This last condition can be easily verified.
The attack is as follows.

1. Pick a random s € S.
2. Check if s is an element of 77!(S;) using the previous test.
3. Repeat until a basis for 771(Sy) is found.

The reasons why we bolded the Step 2, the phrase “for every element” and several other phrases in
the forthcoming text, will become clear at the end of this subsection.

If T(s) € Sk, then we have seen that the first k coordinates of P’ o T'(s 4+ r) coincide with the first &
coordinates of P’ oT(r) for every r, hence P'oT(s+r)— P'oT(r) is an element of Sy, (this is actually
how one identifies that T'(s) € Sy). Since T is linear, T(P' o T(s+ 1) — P o T(r)) = P(s+r) — P(r).
Notice that this is T'(s") for s’ an element of Sj. In other words, when one picks a random s and checks
if T'(s) is an element of Sj by checking that the co-dimension of {P(s+r) — P(r) | r € S} is k, this
space of co-dimension k is the same as T'(Sy).



Using a modification of the previous argument one can recursively identify 7! of the subspaces of S
such that first k coordinates are zero. Again, as a by-product of this attack, the image of such subspaces
under T is recovered.

The attack described above is based on a very nice idea, namely to apply linear algebra theory in
order to recover one part of the private key (the linear transformation T'). However, the complexity of the
attack is much worse than the projected security of our scheme that is 2% . The parts that we have bolded
are clearly showing the complexity of the attack. Namely, in the first part of the attack (the Step 2) the
attacker needs to find out an element s such that it belongs to T~!(Sg). In order to do that, he pics a
random s and then he have to check for every r € S that {P(r+s) — P(r) | r € S} has co-dimension
k in S. The number of elements in S is 2". Thus, finding only one vector s € Sy needs 2" operations, and
recovering the whole basis of the discussed subspaces under T' will need many more operations. Moreover,
the arguments that the attacker does not need to check all elements r € S, but just a small number of
random elements r € S that satisfy the condition that the first & coordinates of P(r + s) and P(r) are
equal is completely wrong and has no mathematical merit.

6 Conclusions

We have constructed a public key cryptosystem MQQ by using quasigroups. The main idea is to represent
quasigroups as vector valued Boolean functions, to find a class of quasigroups that have degree at most 2,
and then to use quasigroup string transformations to construct bijective trapdoor multivariate quadratic
polynomials.

The speed of encryption/verification of our scheme is similar to other MQ schemes, and the speed of
decryption/signing is in the range of 500-1000 times faster than the most popular public key schemes.
Moreover, the algorithm offers flexibility in its implementation from parallelization point of view.

By learning about the weaknesses of all existing MQ schemas, we have designed a scheme that combines
several known structures to create secure multivariate quadratic trapdoor functions.

Our scheme is resistant against known successful attacks on other MQ schemes, since its design
principles does not include the known design weaknesses of other M(Q schemes, one of which is that there
exists a given multivariate quadratic polynomial (or a set of MQ polynomials) with relatively low degree,
on top of which the whole PKC scheme is constructed. That design principle has been the necessary crib
for successful attacks of many MQ schemes. In our PKC scheme, there is a fundamental difference in that
we have defined a huge class of quasigroups called Multivariate Quadratic Quasigroups which gives MQ
polynomials after certain types of operations.

It is an open research problem to count the number of MQQs of order 2° and to find ways to construct
MQQs of higher order (for example of order 28). Finding such quasigroups will increase the security and
will speed up the process of decryption/signing even more.
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APPENDIX

AN EXAMPLE OF THE CREATION OF A PRIVATE AND
A PUBLIC KEY WITH n = 20 BITS

This example is for n = 20. Since even with such a small example, the number of terms in some
expressions will increase to more than 100, in the notation we will use horizontal lines to make a distinction
between different coordinates.

We will use the simplified version of the algorithm where P =T o P'oT. Let = (21, x2,...,220) be
a vector of 20 Boolean variables. The private and the public key is created by the following procedure:

1) SetT =
r0o001101000100111000 17
1001111101111 1100011
1111011111001 1111110
00111000111 101001010
11100011010000101011
1111111111101 1011111
01011100111100100000O0
0000011101011 1000100
0100001111110111100°1
1111111010001 0001101
0101011111000000010T1}’
0011010101001 0011010
01110000010001010100
101000100111 10111011
0011110001111 1100100
01111000010001000111
000001010101 0111000°1
000110100101 01101111
110001010001 10101111
101 0111111010001 0110O0 1]
where T is a nonsingular 20 x 20 Boolean matrix generated uniformly at random;

2) Set
*1(,’171,%2,1;371?4,1;5, X6, T7,T8, x97x1()) -

142y faotag+ay+ag+ag T
1+ agey +wgey + 21021 + 21 + 22 + 24 + w27 + 23wy + 427+
taszy + wgwg + 3wy + 4wy + waxg + x3w9 + w59 + 29 + @5x10+
+z10

1+ zgxz1 + z9x1 + 1 + 2226 + ©376 + T + T427 + 27 + T4+
tag + xowg + x329 + 24270

T+ xgey T xgxg + @4 + @5 + 106 + Toxg + ©326 + a7 - ToTT T
‘tz3zz7 + 2128 + 2228 + 2328 + 28 + g + 21210 + 22210 + 23210+
+z10

1+ x7ey + 21021 +@1 + 22 + 23 + w4 + 2227 + 2327 + 28 + 9+
tx2z10 + 23210

*2(%1,x27x37ZE4,ZE5,ZL’6,ZL’7,ZE8,‘T9,LE10) -

1 t 2o+ 26 + 29 + 210
rgxry + o + x3 + x3x6 + T5T6 + T + T3T7 + TY4T7 +T5TT+

tzyzg + 2328 + 2428 + z52g + 28 + 2329 + 2529 + 3210+
tzs5z10 + 210

1+ agwy +wijozy + 21 + 22 + 24 + x5 + 2307 + 2427 + g + waar9+
txaz10

z7z3 + zgz3 + 21023 + 23 + 24 + =5 + 2126 + 2226 + 2427 + 27+
tzjzg + zozg + 429 + 24210

z3 + w4 + @26 + w2206 + 27 + 28 + w129 + 2229 + 210

*3(%1,x27x37ZE4,ZE5,ZL’6,ZL’7,ZE8,‘T9,LE10) -



zrwy + mgmy + @1 + vy + w4 + p3TG + Ty + THTE + ToWT+ T
+agay + xqxy + zyey + xoag + wzwy + wawg + w5y + T3T9+
txgag + w529 + w9 + wpx19 + 10

zgx1 + x7x1] + x9gx1 + 21 + 23 + x5 + zoxg + T + 227+
tagzg + ®oxyg + x3w109 + w4®0 + 5210 + 210
1+agey +orey +2gey +xiowy + 21 + @4 + o226 + w227+ H
‘a7 + zo2g + 28 + 29 + 23219 + 24210 + 25210 + 210

1+ zgwy +a1021 + @1 + 24 + x5 + w26 + ¥ + x327 + 2427+
taszy + @woxgg + 23wy + x4210 + 25290

1+agey +xjgwg + @3 + 24 + w5 + w327 + 2427 + @507+

tz7 + 2129 + 29 + 21210 + 23210 + 24210 + 5210 + 210

3) The tuple (T, 1,2, *3) is the private key;

4) Set 2/ =T-z" =

rea tos + @7 + 11 + 14 + @15 + 16 + ®20 ]
z1 +®g + w5 + 26 + @7 + 28+ @10 + 11 + 12+
+®13 + 14 + 215 + ®19 + T30
] + g + a3+ xq + a6+ 27 + x5 + 29 t 10+
txig + @34 ¥ 215 + 216 + 217 + 238 + 799
3 t®g + @5 + 29 + @10 + 11 + 12 + 14 + 17 + 19
2y +woptegtaertaegtaeigtais + 217+ 219 + 229
z1 +®2 w3 + a4+ w5 + 26 + @7 28 +T9 +T10 + 211+
‘13 214 296 @17 + 218 + 219 + 220
2o +2g 25 tzg+ 29 txigt iy F21o F 25
xg t g txg t 1o @y + w13 + w14 + 298
z2 + 27 + 28 + 29 + 210 + 211 + 212 + 214 + 215+
tz1e + 217 + 220
z1 22 23 + 24 +o5 +2+ a7+ a9+ 213+
tai7 + 218 + 220 .
5 + a4 + @g + ®7 T ®g T ®g + @10 + T18 T Tag 3
x3 txg txg trg +@jo + 213+ 216 + 217 + 219
2o + 23 + 24 + 210 + 214 + 216 + 218
x1 23 a7 +wyo +w11 12 213 + 215 + 16+
‘17 + 219 + 220
z3 +aq + w5 +2g + @10 +®11 + @12 + @13 + @14+
tz15 + 218
2o txg txg t o5+ @19+ 214 + 218 + 19 + 20
ze g 210 + 12 + @14 + 295 + 216 + 20
z4 25 + 27 + 210 + 212 + 214 + 215 217 + 218+
‘19 + 220
x1 22 + 26 +2g + w12 + 213 + 215 + 217 + 218+
tz19 + 220
z2 + 24 + 25 + 2z + 27 + 28 + 29 + 211 + 215+
L +zy17 + 218 + 220 -

5) Represent the vector ' by chunks of 5 bits, i.e. 2’ = X1 X2 X3Xy;

6) Compute y = Y1Y2Y3Y, such that Y1 = X1, Yo = X1 %1 Xo, Y3 = X5 %2 X3 and Yy = X3 #3 X4. The
following relations will be obtained:

Y1 = (y11, %12, Y13, Y14, Y15), where

Y11 = T4 + @5 + @7 + 211 + T14 + T15 + 16 + 20,

y12 = x1 + x4 + x5 + g + 7 + 28 + 190 + 11 + 212 + +x13 + 14 + x15 + 19 + 20,

Y13 = x1 +x2 + 23 + x4 + 26 + 27 + w8 + 29 + 210 + +x13 + w14 + 15 + 16 + 17 + 218 + 19,
yi4a =23 + @4 + @5 + w9 + @10 + @11 + @12 + @14 + @17 + 219,

Y15 = @1 + x9 + 23 + 27 +2g + w10 + 15 + ®17 + 19 + z20,

Y2 = (y21, Y22, Y23, Y24, Y25 ), Where

y21 =1+ @) o4 + o7 +ag+x12 +213 + 215 + 216 + 217,

y22 = 1+ z72) + 29wy + 21021 + 21321 + 21421 + 21521 +x16%1 + 21721 + 21821 + 219w + w2l + 21 + 22 + 2223 + 23 + 24 +2g25 +
zqze + 2526 + a2y + 2gr7 + 27 + 2328 + 2428 + z528 + w7y + w8 + 2gwg + 2529 + 22210 + 24210 + 27210 + 29210 + 210 + 22211 + 232 +
zgr1l torry] tegwyl w312 Fargwie tegriz + 210212 + 211012 23213 + w5213 + 28213 + 11213 +TeL14 +r7T14 FX11214 214 + 22215 +
zqx15 + 25215 a5 T X715 F X5 T 210015 T 215 T L5216 T X216 T E7L16 T T8T16 T L9T16 T 11216 T T12%16 T T14%16 T T2217 X517 +
zrey7 + xgwy7 + 10%17 + 13217 + ®15217 + 16217 + 3218 + +r4w18 + rgr18 + r10x18 + 11218 + 12218 + 13%18 + 16218 + *3219 +
z14®19 +x4220 + TeT20 + T7x20 + xgT20 + 10220 + 12®20 + 13220 + T14220 + 19220 + €20,

y23 = l+wawy 2521 +27zy gz +21121 + 21521 + 21821 2192 + 21 +xaw3 +x3 +woxy + 2324 + 2225 + 2425 + 25 + 22w 2526 +
zg + w327 + zqx7 + w527 + ey + 27 + 2328 + 428 + w528 + 249 + 2529 + 2879 + 23210 + 2610 + 2810 + 10 + 24211 + 25Tl + w211 +
zgr1l +zgx1] +210%11 +22®12 Fr3w12 +e5z12 F2rzi2 +2gri2 trgwia t 211212 F w12 + w2213 23wz trg213 w13 913 212213 +
z3x14 + r8x14 + x9w14 + 210214 + ®13214 + 22215 + 23215 + T415 + wew15 + X715 + 210215 +@11215 12215 + @13215 + ®15 + w3r17 +
zgry7 w917 + 210017 213217 + 22218 t w5218 +xew1g + 718 T r9w1g + 213218 +x14%18 tx17r18 + 18 +r2w1g twarig +reT1g tErLIg +
zgr1g + xgri1g + 11219 +x12%19 + 218219 + ®19 + x3w20 + x4220 + ¥5220 + T9r20 + 1020 + 11220 + 12220 + 14220 + 17220 + 19220,

Y24 = ltzgz3ztaseztreerzterezteiozztriizzteirezteigeztegoerztezteaegtegtzgestrgregteszgtaszytertegteazgteqzgt
zgrgtzgtzgrigteeriotareriotr2ril o4zl 25211 ezl 210211 H211 teqzi2teszitegriaterziotrigzi2 112t tear3+
zsr13terz1ztriozr13teri1e13teaziatesrigatreri4terriatei0z14 211214 t 214 F2g2 15 trgris o115 +r13215 w15 teozigtesriet
zrr1etz10216 + 211216 + 215216 T 216+ 2ez17 t27217 t2or 17t 212217+ 214217 217 H gz 18 Fegrig 1218 tw13e18 16218t 218t 2gz 19+
zr19tE7L19+ 211219 T 212219 213219 214219 216219 T 24220 + 25220 +T9x20 + 210220 t 211220 t 12220 214220 + 17220 + 219220 + 220,

Y25 = 1+ wjag +wgay +o7eg + 21022 + @112 + 1222 + 21322 + @152 + 1722 + w1822 + w202 + @123 @3 tr1wy +w3wg + 25 + 26 +
z1e7 +zqw7 + 129 + 2329 + 2729 + 29 + 23710 + 24710 27210 + 29210 + 210 + 23211 + 24w F eyl g1l + 21212 +2gri2 + T +
z1o®12 t 211212 + 212 + 23213 + 24213 +erz13 +rg213 212213+ 213 tw121g 23214 t27T14 F210%14 T 211214 H 212214 213214 21215 +
zqz15 +xgz1s 210215 + 211215 213215 + 214215 215 t 216 t 21217 Fogry7 H2oey7 2oy F211217 F 213217 214wy te1218 Frgwig+
zgz1g +*10218 + 211218 + 213218 + 214218 + 218 + ®19 + 23220 + 24220 + 27220 + 29220 + z12220 + T14220 + Z15220 + z17220 + 218220 + %20,

Ys = (y31,Y32, Y33, Y34, ¥35), where

y31 = 22 + 23 + 25 + 27 + 29 + 210 + 212 + 213 + 215 + 218 + 220,

Y32 = werltagr]tarigr]te122] +21321 2172 tror tetrorzteztrzrytegrstegrstargrstestaegrgtriretersretegryrtrgrrt
zgr7 tarorg tageg trgwg tarserg tayrg trgtergrg tegrgtrgtwqwigtareriotrgeriotrar1l a2l +2gwr1l ez trqr 2 tesri2tegrio+
zgr12 t@12+22213 + o523+ X713 +210%13 L1113 FL2T14 T L4T14 T L5114 FLgT14+TI0T14 T T11214 T 213014 T 214+ 23215+ w4215 H a5+
zgr15teioz15tr13z1steariete3zieteszigtrerieterzie trgzigtezorieteiszietrazirtegeirteqzirtaeszirterei7zteiozi7teiieir+
zi2ey7tei4z17terise17 216217 te17teozigtezzigteszigtegrigteiorigteriizigteizzigterizerigteierigtrireigtzigtezzzigteazigot
z7e1g trgzigtzgrigtriieigteiawigtzi5e19ti7e19 F218w19 t23w20 24220 25220 t28L20 FX9T20 217 + 220 + 218220 + 219220 + 220,



Y33 = l+agzy tage) tesey +aee) +oge) +x122] +213%) 21501 +@] teotawztegtagrgtezrygtrzestastaoretrgretrzey frgert
zsx7targrytryrgtrgrgtesrgtayrgtagrgtrqrgtrgrgtegrgtagrigtreriotrgriotezell terqerilteeryltargeilteioril el trgeiat
z5x12 trer12 t a7 2+ 2213 te3r 3t a5013 2w 13 + L7213+ 2813+ 2913+ 210213+ 211213 T3+ 23T14+ 24214+ L5 14 +LeT14 g4+
z12214t213214 +232 15 tesei5tere1stegeist 210215+ 213215 t214215 t22z16 25216 t2eT16 +29T16 F 210216 T 211216 T 212216 T 2132161
z16 traz17 tesz17 teez17 t2gei7r tejoz17 te11217 t 212217 t213z17 t2y17 o518 210218 212218 215218 F r16218 Hx17218 F T2 19 +
z3z1gtzazigteszigtegrigtezgrigteiizigtezizzigtzierigteireigteigzigtesraotzi0220 212220 215220216220+ 217220 219220,

Y34 = w221 + z3z] + 27z +xgz) +x1121 + 21321 +2142] 21521 + 2172 + 21821 + 21 +wgwy + 23 +wyws + @5 + w526 + 26 + 2227 +
zozg + w529 + 22210 + 210 + z9x10 + 210 + 23211 + z5211 + 271l + 2gr1l + 210211 + 11 + 23212 + zew12 + wrw12 + 2gT12 + g2 +
zgw13 + 5213 +x10®13 + 11213 +@2@14 +@11®14 Fx12014 + @14 + @525 Hxew1s Fr9rys 10215 +®13%15 H w15 +@3r16 @516 T TeT16 +
z7r1e + 28216 + T9x16 + 10%16 + 12216 + 14216 + 15216 + 16 + 5217 + zez17 + w9w17 + 10217 + 213217 + 216217 + ®17 + 22218 +
z5w1g +*10®18 + w1018 +@15218 t*17w18 + w18 + @319 twew1g +wywig +wgwig Fr9rig + 14719 16719 + w19 + w2220 + @320 + @520 +
z7e20 + xgwr20 + *1020 + 11220 + 12220 + 13220 + 14220 + 16220 + T18220 + £19%20,

Y35 = w221 +zg4x] +2gr] t2ye] frgr) 112 2142 F 2021 21 2223 fr3wy + 24 + 25 + 2326 + 26 + 2227 2327 + 227 + g7 +
zozg +z428 +2g2g 2728 2329 729 t28T9 t gt w10t 23wl Hr7e1 tegTll teazi2 gzt rer12 trye12 trgTi2 211212 Fro2w3 4
zqx13 +wex13 + 27213 + wox13 + 11213 + T2x14 + 23214 + 24@14 + TeT14 + T8T14 + T9T14 + 211214 + 12214 + 13214 + T2®5 + w4215 +
zgr1s +o7r1s + 29w 5 + 11215 F L1425 215 F 22216 T T4T16 T L6216 T T7L1I6 T T9T16 T X11216 T 214%16 T X227 t2qw17 t LI +E7TIT +
zgry7 +x11217 T X14%17 + @17 + 22218 Frqw18 +2er18 T r7r1g twgrig +x11218 tx14218 Fx2wyg twar19 +xeT19 t7T19 Fr9T1g +@11T19 +
z14®19 + 22220 + 23220 + 24220 + eT20 + TgT20 + T9x20 + 11220 + 12220 + 13220 + 15220 + 16220 + ®17T20 + T1820 + 1920 + %20,

Y1 = (ya1, Y42, Y43, Y44, Ya5), where

Y41 = w42 @521 +o7e] rgr] +rory +w10r] + @120 + 21321 + 2142 + 21501 + 2162 tr17e + 21 w3ty +rzes +os ez teser +
zgr7 taTo2xg +a3x9 +aT4T9+TELY +LgTY +L4w10 + L5210+ 2710 +LgT10 X 10 T T3 T LT FLeT1 Ly FX10%11 Fr2w12 ez 2 Feswio+
zer12 tT7e12+ 210212+ 22213+ 23213 t24r13 25013 T L83+ 211213+ 213+ L3214+ L4214+ 25214 +28TI4H 29T 14 T X2T5 F X425 o525+
z7e1s +2grys + 213215 + 215 + 22216 + 25216 26216 T 210216 T 211216 + 213216 + 215216 + 216 23217 +2q217 +2er17 +28TIT F 211217 +
z1g@17 t@13w17 t@w14@y7 t@owig targrigtrqrigtosrigtegrigtrgrigtr1or1g + 13718 +r14218 tr16w18 t@2w19 targrig trsrigtrerigt+
zrrigtz11219+ 212219+ 214219 216219 + 219 +x2w20 +2az20 +2er20 t 27220+ 2820+ 210220 T 212220 + 213220 215220 F 216220 + 219220,

Y42 = @522 + zgzy + gy + 21022 + 1122 + 21322 + w1522 + T1622 + w1722 + w18w +z1922 + 22022 + 22 + 24 + 2125 +2gw5 + 2326 +
zqwg +wswy + @7 +wzrg +rsrg +awgryg +awrrg trgrg fayrg wgrg twjwigtwgwigtesrig +rrrig +10 + @121y teqwyy teswy +ere; +
zgr1l + @12 + 23213 + 25213 + 26213 + z7e13 + *gzr13 +z11213 + 213 + #3214 + 24214 + zeT14 + 28%14 + 210214 + 213214 + 214 + 21215 +
zqz15 + 25215 + 27e1s + 2ge1s + 213215 + 24216 + 25216 + 27216 + 210216 T 211216 + 13716 + 214716 + 15216 + 21217 + 24217 + 25217 +
zgr17 + @727 + 29w17 + 210217 + 214217 + z16217 + 23218 + w7z18 + 28218 + T17w18 + 218 + #3219 + zez19 + 2z7T19 + 2gzT19 + 10Z19 +
z14®19 + 216219 + 17219 + 19 + T4x20 + 5220 + xew20 + Trr20 + 11220 + 213220 T T15220 + 16220 + 17220 + T19220 + 20,

Y43 = 1L+ z3zy + x4z + 222 + 2922 + 21022 21722 + 21822 + 22022 + 22 tx3wy + 24 t 2125 2325 + 2425 + 25 + 2426 + 26 + 2327 +
zqwy twgwy +x5rg +xgryg +rgrg + w59 + g +wyTg +wg + w1219 +@3w10 +w5w10 +@rr1g t@10 Fr1w1l F@3@wyy trgwyy Faser) +egwyy +
zgry] + 23213 + r4213 +x9w13 + 3214 +T4T14 +2eT14 +T8LI4 T 210214 + 213214 T 21215 + 23215 + 2@y F w5215 +rgeys Frgrys + w15 +
z6r16 + £8=16 + T9r16 + 10%16 + 13216 T T14%16 + T16 + 1217 + X327 + wrryy +wgwy7 + x9w17 + T10x17 + 11217 + 13217 + T14217 +
15217 + 24218 + T5218 + w1y + 718 + ©11218 + £13%18 + £15218 + 1618 + 17218 + ¥18 + 3219 + T4x19 + 5219 + w9w19 + T10x19 +
z11®19 +x14%19 + 15219 + 16219 + 18219 + ®19 + 3w + Trr20 + 8w + 17220 + 20,

Y44 = 1 twsay 2wy +2gey + w112 + 1221 + 21421 + 216@] + @17 + x20%1 + 21 + @2 + @23 + wyws + 2325 + &5 + w226 + v +
zg +agx7 +asey +wer7 + r528 +x4rg +xerg + wrrg + 23210 +T4w10 + 25210 + TeT10 T X9T10 T 5211 + XX + Tor1l 210211 +X3T12 +
zqx12 5012 F2gw12 +r9w12 +@2w13 + 23213 + X413 + 211013 T+ 2L14 + 24214 + L5214 7214 +28TI4 + 213214 Fx3@5 t2q215 reTI5 +
zgr15 + 10%15 + ©13215 + 22216 + T5216 + ©8L16 + T9r16 + 11216 + £14216 + 15216 + ©16 + £3%17 + ®ex17 + r7T17 + 12217 + 13217 +
z15217 + 217 +z2z18 + 23218 + 24218 +2ex18 +zor1g + 210218 + 211218 + 12218 + 213218 + 217218 218 +w4z19 + 25x19 +2eT19 + 2719 +
zgr1g + zgx19 + 212219 + 213219 + ®15219 + z17219 + 219 + 22220 + 210220 + 13220 + T14220 + T16220 + 17220 + 18220 + T19220 + %20,

Y45 = 1 + 2323 + 2523 + gz + w722 + 21322 + 21422 +z16%2 + x18%2 + 2022 + 22 + 2125 + 2325 + 25 + 2126 + 24ve + 2527 +2eTT +
zjwg + w5wg + xg + xqrg + xgrg + T7Tg +@IW + 4w + 5210 + @er10 + ®9@10 +w1w11 +T5T11 +@wew1l +wgwyl + w1011 @11 tarwiz +
z3z12 + 24212 + 5212 + 2812 + @gr12 + 23213 + 24213 + 211213 + 21214 + Tg214 + 5214 + 27T14 + 2RT14 + T13214 + 23215 + 24215 +
zgwr1s + TgT15 + 10215 + 13215 + @15 +®1216 + @5T16 + T8T16 T T9r16 +r11w16 +T14T16 +T15¢16 w16 T T1T17 Fargey7 Fwgwry tarer7 +
z12217 + 213217 + 215217 + 23218 + 24218 + zer18 + xgz18 + 210718 + 11218 + 212218 + w13%18 + 17218 + w18 + 2az19 + T5219 + TE219 +
z7e1g + xgz19 + ®9w19 + 212219 + 13219 + z15219 + w17219 +x1w20 + 210220 + 213220 + 14220 + 216220 + T17220 + 18220 + T19220;

7) Set a 7-dimensional vector Z that has all 7 coordinates as Boolean linear functions:
Z =Y1||Y2,1]|Ys,1 =

T4 t @5 @7 + 211 + @14 + @15 + 16 + T30

z1 + x4 + w5 + 26 + @7 + 28 + @10 + 11 + 12+

tz13 + 214 + 215 + 219 + 230

x1 + 22 + 23 + 24 +wg + 27 +ag+ 29+ w10+

‘13 214 295 @16 + 217 + 218 + 299

z3 24 + 25 + 29 + 210 + 211 + 212 + 214 + 217 + 219

21 ‘2otz taegtaegtaeigtais +2i7 + 219 + 229

1+ a) g tegtoegtejgtaggtays +216 + 217

z2 + 23 + 25 + 27 + 29 + 210 + 212 + 213 + =15 + 218 + 220

T

8) Transform Z by the bijection of Dobbertin:
W = Dob(Z) = (Wi, Wz, W3, Wy, W5, Wes, Wr),
where

Wy =14 ey + a3z + 2521 + @72y + 21021 + @1121 + @1221 + 21321 + @142) + @521 + w1921 + 21 + @3 + w3wy + w4 + 2225 + 26 +
zox7 fagwy +rqay + w527 fwowg w3y +asrg taryrg +wg +r5rg +werg +w2xyg +rar10 25210 +2rr10 t28T10 T 2910 + @10 T w41 +
z5x1] tTex1] T 7] Frgw1l + 29wl + X101l + @212 T 3wl trqwir + 25212 + g2 F 210212 T X11212 F @12 + 23213 + 25213 +wgwr1z +
©11%13 T 22214 T 24014 +2eT14 T T7L14 +2gT14 +T9T14 + 210214 T T12%14 @14 @225 L2325 t 24215 Fr5T15 tegL1s 10215 T 211T15 +
z14®15 + 22216 + 23216 + 2416 + 27216 + 2916 + 12216 + 214216 + 215216 + 23217 txaw17 t 25217 + 27217 29217 + 212217 +213w17 +
z14217 + 215217 + 216217 + 217 + 24218 + rew18 + 211218 + 213218 + z16218 + 18 + zez19 + 719 + 2y®19 + 29219 + w1219 + 14219 +
15219 + ®17®19 + @18w19 + wawe + xgw20 + 9wz + 10®20 + T13%20 + 19220,

Wa = 1+4z7z; +2ijoz1 +z1121 + 21321 +2x1521 + 21621 t 21721 +21 t 22 taoe3 feazy tagteges t23es tos t2gwe t 526 2327 trger +
zswy tagey +awrrg +wg +wzwg twgqwg +wgrg +wrrg twgwyg twzwig+ergrig +r9rio + 4wyl tyr1y tageyy @y twgwiz teseie Hrgwin +
z11®12 +212 +e5e13 w13 +egw13 tegriz +21pr13 + 211213 +r12213 t23w1g terzig Frgria 210214 F 212214 23215 t 24215 55+
zgr1s +xgz15 + 2915 + 211215 + 213215 + 214215 + 24216 25216 T Te%16 + 27216 + 28216 T 210%16 T 211216 + z12216 T 213216 T 14716 +
z15216 + 22217 + 24217 + 25217 + 27217 +2ge7 +2gz17 t 211217 + 12217 214217 215217 + 22218 + ze218 + z9x18 + 210218 + 13718 +
z18 tT4219 +Tr19 + 2919 + 13219 T T14%19 + 216219 T 218219 +x2®20 t @320 25220 12220 + 14220 + 216220 T 217220 T 219220 + 220,

W3 = zgz) 2421 + 2521 + 2z + 21121 21721 21821 + 21 +23 +2oxy 2324 + 24 + 2225 f 2325 + 226 + 26 f 2207 gy 2527 +
zgr7 +a7 rgrg targrg +trserg twerg + g +wzwg +rrrg +wg twarigte3ri0+2qr10 +r5210 +Le%10 T 910 T 210 t @221 t 3Lyl Fargryl +
zgryl +a1] txowi2 +aer12 twgri2 +210®12 22213 +w3w13 + 26213 + 210213 T *11213 +T12%13 t 22214 FreT14 T T7TI4 FT9T14 F 211214+
14 t 22215 +2gx15 5215 +LeT15 X915 T 14215 215 T X916 T 211216 T 214216 T X116 T @3L17 Frqwy17 tr5wy7 twer1y torLy7 Frgwyr +
zgr17 +a10®17 +x14%17 +®15217 +*3218 T 26218 +rgw18 2918 +10¢18 T 11218 + 16218 Tt X18 +T2w19 +x3w19 tw4x 9 tT5L19 T L9 +
T7r19 +210%19 T 212219 + 214219 L1519 + 216219 + 219 +x2x20 t2qw20 L5220 T eT20 T ET7L20 T L10%20 T %1320 T 215220 T T16%20 T 218220,

Wy = zqey +agey 21021 + @321 + 21421 + 21521 + @621 21721 +@18®) +w19wy 2202y + @) +wgwz + a3 +wywy twgws +arges +a5 +
zqre tr5ee tr2a7 Fager tasy fagey a7y Fayrg +og +rzwg +asrg +ayrg twgrg +azwio +w4wio t27r10 +r8r10 trorio 210 Fr2wyl +
zqxy] 5211 F@er1l X7 T 21011 Fr2®12 25212 F@2w13 + 24213 t 5213 F w713 + 28T 3+ X913+ 211213 + 212013 23214 4014+
z5w14 +axer1g+rgrigte13T1gt @14t @awys tezwys tesrys trerls tegrys tergwis t@ioris tr11@1s t@13ws twys trowie trsrietreriet+
zgr1e +x9r16 + 10216 T T11216 T z12216 + 214216 + 216 t 5217 t2rz17 t2gwi7 t210217 te12217 tejaz17 t 215217 t 216217 t 217 F 2218+
zqz1g +25218 tr7e1g+2gr1g trgwrig tr11218+ 212218 t w1418+ ®15218 + 218+ 25219 te7z1gt2gr1g+210%19 212219 214219 t 215719 +
z16®19 22220 + 23220 + 24220 +2ez20 + 27220 2820 +29w20 + 210220 213220 t 214220 + 215220 + 216220 + 217220 T 18220 + 219220 + 220,

W5 = zqzp +zgrg + 21122 + 21322 + 21622 + 21922 + 22 + 23 2124 + 24 + 2125 2526 + 26 t 2127 2627 + 27 + 2428 + 2528 + w78 +
zjwg +w5wg +wrrg +wgTy + w9 w5210 + TET10 27T + w910 +waw1l + 5@y t Tl F a7yl t@10®11 w11 F 2wy t@swyr iz +



zgr1g + @12 + 25213 +@7w13 + 210213 + 11213 + 213 + 24214 + 25214 +@7T14 +T9T14 + 21215 T XeT15 T e8T15 T 9®15 T 10T15 T L1125 +
12®15 + 213215 T 214215 + 215 +*1216 + 24216 T L5216 + T7T16 T T8L16 T L9T16 T 211216 T 12216 T T14%16 T 15216 + 16 T @17 T w1218 +
zqx18 + r5218 + rew18 + 27r1g + rgr18 + x10%18 + 11218 + r12218 + 13218 + 14218 + ®15218 + 18 + ®1219 + x4®19 + Tex19 + rgT19 +
12219 + 13719 + T14®19 + T18@19 + waw2 + w5w20 + 7T + T9T20 + T15%20 + T16720 + T18T20 + T19T20 + 20,

Wg =1+ aj22 + w522 + xgey + 21122 + w1202 + #1322 + 21422 + 21722 + w022 + w123 + @3 +wy1wg + w324 + ¥4 + 2425 + @5 +TyT7 +
z3z7 + zqz7 + 2527 + wgry + 27 + 2328 + zqrg + 27y + 2329 + wawg + w59 + x40 + ez10 + 29210 + 21211 + 23211 + 2g211 +2eT11 +
zgz1l + 211 + 21212 + 23212 2812 + 2912 Fr3w13 +24w13 t 25213 t2er13 t2rr13 + 210213 + 212213 + 23214 + 24214 + 210214 + 212214 +
z13214 + 214 + 21215 + 23215 + 24215 + 25215 +zer15 +wgw15 + 213215 215 F 23216 +24w16 + 26216 + 27216 T T10%16 T 212716 213716 +
z14®16 + 15216 + 1217 + 23217 + @5217 + wew17 + @yey7 +2gr17 + 29wy + 15217 + 16217 + 17 + x3218 + wrw1g + wgwryg + r10z18 +
z12w18 + 215218 + *16218 + ®17x18 + ®1219 +®3x19 + T4x19 +rr19 + ¥8L19 + 14219 + 15219 + 21619 T *17219 + 18219 + @120 +*3220 +
x7e20 + 8w + T9wr20 + 10220 + 11220 + T14220 + 15220 + 17220 + ®18%20 + %20,

W7 = xjeg + 232 + @52y + w7wy + wgw + w1022 + 21322 + w1522 + w1602 + w18®2 + w0®2 + #3 + @325 + w106 + w526 + w127 + g7 +
z5x7 +xgrg +or7rg + w129 +rqwg + 79 fagrg +xg +rg4wyo +T7r10 + 210 + 1211 + 2211 t 28211 + 210211 + 211 5212 treTI2 T E7TI2 +
zgz1g 11212 + 212 + 23213 + 24213 + 25213 +2ez13 7213 + 29213 + 210213 + 211213 + 12213 24214 +2eT14 27214 + 210214 + 214 +
zywys +xqwys + @5@ys +wgeys +wgwys @015 + w2215 + ®13%15 + @14®15 + w1016 + ©3T16 + wqw16 + w5216 + Trr1e + r8T16 + T9w1e +
z11216 + 213216 + z15216 + 216 T z1217 + 23217 +2q217 ft25r17 t2er17 @717 H 28217 F w917 H210®17 F214%17 215217 217 H 23218 +
zqz1g +x10%18 + z12218 + 13218 + 216218 + 218 + 1219 + 3219 + 24219 + 2gz19 + 210219 + 211219 + T13219 + 14219 + 218219 + 219 +
zqw20 + x5w20 + Tew20 + 720 + 10220 + *13%20 + 15220 + T16%20 + T187205

9) Set Y1 = (VV17 Wa, W3, W4,W5), Yo1 = Ws, Y31 = Wr;
10) Compute y =T -4'";

11) The public key is y, given by the system of 20 equations of 20 unknowns:

Y1 P1($1,$27‘H7$20),
Y2 = Pz(xl,xg, N ,LEQ()),

y20 = Pao(z1,22,...,T20),

where P; are multivariate quadratic polynomials of 20 Boolean variables.

In developed form, they look like these:

y1 = P1(z) = zy taegtagey tagey tagey tagzy tagey tagzy tagery taior) 3wy to4ws+os+o4ve+ o506+ w6+ o7 Fogwgfrzwrgtoqwg+
zsrgtarrgtargtagrgtewzrgtaryrgtrgrgtagtaawigtrariotrs5210t26T10+L710 tE9TI0FX2w1] t2gr1l Fr7e tegryy trgwyy teworio+
zse1g te7ri +egzrie trgzi2 1212 22213 Fwqw13 F2gr13 +2gz13 tr10213 tr2z1g t 23214 2r9r14a+ 210214+ 211214 t 213214 22215+
zqr5tesz15terzistergristei1z1s o415 +215t2azi6+25216 26216 t27T16 F 29216210216 T 211216 T 215216t 23217 togzi7 g7+
zrey7tegzi7teigzirteiee17 to17 tege1gteerigterzigtwi2218t 213218+ 215218 +r16218 t 218 tw2z1gtesz19trer1g tre1g tagrigt
z9w1g +a11219 +x13x19 +x14T19+x16219+®17T19 + @19 +@3w0 ta5T20 FTer20 t2gT20 +T9@20 + 13220 +X15T20 FX16T20 F X170 21920,
y2 = Pa(@) = zo21 + @3x1 + 2421 + @g@1 + 1071 + 1271 + 21721 + T1g@1 + 22021 + @1 + T2 + To@3 + w3 + 3Ty + @4 + 275 + ToTE +
z526 + 26 +wowy +rzwy a7 +wgrg twzrg twgrg +ayrg +rg +r5rg +aryrg +rgtwzrig+rarig+rer10 +27T10 + 24211 25211 +reT1] +
z7ryy +egwyy + xgwyl + 210211 + 24212 + 25212 + @10%12 + 23213 + 25213 + 27w13 + 11213 + 212213 + 213 + w221q +wrrig + 211214 +
z13%14 + 214 +T2@15 + 5215 + 212215 T 213215 T 215 + 22216 T L3216 T T4T16 T 25216 T L6216 T T9x16 T T12216 T 13216 T T14216 T 2317 +
zqx17 +xeT17 + X717 + T9r17 +w2wyg +rqw1g + w718 + wor1g 12218 +213%18 + 14218 + 15218 + 17218 + 4219 + reTr19 + T7r19 +
zgr19 + 11219 + 218219 + @19 + @220 + 23220 + xeT20 + T7L20 + 15220 + 17220 + 19220,
y3 = P3(z) = zaz1 o3z + o9z + 21321 + 21671 +T1721 + 219271 + 22071 + o1 + 23+ @axg + @324 + 2225 + 25+ 2276 + 2327 + 2427 +T5T7 +
zgwy +a7twywrg twgrgtrzrg trgrgtasrgtwgrgtrgtwawigtwzwiotrariotreriotrgwrio t1o tro2wyl tegwyy tewewyy tagwiztezwiot+
zqz12 +x11212 + 23213 + 26213 t 2713 +2gw13 + 2913 tw5r14 t a1 T 27214 F28T14 t 212214 213214 t 22215 g2y 25215 Freris
z11215 + 212215 + 213215 + 215 + 23216 + 24216 t 25216 T zer16 + 29216 + 210216 + 212216 + 214216 + 216 t 24217 + 25217 +2eT17 H27TIT +
zgr17 trgz17+210217 + 212217 tx13217 + 24218+ zer18 trgrigt 210218+ 212218 t 213218+ 21418+ 215218 t w1718 tr18 ez w19 Feawigt
z7r1g+213219 +217¢19 +23L20 + 2420+ L5220 FLew20 T X720 L8200 +T9T20 T X10%20 T 12220 T 213220 214220 + %1620 +*17220 218220,
Y4 = Py(z) = zqzy +@qey +2gzy +wioz) + @12y + @122 @132 + @182 + @92y + @0y + 21 + @y +2aws +rgxs w5 f o2 +wzws +
zqre +xe taxzwr gLy o7 Frorg trarg o528 trerg tryrg targrg +rsrg +rrrg 22210 +r4r10 +TEL10 T 7L 22211 t X4 7L+
zgry] +xgxyl +®11 +@oxy2 +wzwi2 +wqxi2 rgwriz +rgriz +x10v12 F 211212 + 3213 + 25213 + 2213 + w13 +r9r13 + 211213 + 213 +
23214 T 24214 T T5L14 T LET14 T T10%14 T 211214 + 213014 T 214 + 22215 + 23215 +r4215 F 5215 torr1s Fr9ws 21015 T 213215 2216 +
z3z16 + 4216 + 26216 + z9r16 + 211216 + T12216 + 215216 + 22217 + 23217 +w4z17 27217 +28T17 + 210217 213217 + 214217 215217 +
z17 +x2w18 + 23218 +2er18 +wrzr1g + 28218 + 2918 + 10218 t 212218 +x14218 + 215218 +x2w19 t 25219 Fr7e19 28T 1g9 F 2919 211219 +
z14219 + 216219 +T17219 + 218219 + T2220 + 23220 + 25220 + 27220 + 28220 + 2920 + 211220 + 12220 + 214220 + T16220 + T19220 + 220 + 1,
y5 = P5(x) = zaz1 2421 + 2921 + 21021 +213%1 + 21721 + 21921 + @1 + @2 + 2223 + 23 + 2224 + w324 + @25 + 2425 + 2426 + 2576 + 2227 +
zswytrgry tasrgtewgrg tayrgtagtrgrgtagrgteqrgtasrgtarrgtrgrgtargtegwigtasrigtrgriotrgrioteriotergryy teseil+eewrilt+
zgry] +211 +r3r12 +e5x12 Fwgrir Frgwir ta12 + w13 +wgr13 +2er13 +r7r13 trow1g + 23214 24214 T4 T T7TI4 FT9T14 F 210014 +
z2x15 + 23215 +T5L15 T TeT15 T L1015 212215 +X14215 + 22216 L3216 T 5216 TLeT16 T T7L16 T L11%16 T 212216 T X15%16 T 217 T X3T17 +
z5x17 +rer17 trgwr1r t210T17 T 211217 + 216217 Hx17 Fa2x1g tr3wig t w518 trer1g T rrr1g Hrgrig +rgr1g + 11218 + 12218 + 13018 +
z14wi1gta1erigtr3Trigtesrigtarrigtargrigtri2®igtr13r19+216219 2182192192220 T 211220 T 212220+ 213220+ T 17%20 21822011,
y6 = Pg(x) = zyzy + w3wy +wszy +2gwy +aywy +agey +@i522 + 217wg +w18@g +wyozy + @123 + w3 + 25 + w126 + w326 + w476 + w127 +
zqe7 +z5x7 + 2128 + 2328 +wreg + 2y +w4zg +xgwg 24710 + 26210 t 28210 + 210 + 21211 + 23211 t 2ozl 210211 + 211tz 25T+
zreyg tzgri2 t 211212 21213 F 23213 24213 +wer13 +2gr13 + 2913 Fr12213 + 213 F23z14 25214 26214 28214 + 210214 211214 +
213214 + 214 + 23215 + 27215 + 28215 + 29215 + 10215 + 211215 + 212215 + ®14215 + z7r1e + 28216 + T9z16 + T10%16 + 213216 + 15216 +
ziey7 +2gz17 2917 F 11217 Fei7 H 21218 Feqwig F 5218 +r11218 t 214218 + 216218 + 21219 Fx4w19 25219 2219 t27T19 +28TI9 +
z10%19 + 214219 + 215219 219 + 21220 25220 +2e220 + 27T20 + 29220 210220 + 211220 + 215220 + 216220 +x17220 + 218220 + 219220 + 1,
y7 = Pr(z) = zqyzz3faosegz+ogrg+oi13z3 +o1423 + 1623 + 21803 + w03t ozt w4+ @io5 +@gws +24ws + 2106 + 2276 + 26+ 127 o527 +
zylrg tayergtrirg tagrg trqrgtrsrgtairg+r2210+r5210 6210 tL8T10 T or10 521 tr7e1l Fegryl twgwyy twyy tarywg e+
zqx12 t2eT12 T T9x 2 T 211212 T 21213 +Xq®13 + 25213 + 26213+ 27213 +29r13 + 11213 212213 + 1214 +2221g F2qw14 tX7TIg T TRTI4 +
29x14+213214 T 214 +24215 27215 +L9T15+L10T15 T L14T15 T L4T16 T LET16 TLTLT16 TLELT16 T LILT16 TL13L16 TL14%16 TL16 HE2217 g7+
zsxy7 tarey7 + 213217 214217 215217 T 216217 + 217 t 1218 +e5218 +rer18 + 818 +*12218 +x15218 + 218 +@4x19 w5219 + X719 +
zgr1g +x9z19 + 214219 + 215219 + 218219 + 24220 + 25220 + 2e220 + 27220 + 2920 + 211220 + 213220 + 214220 + z16220 + 217220 + 218220,
yg = Pg(z) = x4z + w521 + 2721 + 2871 + 21471 + 21521 + 21671 + 21921 + w2071 + @1 + 22 +wox3 + @3 + 222y + 24 + @3T5 +TYyT5 + 25 +
zawg +agre taowy fwzey ftwswy oy fwyrg taseg trgrg trorg wswg +wg twawyg +@zrig t@s5r10 Hr9r10 + 210 @411 t@s5w1 H @1l +
z7eyl tegz1l tzgeyl +210211 211 trazi2t w3z teszio terria tegriotrgriat 11212 212 tese13 terz13 to2213 oz tezwig +
zgr14 +29x14 + 210714 t 22215 t 23215 + 25215 +2er1s Ferr1s F2rge1s Hrgz1s 12215 t23w16 t24w16 t29z16 + 213216 T T15216 T 25217 +
zer17 X817 +X9w7 + 210217 +X14%17 + 22218 + X328 + 24218 +T5T18 + 718 +T9w18 + 211218 + 213218 + 216218 T x18 +L4%19 +@grI9 +
zgx19 + 210219 + 12219 T+ 215219 + ®17x19 + 218%19 + ®ex20 + L7T20 +xgx20 +T10%20 + 11220 tT12%20 +*14220 + 15220 + 219220 + 220,
yg = Po(w) = zazy + 24wy + wgwy + 1121 + w1321 +@1621 + 21721 + w1921 + @1 + w223 + 2awy + wgwy + wo25 + w4w5 + 2326 + T5TE +
z3x7 +T5ey + ey + 228 +r5wg +rerg + 28 +waxg +a5rg +rgT + w9 +x4wyg + T5x10 + 7L T L9T10 + 22211 + 5011 tTEL1] T rgw1l +
zgxyl + @11 + X222 + 25212 + Tewr12 T 8wz + *11212 12 + 23213 + ¥e213 + 9w13 + 10213 + €13 + 4214 + TeT14 +T10%14 + T2215 +
zqz15 + 2zgx15 + 27215 +28e15 + 210215 + 211215 + 22216 + 23216 + 25216 + 210216 + 12216 + 2z4z17 + o217 + 29217 + 210717 211217 +
z12217 + 215217 + 217 + 24218 + 7218 + 2918 + 211218 + #1318 + 215218 + z16218 + z17218 + 18 + x3w19 + 24219 + 212219 + z16219 +
z17219 + 23220 + 24220 + 25220 + zez20 + 28T20 + T9x20 + 210220 + 11220 + 213220 + 14220 + T15220 + 16220 + 220



yi0 = Pro(®) = z1@p tzgzy fwsey +wgwy fwyey +wgwy fxgzy +wigrz + @102 + 21202 @502 21672 ftrig@y e t@j@3 fag tayws +
z3x5 +rqx5 a2+ ar5re tr3ey trsey trgry tay Frgrg trgrg +ag trirg twgrg twrrgtrzrigtrqrioterreiotergriotroriotr1ril +
zqxy] 25211+ 211 Fe5T12 Freri2 terri2 trgri2 o1 w113 tesriztaereriz 13 tegrigtesrigtrrrigteiieigateigteies tezeys+
zqz15 +25215 trer1s terris te11215 212215+ 214215 tr1z16 H 24216 t 27216 T 210216 T 211216 T 212216 + 213216 T 215216 + 216 T r8T17 +
zgzy7 tx11217 + 213217+ 214217 t216217 + 23218+ 2418 trre1g tegrig+ 210218 t 213218+ 21518t 216218 t w1718 tr18 tr1e1g Fe3wigt
z5z19 +xez19 +2rw1g t28T19 +wgw19 t 11219 t 212219 t 217219 + 219 + 23220 +2ex20 + 27220 +29T20 + 211220 + 216220 T 218220 219220,

y11 = P11(®) = @122 + @323 + 2423 + 2522 + 2672 + 2872 + T1122 + T12w2 + 1672 T 1722 + T1g@2 + @374 + T4 + T175 + T35 + TY4T5 +
z5 +x1we + x3we + w506 + w6 + wawy + wgwy + w7 + wyr8 + T3y + T4y + wery + vy + w19 + wawg + wywg + @w7w9 + w9 + w1210 + TIw10 +
z7e1 +2gw1o + 210 21211 23211 Feqz1l + 25211 Fegzyl 2wy Fesw12 +2eri2 trgz12 F 210212 t 211212 + 21213 F 25213 +2ew13 +
zgr13 + x9w13 + 10213 + 11213 + 12213 + 13 + ¥4214 + 5214 + 27214 + 11214 +T12214 + 21215 + T5215 + T9r15 + 210215 T 11215 +
z12®15 + 213215 + 23216 + 25216 + 6216 + 8r16 + 10216 T ¥11%16 T £13%16 + T16 T *1217 + 3217 + wex17 + wrw17 + wgw17 + w917 +
z10®17 + 211217 + 13217 + 214%17 + 216217 + @17 + 23218 + w5218 + xgwig + *10218 + 13218 + ®14%18 + ¥15218 + 218 + 5w19 + @yr19 +
z11®19 + 13219 + 16219 + ®19 + ©3x20 + T4®20 + 5220 + Trr20 + T9®20 + X11%20 + ¥12220 + 13220 + 15220 + *16220 + 220,

y12 = P12(®) = z3egp+z1@wp+ 23w+ 24wt @602t @19wo t @02 +@ptz123+agt ooyt a3rytagaestagestostaizgtaiay toger+
zgry taytrirg tewzwgtasrgtryrg tagrg trqrg taswrg ftagrg tarrg twgrgtrgrigtrgrioterizryy tegryy trgeyy ferery tejorir e+
zrzigtegzi2teszioteerizterzitegziatrgziateigzi2tei2teiz13 25213 +210213 212213 te3z 14 214tz t 212214+ 213214+
z1e15te325te4w15+2ezr1s troris trioz15 211215 F 212215+ 214215 t 21216 t 23216 F 25216 H 210216 t 212216 t 214216 F 21217 Fe3T17 4+
zsey7 terzirtrgeir +e11z17 teiger +ei4z17 tr1e®17 H 23218 t 218 +rgr18 trisz1g tz17r18 tr121g + 23219 trawig w519 F2eT19 +
zrrigtzgrigtziozigtel1zigtei13zigteiazigteigeigteiza0tege20t 10220211220+ 213220 214220t 215220 217220 218220t 220+,

y13 = P13(2) = zaz1 + 2421 + 2521 + 2ew1 + @ywy + wgwy + @621 + w17@] + @igwy + @@y + @1 + @223 + 23 + 23wy + @3w5 + Thw5 +
z3x6 + xqre + T526 + x327 + 2Ty + T4rg + g +r3wg + x4 + T529 + werg + @rrg + 29 + 2w + 23T10 T *5210 + 28210 + 9wl + 2211 +
z3xy] +w4w1] +e521] 28wyl +ror1l +10®11 F 211 Fe2w 2 +2gr12 + 5212 +wer12 trgr12 + 21012 +22w13 +wewr13 +@rr13 +wgw 3 +
z10®13 + *11213 + 23214 + 24214 + TeT14 + 714 + 28T14 + ToT14 + 10%14 T 11214 + T12214 + 213214 + T14 + 23215 + 2q@y5 + w75 +
z10®15 t 211215 +®13215 + 14215 + 23216 + 4216 + 6216 + 10216 T T12216 T 13216 T *14216 + T15216 T r2217 +®3x17 +weT17 + 2817 +
zgxy7 +x10217 T 212217 t Tex18 + 28218 T rogw1g + 210218 +*11218 T 12218 + T14218 + 215218 +x16%18 T T4x19 T x9w19 +x10%19 tX12219 +
13219 + 15219 + @19 + waw + w3wzo + 5w0 + xew20 + *11%20 + ¥16%20 + 1,

Y14 = Pra(@) = z1@gtaszatagrataigra+ziieetri22a+ 21672+ 21902 too0@2 oo tr123+ 2124+ 2 105 to3z5+ 2425 +o5 to126 + 2576+
g tagry toytejerg targrgterrgtawgtairg trzwrg tagrgtrgrg +aywgfagrgtrgtwywigtagrigtegrigtereriotegrigtrgrigteieir +
zqzyl te7z1lt2gel] trgrii ez tarseiategriz ey trgriatejozri2 i1z te12 i3 tesz13 trer13tegriztriiz13 tei2e13+
zile14+23214 + 24214 t 25214 t2eT14 27214+ 210214 211214 213214 t21 215 23215 Fegwy5 teseys fereys Fegris triiwys tri2ws +
z1216 + 23216 L6216 T 2816 T 29216 T 210216 T 11216 T 212216 T 214216 T 15216 + 16 T T1217 + 23217 trsw17 tarry7r +egrir + 210017 +
z11@17 213217+ 215217+ 21218+ 25218 w218 T 818+ L1018 T X142 18 T X15218 T X16%18 tX17x18 t@1x19te3LIgtwgrigtE5LI9+TeTIg+
Z8L19+T10L19+T11219+ 212219 +213219+214T19+215C19+®1T20 +E3T20 T L5T20 T TET20TX12220 T 213220 TL15220 217220 T218%20 219220,

y15 = P15(2) = m4wp + xgwy + 29wy + w1222 + @14wp + w1522 + w1gw2 + @2 + 23 + @@y + 24 f 2425 + w106 + w526 f 127 + @507 f T8+
z5eg +x7eg + g + 2 xg +x3wg + wqwg + 509 t 79 +wgrg +wg +w1x10 +T5210 +2eT10 +T9®10 T 210 T X321 + w71l t@oxyy + x0Tl +
z3z12 + 24212 + 25212 + 2ex12 + 27212 + 28212 + 211212 + 25213 + 2213 + 210213 + z12213 + 213 + 28214 + 2914 + 210214 + 211214 +
z12214 + 213214 + 23215 + 24215 + 25215 +zex15 + 28215 + 10215 + 21216 + 26216 T 29216 + z10216 T 212216 + T14%16 + 215216 T 23217 +
zqe17 + 25217 +27T17 +2gey7 211217 212217 + 214217 + 21218 +wyzr1g +2gwig 13218 + 217218 + 23219 +xgw19 +z9z19 + 11219 +
z12219 +x15219 + 217219 + 219 + #3220 + 24220 + 11220 + 213220 + 16220 + 17220 + T18220 + %20,

vi6 = P16(®) = zg@i+ag@) tagz) toge) +aye) +oge) +oge) +21021 +21221 21301 +21421 +21671 + 21821 + @201 +o1 tag+ageg+az+
zozgtezzgtrgestestezzgtrgretezeytesertegrytertaesegtarrgtaeazgtearigtezzigotergriotesziotererioteriotraziy tereir+
zgx1] +210%11 + 211 tr3212 w5212 tegri trgrizt w12 +ro2x13+ 23213+ 24213+ 26213 TX11213 T 24214 +TeT14 T T9L14 T TI0% 14+ 211214+
z12®14+213214 + @14+ 22215+ 23215+ 25215 +LeT15 FL9r15 + 212215+ 213215 +T15 23T 16 27T T 28T16 T 9T16 T L1516 T w217 g7+
zgry7 +10®17 + 211217 +*13217 + 214217 + 22218 tr3w1g twrwr18 +rgr18 + 10218 + 14218 +x18 + 23219 +x5w19 t w719 +rgL1g +r9wig +
z10®19 +211®19 +tx12®19 + 15219 + 216219 + 18219 + %19 + w3220 twgweo + 2920 + 10220 T 11220 + 12220 +x13%20 +x16%20 t 218220 T 1,

yi7 = P17(®) = wawy + @321 + 2521 +ze2) + w9z w1021 21121 + 21271 + 21321 + @141 + @521 + @182 + @y +@g +2awy + 23Ty +
w4y +waws + @325 + g5 +agre +asre +rqry +rzeryg +wswry +wgwy +wrwg +wpwrg +wzrg targrg +wsrg +ayrg +wgrg +wg +@zwig + 4w+
z7e1o + 2810+ 210 + 22211 + 23211 + 25211 ezl tererl tegryl H211 te2xi2 t2ez12 Frgw12 Fzgri2 t 211212 212 t 23213 tarriz+
zgr13 +z9x13 + 210213 + 211213 + 212213 + 22214 + 23214 + 24214 + 25214 + Te214 F28T14 F 29214 214 f2a215 F 25215 F 27215 g5 +
z10®15 +x11215 + 212215 + 213215 + 215 + 23216 + zez16 + 28216 + 10716 + 11216 + T15216 + 23217 + 25217 + 2217 + 2gT17 + w917 +
z12217 + 213217 + 215217 + 216217 + 22218 + 2e218 27218 +w11218 + 212218 + 213218 + T16%18 + z17218 + 218 + 22219 + 24219 + TeT19 +
z7r1g + xgT19 + r9wx19 + 213219 + 15219 + 16219 + T17x19 + X18%19 + w4w20 + T5x20 + xgw20 + T9x20 + 10220 + 12220 + 14220,

y1g8 = P1g(z) = zyzy + wgwy + wqwy + @wywy + wioz2 + w1222 + w1322 + T14@2 + 21522 + Tiewe + w18w2 + wigwy +wyzy + @y + @5 +
z3xs + x3re + r426 + r526 + 2328 + 528 + werg + wwg + w3wg + waxg +x529 +xer9 + 29 21210 t 5210 + 7210 + 29T 210 T 23211 +
zqxy] +wse1] t@7eyy] +e10211 211 3w Frqri2 tes5wie Ferri trgrie Frgrie tw11®12 +2gr13 +210%13 +*11213 + 13 t 114 +
23214 + 25014 +2eT14 T X7T14 FT8T14 T 11214 T 212214 + 214 21215 t@F3Ly5 + 5015 FX7Tl5 F 212215 T 14215 F 21016 T T4T16 + X916 T
z11®16 + 14216 + 16 + 1217 + x5217 + wewr17 + 10217 + *16%17 + 1218 + w3218 + w5218 + rewr18 + x7x18 + wgw1g + wgwryg + r10w18 +
z13218 + 16218 + z18 + z1219 + 3219 + z7x19 + 28=19 + 210219 + 11219 + 212219 + 213219 + 214219 + T15219 + z18%19 + 19 + zgx20 +
z7e20 + gz + 210220 + 211220 + 213220 + 215220 + T16220 + 19220 + 220 + 1,

y19 = Prg(®) = @321 + 2421 + 2521 + 2621 + o721 +ogr1 21121 21521 + 21671 +T1721 + 21801 + @191 + 22071 + @1 + @3 + 2374 + 2425 +
x5 tawgwg tagre +rqwe+asre + o6 +rewy oy targrg trywgtrgrg tayrg twgtrawigtrgrigtesriotreriotrio 2wyl teawyy treril +
zgz1l +zgx1l + 210211 + 22212 Fe5z12 2722 twgwi t219z12 H 212 t2re13 2913 F 212213 F 23214 24214 2214 28214 + 210214 +
z12®14 +213%14 t 23215 +TeT15 T r8T15 +r9r5 +x12%15 215 +r2216 + 23216 T 04216 T 28L16 T T9T16 T L10%16 T 213216 T T15216 T r2w17 +
zgxy7 + w417 t 717 + 210017 T 211217 + 15217 + 23218 + X428 +2ex18 T wrr1g tr12®18 + 213218 T 215218 + 16218 T ®3T19 + L4T19 +
z6r19 +T9r19 + 11219 + 213219 + 16219 + 17219 + T18x19 + T5x20 + Tex20 + 7220 + x9x20 + 13220 + ¥14220 + T1820 + 1920 + %20,

y20 = P2o(®) = @321 + w42y + @52y +wgey +wgey +wgry + w1321 + 21521 + @021 + 21 + w3 +wgry + w05 + w5 + w306 + 426 + 526 +
zox7 fagey fagry a7 trqrg twgtrarg +wzrg +rgtaowigtr3zwiotrer10 +r7r10 +r8gri0 + 210 t23w11 tr5211 HL9r1 tr2w12 Frgwia+
z5x12 +rer12 T o7l trgwrie tw2w13 +r3r13+eqw13 +27r13 +210213 + 211213 +212213 Fr2x14 +@3x14 24214 26214 210214 T TI1T14
z12214 + 213214 + 5215 + 28215 + 2915 212215 + 213215 + 215 22216 + 28216 + 29216 + 211216 + T12216 + 213216 + 214216 + T15%16 +
zgzy7 +x11217 t214w17 t 215217 + 23218+ w18t rgwig tx11218 t 216218 T @17218 + 218 t2qr19 + 25219 txew19 27219 t2gT1g9 F29w1g +
z11219 + 212219 + 13219 + 217219 23220 +Te220 + 27220 28220 + 210220 T 211220 + 212220 +T14220 + 216220 T 217220 +219%20 + 220 + 1.
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