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Abstract

We consider the decidability problem of intruder deduc-
tion in security protocol analysis, that is, deciding whether
a given messageM can be deduced from a set of mes-
sagesΣ, under the class of convergent equational theories,
modulo associativity and commutativity (AC) of certain bi-
nary operators. The traditional formulations of intruder
deduction are usually given in natural-deduction-like sys-
tems. Proving decidability in these systems require signif-
icant efforts in showing that the rules are “local” in some
sense. We recast the intruder deduction problem as proof
search in sequent calculus, in which locality is immediate,
making use of the well known translation between natural
deduction and sequent calculus. Using standard proof the-
oretic methods, such as permutation of rules and cut elimi-
nation, we show that the intruder deduction problem can be
reduced, in polynomial time, to a more elementary deduc-
tion problem, which amounts to solving certain equations
in the underlying equational theories. We further show that
this result extends to combination of disjoint AC-convergent
theories. That is, decidability of intruder deduction under
the combined theory reduces to decidability of elementary
deduction problem in each constituent theory. Various re-
searchers have reported similar results for individual cases
but our work shows that they can all be obtained using a
systematic and uniform methodology based on the sequent
calculus.

1 Introduction

One of the fundamental aspects of the analysis of secu-
rity protocols is the model of the intruder that seeks to com-
promise the protocol. In many situations, such a model can
be described in terms of a deduction system which gives a
formal account of the ability of the intruder to analyse and
synthesize messages. As shown in many previous works
(see, e.g., [3, 5, 8, 6]), finding attacks on protocols can of-
ten be framed as the problem of deciding whether a cer-

tain formal expression is derivable in the deduction sys-
tem which models the intruder capability. The latter is
sometimes called theintruder deduction problem, or the
(ground) reachability problem. One of the most basic de-
ductive accounts of the intruder’s capability is based on the
so-called Dolev-Yao model, which assumes perfect encryp-
tion. While this model has been applied fruitfully to many
situations, there are quite a few attacks on protocols, the
discovery of which requires a stronger model of intruders.
A recent survey [10] shows that attacks on several protocols
used in real-world communication networks can be found
by exploiting the algebraic properties of the underlying en-
cryption functions.

The types of attacks mentioned in [10] have motivated
many recent works [8, 6, 2, 12, 13, 9] in studying models of
intruders in which the algebraic properties of the operators
used in the protocols are taken into account. In most of these
works, the intruder’s capability is usually given as a natural-
deduction-like deductive system. As is common in natural
deduction, the deduction rules for each constructor come in
the form of a pair of introduction rule and elimination rule.
The latter usually decomposes a term, reading the rule top-
down, e.g., a typical elimination rule for a pair of terms,
denoted with〈M,N〉, is

Σ ⊢ 〈M,N〉

Σ ⊢ M .

Here,Σ denotes a set of terms, which represents the terms
accumulated by the intruder over the course of its interac-
tion with participants in a protocol. A natural deduction for-
mulation of deductive systems, while seems “natural” and
reflects the meaning of the (logical) operators, does not give
us immediately a proof search strategy. As one can see in
the above elimination rule, in searching for a proof (which
means one has to apply the rule bottom up), one needs to
come up with a termN which might seem arbitrary. In most
of the works mentioned above, in order to show the decid-
ability results for the natural deduction system, one needsto
prove that a certain notion of locality holds for the system,
e.g., in searching for a proof forΣ ⊢ M , one needs only

http://arxiv.org/abs/0804.0273v1


to consider expressions which are made of subterms from
Σ andM. In addition, one has to also deal with the compli-
cation that arises from the use of the algebraic properties of
certain operators. The latter is usually given as a (decidable)
equational theory.

In this work, we recast the intruder deduction problem
as proof search in sequent calculus. Part of our motivation,
apart from the obvious importance of this line of research
in general, is to apply standard techniques, which have been
well developed in the field of logic and proof theory, to the
intruder deduction problem. In proof theory, sequent calcu-
lus is commonly considered a better calculus for studying
proof search and decidability of logical systems, in compar-
ison to natural deduction. This is partly due to the so-called
“subformula” property, which in most cases entails the de-
cidability of the deductive system. It is therefore rather cu-
rious to note that none of the existing works on intruder de-
duction so far makes use of sequent calculus as the calculus
for expressing the intruder’s deductive capability.

We consider the ground intruder deduction problem (i.e.,
there are no variables in terms) under the class ofAC-
convergent theories. These are equational theories that can
be turned into convergent rewrite systems, modulo associa-
tivity and commutativity of certain binary operators. Many
important theories for intruder deduction fall into this cate-
gory, among others, theories for exclusive-or [8, 6], Abelian
groups [8], and more generally, monoidal theories [9]. Two
main results of our current work: Firstly, we show that the
decidability of intruder deduction under AC-convergent the-
ories is reducible in PTIME to the decidability of theele-
mentary intruder deduction problem, which involves only
the equational theories under consideration. In other words,
we reduce the general deduction problem into the problem
of solving certain equations in the underlying equational
theories. Secondly, we show that the intruder deduction
problem for a combination of disjoint theoriesE1, . . . , En

can be reduced to the elementary deduction problemfor
each theoryEi. This means that if the elementary deduction
problem is decidable for eachEi, then the intruder deduc-
tion problem under the combined theory is also decidable.
However, we note that these results are not exactly new, al-
though there are slight differences and improvements over
the existing works (see Section 6 for a more detailed dis-
cussion). Our contribution is more of a methodological na-
ture. We arrive at these results using rather standard proof
theoretical techniques, e.g.,cut-eliminationand permutabil-
ity of inference rules, in a uniform and systematic way. In
particular, we obtain locality of proof systems for intruder
deduction, which is one of the main ingredient to decidabil-
ity results in [8, 6, 12, 11], for a wide range of theories that
cover those studied in these works.

The remainder of the paper is organised as follows. In
Section 2, we give two systems for intruder theories, one

in natural deduction and the other in sequent calculus. We
show that the two systems are equivalent, and moreover, the
sequent system enjoys cut-elimination, which entails a no-
tion of locality. In Section 3, we show that cut-free sequent
derivations can be transformed into a certain normal form.
Using this result, we obtain another “linear” sequent sys-
tem, from which the polynomial reducibility result follows
immediately. Section 4 discusses several example theories
which can be found in the literature. Section 5 shows that
the sequent system in Section 2 can be extended to cover
any combination of disjoint AC-convergent theories. The
same decidability results are proved for this extended sys-
tem. Section 6 discusses related work and suggestions for
future work.

2 Intruder deduction under AC convergent
theories

We consider the following problem of formalising, given
a set of messagesΣ and a messageM , whetherM can be
synthesized from the messages inΣ. We shall write this
judgment asΣ ⊢ M. This is sometimes called the ‘ground
reachability’ problem or the ‘intruder deduction’ problem
in the literature.

We assume an equational theoryE, whose signature is
denoted withSigE. There is a distinguished binary func-
tion symbol ⊕ ∈ SigE which obeys the associative-
commutative laws. We restrict ourselves to equational theo-
ries which can be represented by terminating and confluent
rewrite systems, modulo the associativity and commutativ-
ity of ⊕.

We consider the set of messages generated by the follow-
ing grammar

M,N := a | 〈M,N〉 | {M}N | f(M1, . . . ,Mk).

Here,a denotes aname; 〈M,N〉 denotes a pair of messages
consisting ofM andN ; {M}N denotes a message obtained
by encryptingM with the keyN (we consider only sym-
metric encryption here). The function symbolf is a func-
tion symbol fromSigE.

2.1 Natural deduction system

The standard formulation of the judgmentΣ ⊢ M is usu-
ally given in terms of a natural-deduction style inference
system, as shown in Figure 1. We shall refer to this proof
system asN and writeΣ 
N M if Σ ⊢ M is derivable in
N .

Since we consider only convergent theories modulo AC,
the equational theoryE can be turned into a rewrite sys-
tem, which we denote withR. We writeM →R N when
there is an instance of a rewrite rule inR that relatesM
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M ∈ Σ
Σ ⊢ M

id
Σ ⊢ M Σ ⊢ N

Σ ⊢ 〈M,N〉
pI

Σ ⊢ {M}N Σ ⊢ N

Σ ⊢ M
eE

Σ ⊢ M Σ ⊢ N

Σ ⊢ {M}N
eI

Σ ⊢ 〈M,N〉

Σ ⊢ M
pE

Σ ⊢ 〈M,N〉

Σ ⊢ N
pE

Σ ⊢ M1 · · · Σ ⊢ Mn

Σ ⊢ f(M1, . . . ,Mn)
fI , wheref ∈ SigE

Σ ⊢ N
Σ ⊢ M

=, whereM =E N

Figure 1. System N : a natural deduction sys-
tem for intruder deduction

andN . We denote the reflexive-transitive closure of→R

with →∗
R . A termM is in normal formif M 6→R N for

any N. We write M ↓ to denote the normal form ofM
(modulo commutativity and associativity of⊕). This nota-
tion extends straightforwardly to sets, e.g.,Σ↓ denotes the
set obtained by normalising all the elements ofΣ. We write
M ≡ N whenM andN are equivalent modulo associativ-
ity and commutativity of⊕. The notationM =E N denotes
thatM andN are equivalent under the full equality theory
E, i.e., whenM ↓ ≡ N↓ . We often drop the subscriptE
in M =E N when the theoryE can be inferred from con-
text. A termA in normal form is said to beguardedif A is
a name, a pair, or an encrypted message.

A contextis a term with holes. We denote withCk[] a
context withk-hole(s). When the numberk is not important
or can be inferred from context, we shall writeC[. . .] in-
stead. Viewing a contextCk[] as a tree, each hole in the con-
text occupies a unique position among the leaves of the tree.
We say that a hole occurrence is thei-th hole of the context
Ck[] if it is the i-th hole encountered in an inorder traver-
sal of the tree representingCk[]. An E-context is a context
formed using only the function symbols inSigE. We write
C[M1, . . . ,Mk] to denote the term resulting from replacing
the holes in thek-hole contextCk[] with M1, . . . ,Mk, with
Mi occuping thei-th hole inCk[].

2.2 Sequent systems

A well-formed sequentis a sequentΣ ⊢ M whereM
and all the terms inΣ are in normal form. Unless stated
otherwise, in the following we assume that sequents are in
normal form. The sequent system for intruder deduction,
under the equational theoryE, is given in Figure 2. We
refer to this sequent system asS and writeΣ 
S M to
denote the fact that the sequentΣ ⊢ M is derivable inS.

In proving cut elimination, we use some measures of

M = C[M1, . . . ,Mk]
C[ ] anE-context, andM1, . . . ,Mk ∈ Σ

Σ ⊢ M
id

Σ ⊢ M Σ,M ⊢ T

Σ ⊢ T
cut

Σ, 〈M,N〉,M,N ⊢ T

Σ, 〈M,N〉 ⊢ T
pL

Σ ⊢ M Σ ⊢ N

Σ ⊢ 〈M,N〉
pR

Σ, {M}K ⊢ K Σ, {M}K,M,K ⊢ N

Σ, {M}K ⊢ N
eL

Σ ⊢ M Σ ⊢ N

Σ ⊢ {M}N
eR

Σ, C[A] ⊢ A Σ, C[A], A ⊢ M

Σ, C[A] ⊢ M
s1

Σ ⊢ A Σ, A ⊢ C[A]

Σ ⊢ C[A]
s2

Figure 2. System S: a sequent system for in-
truder deduction. In s1 and s2, A is a guarded
term.

derivations and formulas. In particular, we denote with|Π|,
for a given derivationΠ, theheightof Π, i.e., the length of
the longest branch in the derivation tree ofΠ. Given a nor-
mal termM , we denote with|M | the sizeof M , i.e., the
number of operators and names appearing inM.

Provability in the natural deduction system and in the
sequent system are related via the standard translation.

Lemma 1 LetΠ be a derivation ofΣ ⊢ M . If Σ ⊆ Σ′, then
there exists a derivationΠ′ ofΣ′ ⊢ M such that|Π| = |Π′|.

Proof By induction on|Π|. ✷

Lemma 2 If the judgmentΣ ⊢ M is derivable in natural
deduction systemN thenΣ↓ ⊢ M↓ is derivable in sequent
systemS.

Proof LetΠ be a natural deduction derivation ofΣ ⊢ M .
We construct a sequent derivationΠ′ of Σ ↓ ⊢ M ↓ by
induction on|Π|. The id rule translates to theid rule in
sequent calculus; the introduction rules for〈., .〉 and {.}.
translates to the right-rules for the same operators. IfΠ ends
with the=-rule, then the premise and the conclusion of the
rules translate to the same sequent, henceΠ′ is constructed
by induction hypothesis. It remains to show the translations
for elimination rules and rules concerningf ∈ SigE.

• SupposeΠ ends withfI , for somef ∈ SigE:

Π1

Σ ⊢ M1 · · ·
Πk

Σ ⊢ Mk

Σ ⊢ f(M1, . . . ,Mk)
fI
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By induction hypothesis, we have sequent derivations
Π′

i of Σ↓ ⊢ Mi↓ , for eachi ∈ {1, . . . , k}. Lemma 1,
applied to theΠ′

i, gives us another sequent derivation
Π′′

i of Σ↓ ,M1↓ , . . . ,Mi−1↓ ⊢ Mi↓ . We note that
the sequent

Σ↓ ,M1↓ , . . . ,Mk↓ ⊢ f(M1, . . . ,Mk)↓

is provable in the sequent system by an application of
the id-rule. The derivationΠ′ is then constructed by
successive applications of the cut rule to this sequent
with Π′′

1
, . . . ,Π′′

k , where thei-th cut eliminatesMi↓ .

• SupposeΠ ends withpE :

Π1

Σ ⊢ 〈M,N〉

Σ ⊢ M
pE

Note that〈M,N〉↓ ≡ 〈M ↓ , N ↓ 〉. By induction hy-
pothesis, we have a sequent derivationΠ′

1
of Σ ↓ ⊢

〈M↓ , N↓ 〉, and since the sequent

Σ↓ , 〈M↓ , N↓ 〉 ⊢ M↓

is derivable in sequent calculus (using apL-rule fol-
lowed byid), we can use the cut rule to get a sequent
derivation ofΣ↓ ⊢ M↓ .

• SupposeΠ ends witheE :

Π1

Σ ⊢ {M}N
Π2

Σ ⊢ N

Σ ⊢ M
eE

By induction hypothesis, we have a sequent derivation
Π′

1
of Σ↓ ⊢ {M↓ }N↓ and a sequent derivationΠ′′

2
of

Σ↓ ⊢ N ↓ . By Lemma 1, we have a derivationΠ3

of Σ↓ , {M ↓ }N↓ ⊢ N ↓ . We construct a sequent
derivation for the sequent

Σ↓ , {M↓ }N↓ , N↓ ⊢ M↓ .

This can be done by an application ofeL, followed
by two applications ofid. ThenΠ′ is constructed by
applying the cut rule to this sequent usingΠ′

1
andΠ3.

✷

Lemma 3 If Σ ⊢ M is derivable in sequent systemS then
Σ ⊢ M is derivable in natural deduction systemN .

Proof Let Π be a sequent derivation ofΣ ⊢ M . We
construct a natural deductionΠ′ of Σ ⊢ M by induction on
Π.

• The right-introduction rules forS maps to the same
introduction rules inN . Π′ in this case is constructed
straightforwardly from the induction hypothesis using
the introduction rules ofN .

• If Π ends with anid rule, i.e.,M = C[M1, . . . ,Mk],
for someM1, . . . ,Mk ∈ Σ, we construct a derivation
Π1 of Σ ⊢ C[M1, . . . ,Mk] by induction on the context
C[. . .]. This is easily done using thefI introduction
rule inN . The derivationΠ′ is then constructed from
Π1 by an application of the=-rule.

• SupposeΣ = Σ′ ∪ {〈U, V 〉} andΠ ends withpL :

Π1

Σ′, 〈U, V 〉, U, V ⊢ M

Σ′, 〈U, V 〉 ⊢ M
pL

By induction hypothesis, we have anN -derivationΠ′
1

of Σ′, 〈U, V 〉, U, V ⊢ M . The derivationΠ′ is con-
structed inductively fromΠ′

1
by copying the same rule

applications inΠ′
1
, except whenΠ′

1
is either

Σ, U, V ⊢ U
id or Σ, U, V ⊢ V

id

in which case,Π′ is

Σ ⊢ 〈U, V 〉
id

Σ ⊢ U
pE

and
Σ ⊢ 〈U, V 〉

id

Σ ⊢ V
pE

respectively.

• SupposeΣ = Σ′ ∪ {{U}V } andΠ ends witheL :

Π1

Σ ⊢ V
Π2

Σ, U, V ⊢ M

Σ′, {U}V ⊢ M
eL

By induction hypothesis, we have anN -derivationΠ′
1

of Σ ⊢ V and anN -derivationΠ′
2 of Σ, U, V ⊢ M. Π′

is then constructed inductively fromΠ′
2 by applying

the same rules as inΠ′
2
, except whenΠ′

2
is either

Σ, U, V ⊢ U
id or Σ, U, V ⊢ V

id

in which case,Π′ is, respectively,

Σ ⊢ {U}V
id

Π′
1

Σ ⊢ V

Σ ⊢ U
eE

andΠ′
1.

• SupposeΠ ends withs1 or s2:

Π1

Σ ⊢ A
Π2

Σ, A ⊢ M

Σ ⊢ M
s

By induction hypothesis, we have anN -derivationΠ′
1

of Σ ⊢ A and anN -derivationΠ′
2

of Σ, A ⊢ M.

Again, as in the previous two cases, we constructΠ′

4



inductively, on the height ofΠ′
2
, by imitating the rules

in Π′
2, except whenΠ′

2 ends with an instance ofid of
the form

Σ, A ⊢ A
id

in which case,Π′ isΠ′
1
.

✷

Proposition 4 The judgmentΣ ⊢ M is provable in the nat-
ural deduction systemN if and only ifΣ↓ ⊢ M↓ is provable
in the sequent systemS.

Proof Immediate from Lemma 2 and Lemma 3. ✷

2.3 Decomposition lemmas

In the following, we say that a guarded termA is afactor
of another termM in normal form, ifM ≡ A or M ≡
C[A,M1, . . . ,Mk] for some normal termsM1, . . . ,Mk and
anE-contextC[. . .]. In this section, unless stated otherwise,
when we write that a sequentΣ ⊢ M is derivable, we mean
that it is derivable in the proof systemS given in Figure 2.

Lemma 5 Let X and Y be terms in normal form. If
Σ, f(X,Y ) ⊢ M is cut-free derivable, wheref is either
〈., .〉 or {.}., thenΣ, X, Y ⊢ M is also cut-free derivable.

Proof LetΠ be a cut-free derivation ofΣ, f(X,Y ) ⊢ M .
We construct a cut-free derivationΠ′ of Σ, X, Y ⊢ M by
induction on|Π|. The only non-trivial case is whenΠ ends
with id andf(X,Y ) is used in the rule, that is, we have

M = C[f(X,Y )n,M1, . . . ,Mk]

where M1, . . . ,Mk ∈ Σ, C[. . .] is an E-context and
f(X,Y ) fills n-holes in C[. . .]. We distinguish several
cases:

• f(X,Y ) is a subterm of someMi, i.e., Mi ≡
D[f(X,Y )]. In this case,Π′ is constructed as follows:

Ξ
Σ, X, Y ⊢ f(X,Y ) Σ, X, Y, f(X,Y ) ⊢ M

id

Σ′, X, Y,D[f(X,Y )] ⊢ M
s1

whereΣ = Σ′ ∪ {D[f(X,Y )]} andΞ is a derivation
formed usingpR or eR, andid.

• f(X,Y ) is a subterm ofM , i.e.,M ≡ D[f(X,Y )].

Ξ
Σ, X, Y ⊢ f(X,Y ) Σ, X, Y, f(X,Y ) ⊢ M

id

Σ, X, Y ⊢ M
s2

• Supposef(X,Y ) is not a subterm ofM and any of the
Mi’s. Note that we have

C[f(X,Y )n,M1, . . . ,Mk] −→
∗
R M.

Sincef 6∈ SigE, the termf(X,Y ) is passive in the
sequence of rewritings above, hence can be replaced
by any term. Therefore, we also have

C[Xn,M1, . . . ,Mk] −→
∗
R M.

Thus, in this case,Π′ is constructed by an application
of id.

✷

Lemma 6 Let X1, . . . , Xk be normal terms and letΠ be
a cut-free derivation ofΣ, f(X1, . . . , Xk) ↓ ⊢ M , where
f ∈ SigE. Then there exists a cut-free derivationΠ′ of
Σ, X1, . . . , Xk ⊢ M.

Proof By induction on|Π|. The case whereΠ ends with
id, or rules in whichf(X1, . . . , Xk)↓ is not principal, is
trivial. The other cases, whereΠ ends with a rule applied to
f(X1, . . . , Xk)↓ , are given in the following.

• SupposeΠ ends withpL on f(X1, . . . , Xk)↓ . This
means thatf(X1, . . . , Xk) ↓ is a guarded term, i.e.,
it is a pair 〈U, V 〉 for someU and V . This also
means that〈U, V 〉 must be a subterm of some term
Xi. Without loss of generality, we assumei = 1, i.e.,
X1 = C[〈U, V 〉] for some contextC[]. Let Σ′ be the
setΣ ∪ {X1, . . . , Xk}. ThenΠ′ is the derivation

Σ′ ⊢ 〈U, V 〉
id

Π1

Σ′, 〈U, V 〉 ⊢ M

Σ, C[〈U, V 〉], X2, . . . , Xk ⊢ M
s1

The instance ofid above is valid since〈U, V 〉 =
f(X1, . . . , Xk) andX1, . . . , Xk ∈ Σ. The derivation
Π1 is obtained by weakeningΠ with X1, . . . , Xk. The
case whereΠ ends witheL is dealt with analogously.

• SupposeΠ ends withs1 onf(X1, . . . , Xk)↓ :

Π1

Σ′ ⊢ A
Π2

Σ′, A ⊢ M

Σ, f(X1, . . . , Xk)↓ ⊢ M
s1

whereA is a guarded subterm off(X1, . . . , Xk)↓ and
Σ′ = Σ ∪ {f(X1, . . . , Xk)↓ }. It must be the case
thatA is also a guarded subterm of someXi (w.l.o.g.
assume it isX1, i.e.,X1 = C[A]). ThenΠ′ is

Π′
1

Σ′′ ⊢ A

Π′
2

Σ′′, A ⊢ M

Σ, X1, . . . , Xk ⊢ M
s1

whereΣ′′ = Σ ∪ {X1, . . . , Xk} andΠ′
1 andΠ′

2 are
obtained by applying the induction hypothesis onΠ1

andΠ2.
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✷

Lemma 7 LetM1, . . . ,Mk be terms in normal form and let
C[. . .] be ak-holeE-context. IfΣ, C[M1, . . . ,Mk]↓ ⊢ M

is cut-free derivable, thenΣ,M1, . . . ,Mk ⊢ M is also cut-
free derivable.

Proof By induction on the size ofC[. . .] and Lemma 6.
✷

2.4 Cut elimination

The phrasecut termrefers to the term introduced in an
application of the cut rule, reading the rule bottom up.

Theorem 8 The cut rule is admissible.

Proof We give a set of transformation rules for deriva-
tions ending with cuts and show that given any derivation,
there is a sequence of reductions that applies to this deriva-
tion, and terminates with a cut free derivation with the same
end sequent. This is proved by induction on the size of the
cut term, with subinduction on the height of theleft premise
derivationimmediately above the cut rule. This measure is
called thecut rank. As usual in cut elimination, we proceed
by eliminating the topmost cut with the highest rank. So in
the following, we suppose a given derivationΠ ending with
a cut rule, which is the only cut inΠ, and then show how to
transform this to a cut free derivationΠ′.

The cut reduction is driven by the left premise derivation
of the cut. We distinguish several cases, based on the last
rule of the left premise derivation.

1. Suppose the left premise ofΠ ends with eitherpR or
eR, thusΠ is

Π1

Σ ⊢ M
Π2

Σ ⊢ N

Σ ⊢ f(M,N)
ρ Π3

Σ, f(M,N) ⊢ R

Σ ⊢ R
cut

wheref is either〈., .〉 or {.}. andρ is eitherpR or eR.
In each case, by Lemma 5, we have a cut free deriva-
tionΠ′

3 of Σ,M,N ⊢ R. By applying Lemma 1 toΠ2,
we also have a cut-free derivationΠ′

2
of Σ,M ⊢ N.

The above cut is then reduced to

Π1

Σ ⊢ M

Π′
2

Σ,M ⊢ N
Π′

3

Σ,M,N ⊢ R

Σ,M ⊢ R
cut

Σ ⊢ R
cut

.

These two cuts can then be eliminated by induction
hypothesis (since the cut terms here are smaller than
the original cut term).

2. Suppose the left premise of the cut ends with eitherpL,
eL or s1, acting onΣ. We show here the case where
the left-rule has only one premise; generalisation to
the other case (with two premises) is straightforward.
ThereforeΠ is of the form:

Π1

Σ′ ⊢ M
Σ ⊢ M

ρ Π2

Σ,M ⊢ R

Σ ⊢ R
cut

By inspection of the inference rules in Figure 2, it is
clear that in the ruleρ above, we haveΣ ⊆ Σ′. We can
therefore weakenΠ2 to a derivationΠ′

2 of Σ′,M ⊢ R.

The cut is then reduced as follows.

Π1

Σ′ ⊢ M
Π2

Σ′,M ⊢ R

Σ′ ⊢ R
cut

Σ ⊢ R
ρ

The cut rule aboveρ can be eliminated by induction
hypothesis, since although the cut term is of the same
size, the height of the left premise of the cut is smaller
than the original cut.

3. Suppose the left premise of the cut ends withs2, i.e.,
Π is

Π1

Σ ⊢ A
Π2

Σ, A ⊢ C[A]

Σ ⊢ C[A]
s2 Π3

Σ, C[A] ⊢ R

Σ ⊢ R
cut

If C[.] is an empty context, thenC[A] ≡ A and the
above cut reduces to

Π1

Σ ⊢ A
Π3

Σ, A ⊢ R

Σ ⊢ R
cut

This cut can be reduced by induction hypothesis, since
the height of the left premise derivation (Π1) is smaller
than the left premise of the original cut. IfC[.] is a non-
empty context, the above cut reduces to the following
two cuts:

Π1

Σ ⊢ A

Π2

Σ, A ⊢ C[A]
Π′

3

Σ, A, C[A] ⊢ R

Σ, A ⊢ R
cut

Σ ⊢ R
cut

The derivationΠ′
3

is obtained by weakeningΠ3 with
A (Lemma 1). The upper cut can be removed by in-
duction hypothesis on the height and the lower cut can
be eliminated by induction hypothesis on the size of
cut terms.
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4. Suppose the left premise of the cut ends with theid-
rule:

Σ ⊢ M
id

Π1

Σ,M ⊢ R

Σ ⊢ R
cut

whereM = C[M1, . . . ,Mk]↓ andM1, . . . ,Mk ∈ Σ.
In this case, we apply Lemma 7 toΠ1, hence we get a
cut free derivationΠ′ of Σ ⊢ R.

✷

Remarks The cut elimination proof above is surprisingly
simple and perhaps a little unusual compared to standard
cut elimination for logical systems, in that it uses an asym-
metric measure on derivation length. This is because of the
absence of an implication-like (or negation) operator, com-
mon in logic, which demands a right-to-left switch in the
premises of a cut in the reduction.

3 Normal derivations and decidability

We now turn to the question of the decidability of the de-
duction problemΣ ⊢ M. This problem is known already for
several AC theories, e.g., exclusive-or, abelian groups and
its extension with a homomorphism axiom [8, 6, 12, 11, 2].
What we would like to show here is how the decidability re-
sult can be reduced, in polynomial time, to a more elemen-
tary decision problem, i.e., deciding whether theid-rule is
applicable. This reduction is obtained via a purely proof
theoretical technique.

We first need to make sure that the problem of checking
whether a rule is applicable to a sequent is decidable, or in
the terminology of [8], thatone-step deducibilityis decid-
able. For all rules, exceptid, this decidability is checkable
in PTIME. Our decidability result will therefore be para-
metric on the decidability of checking the applicability of
the id-rule. Note that in the ruless1 ands2, which require
extracting a subterm from a term, the restriction that the ex-
tracted subterm is a guarded term makes sure that the check
is still polynomial. Note also that since we assume terms
equal up to associativity and commutativity, if this restric-
tion were not in place, then in the worst case, one would
have to consider exponentially many subterms due to the
commuting of subterms, e.g., ina ⊕ b ⊕ c ⊕ d, one would
have to consider summations from all possible subsets of
{a, b, c, d}.

Definition 9 Given an equational theoryE, theelementary
deduction problemfor E, writtenΣ 
E M , is the problem
of deciding whether theid rule is applicable to the sequent
Σ ⊢ M , i.e., checking whether there exists anE-context
C[. . .] and termsM1, . . . ,Mk ∈ Σ such that

C[M1, . . . ,Mk] = M.

Note that since the cut-free sequent system enjoys the
sub-term property, i.e., the premises of a rule contain only
subterms of its conclusion, it follows that the decidablity
of one-step deducibility and elementary deduction problem
implies the decidability of the intruder deduction problem.
This can be done by using a proof search procedure that
non-deterministically tries all possible applicable rules and
avoiding repeated sequents in the search. This naive pro-
cedure is of course rather expensive. We show that we can
obtain a better complexity result by analysing the structures
of cut-free derivations.

In the following, we say that a rule is aleft-rule if it is in
the set{pL, eL, s1, s2}, otherwise it is aright-rule.

Definition 10 A cut-free derivationΠ is said to be anormal
derivationif it satisfies the following conditions:

1. There are no instances of left rules that appear above a
right rule in the derivation tree.

2. There are no left rules that appear immediately above
the left-premise of a branching left rule (i.e.,s1, s2 or
eL).

Lemma 11 LetΠ be a cut-free derivation ofΣ ⊢ M. Then
there is a cut-free derivation of the same sequent such that
all the right rules appear above left rules.

Proof We permute any offending right rules up over any
left rules. This is done by induction on the number of occur-
rences of the offending rules. We first show the case where
Π has at most one offending right rule. In this case, we
show, by induction on the height ofΠ, that any offending
right-introduction rule can be permuted up in the derivation
tree until it is above any left-introduction rule. We show
here the non-trivial case involvings2; the others are treated
analogously. SupposeΠ is

Π1

Σ ⊢ A
Π2

Σ, A ⊢ M

Σ ⊢ M
s2 Π3

Σ ⊢ N

Σ ⊢ f(M,N)
ρ

Hereρ denotes eitherpR or eR andA is a guarded subterm
of M . By the weakening lemma (Lemma 1), we have a
derivationΠ′

3 of Σ, A ⊢ N with |Π′
3| = |Π3|. Π is then

transformed into the following derivation:

Π1

Σ ⊢ A

Π2

Σ, A ⊢ M
Π′

3

Σ, A ⊢ N

Σ, A ⊢ f(M,N)
ρ

Σ ⊢ f(M,N)
s2

TheR rule in the right premise can then be further permuted
up (i.e., ifΠ2 or Π′

3
ends with a left rule) by induction hy-

pothesis.
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The derivationΠ′ is then constructed by repeatedly ap-
plying the above transformation to the topmost offending
rules until all of them appear above left-introduction rules.
✷

Proposition 12 If Σ ⊢ M is derivable then it has a normal
derivation.

Proof Let Π be a cut-free derivation ofΣ ⊢ M . By
Lemma 11, we can assume without loss of generality that all
the right rules inΠ appear above the left rules. We construct
a normal derivationΠ′ of the same sequent by induction on
the number of offending left rules inΠ.

We first consider the case whereΠ has at most one of-
fending left rule. LetΞ be a subtree ofΠ where the offend-
ing rule occurs, i.e.,Ξ ends with eithereL, s1 or s2, whose
left premise derivation ends with a left rule. We show by
induction on the height of the left premise derivation of the
last rule inΞ thatΞ can be transformed into a normal deriva-
tion. There are two cases to consider: one in which the
left premise derivation ends with a branching left rule and
the other where it ends with a non-branching left rule. We
consider the former case here, the latter can be dealt with
analogously. So supposeΞ is of the form:

Π1

Σ1 ⊢ N2

Π2

Σ2 ⊢ N1

Σ1 ⊢ N1

L2

Π3

Σ3 ⊢ M ′

Σ1 ⊢ M ′ L1

whereL1 is eL, s1 or s2, andΠ1, Π2 andΠ3 are normal
derivations,Σ2 ⊇ Σ andΣ3 ⊇ Σ. We first weakenΠ3 into
a derivationΠ′

3 of Σ4 ⊢ M ′, whereΣ4 = Σ2 ∪ Σ3. Such a
weakening can be easily shown to not affect the shape of the
derivations (i.e., it does not introduce or remove any rules
in Π3). Ξ is then transformed into

Π1

Σ1 ⊢ N2

Π2

Σ2 ⊢ N1

Π′
3

Σ4 ⊢ M ′

Σ2 ⊢ M ′ L1

Σ1 ⊢ M ′ L2

By inspection of the rules in Figure 2, it can be shown that
this transformation is valid for any pair of the rules from
eL, s1 ands2. Note that this transformation may introduce
at most two offending left rules, i.e., ifΠ1 and/orΠ2 end
with left rules. But notice that the left premise derivations
of bothL1 andL2 in this case have smaller height than the
left premise derivation ofL1 in Ξ. By induction hypothesis,
the right premise derivation ofL2 can be transformed into a
normal derivation, sayΠ4, resulting in

Π1

Σ1 ⊢ N2

Π4

Σ2 ⊢ M ′

Σ1 ⊢ M ′ L2

Σ 
R M

Σ ⊢ M
r

Σ, 〈M,N〉,M,N ⊢ T

Σ, 〈M,N〉 ⊢ T
lp

Σ, {M}K ,M,K ⊢ N

Σ, {M}K ⊢ N
le, whereΣ, {M}K 
R K

Σ, A ⊢ M

Σ ⊢ M
ls

whereA is a guarded subterm ofΣ ∪ {M} andΣ 
R A.

Figure 3. System L: a linear proof system for
intruder deduction.

By another application of the induction hypothesis, this
derivation can be transformed into a normal derivation.

The general case whereΠ has more than one offending
rules can be dealt with by transforming the topmost occur-
rences of the left rule one by one following the above trans-
formation. ✷

3.1 A linear proof system

Recall that in a normal derivation, the left branch of a
branching left rule is provable using only right rules. This
means that we can represent a normal derivation as a se-
quence of sequents, each of which is obtained from the pre-
vious one by adding a subterm of the previous sequent, with
the proviso that the subterm can be constructed using right-
rules. Let us denote withΣ 
R M the fact that the sequent
Σ ⊢ M is provable using only the right rules, i.e., the rules
id, pR andeR. This suggests a more compact deduction
system for intruder deduction, given in Figure 3. We refer
to this system asL.

Proposition 13 Every sequentΣ ⊢ M is provable inS if
and only if it is provable inL.

Proof This follows immediately from cut elimination for
S and the normal form forS (Proposition 12). ✷

3.2 Decidability

We now show that the decidability of the deduction prob-
lemΣ 
S M can be reduced to decidability of elementary
deduction problems. In the following, we denote withst(Σ)
the set of subterms of the terms inΣ. Thesizeof Σ, written
|Σ|, is the cardinality ofst(Σ), i.e., the number of distinct
subterms ofΣ.

Definition 14 LetΣ 
D M be a deduction problem, where
D is some proof system, and letn be the size ofΣ ∪ {M}.
The problemΣ 
D M is said to bepolynomially reducible
to the elementary deduction problem if checkingΣ 
D M
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reduces to checking at mostnk, for some constantk, ele-
mentary deduction problems of size less or equal ton.

To achieve polynomial reducibility of the deduction
problems in the following, we consider representation of
terms as directed acyclic graphs, with maximum sharing of
subterms. Such a representation is quite standard and can
be found in, e.g., [2], so we will not go into the details here.

Lemma 15 If there is anL-derivation ofΣ ⊢ M then there
is anL-derivation of the same sequent whose length is lin-
ear with respect to the size ofΣ ∪ {M}.

Proof We first note that any derivation ofΣ ⊢ M can
be turned into one in which every sequent in the derivation
occurs exactly once. By inspection of the rules in Figure 3,
we see that, reading the rules bottom up, they accumulate
guarded subterms ofΣ andM . Thus there can be at most
n-sequents in such a derivation, wheren is the number of
distinct guarded subterms ofΣ andM , which is linear in
the size ofΣ andM. ✷

Lemma 16 The decidability of the relationΣ 
R M is re-
ducible to the decidability of elementary deduction in poly-
nomial time on the size ofM.

Proof Recall that the relationΣ 
R M holds if we can
deriveΣ ⊢ M using only right-rules (includingid). Here
is a simple proof search procedure forΣ ⊢ M , using only
right-rules:

1. If Σ ⊢ M is elementarily deducible, then we are done.

2. Otherwise, apply a right-introduction rule toΣ ⊢ M

and repeat step 1. If no such rules are applicable, then
Σ ⊢ M is not derivable.

There are at mostn iterations wheren is the number of
distinct subterms ofM. Note that the check for elementary
deducibility in step 1 is done on problems of size less or
equal ton. ✷

Theorem 17 The decidability of the relationΣ 
L M

is reducible to the decidability of elementary deduction in
polynomial time on the size ofΣ ⊢ M.

Proof Notice that the rules in Figure 3 are invertible, that
is, we can at any time add a guarded subterm toΣ without
destroying provability, provided that we can discharge that
subterm using right-rules. The following simple algorithm
provides a complete proof search procedure: LetΣ′ = Σ.

1. If Σ′

R M then we are done.

2. Otherwise, pick a guarded subtermA of Σ′ ∪ {M}
which is not inΣ′, such thatΣ′


R A. If no such
terms exist, thenΣ ⊢ M is not derivable. Otherwise,
repeat Step 1 withΣ′ updated toΣ′ ∪ {A}.

As shown in Lemma 15, there are at mostn-iterations,
wheren is the number of distinct guarded subterms inΣ
andM. At each iteration, we check (at step 2), at mostn

subterms for deducibility using right-rules. Therefore the
algorithm does at mostn2 checks for deducibility of
R .

SinceΣ 
R M is polynomially reducible (Lemma 16) to
elementary deduction, it follows thatΣ 
L M is also poly-
nomially reducible to elementary deduction. ✷

4 Some example theories

We now consider several concrete AC convergent theo-
ries that are often used in reasoning about security proto-
cols. Decidability of intruder deduction under these theo-
ries has been extensively studied [8, 6, 2, 12, 13, 9]. These
results can be broadly categorized into those with explicit
pairing and encryption constructors, e.g., [8, 13], and those
where the constructors are part of the equational theories,
e.g., [2, 9]. For the latter, one needs explicit decryption op-
erators with, e.g., an equation like

dec({M}N , N) = M.

Decidability results for these deduction problems, espe-
cially those with explicit constructors, are often obtained
by separating elementary deducibility from the general de-
duction problem. This is obtained by studying some sort of
normal derivations in a natural deduction setting. Such a re-
duction, as has been shown in the previous section, applies
to our calculus in a more systematic fashion.

In the following, we make use of the following obser-
vation about elementary deducibility. LetΣ 
E M be an
elementary deduction problem. LetA1, . . . , Ak be the dis-
tinct factors ofΣ ∪ {M}. Let a1, . . . , ak be a list of pair-
wise distinct names which do not occur inΣ andM. For
every termN in Σ ∪ {M}, define a term[N ] as follows:
if N = C[Ax1, . . . , Axl], whereAx1, . . . , Axl are distinct
factors ofN , then[N ] = C[ax1, . . . , axk]. ThenΣ 
E M

holds if and only if[Σ] 
E [M ] holds.
The above observation simply means that, in consider-

ing elementary deducibility, it is enough to consider “pure”
equational problems, i.e., those in which only the terms built
from names andSigE appear in the sequent. Thus, when
we talk about elementary deducibility in the following, we
refer to the pure equational problems without constructors.

Subterm convergent theories This theory is given by ax-
ioms of the formM = N whereN is a proper subterm of
M and where by orienting the equation from left to right,
one obtains a convergent rewrite system. Note that the AC
axioms are not part of this theory. Deducibility of the el-
ementary deduction problemΣ 
E M is proved by first
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computing a certain saturated set ofΣ satisfying some clo-
sure conditions, e.g., closure with respect to one-step rewrit-
ing and subterms (see [2] for details). It is shown in [2] that
satisfiability of the relationΣ 
E M is decidable in poly-
nomial time, in the size ofΣ ∪ {M}. It thus follows from
Theorem 17 that the general deduction problemΣ 
S M

under this theory is decidable in polynomial time.

Exclusive-or We now consider the theory of exclusive-or.
The signature of this theory consists of a binary operator⊕
and a constant0. The theory is given by the axioms of as-
sociativity and commutativity of⊕ together with the axiom
x ⊕ x = 0 andx ⊕ 0 = x. This theory can be turned into
an AC convergent rewrite system with the following rewrite
rules:

x⊕ x → 0 and x⊕ 0 → x.

It is easy to devise an NP decision procedure forΣ 
E

M . First notice that each element ofΣ needs only be used
at most once in order to deriveM , due to the collapsing
rewrite rulex ⊕ x → 0. So we guess a subset ofΣ′ of
Σ to be used and check whether

⊕
Σ′ = M , which can be

done in polynomial time. There is of course a more efficient
procedure, which is PTIME, as shown in [6].

Abelian groups The exclusive-or theory is an instance of
Abelian groups, where the inverse of an element is the el-
ement itself. The more general case of Abelian groups in-
cludes an inverse operator, denoted withI here. The equal-
ity theory for Abelian groups is given by the axioms of as-
sociativity and commutativity, plus the following axioms

x⊕ 0 = 0 and x⊕ I(x) = 0.

The equality theory of Abelian groups can be turned into a
rewrite system modulo AC by orienting the above equalities
from left to right, in addition to the following rewrite rules:

I(x ⊕ y) → I(x)⊕ I(y) I(I(x)) → x

I(0) → 0

It is quite common to consider extensions of Abelian groups
with a homomorphism axiom involving a unary operator,
given byh(x⊕ y) = h(x) ⊕ h(y). In this case, the rewrite
rules above need to be extended with

h(x⊕ y) → h(x)⊕ h(y) h(0) → 0
h(I(x)) → I(h(x)).

Decidability of elementary deduction under Abelian groups
(with homomorphism) can be reduced to solving a system
of linear equations over some semirings (see [11] for de-
tails).

5 Combining disjoint convergent theories

We now consider the intruder deduction problem under a
convergent AC theoryE, which is obtained from the union
of pairwise disjoint convergent AC theoriesE1, . . . , En.

Each theoryEi may contain an associative-commutative bi-
nary operator, which we denote with⊕i. We are interested
in investigating whether the intruder deduction problem un-
derE can be reduced to the elementary deduction problem
of eachEi.

A term M is said to beheaded by a symbolf if
M ≡ f(M1, . . . ,Mk). In this case,M1, . . . ,Mk are called
immediate subtermsof M. Given a termM and another
termN , we say thatN is across-theory subtermof M if N
is headed with a symbolf ∈ SigEi

and it is an immediate
subterm of a subterm inM which is headed by a symbol
g ∈ SigEj

, wherei 6= j. We shall also refer toN as an
Eij -subtermof M when we need to be explicit about the
equational theories involved.

Throughout this section, we consider a sequent system
D, whose rules are those ofS, but with id replaced by

M = C[M1, . . . ,Mk]
C[ ] anEi-context, andM1, . . . ,Mk ∈ Σ

Σ ⊢ M
idEi

and with the addition of the following rule

Σ ⊢ N Σ, N ⊢ M

Σ ⊢ M
cs

whereN is a cross-theory subterm of some term inΣ ∪
{M}. Also, when we mentionE, it is understood that it
is a disjoint union of some fixedAC-convergent equational
theoriesE1, . . . , En.

The analog of Proposition 4 holds forD. Its proof is a
straightforward adaptation of the proof of Proposition 4.

Proposition 18 The judgmentΣ ⊢ M is provable in the
natural deduction systemN , under theoryE, if and only if
Σ↓ ⊢ M↓ is provable in the sequent systemD.

5.1 Cut elimination for D

Cut elimination also holds forD. As with S, we first
show that decomposition lemmas hold forD. Cut elimina-
tion then follows straightforwardly from these lemmas.

Lemma 19 LetX andY be normal terms. IfΣ, f(X,Y ) ⊢
M is cut-free provable inD, wheref is either〈., .〉 or {.}.,
thenΣ, X, Y ⊢ M is also cut-free provable inD.

Proof Analogous to the proof of Lemma 5. ✷
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Lemma 20 LetX1, . . . , Xk be normal terms and letΠ be
a cut-freeD-derivation ofΣ, f(X1, . . . , Xk)↓ ⊢ M , where
f ∈ SigEi

. Then there exists a cut-freeD-derivationΠ′ of
Σ, X1, . . . , Xk ⊢ M.

Proof By induction on|Π|. Most cases are similar to the
proof of Lemma 6. LetN ≡ f(X1, . . . , Xk)↓ . The new
case we need to consider is whenΠ ends withcs :

Π1

Σ, N ⊢ R
Π2

Σ, N,R ⊢ M

Σ, N ⊢ M
cs

whereR is a cross-theory subterm ofN. Note that since
X1, . . . , Xk are in normal form, the normalisation of
f(X1, . . . , Xk) involves only rewrite rules fromEi. If R

is anEij -subterm ofN , wherej 6= i, obviouslyR is un-
affected by the normalisation, i.e., it must have come from
someXl; it is eitherXl or anEij -subterm ofXl. On the
other hand, ifR is anExy-subterm, wherex 6= i, then there
is a subtermT of N such thatT is headed by a symbol from
Ex, and such thatR is a subterm ofT . In this case,T is un-
affected by the normalisation, hence it must be present in
someXl. Therefore in both cases,R is either someXl or a
cross-theory subterm ofXl. ThusΠ′ is constructed straight-
forwardly by induction hypothesis onΠ1 andΠ2 followed
by (possibly) an application ofcs onXl. ✷

Lemma 21 Let M1, . . . ,Mk be normal terms and let
C[. . .] be ak-holeEi-context. IfΣ, C[M1, . . . ,Mk]↓ ⊢ M

is cut-free derivable inD, thenΣ,M1, . . . ,Mk ⊢ M is also
cut-free derivable inD.

Proof By induction on the size ofC[. . .] and Lemma 20.
✷

Theorem 22 The cut rule inD is admissible.

Proof Analogous to the proof of Theorem 8, making use
of Lemma 19 and Lemma 21. ✷

5.2 Decidability for combined theories

The decidability result forS also holds forD. This can
be proved with straightforward modifications of the simi-
lar proof for S, since the extra rule, i.e., thecs-rule, has
the same structure ass1 ands2 in S. It is easy to see that
the same normal forms forS also holds forD, with cs

considered as a left-rule. It then remains to design a lin-
ear proof system forD. We first define the notion of right-
deducibility: The relationΣ 
RD M holds if and only if
the sequentΣ ⊢ M is derivable inD using only the right
rules. We next define a linear system forD, calledLD,

which consist of the rules ofL defined in the previous sec-
tion, but with the provisoΣ 
R M changed toΣ 
RD M ,
and with the additional rule:

Σ, R ⊢ M

Σ ⊢ M
lcs

whereR is a cross-theory subterm of some term inΣ∪{M}
andΣ 
RD R.

Proposition 23 Every sequentΣ ⊢ M is provable inD if
and only if it is provable inLD.

Theorem 24 The decidability of the relationΣ 
LD M is
reducible to the decidability of elementary deduction, for
eachEi, in polynomial time on the size ofΣ ⊢ M.

6 Conclusion and related work

We have shown that decidability of the intruder deduc-
tion problem, under a wide range of equational theories, can
be reduced in polynomial time to the simpler problem of
elementary deduction problem, which amounts to solving
equations in the underlying equational theories. This reduc-
tion is obtained in a purely proof theoretical way, using stan-
dard techniques such as cut elimination and permutation of
inference rules. The cut elimination proof is rather simple,
perhaps reflecting the simplicity of the “logical” structure
of the intruder deduction problem; that is, its difficulty lies
more in the algebraic part of the problem.

We have considered only the equational theories that
have corresponding AC-convergent rewrite systems. We
believe that the reducibility results can be generalised to
a richer class of convergent theories, say, convergent the-
ories modulo some equational theoryE (which cannot be
oriented). At least this is likely to be the case whereE is
linear, i.e., it is defined by equations likes = t where both
sides of the equation have the same set of variables, and
where each variable occurs exactly once in each side of the
equation.

Related work As mentioned already in the introduction,
there are several existing works in the literature that deal
with intruder deduction. Our work is more closely related
to, e.g., [8, 11, 13], in that we consider explicit constructors
(pairing and encryption), than, say, [2, 9]. In the latter work,
these constructors are considered part of the equational the-
ory, so in this sense our work extended (slightly) theirs to
allow explicit constructors. A drawback for the approach
without explicit constructors is that one needs to consider
these constructors together with other algebraic properties
in proving decidability, although recent work in combin-
ing decidable theories [4] allows one to deal with them in
a modular way. Combination of intruder theories has been
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considered in [7, 4]. The work reported in [7] actually deals
with a more general case of combining decision procedures
for intruder deduction constraint problems. One difference
between these works and ours is in how this combination
is derived. Their approach is more algorithmic whereas our
result is obtained through analysis of proof systems.

Future work It remains to be seen whether sequent calcu-
lus, and its associated proof techniques, can prove useful for
richer theories. For certain deduction problems, i.e., those
in which the constructors interact with the equational the-
ory, there does not seem to be general results like the ones
we obtain for theories with no interaction with the construc-
tors. One natural problem where this interaction occurs is
the theory with homomorphic encryption, e.g., like the one
considered in [13]. Another interesting challenge is to see
how sequent calculus can be used to study the more difficult
problem of solving intruder deduction constraints, e.g., like
those stuidied in [8, 6, 12].
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