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Abstract

This paper studies the complexity clas€K andHVQZK, the classes of problems having a quantum com-
putational zero-knowledge proof system andhamest-verifiequantum computational zero-knowledge proof
system, respectively. The results proved in this papeudel

e HVQZK = QZK.
e Any problem inQZK has apublic-coinquantum computational zero-knowledge proof system.
e Any problem inQZK has a quantum computational zero-knowledge proof systgrarféct completeness

e Any problem inQZK has athree-message public-couantum computational zero-knowledge proof
system of perfect completeness with polynomially smalbeim soundness (hence with arbitrarily small
constant error in soundness).

All the results proved in this paper are unconditional, tleey do not rely any computational assumptions such
as the existence of quantum one-way functions or permuatatieor the classe3PZK, HVQPZK, andQSZK

of problems having a quantum perfect zero-knowledge prgstesn, an honest-verifier quantum perfect zero-
knowledge proof system, and a quantum statistical zeraviguge proof system, respectively, the following
new properties are proved:

e HVQPZK = QPZK.
e Any problem inQPZK has gpublic-coinquantum perfect zero-knowledge proof system.
e Any problem inQSZK has a quantum statistical zero-knowledge proof systepedect completeness

e Any problem inQSZK has athree-message public-cofluantum statistical zero-knowledge proof system
of perfect completeness with polynomially small error imisdness (hence with arbitrarily small constant
error in soundness).

It is stressed that the proofs for all the statements aretdared do not use complete promise problems or those
equivalents. This givesanified frameworkhat works well for all of quantum perfect, statistical, asampu-
tational zero-knowledge proofs. In particular, this eeahls to prove properties even on the computational and
perfect zero-knowledge proofs for which no complete prempioblems nor those equivalents are known.
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1 Introduction

1.1 Background

Zero-knowledge proof systems were introduced by Goldwabteali, and Rackoff[[15], and have played a central
role in modern cryptography since then. Intuitively, aremtctive proof system is zero-knowledgeaity verifier
who communicates with thironestprover learns nothing except for the validity of the statetiming proved in
that system. By “learns nothing” we mean that there existslapmial-timesimulatorwhose output is indistin-
guishable from the output of the verifier after communiaatvith the honest prover. Depending on the strength of
this indistinguishability, several variants of zero-krnedge proofs have been investigatperfectzero-knowledge

in which the output of the simulator is identical to that oé therifier, statistical zero-knowledge in which the
output of the simulator is statistically close to that of tkeifier, andcomputationakzero-knowledge in which the
output of the simulator is indistinguishable from that of tverifier in polynomial time. The most striking result
on zero-knowledge proofs would be that every problemVihhas a computational zero-knowledge proof system
under certain intractability assumptions [11] like thesteihce of one-way functions [24,117]. It is also known
that some problems have perfect or statistical zero-kmydeoroof systems. Among others, th&&»H |So-
MORPHISM problem has a perfect zero-knowledge proof sysiem [11],samde lattice problems have statistical
zero-knowledge proof systemis [10].

Another direction of studies on zero-knowledge proofs heenlio prove general properties of zero-knowledge
proofs. Sahai and Vadhah [28] were the first that took an ambr@f characterizing zero-knowledge proofs by
complete promise problems. They showed that theT&TICAL DIFFERENCEproblem is complete for the class
HVSZK of problems having ahonest-verifierstatistical zero-knowledge proof system. Here, the honestier
zero-knowledge is a weaker notion of zero-knowledge in Wwimow zero-knowledge property holds only against
the honestverifier who follows the specified protocol. Using this coetpl promise problem, they proved a num-
ber of general properties #fVSZK and simplified the proofs of several previously known resintluding that
HVSZK is in AM [7), 2], thatHVSZK is closed under complement [26], and that any problelW5ZK has
a public-coin honest-verifier statistical zero-knowlegeof system([26]. Goldreich and Vadhan [14] presented
another complete promise problem 1@V SZK, called the KTROPY DIFFERENCEproblem, and obtained further
properties oHVSZK. Since Goldreich, Sahai, and Vadhan|[12] proved HE6ZK = SZK, whereSZK denotes
the class of problems having a statistical zero-knowledgefsystem, all the properties f&fVSZK are inherited
to SZK (except for those related to round complexity). Along tirie] Goldreich, Sahai, and Vadhan|[13] gave two
complete promise problems for the cla$ESZK of problems having a non-interactive statistical zerovideoge
proof system, and derived several propertieiN&8ZK. More recently, Vadhar [31] gave two characterizations,
the INDISTINGUISHABILITY characterization and thedBIDITIONAL PSEUDO-ENTROPY characterization, for the
classZK of problems having a computational zero-knowledge prostesy. These are not complete promise
problems, but more or less analogous to complete promiddgms and play essentially same roles as complete
promise problems in his proof. Using these characteriativadhan proved a number of general propertiegFor
unconditionally (i.e., not assuming any intractabilitgasiptions), such as that honest-verifier computationak zer
knowledge equals general computational zero-knowledgs,ublic-coin computational zero-knowledge equals
general computational zero-knowledge, and that comumaltizero-knowledge of perfect completeness equals
general two-sided bounded error computational zero-kedgd.

Quantum zero-knowledge proofs were first studied by Watf82kin a restricted situation dionest-verifier
guantum statistical zero-knowledge proofs. He gave anogpnak characterization to the classical case by Sa-
hai and Vadhan [28] by showing that theJ@NTUM STATE DISTINGUISHABILITY problem is complete for the
classHVQSZK of problems having an honest-verifier quantum statistieab-xnowledge proof system. Using
this, he proved a number of general propertiesHdQSZK, such as thaHVQSZK is closed under complement,
that any problem iHVQSZK has a public-coin honest-verifier quantum statistical #er@vledge proof system,
and thatIVQSZK is in PSPACE. Very recently, Ben-Aroya and Ta-Shma [3] presented amathplete promise



problem forHVQSZK, called the @ANTUM ENTROPY DIFFERENCE problem, which is a quantum analogue of
the result by Goldreich and Vadhan [14]. Kobayashi [21] sddon-interactive quantum perfect and statistical
zero-knowledge proofs again using a complete promise @nepWhich can be viewed as a quantum version of
the classical result by Goldreich, Sahai, and Vadhan [13}a$ been a wide open problem if there are nontrivial
problems that has a quantum zero-knowledge proof systeuresegen against any dishonest quantum verifiers,
because of the difficulties arising from the “rewinding” haique [16], which is commonly-used in classical zero-
knowledge proofs. Damgard, Fehr, and Salvdil [5] studieknowledge proofs against dishonest quantum veri-
fier, but they assumed the restricted setting of the comratarence-string model to avoid this rewinding problem.
Very recently, Watroud [34] settled this affirmatively. Hevedloped a quantum “rewinding” technique by using a
method that was originally developed in Réf.[[23] for thegmsge of amplifying the success probability @MA,

a quantum version dWP, without increasing quantum witness sizes. With this quantewinding technique, he
proved that the classical protocol for th&&rH IsomoRrPHISMproblem in Ref.[[11] has a perfect zero-knowledge
property even against any dishongstantumverifiers, and under some reasonable intractability assampthe
classical protocol folNP in Ref. [11] has a computational zero-knowledge propergneagainst any dishonest
guantumverifiers. He also proved th&VQSZK = QSZK, whereQSZK denotes the class of problems having
a quantum statistical zero-knowledge proof system. Thdign that all the properties fdVQSZK proved in
Ref. [32] are inherited t@SZK (except for those related to round complexity), in paricuthat any problem in
QSZK has a public-coin quantum statistical zero-knowledge fosgstem.

1.2 Our Contribution

This paper proves a number of general properties on quantuoaknowledge proofs, not restricted to quantum
statistical zero-knowledge proofs. Specifically, for quam computational zero-knowledge proofs, lettiQ@K
andHVQZK denote the classes of problems having a quantum compuwhtero-knowledge proof system and
an honest-verifierquantum computational zero-knowledge proof system, wisgedy, the following are proved
among others:

Theorem (Theoreni 2B) HVQZK = QZK.

Theorem (Theoreni_3D) Any problem inQZK has a public-coin quantum computational zero-knowledgefor
system.

Theorem (Theorem_3R) Any problem inQZK has a quantum computational zero-knowledge proof system of
perfect completeness.

Theorem (Theorem_34) Any problem inQZK has a three-message public-coin quantum computationak zer
knowledge proof system of perfect completeness with seasdnror probability at mos}i} for any polynomially

bounded functiop: Z*™ — N (hence with arbitrarily small constant error in soundness)

All the properties proved in this paper on quantum compoati zero-knowledge proofs hold unconditionally,
meaning that they hold without any computational assumptsch as the existence of quantum one-way functions
or permutations. Some of these properties may be regardpehatum versions of the results by Vadhan [31]. Itis
stressed, however, that our approach to prove these pexpisrcompletely different from those the existing studies
took to prove general properties of classical or quanturn-kapwledge proofs. No complete promise problems
nor those equivalents are used in our proofs. Insteaddiveetly prove these properties, which givesuaified
frameworkthat works well for all of quantum perfect, statistical, awnputational zero-knowledge proofs.

The idea is remarkably simple. We start from any protocdimiest-verifieguantum zero-knowledge, and ap-
ply several modifications so that we finally obtain anothetgueol of honest-verifier quantum zero-knowledge that
possesses a number of desirable properties. For instammeve thaHVQZK = QZK, we show that any protocol
of honest-verifier quantum computational zero-knowledge loe modified to another protocol of honest-verifier



guantum computational zero-knowledge (with some smabigr lietween completeness and soundness accepting
probabilities) such that (i) the protocol consists of thmeessages and (ii) the protocol is public-coin in which the
message from the honest verifier consists of a single bitishett outcome of a classical fair coin-flipping. Note
that such modifications are possible in the case of usualtguomeimteractive proofd [20, 23], and we show that this
is also the case fdnonest-verifierquantum computational zero-knowledge proofs. Now we agpdyquantum
rewinding technique due to Watrous [34] to show that theqaaitis zero-knowledge even against atighonest
quantum verifiers. The final tip is the sequential repetjtishich reduces completeness and soundness errors ar-
bitrarily small. This simultaneously shows the equivaken€ public-coin quantum computational zero-knowledge
and general quantum computational zero-knowledge. To shatvany quantum computational zero-knowledge
proofs can be made perfect complete, now we have only to shatanhyhonest-verifiequantum computational
zero-knowledge proofs can be made perfect complete. Agsimiéar property is known to hold for usual quan-
tum interactive proofs[[20], and we carefully modify the fmaol so that it holds even for the honest-verifier
guantum computational zero-knowledge case. Using thisifnation as a preprocessing, the previous argument
shows the equivalence of quantum computational zero-leuhyd of perfect completeness and general quantum
computational zero-knowledge. Combining all the deseglbperties of honest-verifier quantum computational
zero-knowledge proofs shown in this paper with a carefuliegfion of the quantum rewinding technique, we can
show that any problem iQZK has a three-message public-coin quantum computationatkzemwledge proof
system of perfect completeness with soundness error athfosiany polynomially bounded functiop

In fact, our approach above is very general and basicallksverell even for quantum perfect and statistical
zero-knowledge proofs. In the quantum statistical zeroakadge case, all the properties shown for the quantum
computational zero-knowledge case also hold. This givesrealtive proofs of some of the properties obtained in
Refs. [32[ 34], and also shows the following new propertisguantum statistical zero-knowledge proofs:

Theorem (Theoren 3I7) Any problem inQSZK has a quantum statistical zero-knowledge proof systemrédgie
completeness.

Theorem (Theorem[3B) Any problem inQSZK has a three-message public-coin quantum statistical zero-
knowledge proof system of perfect completeness with seasdnror probability at mos}i} for any polynomially

bounded functiop: Z* — N (hence with arbitrarily small constant error in soundness)

In the quantum perfect zero-knowledge case, however, hahealproperties above can be shown to hold,
because very subtle points easily lose pleefectzero-knowledge property. In particular, our method of mgki
protocols perfect complete that works well for quantum cotafional and statistical zero-knowledge cases no
longer works well for quantum perfect zero-knowledge ca&kso, we need a very careful modification of the
protocol when parallelizing to three messages. Still, westeow the following properties:

Theorem (Theoreni 2R) HVQPZK = QPZK.
Theorem (Theoreni 2B) Any problem inQPZK has a public-coin quantum perfect zero-knowledge prodésys

Note that no such general properties are known for the clagsérfect zero-knowledge case. As a bonus property,
it is also proved that the quantum perfect zero-knowledgh aworst-case polynomial-time simulator that is not
allowed to output FAIL” is equivalent to the one in which a simulator is allowed tdpat “FAIL” with small
probability. Again, such equivalence is not known in thessleal case.

1.3 Organization of This Paper

This paper is organized as follows. Sectidn 2 summarizesdtiens and notations that are used in this paper.
Sectiong B[ ¥, and] 5 treat our results for quantum perfeahpotational, and statistical zero-knowledge proofs,
respectively. In order to present a unified framework thatkeavell for all of quantum perfect, computational,



and statistical zero-knowledge proofs, we first show theltedor the perfect zero-knowledge case. This may
involve more careful modifications of the protocols that aeeessary only for the perfect zero-knowledge case,
but once we have presented how to modify the protocols, wewaid complications arising from imperfect zero-
knowledge conditions when proving zero-knowledge prgpevrhich will be helpful to illustrate most of our proof
structures in a simpler setting. Sectidn 6 proves the etprigca of two different definitions of quantum perfect
zero-knowledge. Finally, Sectidm 7 concludes the papdr gotme open problems.

2 Preliminaries

We assume the reader is familiar with classical zero-kndgdeproof systems and quantum interactive proof sys-
tems. Detailed discussions of classical zero-knowledgefmystems can be found in Refs! [8, 9], for instance,
while quantum interactive proof systems are discussed fa. [&8,[20/ 23] and are reviewed in Appendik A. We
also assume familiarity with the quantum formalism, inahgdthe quantum circuit model and definitions of mixed
guantum states, admissible transformations (complgtejtive trace-preserving mappings), trace norm, diamond
norm, and fidelity (all of which are discussed in detail in R¢25, 19], for instance).

Some of the notions and notations that are used in this papeuamarized in this section.

Throughout this paper, lé§ andZ* denote the sets of positive and nonnegative integers, ctagly. For
everyd € N, let I; denote the identity operator of dimensi@nAlso, for any Hilbert spacé{, let I, denote the
identity operator ovet. In this paper, all Hilbert spaces are of dimension powewaof t

2.1 Quantum Formalism

For any Hilbert space${ and K, let D(H), U(H), and T(H, K) denote the sets of density operators o¥er
unitary operators ovel, and admissible transformations frokhto /C, respectively. For any Hilbert spagé, let
|04,) denote the quantum state#of which all the qubits are in state).

Let H andX be the Hilbert spaces and lete T(H, K) be an admissible transformation. L&t X', and) be
Hilbert spaces such thd#t ® X = K ® Y = N. A unitary transformatior/, € U(N) is aunitary realizationof
@ if tryUs (p @ [04)(0x|) UL = ®(p) for anyp € D(H).

The following approximate version of unitary equivalenseised in this paper.

Lemma 1([32]). For Hilbert spaces andC, let|¢), [¢)) € H ® K satisfy thatF'(tric|¢) (o], tric|e) (P]) > 1 —¢
for somes € [0, 1]. Then there exists a unitary transformatibhe U(K) such that|(Iy @ U)|¢) — [4)]| < v/2e.

2.2 Quantum Circuits and Polynomial-Time Preparable Enserbles of Quantum States

It is assumed that any quantum circ@tin this paper is unitary and is composed of gates in some meats
universal, finite set of unitary quantum gates. For convesge we may identify a circui§) with the unitary
operator it induces.

Since non-unitary and unitary quantum circuits are eqaivain computational power[[1], it is sufficient to
treat only unitary quantum circuits, which justifies the edassumption. For avoiding unnecessary complication,
however, the descriptions of procedures often include utatary operations in the subsequent sections. Even in
such cases, it is always possible to construct unitary goacircuits that essentially achieve the same procedures
described. A quantum circui is ¢in-in gout-out if it exactly implements a unitary realizatidiis of someg;,-in
gout-out admissible transformatiof. For convenience, we may identify a circdi with ® in such a case. As
a special case of this, a quantum circfjitis a generating circuitof a quantum state of ¢ qubits if it exactly
implements a unitary realization of a zerogitout admissible transformation that always outputs



Following preceding studies on quantum interactive and-keowledge proofs, this paper uses the following
notion of polynomial-time uniformly generated familiesqfantum circuits.

A family {Q.} of quantum circuits igpolynomial-time uniformly generatefithere exists a deterministic pro-
cedure that, on every input outputs a description @, and runs in time polynomial ifx|. It is assumed that the
number of gates in any circuit is not more than the length efdéscription of that circuit. Hena@, must have
size polynomial inz|.

When proving statements concerning quantum perfect zeoededge proofs or proofs having perfect com-
pleteness, we assume that our universal gate set satigfirescemditions, since these “perfect” properties may not
hold with an arbitrary universal gate set. In fact, this goahe case for some previous studies on quantum interac-
tive or zero-knowledge proofs, including the papers by &itand Watrous [20] and by Marriott and Watrous![23],
when deriving statements with perfect completeness prpp€he correctness of our results concerning quantum
perfect zero-knowledge proofs or proofs having perfectgeteness may be discussed under a similar assumption
to those studies on the choice of the universal gate setutkatgly, the author learned from John Watrous [35] that
the choice of the gate set would not be so critical and all fleefect” properties claimed in Refs. [20,23] and in this
paper hold with any gate set such that the Hadamard tranafanmand any classical reversible transformations
are exactly implementable. Note that this condition isséiatil by most of the standard gate sets including the Shor
basis [[30] consisting of the Hadamard gate, the contralpldase-shift gate, and the Toffoli gate. These subtle
issues regarding choices of the universal gate set will pamed in detail in AppendikB. It is stressed, however,
that all of our statements not concerning quantum perfect-keowledge proofs nor proofs having perfect com-
pleteness do hold for an arbitrary choice of the universtd gat (the completeness and soundness conditions may
become worse by negligible amounts in some of the claimssiwthbes not matter for the final main statements).

Finally, this paper uses the following notion of polynoriahe preparable ensembles of quantum states, which
was introduced in Ref,_[32].

An ensembl€g p, } of quantum states {golynomial-time preparablé there exists a polynomial-time uniformly
generated family{@, } of quantum circuits such that each, is a generating circuit of,.. In what follows, we
may use the notatiofp(z)} instead of{ p,. } for ensembles of quantum states simply for descriptionayeoience.

2.3 Quantum Computational Indistinguishability

We use the notions of quantum computational indistingdisitgintroduced by Watrous [34]: polynomially quan-
tum indistinguishable ensembles of quantum states andhuiially quantum indistinguishable ensembles of ad-
missible transformations.

First, the quantum computational indistinguishabilityveeen two ensembles of quantum states is defined as
follows.

Definition 2. Let S C {0,1}* be an infinite set and let2: Z* — N be a polynomially bounded function. For
eachz € S, let p, ando, be mixed states ofn(|x|) qubits. The ensemble,: = € S} and{o,: = € S} are
polynomially quantum indistinguishabit for every choice of

¢ polynomially bounded functions, p, s: Z* — N,
e anensemblgs, : x € S}, where, is a mixed state of(||) qubits, and
e an(m(|z|) + k(]z|))-in 1-out quantum circuit) of size at mosk(|x|),

it holds that

1
11Q(p: ® €)11) ~ (11Q(or @ &)1 < s

for all but finitely manyx € S.



Next, the quantum computational indistinguishabilityvibetn two ensembles of admissible transformations is
defined as follows.

Definition 3. Let S C {0,1}" be an infinite set and ldtm: Z* — N be polynomially bounded functions. For
eachz € S, let ®, and ¥V, bel(|z|)-in m(|z|)-out admissible transformations. The ensemlies: = € S} and
{¥,: x € S} arepolynomially quantum indistinguishabik for every choice of

e polynomially bounded functions, p, s: Z* — N,
e anensemblés, : = € S}, whereg, is a mixed state of(|z|) + k(|x|) qubits, and
e an(m(|z|) + k(]x]))-in 1-out quantum circuity of size at mosk(|x|),

it holds that 1
(U@ © Torn () 1) = (MR ® L) (€)ID] <~

for all but finitely manyx € S.

In what follows, we will often use the term “computationailhdistinguishable” instead of “polynomially quan-
tum indistinguishable” for simplicity. Also, we will oftemnformally say that mixed states, ando, or admissi-
ble transformationsb, and ¥, are computationally indistinguishable whenc S to mean that the ensembles
{pz:x € Stand{o,: z € S}or{®,: z € S} and{¥,: x € S} are polynomially quantum indistinguishable.

2.4 Quantum Zero-Knowledge Proofs

For readability, in what follows, the argumentsandn are dropped in the various functions, if it is not confusing.
It is assumed that operators acting on subsystems of a gigtens are extended to the entire system by tensoring
with the identity, since it will be clear from context upon attpart of a system a given operator acts. Although
all the statements in this paper can be proved only in termangfuages without using promise problems [6],
in what follows we define models and prove statements in t&hpsomise problems, for generality and for the
compatibility with some other studies on quantum zero-Kedge proofs|[32, 21, 34] 3].

First we define the notions of variou®nest-verifierquantum zero-knowledge proofs following a manner
in Ref. [32] for the statistical zero-knowledge case. Giweguantum verified” and a quantum proveP, let
viewy, p(x,j) be the quantum state th&t possesses immediately after tfil transformation ofP during an
execution of the protocol betweénandP. In other wordsyiewy, p(z, j) is the state obtained by tracing out the
private space oP from the state of the entire system immediately afterjtheransformation ofP.

Now we define the class@sVQPZK(m, ¢, s), HVQSZK(m, ¢, s), andHVQZK (m, ¢, s) of problems having
m-message honest-verifier quantum perfect, statisticdlcamputational zero-knowledge proof systems, respec-
tively, with completeness accepting probability at leaahd soundness accepting probability at most

Definition 4. Given a polynomially bounded functiom: Z* — N and functionsc, s: Z* — [0, 1], a problem
A = {Ayes, Ano} is in HVQPZK(m, ¢, s) iff there exists anm-message honest quantum veriflérand anm-
message honest quantum pro¥esuch that

(Completeness and Soundneg$) P) forms anm-message quantum interactive proof system with completene
accepting probability at leastand soundness accepting probability at most

(Honest-Verifier Perfect Zero-Knowledge) there exists &mamial-time preparable ensemblé¢sy (z,j)} of
quantum states such théi{: (x, j) = viewy, p(z, j) for everyz € Ay and for each < j < [—mg'm')}.



Definition 5. Given a polynomially bounded functiom: Z* — N and functionsc, s: Z* — [0, 1], a problem
A = {Ayes, Ano} 1s in HVQSZK(m, ¢, s) iff there exists ann-message honest quantum verifiérand anm-
message honest quantum proy&esuch that

(Completeness and Soundneg$) P) forms anm-message quantum interactive proof system with completene
accepting probability at leastand soundness accepting probability at most

(Honest-Verifier Statistical Zero-Knowledge) there exiatpolynomial-time preparable ensemb{és-(x, j)} of
quantum states such thigsy (x, j) — viewy, p(x, j)|+ is negligible with respect téz| for all but finitely

m(|z])

many(z,j) € Ayes x {1,..., [Z522]}.

Definition 6. Given a polynomially bounded functiom: Z* — N and functionsc, s: Z* — [0, 1], a problem
A = {Ayes, Ano} is in HVQZK(m, ¢, s) iff there exists anm-message honest quantum verifiérand anm-
message honest quantum pro¥esuch that

(Completeness and Soundneg$) P) forms anm-message quantum interactive proof system with completene
accepting probability at leastand soundness accepting probability at most

(Honest-Verifier Computational Zero-Knowledge) there sexi a polynomial-time preparable ensembles
{Sv(z,7)} of quantum states such that the ensemH|8s (z,j): = € Ay, andj € {1,..., [™D]1}
and{viewy,p(z,j): = € Ayes andj € {1,..., [%] }} are polynomially quantum indistinguishable.

Remark.In the original definition of honest-verifier quantum stitil zero-knowledge by Watrous [32], the sim-
ulator is required to simulate the quantum state thaiossesses immediately after tfib messagefor every ;.
That is, regardless of whether thith message is sent fro or from V', the simulator must be able to simulate
the quantum state th&f possesses immediately after itk message. In our definition, the simulator is required
to simulate it only when thgth message is fron?. Notice, however, that every transformationiois necessarily
simulatable by the simulator, which implies that our coinditis sufficient and does not weaken the honest-verifier
zero-knowledge property.

Using these, we define the clasd#¥QPZK, HVQSZK, andHVQZK of problems having honest-verifier
guantum perfect, statistical, and computational zeroskedge proof systems, respectively.

Definition 7. A problem A = {Ay, Ano} is in HVQPZK if there exists a polynomially bounded function
m: Z* — N such thatd is in HVQPZK (m, 2, 1).

Definition 8. A problem A = {Ay.s, Aso} is in HVQSZK if there exists a polynomially bounded function
m: Z+ — N such thatd is in HVQSZK (m, 2, 1).

Definition 9. A problem A = {Ay., Ano} is in HVQZK if there exists a polynomially bounded function
m: Z+ — Nsuch thatd is in HVQZK (m, %, 1).

Note that it is easy to see that we can amplify the successabilitip of honest-verifier quantum per-
fect/statistical/computational zero-knowledge proo$teyns by a sequential repetition, which justifies Defini-
tions[7[8, andlo.

Next we define the notions of various quantum zero-knowlgugefs following a manner in Ref. [34].

Let V' be an arbitrary quantum verifier. Suppose ffigtossesses some auxiliary quantum stai® (i) at the
beginning for some Hilbert spacé, and possesses some quantum stal(iff ) after the protocol for some Hilbert
spaceZ. For suchV, for any quantum proveP, and for everyr € {0,1}", let (V, P)(z) denote the admissible
transformation ifT'(A, Z) induced by the interaction betwe&hand P on inputz. We call this(V, P)(x) the
induced admissible transformatidrom V', P, andz.



We define the classeQPZK(m, ¢, s), QSZK(m,c,s), and QZK(m, ¢, s) of problems havingn-message
quantum perfect, statistical, and computational zeroakedge proof systems, respectively, with completeness
accepting probability at leastand soundness accepting probability at mosts follows.

Definition 10. Given a polynomially bounded functiom: Z* — N and functionsc, s: Z* — [0, 1], a problem
A = {Ayes, Ano } 18 IN QPZK(m, ¢, s) iff there exists ann-message honest quantum verifieand ann-message
honest quantum prové? such that

(Completeness and Soundneg$) P) forms anm-message quantum interactive proof system with completene
accepting probability at leagtand soundness accepting probability at mQst

(Perfect Zero-Knowledge) for any-message quantum verifig?, there exists a polynomial-time uniformly gen-
erated family{@.} of quantum circuits, where eaeh, exactly implements an admissible transformation
Sy (x), such thatSy-(x) = (V’, P)(x) for everyz € Ay, where(V’, P)(z) is the induced admissible
transformation froni’’, P, andz.

Definition 11. Given a polynomially bounded functiom: Z* — N and functionsc, s: Z* — [0, 1], a problem
A = {Ayes, Ano } 1S IN QSZK(m, ¢, s) iff there exists anm-message honest quantum verifieand ann-message
honest quantum prové? such that

(Completeness and Soundneg$) P) forms anm-message quantum interactive proof system with completene
accepting probability at leastand soundness accepting probability at most

(Statistical Zero-Knowledge) for any.-message quantum verifi&f’, there exists a polynomial-time uniformly
generated familyf @, } of quantum circuits, where each, exactly implements an admissible transformation
Sy (x), such that| Sy (z) — (V', P)(z)||, is negligible with respect t| for all but finitely manyz € Ay,
where(V’, P)(z) is the induced admissible transformation fréfh P, andz.

Definition 12. Given a polynomially bounded function: Z* — N and functionsc, s: Z* — [0, 1], a problem
A = {Ayes, Ano } is In QZK(m, ¢, s) iff there exists arm-message honest quantum verifieand anm-message
honest quantum prové? such that

(Completeness and Soundneg$) P) forms anm-message quantum interactive proof system with completene
accepting probability at leagtand soundness accepting probability at mQst

(Computational Zero-Knowledge) for any-message quantum verifi@f’, there exists a polynomial-time uni-
formly generated familyf{ @, } of quantum circuits, where each, exactly implements an admissible trans-
formation Sy~ (z), such that the ensembl¢sy/ (z): © € Ayes} and{(V’, P)(x): x € Ayes} are polynomi-
ally guantum indistinguishable, whe(®’, P)(x) is the induced admissible transformation fréfh P, and
Z.

Using these, we define the clas€@BZK, QSZK, andQZK of problems having quantum perfect, statistical,
and computational zero-knowledge proof systems, resmbgti

Definition 13. A problem A = {Ay., Ao} IS in QPZK if there exists a polynomially bounded function
m: Z* — N such thatd is in QPZK (m, 2, 3).
Definition 14. A problem A = {Ay., Ano} is in QSZK if there exists a polynomially bounded function
m: ZT — N such thatd is in QSZK (m, 2,1).



Definition 15. A problem A = {Ay., Ano} is in QZK if there exists a polynomially bounded function
m: Z* — N such thatd is in QZK (m, 2, 1).

Note that again it is not hard to see that we can amplify thecess probability of quantum per-
fect/statistical/computational zero-knowledge proo$teyns by a sequential repetition, which justifies Defini-

tions[13,[14, and 15.

Remark.Itis noted that, in the classical case, the most common tiefindf perfect zero-knowledge proofs seems
to allow the simulator to outputFAIL” with small probability, say, with probability at mo%t [8l,[28]. Adopting

this convention leads to alternative definitions of honestfier and general quantum perfect zero-knowledge proof
systems. At a glance, these two types of definitions seery likeform different complexity classes of quantum
perfect zero-knowledge proofs. Fortunately, it is provemif our results shown in Sectidh 3 that itnist the case
and the two types of definitions result in the same complextags of quantum perfect zero-knowledge proofs. It
is stressed that such equivalence is not known in the chlssase. See Sectidm 6 for further discussions on the
definitions of quantum perfect zero-knowledge.

3 Perfect Zero-Knowledge Case

We first discuss the case of quantum perfect zero-knowledgeg This gives a unified framework that works well
for all of quantum perfect, statistical, and computatiaretlo-knowledge proofs. Although we need very careful
modifications of the protocols that are necessary only feipiirfect zero-knowledge case, once we have presented
how to modify the protocols, we can avoid complicationsiaggrom imperfect zero-knowledge conditions when
proving zero-knowledge property. Indeed, the cases of tquartomputational and statistical zero-knowledge
proofs are proved in almost same ways, as will be discussed kxcept that we need bit more complicated
arguments when proving zero-knowledge conditions.

3.1 Parallelization of Honest-Verifier Quantum Perfect Zeo-Knowledge Proof Systems

This subsection proves that any honest-verifier quanturiegtezero-knowledge proof system that involves poly-
nomially many messages can be parallelized to one thatesainly three messages.

In the case of usual quantum interactive proofs, Kitaev adrd\is [20] proved the parallelizability to three
messages. Here we modify their method so that it works wéltl nonest-verifier quantum perfect zero-knowledge
proofs. Actually, the method due to Kitaev and Watrous wavkdl even in the cases of honest-verifier quantum
statistical or computational zero-knowledge proofs (& tompleteness error is negligible, which may be assumed
without loss of generality since the success probability lma amplified by sequential repetition), and thus, we do
not need our modified version in these cases. However, we eltb oier modified version in the case of honest-
verifier quantum perfect zero-knowledge proofs, since titad¥-Watrous method may not preserve pezfect
zero-knowledge property for proof systems of imperfect plateness. We explain this in more detail.

The main idea in the original parallelization protocol infR20] is that the verifier receives each snapshot state
of the underlying protocol as the first message, and therkshethe following three properties are satisfied: (i) the
first snapshot state is a legal state in the underlying pobtafter the first message, (ii) the last snapshot state can
make the original verifier accept, and (iii) any two conseeusnapshot states are indeed transformable with each
other by one round of communication. In order to check thiaseet at the first transformation of the verifier in the
original parallelization protocol in Ref. [20], he first atles if the conditions (i) and (i) really hold for the recete
snapshot states, which aims to prevent a dishonest prav@rgreparing any illegal sequence of snapshot states
that can pass the check for the condition (iii) by violatihg tonditions on the initial and last snapshot states. The
problem arises here, in the check for the last snapshot sth&n we want to parallelize a protocol of honest-verifier
quantum perfect zero-knowledge with imperfect compledsn®ecause of imperfect completeness, the verifier's
check can fail even if the honest prover prepares every Boaptate honestly, which means that the verifier's check



causes a small perturbation to the snapshot states. Nowweelifficulty in perfectlysimulating the behavior of
the honest prover with respect to this perturbed state,wdacses the loss of the perfect zero-knowledge property.

To avoid this difficulty, we modify the parallelization pomol as follows. Our basic idea is to postpone the
verifier's check for the last snapshot state until after thiedtmessage. At the final verification of the verifier,
he either carries out the postponed check for the last spagsate with probability%, or just carries out the
original final verification procedure with probabilié/. Now the honest-verifier perfect zero-knowledge property
becomes straightforward, since there is no perturbatiaill the snapshot states until after the last transformation
of the verifier. The completeness property cannot becomeenbian that in the original protocol. However, the
soundness condition now becomes a bit harder to prove, ecse can no longer assume that a sequence of
snapshot states prepared by a dishonest prover satisfiesrttigion (ii), when analyzing the probability to pass
the transformability test for (iii). To overcome this, weogha general property in quantum information theory in
Lemmd 16, which is a generalization of Lemma 5 in Ref] [20]isTdeneralization enables us to analyze the case
in which the last snapshot state may not necessarily makerigmal verifier accept, and thus, has much more
flexibility than Lemma 5 in Ref[[20], which is applicable grtb the case in which the last snapshot state makes
the original verifier accept with certainty.

Lemma 16. Let V and M be any Hilbert spaces. For a positive integer> 2 and ¢,§ € [0, 1] such that
e < 4, suppose that a sequence of unitary operafdrs. ..,V € U(V ® M) and a projection operatofI act-
ing overV ® M onto some subspace bf® M satisfy that||I[1V,Py_1Vi_1 - -- P1Vi|Opemer)|? < 1 — 6 for
any Hilbert spaceP and any sequence of unitary operatdrs, ..., P,_; € U(M ® P). Then, for any sequence
1,5 Pk € D(V ® M) such thatp; = [Opga) (Opgm| andtrHVkka,j >1—¢

k—1

VIi—e - V1-9)?
Y F(r ViV trpiin) < (k= 1) = ( 2k —1) L
j=1

Proof. Let P be a sufficiently large Hilbert space so that we can take afipatibn |¢;) € V@ M & P

of p; for each2 <j <k -1, and let|¢1) = |Oygmep). Notice that|iyy) is a purification of p;, and
Vj|y;) is a purification oijijjT, foreachl <j<k—1. LetA;=1- F(trMVjijjT,trijH) for each
1<j<k-—1. Itfollows from Lemma&[l that there exists a unitary transfation P; € U(M ® P) such that
IYit1) — PVl | < /24, for eachl < j < k — 1. Hence we have

| OVi|tr) — OV Pr—1Vie—1 - - PLVa 1) ||
< ||Vi|¥g) = ViPro—1Vi—1 - - - PLVi|Y1)||

= |||Yg) = Pr—1Vi—1--- PoLVa|yn)||
f—2

< k) = Preoa Vit le—1) | + D 1Pt Vet -+ PipaVigaltbjn) — PecaVier -+ PiVjla)) |
=1

[aary

=D jer) = B3Vilvs)ll

INA
> <
Lol

27,
1

On the other hand,
Vi i) || < [[TTVE|¢g) — TV Py Vig—y - - - PAVA ) || + TV Pe—1 Vie—1 - - - PiVa|vn) ||

k—1
SZ\/QAj—i—vl—é.
j=1

.
Il
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Notice that||IIVy|yx)|| > V1 — ¢, since|yy) is a purification ofpy, andtrHVkka,j > 1 — . Therefore,

kol Vi—e—+v1-96
> VA=

j=1 V2
and thus,
k—1 k—1 k-1
VI—e—I=03)?
ZF(trMVjijjT,trijH):Z(l—Aj):(k’_l)_ Aj<(k—-1)— ( 20k —1 ) )
j=1 Jj=1 Jj=1
as desired. O

Using Lemmd_16, we can show that our modified parallelizagiostocol above indeed works well, and we
have the following lemma.

Lemma 17. Letm: Z* — N be a polynomially bounded function and ¢et: Z* — [0, 1] be any functions such
thatm > 4 ande < 152 Then HVQPZK(m, 1 —¢,1 — §) C HVQPZK (3, 1-£1- %)

Proof. Let A = {Ayes, Ano} be a problem inHVQPZK(m,1 —¢,1 —4§) and letV be the corresponding.-
message honest quantum verifier. For simplicity, it is agsbithatm takes only even values (ih(n) is odd
for somen € Z*, we modify the protocol so that the verifier sends a “dummy’ssage to a prover as the first
message when the input has lengtsuch thatn(n) is odd). LetV be the quantum register consisting of all the
qubits in the private space &f, and letM be that consisting of all the qubits in the message chanteeal” and
the prover. For every input, V appliesV for his jth transformation to the qubits {ivV, M) for1 < j < & 41, and
performs the measuremelit= {II..., II,j } at the end of the original protocol to decide acceptancejectien.
We construct a protocol of a three-message honest quantuieng’.

For every inputz, at the first message the new verifigf receives quantum registe¥§ and M; from the
prover, for2 < j < ¢ + 1, where eaclv; andM; consist of the same number of qubits\aandM, respectively.
W expects that the qubits {iV;, M) form the quantum state the origina-message verifiet” would possess just
after the2(j — 1)-st message (i.e., just before tlgh transformation of the verifier) of the original protocédy
2<j<F+1

Now W prepares quantum registevs and My, which consist of the same number of qubits\agand M,
respectively, and also prepares single-qubit quantunstergiX andY. W initializes all the qubits iV, andM;
to state|0), while preparegd™) = %(|0>|0> + |1)[1)) in (X,Y). W then chooses € {1,..., 2} uniformly at
random, applie¥, to the qubits inV,,, M,.), and send¥ andM,. together with- to the prover.

At the third messagéd}’ receives the quantum registéfsandM,. from the prover. Now#V choose® < {0,1}
uniformly at random. b =0, W appliesV%H to the qubits in(V%H, M%H), and accepts if and only if the
content of(V%H, M%H) corresponds to an accepting state in the original protd@althe other hand, B = 1,
W first performs a controlled-swap betwegn., M,.) and(V,.;1, M,;1) using the qubit inX as the control, then
performs a controlled-not over the qubits(X, Y) again using the qubit iX as the control, and finally applies the
Hadamard transformation to the qubitin W accepts if and only if the qubit iX is in state|0).

The precise description of the protocolldf is found in Figuré L.

For the completeness, suppose that the ingatin Ay..

Let P be them-message honest quantum prover for the original proof systed let? be the quantum register
consisting of all the qubits in the private spacefaf Denote by)y, M, andP the Hilbert spaces corresponding
to the registersv, M, and P, respectively. Lety;) = |Opgmgp) be the quantum state ifV, M, P), and let
[Y;) € V® M ® P be the quantum state iV, M, P) just after the2(;j — 1)-st message (i.e., just before tjié
transformation of the verifier) of the original protocollifcommunicates with” on inputz, for2 < j < 7 + 1.
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Honest Verifier's Three-Message Protocol

1. Receive quantum registevs andM; from the prover, foR < j < 3 + 1.

2. Prepare quantum registévs andM; and single-qubit quantum registeXsandY. Initialize all the qubits
in V; andM; to state|0), and preparéd™) = %(\Oﬂm + [1)]1)) in (X,Y). Chooser € {1,..., 2} uni-
formly at random and apply;. to the qubits in(V,, M,.). SendY andM,. together withr to the prover.

3. Receive the quantum registéfsandM,. from the prover. Choosk < {0, 1} uniformly at random.

3.1 If b = 0, do the following:
Apply V1o the qubits ir(V%H, M%H). Accept if the content o{V%H, M%H) corresponds to
an accepting state in the original protocol, and rejectrotize.

3.2 Ifb =1, do the following:
Perform a controlled-swap betweé¥,, M,.) and (V,1, M,+1) using the qubit inX as the control,
and then perform a controlled-not over the qubit$XyY) again using the qubit iXX as the control.
Apply the Hadamard transformation to the qubiXinAccept if the qubit inX is in state|0), and reject

otherwise.

Figure 1: Honest verifier's three-message protocol.

Let R be the honest quantum prover in the constructed three-gessatem. In addition to the registers
andM;, R prepares the quantum registrin his private space, for < j < & + 1, where each; consists of the
same number of qubits & R prepares0p) in P; so that the qubits iV, My, P1) form |41 ). At the first message
of the constructed protocok generatey);) in (V;, M;, P;), and send¥; andM; to W, for each2 < j < & + 1.

At the third message, iR receivesr together with the registers and M,., R applies P, to the qubits in
(M., P;), whereP; is the jth transformation of the original prove? for eachl < j < Z, and then performs a
controlled-swap betweep, andP,.; using the qubit inY as the control R then send¥ andM,. back tolV/.

It is obvious thatk can convincé/?” with probability at least — ¢ if b = 0 is chosen by¥ at Step) B, since the
qubits in(V%H, M%H) form the quantum staﬂep|¢%+1>(¢%+1 |. From the construction aR, it is also routine
to show thatk can convincél” with certainty ifb = 1 is chosen by at Step B, sinc&,.V.|¢,.) = |¢,41) for any
r chosen from{1,...,2}. Hence,W accepts every input € Ay with probability at least — 5.

Next, for the soundness, suppose that the infstin A,,.
Let R’ be any three-message quantum prover for the constructed gystem. Lefp; € D(V ® M) be the

reduced state iV, M;) of the entire system state just after the first transformatia®’, for eachl < j < 2t + 1.
Consider the case in whid¥ chooses from {1, e m} in Step2 and also choosés=1 at Sted B. Then

the probability thatR’ can convinceV’ in this case cannot be larger thdnt & F(tryVyp, Vi, trap,11) by an
argument similar to that in the proof of Theorem 4 in Ref! [2Bence, the probability tha®’ can convincelV’

whenb = 1 is chosen at Sté 3 is at mast- .- > 2 F(trMVjijjT,trijH).
Now, if trHaccV%ﬂ—lp%-i-lV%_i_l >1- g, Lemmd_ 16 implies that

m

2
> F(trmVip Vi trapsga)

j=1
cm_1 1/1_é_,/1_52<@_i 1_é _ 1_é Q_E_‘S_Q
-2 m 4 -2 m 4 2 2 16m’
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2 16m 16m2 "
On the other hand, itrrHaccv%—i-lp%—i-lV;_’_l <1- g, it is obvious that?’ can convincé?” with probability
2

and thus, the probability thdt’ can convincd? whenb = 1 is chosen is at most + L (m - i) —1- 2

at most1l — g <1- 16‘5% if b =0 is chosen byl at Sted B, since the qubits M%H and M%H are never
touched by the prover after Step 1.

Hence the probability thak’ can convincelV for every inputz € A, is at mostl —
account thatn(n) may be odd for some € Z*, we have the bound df — %

Finally, the perfect zero-knowledge property againsis almost straight%orward.

Let Sy be the simulator for the originah-message system such thatzifs in Ay, the statesSy (z, j) and
viewy, p(z, j) are identical for eacth < j < .

The simulatorTyy for the constructed three-message system behaves asdolf@wconvenience, |& be the
quantum register that is used to store the classical infooma chosen byV, and letSy (z,0) = [Oygam) (Opgnm |-

To simulate the state just after the first transformatiorhefgroverR, Ty prepares the statgy (x,j — 1) in
(V4,M;), foreach2 < j < % + 1, and outputs the state {V2, Mo, ... ,V%H, M%H) asTw(x,1).

To simulate the state just after the second transformatigheoproverR, Ty first chooses € {1,..., %
uniformly at random, and sets the contenRab r. NextTy, prepares the stat&y (x,j — 1) in (V;, M;), for each
1<j<r—-Tlandr+1<j <% +1, and prepares the statk (x,r) in (V,,M,). Ty then prepares the state
|®T) in (X,Y), and performs a controlled-swap betwg&f, M,.) and (V,;1, M,,1) using the qubit inX as the
control. NowTyy outputs the state ifR, X, Y, Vi, My, . .. ,V%H, M%H) asTy(x,2).

It is obvious that the ensemb{@y (z, 7)} is polynomial-time preparable.

Suppose that is in Ay..

ThatTyy (z,1) = vieww,r(z, 1) is obvious from the fact thafy (z, j) = viewy,p(z, j) for 1 < j < 3.

To show thalTw(l’, 2) = VieWW’R(l’, 2), let VieWV’p(:L', 0) = Sv(:L', 0) = |0V®M><0V®M|’ for convenience.
Let o, and¢, be the quantum states (R, X, Y, Vi, My, ... ,V%LH, M%H) such that

52
32m2 "

Taking it into

or = 1) (r| @ |8 DT @ Sy (2,0) @ - ® Sy (w7 — 2) @ Sy (2,7) ® Sy (2,7) @ - - @ Sy (ac %)

and

& =Ir)(r| @ |eT)(eT]

3

® viewy p(2,0) ® - - @ viewy, p(z,r — 2) @ viewy, p(z, r) ® viewy p(z,r) ® - - ® viewy, p <:£, E)
for eachl <r < 7. Then, we have, = ¢, for eachl < r < 7, sinceSy (z, j) = viewy,p(z,j) for0 < j < %,
For eachl <r <, let o, and¢,. be the quantum states obtained by performing a controlegbsbetween
(V,,M,) and (V,41, M,.11) on o, and¢,, respectively, using the qubit i as the control. Obviouslyy,. = &,

for eachl < r < 2. By definition, Ty (z,2) = 2 "2, 0. Furthermore,viewy,r(z,2) is exactly the state

m

2 ,%:1 &, Now thatTyy (z,2) = viewyw,r(z, 2) follows from the fact that;,. = &/ for eachl <1 < 2.
Hence the honest-verifier perfect zero-knowledge promaggnstil’ follows. O

Next we show that the parallel repetition theorem for thmeessage quantum interactive proofs may be ex-
tended to the case of three-message honest-verifier quanetdett zero-knowledge proof systems.

Lemma 18. Letc, s: ZT — [0, 1] be any functions such that> s. Then, for any polynomially bounded function
k: Z+ — N,HVQPZK(3,c,s) C HVQPZK(3, c*, s*). More strongly, lefl be any three-message honest-verifier
quantum perfect zero-knowledge proof system for a problem{ A.s, A, } With completeness accepting proba-
bility at leastc(n) and soundness accepting probability at mgst) for every input of lengtm. Consider another
proof systenil’ such that, for every input of length II’ carries outk(n) attempts ofI in parallel and accepts iff

13



all the k(n) attempts result in acceptance ih ThenIl’ is a three-message honest-verifier quantum perfect zero-
knowledge proof system far with completeness accepting probability at Iee(st)’“(”) and soundness accepting
probability at mosts(n)*(™ for every input of length.

Proof. The completeness and soundness conditions follow fromrtbaf pf Theorem 6 in Ref [20]. The honest-
verifier perfect zero-knowledge property is trivial. L¥Btbe the honest quantum verifier in the original three-
message systeii and letSy be the corresponding simulator such that; i in Ay, the stateSy (z, j) perfectly
simulatesV’s view after thejth transformation of the honest quantum prover, for ebghj < 2. Let W be the
honest quantum verifier in the constructed three-messagfersyl’. For everyz and for eachl < j < 2, the
simulator Ty for I’ just outputsTyy (z, j) = Sy (z, j)®*(#). Now the honest-verifier perfect zero-knowledge
property is obvious. O

From Lemmag 17 arild 118, it is immediate to show the followimgrtea.
Lemma 19. For any polynomially bounded functign Z* — N, HVQPZK C HVQPZK(3,1 — 277,277).

Proof. By sequential repetition, we can show that, for any polyraipibounded functionn: Z+ — N, for
any functionse, s: Z* — [0,1] that satisfyc — s > % for some polynomially bounded functiop: Z* — N,
and for any polynomially bounded functiop: Z* — N, there exists a polynomially bounded func-
tion m’: Z+ — N such thatHVQPZK(m, ¢, s) C HVQPZK(m/,1 — 277° 277"). Now Lemmal[1l implies

)
that HVQPZK (m/, 1 — 277, 27P") C HVQPZK <3, 1 -2 711 U270 ) " Finally, by parallel repe-

32(m/+1)2
tition for sufficiently many times (say, foB2p(|z|)(m/(|z|) +2)? times), from Lemmd 18, we have that

77)2 .
HVQPZK (3, 1—27-11— %) C HVQPZK(3,1 — 277, 27P), which completes the proof. O

3.2 Converting Honest-Verifier Quantum Perfect Zero-Knowlkedge Proofs to Public-Coin Systems

Next we show that any three-message honest-verifier quapéufact zero-knowledge system can be modified to
a three-message public-coin one in which the message fremaettifier consists of only one classical bit. Mar-

riott and Watrous|[23] showed such a claim in the case of uguahtum interactive proofs. We show that their
construction preserves the honest-verifier perfect zamviedge property.

Lemma 20. Lete,§: Z+ — [0,1] be any functions that satisfy> 1 — (1 — €)2. Then, any problem having a
three-message honest-verifier quantum perfect zero-kaigelsystem with completeness accepting probability at
least1 — ¢ and soundness accepting probability at mbst 5 has a three-message public-coin honest-verifier
quantum perfect zero-knowledge system with completereepting probability at least — § and soundness

accepting probability at mos} + —V12‘5 in which the message from the verifier consists of only orssidal bit.

Proof. The proof is essentially same as that of Theorem 5.4 in R8f.g2cept for the zero-knowledge property.

Let A = {Ayes, Ano } be aproblem itIVQPZK(3,1 — €,1 — 0) and letV be the corresponding three-message
guantum verifier. LeV be the quantum register consisting of all the qubits in tieafe space o/, and letM be
that consisting of all the qubits in the message channeldsil and the prover. For every input V' appliesV;
andV; on the qubits iV, M) for his first and second transformations, respectively. Westuct a protocol of a
three-message public-coin quantum verifiér

For every inputz, at the first message the constructed verifiémreceives the quantum registeérfrom the
prover. W expects that the prover prepares the quantum redistier his private space and the qubits(ii, M)
form the quantum state the original verifiérwould possess just after the second message (i.e., justladtérst
transformation o#") of the original protocol.

At the second messag#] choosed € {0, 1} uniformly at random and sendgo the prover.
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Honest Verifier's Protocol in Three-Message Public-Coin Sgtem
1. Receive a quantum registéifrom the prover.
2. Choosé € {0, 1} uniformly at random. Sentlto the prover.
3. Receive a quantum registerfrom the prover.

3.1 If b= 0, apply V% to the qubits in(V, M). Accept if the content ofV, M) corresponds to an accepting
state of the original protocol, and reject otherwise.

3.2 Ifb=1, apply Vf to the qubits in(V,M). Accept if all the qubits inV are in statd0), and reject
otherwise.

Figure 2: Honest verifier’s protocol in a three-messageipuain system.

If b =0, the prover is requested to seM] so that the qubits iV, M) form the quantum state the original
verifier V' would possess just after the third message (i.e., just #feesecond transformation of the prover) of
the original protocol. Now/V appliesV; to the qubits in(V, M) and accepts if and only if the content @f, M)
corresponds to an accepting state of the original protocol.

On the other hand, i = 1, the prover is requested to selhtiso that the qubits iV, M) form the quantum
state the original verifiet” would possess just after the second message (i.e., justladtéirst transformation of
V') of the original protocol. NowV appliesz to the qubits in(V, M) and accepts if and only if all the qubits h
are in state0).

The precise description of the protocolldf is found in Figuré P.

First suppose that the inputis in Ay..

Let P be the three-message honest quantum prover for the origioaf system, and le be the quantum
register consisting of all the qubits in the private spac&ot et |i;) be the quantum state iV, M, P) just after
the second message (i.e., just after the first transformafid”) of the original protocol if” communicates with
P oninputz.

Let R be the honest prover in the constructed public-coin systemaddition to the registery andM, R
prepares the quantum registerin his private space. At the first message of the constructetbgnl, R first
generatesys) in (V, M, P) and then sendsg to 17/,

At the third message of the constructed protocob, # 0, R first appliesP; to the qubits in(M, P), and then
sendsM to W, whereP, is the second transformation of the original proyeon inputz in the original protocol,
while if b = 1, R does nothing and just sentisto V.

It is obvious thatR can convincd?” with probability at least — ¢ if b = 0, and with certainty ib = 1. Hence,
W accepts every input € Ay with probability at least — 5.

The soundness property for the case the inpid in A, follows with exactly the same argument as in the
proof of Theorem 5.4 in Ref._[23].

Finally, the perfect zero-knowledge property agaiisis almost straightforward.

Let Sy be the simulator for” in the original system such that, if is in Ay, the statesSy(z,; ) and
viewy, p(z, j) are identical for eachh < j < 2. Let M be the Hilbert space corresponding to the quantum reg-
ister M. The simulatorTyy for the constructed public-coin system behaves as folldves.convenience, IR be
the single-qubit register that is used to store the classi@mation representing the outcomef a public coin
flipped byW.
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Let Ty (x, 1) andTyw (z, 2) be quantum states M and in(R, V, M), respectively, defined by
Ty (2, 1) = trp Vi Sy (z, DV

Tiy(2,2) = 5 [10)0] © Sy (2,2) + 1) (1] @ (VSv(z, V)]

It is obvious that the ensemb{&yy (z, 7) } is polynomial-time preparable.

Suppose that is in Ay.. Itis obvious thatlyy (z, 1) = vieww, gr(z, 1), sinceTyy (x,1) = traV1 Sy (2, 1)V1T,
view(W, R)1 = trpViviewy p(z, 1)V1T, and Sy (z,1) = viewy p(z,1). The factTy (z,2) = vieww r(z,2)
follows from the properties viewy g(z,2) = 1[|0)(0] ® viewy, p(z,2) + [1)(1| ® (Viviewy p(z, )V]],
Sv(x, 1) = Viewv,p(x, 1), andSV(x, 2) = VierJD(x, 2).

Hence the claim follows. O

3.3 HVQPZK = QPZK

First notice that the quantum rewinding technique due ta®\at[34] perfectly works well for any three-message
public-coin honest-verifier quantum perfect zero-knowkegrotocol in which the message from the verifier con-
sists of only one classical bit. That is, we can show the falg lemma.

Lemma 21. Any three-message public-coin honest-verifier quanturfepeeero-knowledge system such that the
message from the verifier consists of only one classicateifect zero-knowledge against any polynomial-time
quantum verifier.

Proof. Let A = {Ay.s, Ano} be a problem having a three-message public-coin honeifievequantum perfect
zero-knowledge system such that the message from the venfisists of only one classical bit. LEtand P be
the corresponding three-message public-coin honest gumawerifier and three-message honest quantum prover,
respectively. LetM andN be the quantum registers consisting of all the qubits seit &b the first message and
of those at the third message, respectively, an®lahdS be the single-qubit registers that are used to store the
classical information representing the outcobrad a public coin flipped by, whereR is inside the private space
of V andS is sent toP.

Let Sy be the simulator fol” such that, ifz is in Ay, the statesSy (z,1) andviewy, p(z,1) consisting
of qubits inM are identical and the statég (x, 2) andviewy, p(z,2) consisting of qubits ifM, N, R) are also
identical.

Consider a generating circu@} of the quantum stat8y (z, 2). Without loss of generality, it is assumed tlgat
acts over the qubits itM, N, R, A), whereA is the quantum register consistinggf qubits for some polynomially
bounded functiomy 4: Z* — N.

For any polynomial-time quantum verifi®& and any auxiliary quantum statefor W stored in the quantum
registerX inside the private space &, we construct an efficiently implementable admissible nrap@® that
corresponds to a simulat@fy for W. Without loss of generality it is assumed that the messaga ¥’ consists
of a singleclassicalbit, since the honest prover can easily enforce this canstogt measuring the message from
the verifier before responding to it. L& be the quantum register consisting of all the qubits in thvape space
of W except for those iXX andM after having sent the second message. We consider the precgelscribed in
Figure[3, which is the implementation &f

Suppose that the inputis in Ay..

Since the stateviewy, p(z,2) can be written of the formviewy p(z,2) = (oo ® [0)(0] + o1 ® [1)(1])
for some quantum stategy, and o; in (M,N), the state Sy (z,2) must also be of the form
Sv(z,2) = £(0o ®10)(0] + 01 ® [1)(1]) from the honest-verifier perfect zero-knowledge properfherefore,
the probability of obtaining0) as the measurement result in Stép 5 is exactly eqt@hr&gardless of the auxiliary
guantum state, becauser oy = traro; holds from the honest-verifier perfect zero-knowledge priypof the
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Simulator for General Verifier W

1. Store the auxiliary quantum staién the quantum registet. Prepare the quantum regist&snV, M, N, R,
andA, and further prepare a single qubit quantum regiSténitialize all the qubits irF, S, W, M, N, R, and
A in state|0).

Apply the generating circu® of the quantum stat8y (z, 2) to the qubits ifM, N, R, A).
Apply W to the qubits in(S, W, X, M), wherel; is the first transformation of the simulated verifiéf.

Compute the exclusive-or of the contentRkaindS and write the result iffr.

o N

Measure the qubit it in the {|0), |1)} basis. If this results in0), output the qubits ifW, X, M,N,R),
otherwise applyi/VlJr to the qubits in(S, W, X, M) and then applyQ' to the qubits inM, N, R, A).

6. Apply the phase-flip if all the qubits iR, S, W, M, N, R, andA are in statg0), apply @ to the qubits in
(M,N, R, A), and applyi¥; to the qubits in(S, W, X, M). Output the qubits ifW, X, M, N, R).

Figure 3: Simulator for a general verifiér .

protocol, whereV is the Hilbert space correspondingNdrecall that when communicating with the honest verifier
V, the qubits inM are never touched bl until the final transformation of).

Let & = ILW1(|0sew) (Osew| ® p @ 0; & ]z‘><z‘\)Win be an unnormalized state {5, W, X, M,N,R) for
eachi € {0,1}, wherell; = |i)(i| is the projection operator over the qubit$p andS and)V are the Hilbert
spaces corresponding $oandW, respectively. Then, conditioned on the measurementtrbsirig|0) in Step’5,
the output is the states(&y + &1).

Noticing thattrs fl is exactly the state the verifi®@ would possess after the third message when the second
message fromiV is i and that the probablhty of the second message fi@nbeingi is exactly equal targ; for
eachi € {0,1}, trs(& + &) = trép - trg-SL tr&) + tréy - trs tfél is exactly the statél” would possess after the third
message. Thus, the quantum rewinding technique due to Wgg8d] perfectly works well, which is implemented
in Steps b anf]6.

This ensures the perfect zero-knowledge property aginisizhich completes the proof. O

From Lemma2lL, it is immediate to show tH&VQPZK = QPZK, i.e., honest-verifier quantum perfect zero-
knowledge equals general quantum perfect zero-knowledge.

Theorem 22. HVQPZK = QPZK.

Proof. ThatHVQPZK D QPZK is trivial and we show thalilVQPZK C QPZK. Now Lemmd 2l together with
Lemmad_IP an@ 20 implies th&tVQPZK C QPZK (3, 1—-27P, % + 2‘%‘1) for any polynomially bounded

functionp: Z* — N. Therefore, the fact that sequential repetition works \ieelthe protocols of quantum zero-
knowledge proofs establishes the statement. O

From the proof of Theorein 22, the following property alsddais.

Theorem 23. Any problem inQPZK has a public-coin quantum perfect zero-knowledge prodéays
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4 Computational Zero-Knowledge Case

4.1 HVQZK = QZK

With essentially same arguments as in the perfect zerodeugs case, we can show that honest-verifier quantum
zero-knowledge equals general quantum zero-knowledgiéaromputational zero-knowledge case.

First, we show the following lemma, which is the computagibrero-knowledge version of Lemrhal17. The
proof is exactly the same as the proof of Lenimh 17 except oeéno-knowledge property and the honest-verifier
computational zero-knowledge property can be proved biyfsiraightforward hybrid arguments.

Lemma 24. Letm: Z™ — N be a polynomially bounded function andet: Z* — [0, 1] be any functions such

thatm > 4 ande < . ThenHVQZK(m,1 —¢,1 — ) C HVQZK (3, 1- 51— LZ)

52
16(m+1) 32(m+1)

Alternatively, we may show the computational zero-knowkedersion of Theorem 4 in Ref.[20].

Next we show that the parallel repetition theorem for thmessage quantum interactive proofs may be ex-
tended to the case of three-message honest-verifier quaiatonputational zero-knowledge proof systems, which
is the the computational zero-knowledge version of Lermniatfin the proof is exactly the same as the proof of
Lemmd_ 18 except for the zero-knowledge property and thestereifier computational zero-knowledge property
can be proved by fairly straightforward hybrid arguments.

Lemma 25. Lete, s: ZT — [0, 1] be any functions such that> s. Then, for any polynomially bounded function
k:Zt — N, HVQZK(3,¢,s) C HVQZK(3,c*, s*). More strongly, letll be any three-message honest-verifier
quantum computational zero-knowledge proof system fooblemA = { A, A, } with completeness accepting
probability at leastc(n) and soundness accepting probability at megt) for every input of lengtln. Consider
another proof systerfi’ such that, for every input of length, IT' carries outk(n) attempts ofl in parallel and
accepts iff all thek(n) attempts result in acceptance Ih ThenIl’ is a three-message honest-verifier quantum
computational zero-knowledge proof system Aowith completeness accepting probability at Iea@t)’“(”) and
soundness accepting probability at meét)*(™) for every input of length.

Now Lemmd 26 below follows from the essentially same argunasrin the proof of Lemma_19, using Lem-
mad 24 and25.

Lemma 26. For any polynomially bounded functign Z* — N, HVQZK C HVQZK(3,1 — 277, 27P),
We can also show the following lemma, which is the computafi@ero-knowledge version of Lemimal 20.

Lemma 27. Lete,§: Z+ — [0,1] be any functions that satisfy> 1 — (1 — €)2. Then, any problem having a
three-message honest-verifier quantum computationatkrerwledge system with completeness accepting prob-
ability at least1l — £ and soundness accepting probability at mbst § has a three-message public-coin honest-
verifier quantum computational zero-knowledge systemaaithpleteness accepting probability at least 5 and

soundness accepting probability at mésﬂr —V12‘5 in which the message from the verifier consists of only one
classical bit.

Proof. We use the same protocol construction as in the proof of LeElirend we only show the zero-knowledge
property. In what follows, we use the same notations as iptbhef of Lemmd 2D.

Let Sy be the simulator for the original system such tha; i in Ay, the statesSy (z, j) andviewy, p(z, j)
are computationally indistinguishable for eacks j; < 2. Let M be the Hilbert space corresponding to the quan-
tum registeiM. As in the proof of LemmB 20, the simulat®y;, for the constructed public-coin system behaves as
follows. For convenience, as in the proof of Lemima& 20 Rdde the single-qubit register that is used to store the
classical information representing the outcobrad a public coin flipped byt .
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Let Ty (x, 1) andTyw (z, 2) be quantum states M and in(R, V, M), respectively, defined by
Ty (2, 1) = trp Vi Sy (z, DV,
1
Tw («,2) = 3 [10)(0] @ Sv(#,2) + [1)(1] ® (ViSy (=, V)].

It is obvious that the ensemb{&y (z, 7) } is polynomial-time preparable.

Suppose thatz is in Ay. The computational indistinguishability betweefiy (z,1) and
viewyw r(x,1) is obvious since Ty (z,1) = traVi Sy (z, 1)V1T, view(W, R)1 = trpViviewy p(z, 1)V1T,
and Sy(z,1) and viewyp(xz,1) are computational indistinguishable. The computa-

tional indistinguishability —between Ty (z,2) and viewyw g(z,2) follows from the properties
vieww,g(z,2) = $[|0)(0] ® viewy,p(z,2) + [1)(1]| ® (Viviewy,p(z, 1)V1T)], the computational indistin-
guishability betweetdy (x, 1) andviewy p(x, 1), and that betweefy (z, 2) andviewy p(z, 2).

Now the lemma follows. O

Now applying the quantum rewinding technique due to Watrf34§, we show the computational zero-
knowledge version of LemnaP1, that any three-messagegeobiin honest-verifier quantum computational zero-
knowledge system such that the message from the verifieist®m$ only one classical bit is computational zero-
knowledge against any dishonest quantum verifier.

Lemma 28. Any three-message public-coin honest-verifier quantunpatetional zero-knowledge system such
that the message from the verifier consists of only one claskit is computational zero-knowledge against any
polynomial-time quantum verifier.

Proof. We use the same construction of the simulator as in the pifooémmal2]1. In what follows, we use the
same notations as in the proof of Lemima 21.

Let Sy be the simulator fol” such that, ifz is in Ay, the statesSy (z, 1) andviewy p(x, 1) consisting of
qubits inM are computationally indistinguishable and the stateér, 2) andviewy, p(x, 2) consisting of qubits
in (M, N, R) are also computationally indistinguishable, and consiidersimulator construction in Figuré 3 in the
proof of LemmdZIL.

Suppose that the inputis in Ay.

We shall show that (i) the gap betweénand the probability of obtainingp) as the measurement result in
Stepl® must be negligible regardless of the auxiliary quarstatep, and (ii) the output state in Stép 5 in the
construction conditioned on the measurement result Béinmust be computationally indistinguishable from the
statelV would possess after the third message. With these two piepethe quantum rewinding technique due
to Watrous|[34] works well, by using the amplification lemnaa the case with negligible perturbations, which is
also due to Watrous$ [34]. This ensures the computationalizeowledge property againgt .

For the generating circuif)’ of the quantum stateiewy p(z,2) (for example, the unitary circuiP; that
corresponds to the first transformation of the honest prévezalizes)’), consider the “ideal” construction of the
simulator such thaf)’ is applied instead of) in Sted 2 of the “real” simulator construction.

We first show the property (i).

Since the stateiewy,p(z,2) can be written of the fornviewy, p(z,2) = (0o ® |0)(0] + o1 ® [1)(1]) for
some quantum states ando; in (M, N), the probability of obtainind0) as the measurement result in Stép 5 in
the “ideal” construction is exactly equal g)regardless of the auxiliary quantum statdecauserog = traroy
necessarily holds in this case, whe¥eis the Hilbert space correspondingNo

Now, from the honest-verifier computational zero-knowkeggoperty, the stateSy (z, 2) andviewy, p(z, 2)
in (M, N, R) are computationally indistinguishable. Since the cirauplementinglV; is of size polynomial with
respect tdz|, it follows that the gap betwee@ and the probability of obtaining)) as the measurement result in
Step® in the “real” construction must be negligible regasdlof the auxiliary quantum statewhich proves the

property (i).
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Now we show the property (ii).

Let & = ILW1(|0sew) (Osew| ® p @ 0; & ]z‘><z‘\)Win be an unnormalized state {i$, W, X,M,N,R) for
eachi € {0,1}, wherell, = |i)(i| is the projection operator over the qubitsSnandS and W are the Hilbert
spaces corresponding $candW, respectively. Then, in the “ideal” construction, conalited on the measurement
result being0) in Sted®, the output is the states (o + &1).

Noticing thattrs tfg is exactly the state the verifi®?” would possess after the third message when the second
message fromi is i and that the probability of the second message fi@nbeing: is exactly equal targ; for
eachi € {0,1}, trs(& + &) = trép - trst% + tréy - trst% is exactly the statél” would possess after the third
message.

Towards a contradiction, suppose that the output stategp[%in the “real” construction conditioned on the
measurement result bein@) is computationally distinguishable froms (& + £1), which is the staté?y” would
possess after the third message. Debe the corresponding distinguisher that uses the auxijgantum state’.
We construct a distinguishdp’ for Sy (z, 2) andviewy, p(x, 2) from D.

On input quantum statgthat is eitherSy (z, 2) or viewy p(x,2), D" uses the auxiliary quantum staie o/,
wherep is the auxiliary quantum state the verifiéf would use.D’ prepares the quantum regist83V, M, N, R
and another quantum registér D’ storesp in the registeiX, ¢ in the registefM, N, R), andy’ in Y. All the qubits
in S andW are initialized in staté0). Now D’ appliesiW; to the qubits in(S, W, X, M), and then applie® to the
qubits in(W, X, M, N,R,Y).

It is obvious from this construction thd®’ with the auxiliary quantum state® p’ forms a distinguisher for
Sy (z,2) andviewy, p(z,2) if D with the auxiliary quantum statg’ forms a distinguisher for the output state
in Step[® in the “real” simulator construction conditioned the measurement result beiff) and the state
trs(§o + &1). This contradicts the computational indistinguishapilietweenSy (z, 2) and viewy, p(z, 2), and
thus the property (ii) follows. O

From Lemmas$ 26, 27, and128, it is easy to show that honedtereguantum computational zero-knowledge
equals general quantum computational zero-knowledge piidw is essentially same as the proof of Theokei 22,
and thus, the property that public-coin quantum computati@aero-knowledge equals general quantum computa-
tional zero-knowledge also follows.

Theorem 29. HVQZK = QZK.

Theorem 30. Any problem inQZK has a public-coin quantum computational zero-knowledgefsystem.

4.2 QZK with Perfect Completeness Equals General QZK

In the computational zero-knowledge case, we can show thettgm computational zero-knowledge with one-
sided bounded error of perfect completeness equals genexatum computational zero-knowledge.

The key idea is to show that ampnest-verifierquantum computational zero-knowledge proof system with
two-sided bounded error can be modified to that with oneestminded error of perfect completeness. This can
be proved in a similar manner as in the proof of Theorem 2 of [R€f, but requires more careful analyses for
showing the zero-knowledge property.

Lemma 31. Letm: Z* — N be a polynomially bounded function, ket Z* — [0, 1] be any negligible function
such that there exists a polynomial-time uniformly gerestafamily {@Q,~»} of quantum circuits such thap;»
exactly performs the unitary transformation

U e(n) 1—¢e(n)
o= \Vimem —vEm )
and let §:ZT —0,1] be any function that satisfies § > e. Then,

HVQZK(m,1 —¢,1 - ) CHVQZK(m +2,1,1 — (§ — £)?).
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Honest Verifier's Protocol for Achieving Perfect Completeress

1. Prepare quantum registé&fandM and a single-qubit quantum regisderLetY be the single-qubit quantum
register consisting of the qubit M that corresponds to the output qubit of the original verifieitialize all
the qubits inv, M, andX in state|0). Apply V; to the qubits inV, M), and sendV to the prover.

2. Forj = 2to %, do the following:
ReceiveM from the prover. Apply; to the qubits in(V, M), and sendV to the prover.

3. ReceiveB andM from the prover. AppIyV%H to the qubits iV, M) and perform the Toffoli transformation
over the qubits in(X, Y, B) using the qubit irX as the target. Send, M, andB to the prover.

4. ReceiveB from the prover. Perform a controlled-not over the qubit$XnB) using the qubit inX as the
control. AppIyUgr to the qubit inX. Accept if the content oK is 0, and reject otherwise.

Figure 4: Honest verifier's protocol for achieving perfectipleteness

Proof. The proof is similar to the proof of Theorem 2 of Ref. [20], betjuires more careful analyses for showing
the zero-knowledge property.

Let A = {Ayes, Ano } be a problem iHVQZK(m,1 —¢,1 — ¢), and letV” be the corresponding:.-message
honest quantum verifier. L& be the quantum register consisting of all the qubits in tineafe space ot/, and
let M be that consisting of all the qubits in the message channeldeel” and the prover. For every input V
appliesV; for his jth transformation to the qubits ifv, M), for 1 < j < L%J + 1. We construct a protocol of an
(m + 2)-message honest quantum verifiér. For simplicity, in what follows, it is assumed that is even (the
cases in whichn is odd can be proved in a similar manner).

For every inputz, the new verifiei?” prepares the quantum regist®andM and another single-qubit quantum
registerX. LetY be the single-qubit quantum register consisting of the tgubV that corresponds to the output
qubit of the original verifiel/.

Using first(m — 1) messagesiV attempts to simulate the firgtn — 1) messages of the original-message
protocol, by applying/; to the qubits in(V, M) as his;jth transformation, foi < j < 7.

At the mth message, which is from the prové¥, receives a single-qubit quantum regisBein addition toM.

W then appliesV%H to the qubits in(V, M), and further performs the Toffoli transformation over théigs in
(B, Y, X), using the qubit inX as the target. Notice that the contentfs 1 if and only if the content oB is 1
and the state iV, M) is an accepting state of the original protocol. Th&rsends the registes, V, andM to the
prover, while keeping onl¥ in his private.

At the last message of the protoctll; receives the qubit i and verifies if the qubits X, B) form the state
|6) = VE[00) + T —e|11).

The precise description of the protocolldf is described in Figurel 4.

The soundness can be proved in almost the same way as in thfeopitheorem 2 of Ref[[20]. We show the
completeness and the honest-verifier zero-knowledge grepeWe first describe how the honest quantum prover
behaves in the constructéth + 2)-message system.

Suppose that the input is in Ay.. Let P be them-message honest quantum prover for the original proof
system, and suppose that, P) acceptse with probability exactlyp,.. > 1 — . Let P be the quantum register
consisting of all the qubits in the private spacdbflLet P; be thejth transformation of” on inputz in the original
protocol, forl < 5 < %.

The (m + 2)-message honest quantum prov&for the constructed proof system prepares the registend
another single-qubit quantum regisiin his private space. All the qubits andB are initially in statg0).
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At the jth transformation ofz, for 1 < j < % — 1, after receiving the registévl from 1V, R appliesP; to the
qubits in(M, P) and send$/ to V.
At the Fth transformation offz, after receiving the registevl from W, R first appliesP; to the qubits in

M, P). R also generates the staté = , /1 — 1=£|0) 4 , /1=£|1) in the registeiB, and send$ andM to V.
Pacc

Pacc

Let [¢,+1) be the system state {X,V, M, B) just after the(m + 1)-st message of the constructed protocol,
whenW is communicating withR on the inputc. Then|iy,,+1) can be written ag),, 1) = @|0)|&o) + a1]1)|&1)

for some state$ty) and |¢;) in (V, M, B) orthogonal to each other, whetg = |/pacc - 1/ 2= = /1 — ¢ and

Pacc
ag = /1 —[a1]? = /e

At the (% + 1)—st transformation oR, after receiving the registeks M, andB from W, R applies the unitary
transformationZ to the qubits in(V, M, B) such thatZ|¢,) = |n)|0) and Z|&1) = |n)|1) for some statgn) in
(V, M) (this is possible becausg)) and|¢;) are orthogonal).R then send$8 to IV, which is the last message of
the constructed protocol.

Now the perfect completeness is obvious from the constmstofiV and R.

Finally, the zero-knowledge property agaimBtis almost straightforward.

Let Sy be the simulator for the originah-message system such thatgifs in Ay, the statesSy (x, j) and
viewy, p(z, j) are computationally indistinguishable, for eack j < 7.

The simulatorTyy, for the constructedm + 2)-message system behaves as follows.

Let Tw(z,j) be a quantum state in(X,V,M) defined by Ty (x,j)=10){(0| ® Sy (z,j)
for each 1<;<% —1. Let Tw(z,%) be a quantum state in(X,V,M,B) defined by
Tw (z,2) = 10)(0] ® Sy (z, %) @ [1)(1]. Finally, let Ty (z, % + 1) be a quantum state iX,B) defined
by Tw (z, 2 + 1) = |¢)(¢|. Itis obvious that the ensemb{&}y (z, j)} is polynomial-time preparable.

Suppose thatr is in Ay. For1<j <% —1, Tiy(x,j) is obviously computationally indistinguish-
able from vieww gr(x,j), since Ty (x,j) =[0)(0| ® Sv(z,7), vieww r(z,j)=10)(0| ® viewy p(z,j),
and Sy(z,j) and viewyp(z,j) are computationally indistinguishable. The computa-
tional indistinguishability =~ between Ty (z,%) and viewwg(z,%) follows from the com-
putational  indistinguishability ~— between Sy (z,Z) and viewyp(z,%) and the fact that

[viewy,r(z, %) — 0)(0] @ viewy,p(z, %) @ [1)(1]|ler = [|[b) (b] — [1)(1| e < 24/1 — ;;8 <2y is negli-
gible. Finally, Ty (z, % + 1) and viewy,g(z, 2 + 1) are identical, and thus, are trivially computationally
indistinguishable. O

Together with Lemmals 27 and]28 and the computational zevedenige version of Lemnia L8, this implies
the equivalence between quantum computational zero-laumel with perfect completeness and usual quantum
computational zero-knowledge with two-sided boundedrefirbe proof is similar to those of Theoremd 22 29.

Theorem 32. Any problem inQZK has a quantum computational zero-knowledge proof systgmerfdéct com-
pleteness.

Furthermore, in the computational zero-knowledge cass,siraightforward to extend Lemrhal28 to the fol-
lowing more general statement.

Lemma 33. Any three-message public-coin honest-verifier quantunpatational zero-knowledge system such
that the message from the verifier consistaOgfogn) bits for every input of lengthh is computational zero-
knowledge against any polynomial-time quantum verifier.

Using Lemma 38, we can show the following.

Theorem 34. Any problem inQZK has a three-message public-coin quantum computationatksswledge proof
system of perfect completeness with soundness error ptitjpah most % for any polynomially bounded function

p: Z*T — N (hence with arbitrarily small constant error in soundness)
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Proof. Let p: Z* — N be any polynomially bounded function, and tetZ™ — N be a polynomially bounded
function satisfying2? > log p + 2.

Then, from Lemmas_31 and 24 together with Lemimd 25 for parakgpetition, we have that
HVQZK C HVQZK(3,1,279).

With Lemmal 27, this further implies that any problemHVQZK has a three-message public-coin honest-
verifier quantum computational zero-knowledge proof systé perfect completeness with soundness accepting
probability at mos% + 27371 in which the message from the verifier consists of only onssital bit.

For every input of lengtt, we run this proof systerflog p(n)] + 2 times in parallel. From LemniaR5, this
results in a three-message public-coin honest-verifiempetational zero-knowledge proof system of perfect com-
pleteness with soundness accepting probability at %(1 + 2‘@) [logp(n)1+2 ﬁ in which the message
of the verifier consists oflog p(n)] + 2 classical bits, for every input of length

Now Lemmd_ 3B implies that this protocol is computationalzkenowledge even against any dishonest quan-
tum verifier. Hence, any problem ©)ZK has a three-message public-coin quantum computationaknewledge
proof system of perfect completeness with soundness erobapility at most%, sinceHVQZK = QZK by The-
orem29. O

5 Statistical Zero-Knowledge Case

All the properties shown for the computational zero-knalgle case also hold for the statistical zero-knowledge
case. The proofs are essentially same as in the computatiermaknowledge case. This gives alternative proofs
for the following theorems, which were originally shown byaius [34] using his previous results [32].

Theorem 35([32,[34]). HVQSZK = QSZK.

Theorem 36([32,[34]). Any problem inQSZK has a public-coin quantum statistical zero-knowledge psystem.

We also have the following new properties for quantum gtesiszero-knowledge.

Theorem 37. Any problem inQSZK has a quantum statistical zero-knowledge proof systemréégecomplete-
ness.

Theorem 38. Any problem inQSZK has a three-message public-coin quantum statistical krowledge proof
system of perfect completeness with soundness error pilibpaid most% for any polynomially bounded function

p: Z*T — N (hence with arbitrarily small constant error in soundness)

6 Equivalence of Two Definitions of Quantum Perfect Zero-Knaevledge

In the classical case, the most common definition of perfei-knowledge proofs seems to allow the simulator to
output “FAIL” with small probability, say, with probability at mo%t [8l128]. Following this convention, we may
consider the following alternative definitions of honestirer and general quantum perfect zero-knowledge proof
systems.

Definition 39. Given a polynomially bounded function: Z* — N and functionsc, s: Z* — [0, 1], a problem
A = {Ayes, Ano} is iIn HVQPZK'(m, ¢, s) iff there exists ann-message honest quantum verifiérand anm-
message honest quantum proyesuch that

(Completeness and Soundneg$) P) forms anm-message quantum interactive proof system with completene
accepting probability at leastand soundness accepting probability at most
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(Honest-Verifier Perfect Zero-Knowledge) there  exists a lymmmial-time  preparable  ensembles
{Sv(z,j)} of quantum states such that, for evemye A, and for each1l <j < [M}
Sv(2,7) = pa,;10)(0] @ |03, ) (02, | + (1 — par,j)|1)(1| ® viewy,p(x,j) for some 0 <p,; <3, where
H; is the Hilbert spaceiewy, p(x, j) is in D(H;).

Definition 40. Given a polynomially bounded functiom: Z*+ — N and functionsc, s: Z* — [0, 1], a problem
A = {Ayes, Ano } IS INQPZK! (m, ¢, s) iff there exists ann-message honest quantum verifieand anm-message
honest quantum prové? such that

(Completeness and Soundneg$) P) forms anm-message quantum interactive proof system with completene
accepting probability at leastand soundness accepting probability at most

(Perfect Zero-Knowledge) for any-message quantum verifig?, there exists a polynomial-time uniformly gen-
erated family{@.} of quantum circuits, where eaeh, exactly implements an admissible transformation
Sy (x), such that, for every: € Ayes, Sy/(z) = pu(Po @ Vpant) + (1 — py) (@1 ® (V', P)(z)) for some
0 < py < 5, where(V’, P)(z) € T(A, Z) is the induced admissible transformation frdm, P, and =
for some Hilbert spacesl and Z, Uy,; € T(A, Z) is the admissible transformation that always outputs
|0z)(0z]|, and®, is the admissible transformation that takes nothing astiapd outputgd) (b|, for each
be {0,1}.

In Definitions[39 and 40, the first qubit of the output of the @iator indicates whether or not the simulation
succeeds —0) (0| is interpreted as failure arjd) (1| as success.

Definition 41. A problemA = { Ay, Ao} is iNHVQPZK' and inQPZK’ if there exists a polynomially bounded
functionm: Z* — N such thatd is in HVQPZK' (m, %, 1) and inQPZK’ (m, 2, 1), respectively.

It is not obvious at a glance th&tVQPZK = HVQPZK’ and QPZK = QPZK/, i.e., that the definitions of
honest-verifier and general quantum perfect zero-knovel@agof systems using Definitiohs 4 10 is equivalent
to those using Definitioris B9 ahd]40.

Fortunately, using Theoren 22, we can show tHAfQPZK = HVQPZK’ and QPZK = QPZK'. It is
stressed that such equivalence is not known in the classasal

Theorem 42. HVQPZK = HVQPZK’ and QPZK = QPZK'.

Proof. It is obvious thatHVQPZK C HVQPZK’' andQPZK C QPZK’' C HVQPZK’. From Theorenl 22, we
haveHVQPZK = QPZK. Therefore, it is sufficient to show thEtVQPZK’' C HVQPZK.

Let A = {Aye, Ano} be a problem inHVQPZK' (m,2,1) for some polynomially bounded function
m: ZT — N. Without loss of generality, it is assumed thattakes only even values (ifi(r) is odd for some
n € Z*, we modify the protocol so that the verifier sends a “dummy’ssage to a prover as the first message
when the input has length such thatn(n) is odd). LetV and P be the corresponding honest verifier and honest
prover, respectively. Le¥ be the quantum register consisting of all the qubits in tleapr space o/, and let
M be that consisting of all the qubits in the message chanrielde® V' and the prover. For every input V
appliesV; for his jth transformation to the qubits iV, M) for 1 < j < ¢ + 1, and performs the measurement
IT = {II,, II,; } at the end of the original protocol to decide acceptancejectien. Let) and M be the Hilbert
spaces corresponding YoandM, respectively.

Let {Sy(z,j)} be the polynomial-time preparable ensembles of quantutesstrresponding to the sim-
ulator for this honest-verifier quantum perfect zero-kremige proof system such that, for everye A,.; and

m

for eachl < j < % Sv(z,7) = pa,j10)(0] @ [Oyer) (Overm| + (1 — pe;)|1) (1| ® viewy,p(x,j) for some
0<ps; < % This may be viewed asy (z,j) outputting |0)(0] ® [Oyga)(Over| With probability p, ;
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and |1)(1| ® viewy,p(z,j) with probability 1 —p, ;. Without loss of generality, it is assumed that each
0<pg; < 2-I#1, since we can easily amplify the success probability of fheukator by just running the orig-
inal simulator a number of times so that a new simulator dstjiji(0| ® |0ygam) (Oyga| Only if all the attempts
result in[0)(0] ® [Oyer) (Overl.

First we slightly modify the behavior of the honest verifisrfallows (call this modified honest verifiéf’).
At the beginning of the protocol/’ prepares a single-qubit quantum regidéein addition to the registers and
M. The content oB will denote if the protocol successfully simulates the mrad protocol (thatB containsl
indicates the successful simulation). At the first tramsfation of V', V' prepares1) in B and V;|0pga) in
(V, M), and send8 andM to a prover. At every message from the prové&rreceivesB in addition to the qubits in
M the original verifiert” would receive. At theith transformation o/, V’ appliesV; to the qubits in(V, M), for
2<5< M + 1. That is, thejth transformation ol/’ is given byV/ = I @ V;, for2 < j < M + 1. Then
V' sendsB andM back to the prover as th@; — 1)-st message, fa < j < (|m|) . At the end of the protocaol,
V' accepts if and only if the content & is 1 and the content ofV, M) corresponds to an accepting state of the
original protocol.

It is obvious that the soundness accepting probability imast L, since it cannot be larger than that in the
original protocol from the construction &f'.

To show the completeness and honest-verifier perfect azaodkedge conditions, we construct a new honest
prover P’ as follows. LetP be the quantum register consisting of all the qubits in tivape space of the original
honest prove”. The new prover”’ prepares as well as single-qubit quantum registBr;sand guantum registers

V; andM? in his private space for < j < (|m|) , whereV’ andM’. consists of the same number of qubits\as
andM respectrvely All the qubits in the regrstd?sB’,V;, andM’ for1 <j<z (|°”‘|) , are initialized to staté®).

At the jth transformation of”’, for 1 < j < (|m|) , after havmg received andM, P’ first measures the qubit
in B in the{]0), |1)} basis to obtain the measurement outcdme

If b =0, P’ does nothing and just senBsandM back to the verifier.

On the other hand, ifo=1, P’ first generatesSy(z,j) in (B}, V), M}). If this results in
10)(0] ® |0yer){(Oyer]|, P’ flips the content oB so thatB now contains), and send$8 and M back to the
verifier. OtherwiseP’ appliesP;, the jth transformation of the original honest provey to the qubits in(M, P),
and send® andM back to the verifier (note th& always containg in this case).

From the construction af”’, it is easy to see that, if the inpuitis in Ay.s, P’ is accepted with probability at

) T
least2(1 —27lel) 7= > 3,

Next we construct a new simulatsf,, as follows. Sy, prepares the quantum regist&sv, andM and another
three quantum registe&, V/, andM’, whereB’, V', andM’ consists of the same number of qubitsBay/, andM,
respectively. For convenience, I8}, (x,0) = [1)(1| ® |Oygr)(Overm|. We defineSy,, inductively with respect
toj,forl1 <j < %

Assume that the stat#/,, (x, j — 1) has already been defined. To simulate the state aftgthheansformation
of ', Sy, first generatep; = V/ Sy (z,j — I)Vfr in (B,V,M). If the content oB is 0, S{,, just outputs the state
n (B,V,M). Otherwise if the content d is 1, S7,, generates the statg, (z, j) in (B, V', M’). If the content of
B’is 0, S{,, outputs the state ifB’, V, M), otherwise if the content @' is 1, S}, outputs the state i(B’, V', M’).

Let IT, be the projection defined by, = |b)(b| ® Iy, for eachb € {0,1}. Then,S;, (z,j) can be written
as

Sy (z, ) = Hop;Ilg + (trIloSy (2, 5))|0)(0] @ trpllyp;IIy + (trIlyp;) I Sy (2, §)IL
= op;11o + p,;|0) (0] ® trplly p;II; + (trIlip;) (1 — pg ;)|1) (1] ® viewy. p(z, j),

forl1 <j; < (|m|) , WwhereBB is the Hilbert space correspondingRo
It is easy to see that the ensembl¥{,, (x, j)} is polynomial-time preparable.
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Suppose that is in Ay.s. We show by induction tha{,, (z, j) = viewy~ p/(x, j) foreachl < j < m%””). For
convenience, letiewy pr(z,0) = Sy (z,0) = [1)(1] @ [0yem)(Ovem|, and leto; = V/viewy: pr(z,j — 1)Vj’T
for eachl < j < %

In the casg = 1, it is obvious thatS{,, (z,1) = viewy p/(x, 1), since

pr = o1 = V{(ID{1] @ [0y (Over)VET = [1)(1] @ (Vi|Ove ) (Over Vi),
and thus

S{/,(x, 1) = px71‘0><0’ & trplly p111; + (1 — px71)’1><1‘ & VierJD(x, 1)
= px71‘0><0’ ® trpllio1l; + (1 — px71)’1><1‘ ® VieWV,p(w, 1)
= VieWV/’p/(x, 1).

Suppose tha${,, (z, j) = viewy- pr(x, ) holds for alll < j < k. We show the casg= k + 1. By definition,
S(/,(x, k+1) =yprr11p + (trIlgSy (z, k 4+ 1))]0)(0] ® trglly pgpaq1ly + (trIly pgo1) 11 Sy (2, k + 1)1,
and notice that

VieWV/7p/ (1‘, k+ 1) = Ilgog411lp + (trH()Sv(w, k+ 1))’0> <O‘ ® trlliop 111y
+ (trH10k+1)(trH1SV(w, k+ 1))’1><1‘ ® Viewv7p(ac, k+ 1).

Sinceprs1 = Vi1 St (2, )V andogiq = VY, viewys pr(2, k)V/1 |, we havepg i1 = o741 from the assump-
tion thatsSy, (z, k) = viewy p(x, k). Furthermore, we have

LSy (x, k + DI = (trIl; Sy (z, k + 1))|1) (1| ® viewy p(x, k + 1).

Therefore, thaby,, (z, k + 1) = viewy~ pr(x, k + 1) follows.
Hence, the honest-verifier perfect zero-knowledge prymagainst?’ holds in the sense of Definitidn 4.
Finally, recall that the success probability can be amplifising sequential repetition, and thus, that
HVQPZK’' C HVQPZK follows. O

7 Conclusion

This paper has established a unified framework that dirguttyes a number of general properties of quantum
zero-knowledge proofs. Our method works well for any of quamperfect, statistical, and computational zero-
knowledge cases. We conclude by mentioning several opdatepns concerning quantum zero-knowledge proofs:

e We have proved that quantum computational and statistiead-gnowledge proofs can be made perfect
complete. Can quantuperfectzero-knowledge proofs be made perfect complete?

e Although we have proved properties of quantum zero-knogdeaotroofs directly, natural complete problems
or characterizations are definitely helpful when provingparties of quantum zero-knowledge proofs. Are
their any natural complete problems or characterization§7.K andQPZK?

e We have investigated the properties@QZK that hold unconditionally. On the other hand, Watrdus [34]
proved that every problem iNP has a quantum computational zero-knowledge proof systaterusome
intractability assumptions. In the classical case, it @i that every problem itP = PSPACE is provable
in computational zero-knowledge under some intractgbdgsumptions [18,/4, 22, 29]. How powerful are
guantum computational zero-knowledge proofs under reddernintractability assumptions?
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Appendix

A Quantum Interactive Proof Systems

Here we review the model of quantum interactive proof systeAthough the term “round” is commonly used
in classical interactive proofs for describing each setaffier's question and corresponding prover's response,
this paper follows the custom in the preceding papers of tguarinteractive proofd [33, 20, 32, 123,]127] and uses
the term “message” instead of “round”. One round consistsvofmessages: the message from a verifier and the
message from a prover.

A guantum interactive proof system consists of two parteeguantum verified” and a quantum proveP.
Associated with the quantum interactive proof system ageHitbert spaced’, M, andP, whereV corresponds
to the private space of the verifiét, M corresponds to the space used for communication betweeritfier V/
and the provelP, andP corresponds to the private space of the praver

For every input of length, each spac®, M, andP consists of;,(n), ga(n), andgp (n) qubits, respectively,
for some polynomially bounded functions, gr¢: Z™ — N and some functiogp: Z* — N. Accordingly, the
entire system consists @{n) = qp(n) + gm(n) + gp(n) qubits. Such a system is callédy, g, gp)-Space-
bounded and the associated verifier and prover are caledqga)-space-boundednd (g, ¢p)-space-bounded
respectively. One of the private qubits of the verifier isigleated as the output qubit.

Formally, anm-messagéqy, g\ )-space-bounded quantum verifiérfor quantum interactive proof systems
is a polynomial-time computable mapping of the fokm {0,1}" — {0,1}". For everyn and for every input
z € {0,1}" of lengthn, V uses at mosiy,(n) qubits for his private space and at mgst(n) qubits for each com-
munication with a prover. The strifig(z) is interpreted as g(m(n)+1)/2]-tuple (V(z)1, . .., V(2) [(m(n)+1)/2] )
with eachV/ (x); a description of a polynomial-time uniformly generatedmjuan circuit acting oy () + gaq(n)
qubits.

Similarly, an m-message (¢, ¢p)-space-bounded quantum verifig? is a mapping of the form
P:{0,1}" — {0,1}". For everyn and for every inputz € {0,1}" of lengthn, P uses at mosgp(n) qubits
for his private space and at magi(n) qubits for each communication with a verifier. The striRgr) is inter-
preted as am(n)/2]-tuple (P(z)1, ..., P(2)[mn) 21 ), With eachP(z); a description of a quantum circuit acting
onga(n) + gp(n) qubits. No restrictions are placed on the complexity of tEping P (i.e., eachP(x), can be
an arbitrary unitary transformation).

Given anm-messagé gy, gr)-space-bounded quantum verifigr, an m-messageqay, ¢p)-space-bounded
quantum proverP, and an inputz of length n, we define a circuit(V(x), P(z)) acting overV @ M & P
of g(n) qubits as follows. Ifm(n) is odd, circuits P(z)1,V (7)1, .., P(®)mm)+1)/2) V(T) (mn)+1)/2 are
applied in sequence, eacli(z); to V® M and eachP(z); to M®P. If m(n) is even, circuits
V(@)1, P(2)1, - s V(Z)mm) /20 P(@)mn) /25 V (T)m(n) 241 are applied in sequence.

At any given instant, the state of the entire system is a wegGtor in the spac® ® M ® P. At the beginning
of the protocol, the system is in the initial state such thigthe qubits inV ® M ® P are in statg0). In caseV’
and/orP have some auxiliary quantum stajeand/ore at the beginning of protocol, the qubits in the private space
of V' and/or P corresponding to these auxiliary quantum states arelinéto p and/oro, respectively. In such
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a case, the state of the entire system may be in a mixed st®éJrnw M ® P), and the descriptions below are
interpreted in the context of mixed states with proper modiions.

For every inpute of lengthn, the probabilityp...(z, V, P) that(V, P) accepts: is defined to be the probability
that an observation of the output qubit in the), |1)} basis yieldg1), after the circuit(V (x), P(z)) is applied to
the initial statelyini) € V © M @ P. LetIl,.. be the projection onto the space consisting of states whatpeito
qubitis in statg1). Then,pace(z, V, P) = [[TaccV () (m(m)+1) /2P (@) (m(ny+1)/2 -+ V(@)1 P (@)1 [¢nie) ||* if m(n)
is odd, an(i?acc(w, V, P) = |]HaCCV(m)m(n)/2+1P(m)m(n)/QV(w)m(n)/2 cee P(m)1V(w)1 W}init>H2 if m(n) is even.

The class of problems having am-message quantum interactive proof system with completeaecepting
probability at least and soundness accepting probability at moist denoted byQIP (m, ¢, s). The following is
the formal definition of the clasQIP(m, ¢, s).

Definition 43. Given a polynomially bounded functiom: Z* — N and functionsc, s: Z* — [0, 1], a problem
A = {Ayes, Ano} is in QIP(m, ¢, s) iff there exist polynomially bounded functiors, gr¢: ZT — N and anm-
messagéqy, gr )-space-bounded quantum verifiérfor quantum interactive proof systems such that, for every
and for every input: of lengthn,

(Completeness) ift € Ay, there exist a functiomp: ZT — N, and anm-messag€g., ¢p)-space-bounded
quantum prove such thatV, P) acceptse with probability at least(n),

(Soundness) if: € Ay, for any functiong),: Z+ — N, and anym-messagé g, ¢ )-space-bounded quantum
prover P’, (V, P') acceptse with probability at mosg(n).

Next, we introduce the notions @ublic-coin quantum verifiers angublic-coin quantum interactive proof
systems. Intuitively, a quantum verifier for quantum intéikee proof systems is public-coin if every message from
V consists of a sequence of outcomes of a fair classical dpipi+fh.

Formally, anm-messagéqy, gi1)-space-bounded quantum verifiérfor quantum interactive proof systems is
public-coinif V' has the following properties for everyand for every input: of lengthn. At the jth transformation
of Vfor1 <j < |m(n)/2], V first receives at mostr(n) qubits from a prover, then flips a fair classical coin at
mostga(n) times to generate a random stringof length at mosy(n), and sends; to the prover.

An m-messagéqy, g, ¢p)-Space-bounded quantum interactive proof systepuisic-coinif the associated
m-messagéqy, grq)-space-bounded quantum verifier is public-coin.

The class of problems having ammessage public-coin quantum interactive proof systerh eémpleteness
accepting probability at leastand soundness accepting probability at most denoted byQAM(m, ¢, s). The
following is the formal definition of the clasQ AM(m, ¢, s).

Definition 44. Given a polynomially bounded functiom: Z* — N and functionsc, s: Z* — [0, 1], a problem
A = {Ayes, Ano} is in QAM(m, ¢, s) iff there exist polynomially bounded functiong, gr¢: ZT — N iff there
exist polynomially bounded functiong,, gi: Z* — N and anm-messagéqy, g )-space-bounded public-coin
guantum verifiel/ for quantum interactive proof systems such that, for eveaynd for every input: of lengthn,

(Completeness) if: € Ay, there exist a functiop: ZT — N, and anm-messag€ga, ¢p)-space-bounded
quantum prover such thatV, P) acceptse with probability at least(n),

(Soundness) if: € A, for any functiong,: Z+ — N, and anym-messagéq, ¢)-space-bounded quantum
prover P’, (V, P") acceptse with probability at most(n).
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B Note on the Choice of Universal Gate Set

When proving statements concerning quantum perfect zeoodedge proofs or proofs having perfect complete-
ness, we assume that our universal gate set satisfies soditats) since these “perfect” properties may not hold
with an arbitrary universal gate set.

For instance, in the case of the paper by Kitaev and Watrdl]s\hen we try to implement their parallelization
protocol to three messages byitary quantum circuits, we need to implement the controlledaugitoperation
controlled by the message indexchosen by the verifier at his first transformation. If this lempentation is not
exact, we may lose the perfect completeness property attgpdrallelization, which affects their final statement
that any problem iMQIP has a three-message quantum interactive proof systeperééct completenessith
exponentially small error in soundness.

Furthermore, in the case of the paper by Marriott and Wat{@@% their method of converting any three-
message quantum interactive proof system to a three-negsdijic-coin one works well only if the original
three-message protocol is implemented withtary quantum circuits. Thus, their result inherits the problem o
how to implement with unitary circuits the parallelizatiprotocol due to Kitaev and Watrous [20], when claiming
their statement in a final form that any problemQfP has a three-message public-coin quantum interactive proof
system ofperfect completenessith exponentially small error in soundness (iQLP C QMAM(1,27P) for any
polynomially bounded functiop).

This is also the case for the present paper, since we are hethga modified version of the parallelization
protocol due to Kitaev and Watrous [20] and a public-coirhtegue due to Marriott and Watrous [23]. In our
case, if the implementations of the controlled-unitaryw$farmations are not exact, we may lose the perfect zero-
knowledge property after the parallelization, since th@lementations used for the simulator may differ from
those used for the honest verifier.

One direct solution to avoid these problems is to use suclivansal gate set that (i) the Hadamard and Toffoli
gates are exactly implementable with a constant numbertefgathe universal gate set, and (ii) given a cir¢pit
consisting of gates in the universal gate set that exacthfaments a unitary transformatidn, we can construct
another circuitQ’ consisting of gates in the same universal gate set thatlgxagblements the controlled*
transformation such that the size@f is bounded by polynomial with respect to the siz&pfFor instance, if the
Toffoli gate is in our universal gate sgtand the controlled’ gate is necessarily included $hfor any gateJ in 4(
not of controlled-unitary type, the condition (ii) is sdigsl. This is because the controlled-controllédperator is
easily realized by the controlled-and Toffoli gates. From these observations, one can seefdhaxample, the
set consisting of the Hadamard gate, the controlled-Hadéuigete, and the Toffoli gate satisfies both (i) and (ii).

Watrous [35] pointed out that the condition (ii) is actuatigt necessary for our purpose. In fact, what we
need is a unitary implementation of the parallelizationtpeol that does not lose the “perfect” properties. The
essence of the Kitaev-Watrous parallelization method iliethe use of the controlled-swap test. Note that, if
we may assume the condition (i), the controlled-swap t@nsition can be implemented exactly. Now, instead of
implementing the controlled-unitary operation contrdll®y the message indexwe may implement the following
that is sufficient for our purpose. For simplicity, it is assd thatr is chosen from the s€i, ...,2! — 1} for
some positive integdr(such an assumption does not lose generality because wepespdately add “dummy”
messages to the underlying protocol so that the number ofages become®*! in the underlying protocol),
and the unitary transformatioli,. is applied whernr is chosen. Supposg, acts overg qubits in a registeiT,
for eachr. We prepare ancillae of qubits in a registeA, for eachr, and set the control qubits in a registéer
to the state; 2! ). We first swap the content af and that ofA, when the content of is r, for each
r (this can be realized using controlled-swap transforma)io Next we apply/y ® - - - ® Uy_; to the qubits in
(Ao, ...,Aq_;), and then we again swap the contenflofnd that ofA, when the content of is r, for eachr.
This results in applyind/p ® - - - @ U1 ® Ioa @ Up41 ® - -+ ® Uy _; 1o some meaningless quantum state when
the content ofC is r, and thus, would not keep the coherence of the quantum state However, recall that
the control part in the Kitaev-Watrous parallelization toml is the message index which is originally chosen
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at randomclassicallywhen we describe the protocol in a non-unitary manner. Heoch decoherence does not
affect the protocol at all, and we can have the unitary imgletation of the protocol only using the circuits for
U,’s and for the controlled-swap operation. We may also usmiasitechnique when constructing a simulator. To
avoid unnecessary complication, now the honest verifiadsalt the ancilla qubits in the registeks, ..., Ay _; to

a prover at the second message in addition to the actual geepsascribed in the protocol. The honest prover just
ignores these ancilla qubits when sending the third messagehe simulator does not need to simulate the ancilla
qubits. Therefore, all the “perfect” properties claimedhirs paper (and ones in Refs. [20] 23]) hold with any gate
set such that the Hadamard transformation and any classigaisible transformations are exactly implementable.
Fortunately, most of the standard gate sets satisfy thiditton. A typical example is the Shor basis [30] consisting
of the Hadamard gate, the controlleégthase-shift gate, and the Toffoli gate.
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