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Abstract

Digital forensics plays a pivotal role in modern investigative processes, utilizing specialized methods
to systematically collect, analyze, and interpret digital evidence for judicial proceedings. However,
traditional digital forensic techniques are primarily based on manual labor-intensive processes, which
become increasingly insufficient with the rapid growth and complexity of digital data. To this end,
Large Language Models (LLMs) have emerged as powerful tools capable of automating and enhancing
various digital forensic tasks, significantly transforming the field. Despite the strides made, general
practitioners and forensic experts often lack a comprehensive understanding of the capabilities, prin-
ciples, and limitations of LLM, which limits the full potential of LLM in forensic applications. To
fill this gap, this paper aims to provide an accessible and systematic overview of how LLM has revo-
lutionized the digital forensics approach. Specifically, it takes a look at the basic concepts of digital
forensics, as well as the evolution of LLM, and emphasizes the superior capabilities of LLM. To con-
nect theory and practice, relevant examples and real-world scenarios are discussed. We also critically
analyze the current limitations of applying LLMs to digital forensics, including issues related to illu-
sion, interpretability, bias, and ethical considerations. In addition, this paper outlines the prospects
for future research, highlighting the need for effective use of LLMs for transparency, accountability,
and robust standardization in the forensic process.

Keywords: Large Language Model, Digital Forensics, Artificial Intelligence, Forensic Investigations

1 Introduction

Digital forensics is a critical component in modern investigative and judicial processes, which involve the
systematic collection, analysis, and preservation of digital evidence from electronic devices and online
activities [1–3]. Its primary objective is to uncover factual information related to cybercrimes, fraud,
unauthorized access, and other illicit activities [4]. Digital forensics has played a pivotal role in solving
high-profile cybercrime cases. For example, in the 2014 Sony Pictures hack, forensic investigators traced
the breach back to North Korean hackers, who leaked confidential company data, emails, and unreleased
films as part of a geopolitical cyber attack [5]. The investigation relied on digital forensics techniques
such as analyzing network logs, identifying malware signatures, and attributing IP addresses to suspected
attackers. As another example, in the 2016 Democratic National Committee (DNC) email leak, digital
forensic experts identified sophisticated spear-phishing tactics and linked the attack to Russian-backed
hacking groups, influencing the U.S. presidential election [6, 7]. Beyond cyber espionage, digital forensics
has also been crucial in financial fraud investigations. For instance, the Silk Road darknet marketplace,
a notorious online black market, was dismantled in 2013 through extensive forensic analysis of Bitcoin
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transactions, server logs, and encrypted messages [8, 9]. Forensic experts traced Bitcoin payments to the
marketplace’s operator, Ross Ulbricht, ultimately leading to his arrest and life sentence. In another case,
the Enron scandal saw digital forensics specialists recover crucial deleted emails and financial records,
providing key evidence in one of the largest corporate fraud investigations in history [10]. Additionally,
digital forensic methodologies have been instrumental in child exploitation cases, where law enforcement
agencies track online predators by analyzing metadata in images, chat logs, and digital footprints left on
the dark web [11, 12].

These case studies highlight the effectiveness of digital forensics in various domains, but they also
demonstrate how investigators increasingly encounter complex technological challenges that test the
limits of current methodologies. The primary issue is that traditional digital forensic techniques predomi-
nantly rely on manual or semi-automated approaches, requiring intensive human involvement [13]. These
methods suffer from several inherent limitations. Firstly, they are labor intensive and time consuming,
making them less effective in handling large-scale and sophisticated cyber incidents [14]. Secondly, tradi-
tional methods often struggle to maintain consistency and accuracy due to human error and subjective
judgments, potentially compromising evidence reliability. In addition, conventional forensic tools exhibit
limited adaptability to evolving cyber threats, and their capability to identify complex interrelationships
among evidence entities remains constrained [15, 16].

Fig. 1: Investigation of real-world digital forensics cases in recent years.

Several recent cases, as shown in Figure 1 illustrate these limitations. For instance, in July 2024, a
gunman attempted to assassinate former U.S. President Donald Trump during a public rally, prompting
an intensive investigation by federal authorities [35, 36]. Following the suspect’s capture, the FBI con-
ducted a forensic analysis of his mobile device to uncover potential motives, affiliations, and premeditated
plans. Investigators faced significant challenges in bypassing the phone’s security mechanisms, including
encryption and biometric locks. Once access was gained, digital forensic teams meticulously analyzed
call logs, text messages, encrypted messaging apps, and location history. Additionally, they examined
the suspect’s social media interactions, online searches, and affiliations with extremist groups. Tradi-
tional analysis methods required extensive manual effort to filter through vast amounts of digital data,
cross-reference communication patterns, and verify links between different sources. Such challenges were
similarly highlighted in the 2020 Twitter cryptocurrency scam, where cybercriminals compromised mul-
tiple high-profile accounts to solicit Bitcoin payments [37]. The FBI’s digital forensic teams encountered
substantial hurdles as they manually cross-referenced Discord chat logs, leaked hacker forum databases,
cryptocurrency wallet transactions, and IP addresses to identify the perpetrators. Although successful,
this method revealed critical shortcomings in efficiently correlating and interpreting multi-dimensional
digital evidence streams, demonstrating the urgent need for more advanced forensic capabilities [38].
These complexities also surfaced prominently in the FBI’s investigation into the Pensacola naval base
shooting in 2019 [39, 40]. In that case, the assailant’s encrypted iPhones had sustained physical dam-
age, and Apple refused official requests for access assistance. Consequently, FBI forensic experts spent
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months painstakingly repairing hardware and circumventing encryption to retrieve data. Eventually,
the recovered digital evidence established clear connections between the attacker and foreign terrorist
entities. However, the prolonged investigative timeline underscored limitations inherent in traditional
forensic methodologies when handling encrypted devices and fragmented digital traces [41, 42]. Col-
lectively, these cases emphasize the increasing necessity of integrating AI-driven digital forensic tools.
Leveraging automation, intelligent data analysis, and advanced pattern recognition technologies could
significantly enhance investigative speed, consistency, and accuracy, effectively addressing the growing
scale, complexity, and sophistication of contemporary cyber threats [43, 44].

To address these substantial challenges in digital forensics, recent advances in artificial intelligence
offer promising solutions. Notably, large language models (LLMs), such as the generative pre-trained
transformer (GPT) series of models and the Gemini series, have emerged as powerful tools with the
potential to transform digital forensic practices [23, 24, 30, 45]. These advanced AI models are designed
to understand, interpret, generate and analyze human language with unprecedented accuracy. Using vast
amounts of textual data from diverse sources, LLMs exhibit exceptional capabilities in natural language
processing, pattern recognition, and semantic understanding [46–49]. Their ability to extract meaningful
insights from large, unstructured datasets makes them invaluable in digital forensic investigations [50].

The application of these sophisticated models directly addresses the limitations of traditional foren-
sic approaches identified earlier. One of the most impactful applications of LLMs in forensic analysis is
their ability to automate and streamline the evidence identification process. [51, 52] Traditional meth-
ods require investigators to manually sift through enormous volumes of text, such as emails, chat logs,
social media posts, and financial records. LLMs, on the other hand, can swiftly process and categorize
these texts, recognizing patterns, detecting anomalies, and identifying crucial connections between dis-
parate pieces of evidence [53–55]. This capability significantly accelerates investigative timelines while
reducing the risk of human error [56]. In the aforementioned high-profile investigation, integrating LLM-
powered analytical tools could have played a transformative role in expediting the investigative process.
By rapidly categorizing and interpreting textual evidence, LLMs can highlight potential leads, uncover
hidden relationships, and help investigators piece together a cohesive narrative [57–59]. Moreover, their
ability to process multilingual content ensures that forensic teams can analyze communication in differ-
ent languages and cultural contexts without the need for extensive translation efforts [60, 61]. LLMs also
improve forensic data interpretation by facilitating the reconstruction of complex evidence relationships.
They can map connections between personal identifiers, such as names, addresses, and phone numbers,
and correlate them with network activity, financial transactions, and geolocation data [62–64]. This holis-
tic approach allows investigators to establish links between suspects, victims, and illicit activities with
greater precision [65]. Another crucial advantage of LLMs in digital forensics is their ability to handle
large-scale data integration. Digital evidence is often scattered across multiple sources, including cloud
storage, encrypted messaging platforms, and darknet forums. LLMs, combined with knowledge graph
techniques, can aggregate and visualize these fragmented data points, making it easier to identify trends,
associations, and key actors within an investigation [66].

While the benefits of LLMs for digital forensics are substantial, their implementation is not with-
out challenges that need to be carefully considered [67–69]. In addition, despite their transformative
potential, the adoption of LLMs in forensic investigations also introduces new challenges, including
concerns over interpretability, bias, and the reliability of AI-generated insights [70, 71]. Ensuring trans-
parency in forensic AI applications is crucial to maintaining credibility in judicial proceedings [72].
Therefore, addressing these concerns through clear guidelines, rigorous validation procedures, and trans-
parent reporting practices becomes essential [73–75]. To this end, this paper explores how LLMs can
fundamentally change digital forensics practices by automating evidence analysis, extracting insightful
information, and enhancing the judicial process, and attempts to provide a comprehensive understanding
of the practical applications, potential limitations, and broader implications of LLMs in digital forensics
investigations [76].
Paper Structure. The subsequent sections of this paper are structured as follows: Section 2 introduces
foundational concepts and highlights the limitations of training-based ai digital forensic methodologies.
Section 3 details the principles and capabilities of large-scale language modeling and presents practical
applications and real-world case studies. Section 4 evaluates the current challenges and limitations faced
when deploying LLMs in forensic scenarios. Finally, Section 5 discusses opportunities and directions for
future research.
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2 Fundamentals of Digital Forensics

This section examines in depth the core principles of digital forensics. Understanding these fundamentals
is critical to grasping how modern investigative processes utilize digital evidence to combat cybercrime,
fraud, and other illicit activities.

2.1 Definition and Goals

Digital forensics is the systematic process of identifying, collecting, preserving, analyzing, and presenting
digital evidence in a legally admissible manner [93, 94]. It is widely used in criminal investigations,
cybersecurity incidents, corporate fraud detection, and other legal proceedings[95]. The primary goal
of digital forensics is to uncover and reconstruct events related to cybercrimes, unauthorized access,
financial fraud, intellectual property theft, and other illicit digital activities. By leveraging digital forensic
techniques, investigators can retrieve hidden, deleted, or encrypted data to support legal actions and
improve cybersecurity measures [96].

2.2 Digital Forensic Evidence Entities

A digital forensic evidence entity represents the smallest indivisible unit of digital information possess-
ing forensic significance. Such entities serve as fundamental building blocks for reconstructing digital
events and verifying their authenticity. These entities are categorized according to their functional pur-
pose in supporting investigative analysis [97]. Table 1 provides a detailed description of these entities by
functional purpose. The Content-Descriptive Entities help investigators understand the nature, source,
or intended use of digital artifacts, providing essential context to evidence collected during an investiga-
tion [98]. In contrast, auxiliary entities supplement this understanding by offering validation, verification,
and support to primary descriptive evidence, ensuring the reliability and integrity of forensic findings.

Table 1: Functional Categories and Descriptions of Digital Forensic Evidence Entities

Categories
Digital Forensic
Evidence Entities

Description

Content-
Descriptive

File Names
Identifiers given to files, potentially revealing their
content, origin, or intended purpose.

Entities IP Addresses
Numerical labels assigned to devices on a network,
crucial for tracking and attributing online activities.

Auxiliary
Timestamps

Specific points in time indicating events such as file
creation, modification, or access.

Entities Hashes
Unique identifiers generated from data content used
to verify file integrity and detect tampering.

2.3 Key Evidence Types

While the theory of digital forensic evidence entities is understood based on their functional role, real-
world forensic investigations often require more specific categorization. Investigators routinely encounter
various forms of digital evidence, which must be clearly identified and categorized to effectively address
complex forensic challenges [99, 100]. The following summarizes specific categories of digital evidence,
which are classified according to their relevance and investigative role, and demonstrates how the
theoretical framework translates into operational forensic practice [101].

• Personal Identifiers: Names, addresses, phone numbers, email addresses, social security numbers,
and other personal information. In identity theft cases, stolen personal identifiers are typically
located within phishing emails, compromised databases, or fraudulent registrations.

• Network Information: IP addresses, MAC addresses, login credentials, and network logs crucial
for tracing user actions across devices and networks. Investigators often utilize this data to pinpoint
sources of unauthorized access, as exemplified by numerous cases of insider threats and external
intrusions.
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• Communication Records: Emails, text messages, social media messages, and call logs that cap-
ture interactions among individuals or groups. Analysis of these records has been pivotal in solving
cases involving cyberbullying, insider trading, and organized crime.

• Financial Data: Bank account details, credit card transactions, cryptocurrency wallet addresses,
and transaction histories essential in tracking financial fraud and money laundering. Foren-
sic analysts frequently exploit blockchain technology to unravel cryptocurrency-based criminal
networks.

• Location Data: GPS coordinates, timestamps, and geolocation logs, enabling investigators to track
movements and verify alibis. This form of data has notably been employed in criminal cases where
mobile device locations provided critical evidence linking suspects to crime scenes.

• Internet Activity: Web browsing history, search queries, downloads, and online interactions offer-
ing deep insights into user behaviors and intentions. These digital footprints have been invaluable
in cases involving radicalization, online harassment, and cyberstalking.

• File Metadata: Information including timestamps, file paths, and document version histories,
useful for establishing file authenticity and tracking document manipulation. Metadata analysis has
been critical in corporate espionage investigations and cases of intellectual property theft.

• Device Logs and System Artifacts: System event logs, registry entries, and application usage
records, offering detailed insight into user activities and system states. In investigations of data
breaches or corporate sabotage, these logs have provided evidence disproving fabricated user
accounts and narratives.

2.4 Evidence Relationships

Having discussed specific categories of digital evidence encountered in practical forensic scenarios, it is
crucial to recognize that these pieces of evidence rarely exist in isolation. Instead, they form intricate
networks of relationships that significantly enhance investigative analysis [102]. Understanding these
interconnections allows investigators to reconstruct detailed narratives, establish causality, and verify the
authenticity of digital evidence comprehensively [103]. The key relationship categories include:

i) Contextual Relationships: These relationships provide situational context, helping investigators
understand the origin, purpose, or usage of evidence. For example, linking file names to their content
or correlating an IP address to a geographical location helps determine the source and intention behind
cyber incidents.

ii) Causal Relationships: Highlight cause-and-effect dynamics between evidence entities. Identi-
fying the correlation between an IP address and a specific time stamp can establish a suspect’s direct
involvement in unauthorized access or data manipulation.

iii) Associative Relationships: Connect seemingly independent evidence through shared
attributes. Similar file hashes detected across multiple devices may suggest deliberate data duplication,
exfiltration, or manipulation efforts by malicious actors.

iv) Communication Relationships: Reveal interaction patterns among individuals or systems.
Analyzing communication logs such as phone records, emails, or chat messages has proven essential
in dismantling criminal networks, uncovering collaboration among perpetrators, and mapping complex
interactions in cybercrime investigations.

v) Ownership and Association: Establish explicit connections between individuals and digital
devices, accounts, or data. Digital forensic efforts routinely involve associating specific devices or accounts
with suspects, thereby strengthening investigative narratives and courtroom presentations.

vi) Temporal Relationships: Establish a chronological sequence or simultaneity of events. Times-
tamp analysis enables forensic examiners to confirm or refute suspect claims, authenticate alibis,
and determine exact timelines of incidents, especially critical in high-stakes criminal and corporate
investigations.

2.5 Limitation Of Training-based AI For Digital Forensics

While AI driven methodologies offer significant advancements in digital forensic investigations, sev-
eral inherent limitations constrain their effectiveness, particularly when employing training-based AI
approaches:
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i) Data Scarcity: Obtaining sufficient and diverse training data representative of real-world cyber
incidents poses significant challenges. Often, the available data is limited to specific case types, such
as addresses extracted predominantly from certain criminal activities like shootings. This lack of com-
prehensive and varied datasets can severely restrict the AI model’s ability to generalize across different
forensic scenarios [51].

ii) Data Pre-processing Challenges: Even seemingly simple tasks, such as identifying addresses
using Named-Entity Recognition (NER), introduce considerable pre-processing complexity before AI
models can be effectively applied. These tasks often require multiple pre-processing steps, including
expanding abbreviations (e.g., converting“St.” to“Street”), standardizing formats (e.g., “123 Main St
Apt 4B” to “123 Main Street, Apartment 4B”), normalizing state names (e.g., “California” to “CA”),
and removing extra whitespace (e.g., converting “456 Elm St” to“456 Elm St.”). These additional pre-
processing steps significantly increase the complexity, time, and resources required, underscoring the
limitations associated with direct training-based AI approaches in digital forensic analyses.

iii) AI Models Lack Adaptability: AI models developed for digital forensic tasks are typically
designed and optimized for specific, narrowly defined functions. For instance, an AI model trained explic-
itly for recognizing addresses will likely exhibit limited performance when tasked with identifying other
types of information, such as personal names or financial records [104]. This specialized training makes
it challenging to apply these models broadly across the diverse range of forensic tasks investigators
encounter.

iv) Difficulty in Extracting Evidence Relationships: Identifying and analyzing the numerous
intricate relationships among digital evidence entities is inherently complex. Training-based AI methods
often struggle to capture the full depth and nuance of these interactions, given the extensive variety
and subtlety in relationships, including contextual, causal, associative, communication-based, ownership-
based, and temporal connections [105]. Consequently, traditional training-based approaches may not
recognize critical evidence correlations, potentially undermining the accuracy and comprehensiveness of
forensic analyzes.

3 Large Language Models for Digital Forensics

3.1 Why LLMs For Digital Forensics

Large Language Models (LLMs) represent a sophisticated category of artificial intelligence models, pri-
marily designed to understand, generate, and interact with natural language text [106]. These models
typically utilize deep learning architectures, such as transformers, which rely on self-attention mechanisms
to capture intricate contextual relationships within textual data [107]. The development and training of
LLMs involve vast datasets, often comprising billions of words, enabling these models to acquire a deep
understanding of syntax, semantics, and contextual nuances inherent in human languages.

One of the most prominent examples of LLMs is the Generative pre-trained Transformer (GPT) series
developed by OpenAI, including GPT-3 and GPT-4. These models exhibit exceptional capabilities across
a wide range of natural language processing (NLP) tasks, such as text generation, summarization, transla-
tion, sentiment analysis, question answering, and entity extraction [108, 109]. Their impressive versatility
stems from their ability to capture long-range contextual dependencies and their extensive training on
diverse textual resources such as websites, books, articles, and other publicly available information.

The LLMs training process generally involves two main phases: pre-training and fine-tuning. During
pre-training, models are exposed to vast, unsupervised text corpora, learning general language pat-
terns, syntax, and semantic relationships without specific task-oriented labels. In the fine-tuning phase,
LLMs are further trained in task-specific datasets, adapting their general language comprehension skills
to effectively perform targeted NLP tasks [110]. This two-phase approach significantly enhances their
adaptability and performance across diverse domains.

LLMs are trained on vast amounts of text data and exhibit exceptional capabilities in learning linguis-
tic patterns, structural semantics, and contextual dependencies. These attributes make them uniquely
suited for applications in digital forensics, where the volume and heterogeneity of digital evidence can
overwhelm traditional analysis techniques. In digital forensic investigations, evidence often exists in
unstructured or semi-structured forms, such as chat logs, emails, file metadata, browsing histories, and
system logs. Manually extracting meaningful patterns or relationships from such data is labor intensive
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and time consuming [111]. LLMs can assist by automatically identifying named entities, classifying docu-
ment types, summarizing lengthy communication threads, detecting suspicious patterns, and establishing
semantic links across diverse artifacts.

LLMs offer the ability to generalize from limited context, which is particularly useful in forensic
settings where fragmented or incomplete evidence is common. Their pre-training on diverse data sources
also allows them to recognize and interpret technical jargon, code snippets, and colloquial expressions,
enabling them to analyze evidence drawn from varied digital environments [106]. LLMs also support
multi-turn interactions, allowing investigators to iteratively refine queries or extract context-sensitive
information from large datasets in a conversational manner. This interaction paradigm not only enhances
usability but also reduces the need for technical expertise in formulating complex forensic queries.

Therefore, LLMs have great potential to enable digital forensics given their training on large tex-
tual datasets and powerful pattern learning capabilities, and by utilizing LLms’ advanced linguistic
understanding analytical and generative capabilities, key information can be extracted from large
amounts of data, significantly streamlining the analysis of evidence, enhancing the process of informed
decision-making, and improving overall forensic outcomes [107].

3.2 LLMs-driven methods in Digital Forensics

Integrating LLM into forensic workflows has emerged as a promising approach as investigators seek
new tools to improve the accuracy, efficiency, and scalability of their analyses. This section provides
an overview of current methodological frameworks and empirical case studies in which LLM has been
effectively utilized in digital forensic environments. Specifically, it highlights representative applications,
evaluates their practical effectiveness, and identifies methodological insights that have emerged from
these real-world implementations.

3.2.1 LLM-driven Construction of Evidence Networks

Utilizing their powerful pattern recognition and relationship extraction capabilities, LLMs introduce
innovative methods to improve the efficiency and accuracy of forensic investigations [112]. One prominent
example of such LLM-driven methods involves utilizing GPT-4-turbo to systematically identify and
visualize patterns within digital forensic evidence. This method constructs a structured graph G =
(V, E), where nodes (V) represent individual evidence items—such as names, addresses, and phone
numbers—while edges (E) depict relationships connecting these items. Each edge is labeled explicitly to
describe the nature of the connection, such as “owns” for ownership (a person owning a phone number)
or “lives-in” for residency (a person residing at an address). These clearly defined relationships enable
the creation of comprehensive visual representations that simplify the analysis of intricate forensic data.

Fig. 2: A LLMs Methods to Understanding Cybercrime via Evidence Networks.

The main procedural steps shown in Figure 2 typically include:
i) Transform raw data into a processable versions: This step involves extracting and stan-

dardizing evidence from mobile devices, personal electronic devices and especially from their embedded
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multimedia card storage. Considering that these devices often contain fragmented, hidden or deleted
data in binary form, converting this information into a clear text format is essential for the accurate
analysis of llm.

ii) Identifying evidence entities and their relationships: Researchers create and test tailored
prompts that guide LLMs in systematically extracting relevant evidence entities from structured textual
data such as chat logs and system records. A representative prompt could be: “Act as an experienced
digital forensic investigator. Extract evidence entities like names, addresses, and phone numbers from
the given text and outline the relationships among these entities.”

iii) Constructing evidence networks: This step involves connecting isolated pieces of evidence
to form coherent networks. Connections are identified based on proximity, either physical (line distance
in text) or semantic (inferred through LLMs), under the assumption that closely positioned entities are
likely interrelated.

iv) Deriving insights into criminal behavior: Lastly, these constructed evidence networks are
analyzed to uncover significant insights into criminal activities, behaviors, and underlying relation-
ship patterns. This detailed examination of interconnected evidence provides forensic investigators with
critical information that enhances their understanding of complex criminal scenarios.

3.2.2 LLM-driven Invocation Log Analysis for Digital Forensics

Chernyshev et al. proposed a novel forensic methodology aimed at detecting prompt injection attacks
in applications integrated with LLMs [113]. The core innovation of this approach lies in leveraging
invocation logs,a structured records of LLM interactions, as a primary evidentiary source for digital
forensic investigations.

Their method involves constructing a simplified yet representative experimental scenario that emu-
lates real-world LLM-integrated web applications, and Figure 4 illustrates its workflow. Specifically, the
authors developed a web-based application utilizing GPT-3.5 via the LangChain framework. In this sce-
nario, users’ natural language queries are converted by the LLM into Structured Query Language (SQL)
statements, subsequently executed against a backend relational database. To create realistic attack con-
ditions, the authors manually designed a set of malicious prompts to simulate direct prompt injection
attacks, such as dropping database tables or bypassing access control restrictions.

To facilitate digital forensic readiness (DFR), the authors introduced structured logging mechanisms,
termed LLM invocation logging, into their experimental system. Each invocation log entry captured essen-
tial forensic metadata including a timestamp, unique request identifier, input prompt (user’s query), and
corresponding LLM output, generating structured JSON-formatted logs, thereby ensuring traceability
and forensic integrity.

Fig. 3: Digital Forensic Analysis Workflow with LLM Invocation Logs.

For forensic analysis, the collected invocation logs were processed using an active analysis strategy
in which multiple contemporary LLMs acted as forensic analysts. Given that different models have sig-
nificantly varying context windows—for instance, from 8,182 tokens for llama3-70b-instruct to 1 million
tokens for gemini-1.5-flash and gemini-1.5-pro, the authors evaluated analysis approaches both with mod-
els capable of accepting the entirety of the invocation logs as input and those requiring splitting log
entries into smaller window chunks for sequential processing. Their analysis involved four main steps: i)
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Selecting an LLM model for analysis, GPT-4, Gemini or other similar models; ii) Defining key
analysis parameters, such as the LLM’s temperature and context window size; iii) Actively analyz-
ing the logs with the chosen configuration, using the chosen model and parameters; iv) Collating
the results, summarizing key findings and observations. These steps were systematically repeated until
all desired combinations of models and analysis parameters had been evaluated. Unlike previous works
exploring LLM usage for anomaly detection that employed pre-summarization, this approach solely relied
on active log analysis without context summary creation. Specifically, each model was provided log entries
within a predefined context window, accompanied by instructions to identify potential security incidents
and articulate justifications. The models returned structured JSON outputs indicating detection deci-
sions (either “NORMAL” or “INCIDENT”), suspicious log indices, and descriptive reasoning. This direct
approach significantly reduced the overall number of calls to the LLM, consequently decreasing both the
total time required for log analysis and the potential cost.

This approach illustrates important advances in digital forensic readiness for LLMs-drivenn sys-
tems, showing how invocation log analysis performed by the LLM itself can provide practical forensic
capabilities for identifying sophisticated hint injection attacks.

3.2.3 LLM-driven Mobile Evidence Contextual Analysis

Kim et al. propose a comprehensive and operationally grounded framework for mobile forensics, termed
Mobile Evidence Contextual Analysis(MECA) [11]. This framework addresses the practical challenges
law enforcement faces in analyzing large volumes of mobile messenger data, particularly under tight legal
time constraints. Rather than relying solely on traditional keyword-based filtering, MECA leverages the
contextual reasoning capabilities of LLMs to infer the presence of criminal intent or activity embedded
in ambiguous or euphemistic language. The method is notable not only for its application to real-world
forensic data but also for its holistic integration of forensic tools, data pre-processing, and prompt
engineering.

The framework begins with the acquisition of mobile communication data using professional forensic
software tools. Specifically, the authors employ MD-NEXT for physical data extraction and MD-RED for
data parsing and visualization. These tools support the collection of structured communication records
from seized smartphones, which are exported in formats like CSV or Excel for downstream processing.
To ensure compliance with privacy and ethical standards, all personal identifiers within the dataset are
anonymized using Named Entity Recognition (NER), with supplementary masking strategies applied to
phone numbers and emails to minimize reidentification risk.

Fig. 4: Overview of LLM-driven Mobile Evidence Contextual Analysis Framework.

Given the size and fragmented nature of mobile information logs, the authors introduced a pre-
processing phase to construct coherent units of analysis appropriate for LLM input. This involves applying
initial keyword filters, e.g., for terms such as“drugs”, to identify potentially relevant messages. In order
to preserve conversational context, each filtered message is augmented with surrounding messages in the
same chat window, typically 40 lines each before and after the targeted message. This produces a set of
context-rich message fragments that reflect real-world communication patterns and facilitate semantic
interpretation by the model.

Central to MECA’s effectiveness is its use of carefully crafted prompts to guide model behavior.
Each prompt is designed to simulate the role of a forensic expert, instructing the model to evaluate
whether a given message exchange is associated with criminal activity. The input is structured as key-
value pairs, where the key represents the speaker and the value denotes the message content. Moreover,
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the authors implement a “Sandwich Prompting” technique—repeating instructions before and after the
main content—to mitigate instruction forgetting, particularly in models like Gemini that may otherwise
over-prioritize the input text.

Once the data and prompts are prepared, the framework employs three state-of-the-art LLMs,
GPT-4o, Gemini 1.5, and Claude 3.5 to perform classification. Each model receives the structured con-
versational input and returns a binary judgment indicating whether the message set is relevant to the
case. The authors also account for concerns around data privacy and model misuse by relying on com-
mercial API deployments and explicitly documenting the privacy policies of each LLM provider. The
use of multiple models not only allows performance benchmarking across architectures but also sets the
stage for ensemble decision-making.

3.2.4 Forensic Analysis of Artifacts from Microsoft’s Multi-Agent LLM Platform

In this work by Walker et al. proposes a comprehensive methodology for conducting forensic analy-
sis of AutoGen, Microsoft’s multi-agent LLM framework[114]. As AutoGen enables autonomous agent
collaboration for task planning and execution, the forensic analysis of such systems introduces novel
challenges, particularly in identifying, interpreting, and attributing the artifacts generated through agent
interactions. The proposed methodology responds to this gap by establishing a structured, multi-layered
approach to detecting the presence and behavior of AutoGen on a target system.

At the core of their approach is the idea of tracing the forensic footprint of LLM-driven agent inter-
action across three major layers of analysis: memory, disk, and network. Rather than focusing on any
single modality of artifact, the methodology adopts a layered perspective to capture both persistent
and volatile traces of AutoGen’s activity on a host system. The authors hypothesize that, despite the
encrypted nature of LLM-server communication and the ephemeral memory handling of modern OSes,
a composite view of system-level behavior can reveal meaningful patterns associated with LLM agent
activity.

The interaction model analyzed in the study involves two LLM-based agents: a UserProxyAgent,
simulating a user that initiates tasks and evaluates responses; and an AssistantAgent, responsible for
task execution. These agents interact through a feedback loop where task instructions and responses
are exchanged programmatically. This model mirrors real-world use of AutoGen for distributed task
planning and problem solving, and raises questions around forensic observability, i.e., what traces of such
interactions persist on a compromised or analyzed system.

Fig. 5: Overview of forensic analysis of AutoGen.

To clarify this interaction workflow, Figure 5 illustrates the operational model used in the study.
This process begins with a user operating from a local environment (A), where they initiate specific
task prompts (B), such as generating code, crafting phishing emails, or producing malicious scripts.
These prompts are passed to the AutoGen system (C), which coordinates interactions between LLM
agents, typically a UserProxyAgent and an AssistantAgen, powered by models like GPT-3.5. The agents
exchange messages programmatically until a task is completed, with AutoGen returning the model-
generated output to the user. This controlled interaction loop is essential for generating forensic artifacts,
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the researchers are able to capture and later examine forensic artifacts across memory, disk, and network
layers.

The forensic method involves isolating the key points where AutoGen interacts with the system or
external services and mapping those to potential artifact locations. For instance, the UserProxyAgent’s
initial prompt, along with the AssistantAgent’s responses, may be retained in memory buffers, cached
in application files, or transiently recorded in system logs. The methodology accounts for the limited
durability of such data and therefore incorporates the use of tools that can extract low-level system state
information, e.g., RAM dumps, temporary configuration files, browser traces.

A notable component of the method is its treatment of agent attribution—attempting to distinguish
whether a given artifact was created by a human, a machine, or a cooperative agentic process. This is
a particularly novel challenge in LLM forensics, since traditional forensic signatures are often agnostic
to the cognitive or computational origin of content. The methodology, therefore, considers semantic and
behavioral cues, e.g., structure of prompt chains, repeated execution patterns, lack of GUI interaction,
that may help differentiate machine-driven output from human-involved interaction.

Additionally, the approach integrates lightweight static analysis techniques, such as string extraction
from memory and file systems, with dynamic signature correlation, such as identifying AutoGen-related
modules in Python environments or connections to known LLM service endpoints. This hybrid approach
helps mitigate the limitations of any single forensic strategy and provides a more comprehensive account
of AutoGen’s presence and behavior on the system.

The method sets a foundation for future forensic analysis of autonomous LLM systems, especially as
they become more modular, compositional, and capable of unsupervised behavior. It emphasizes the need
for multi-perspective evidence gathering, cross-layer correlation, and a deeper understanding of agent-
based software design in order to maintain accountability in increasingly AI-driven digital environments.

3.2.5 The Local LLM-driven Framework for Digital Forensic

While large language models (LLMs) have demonstrated remarkable capability across various natu-
ral language processing tasks, their application in sensitive domains such as digital forensics presents
unique challenges, including concerns about data privacy, security, and the need for specialized domain
knowledge. Moreover, reliance on cloud-based solutions can introduce vulnerabilities related to data
confidentiality and compliance, prompting the need for locally deployable LLMs tailored specifically to
forensic purposes. Addressing these critical issues, Sharma et al. introduced ForensicLLM, a special-
ized, locally deployable large language model designed explicitly for digital forensic applications using a
retrieval-augmented fine-tuning (RAFT) methodology [115].

Sharma et al. utilized Meta’s LLaMA-3.1–8B as the foundational model, enhancing it through fine-
tuning with domain-specific content to address the unique reasoning demands inherent in digital forensic
investigations. They began by compiling an extensive corpus comprising 1,082 peer-reviewed research
articles sourced from the journal Forensic Science International: Digital Investigation, along with meta-
data extracted from 1,390 verified digital forensic artifacts obtained via the Artifact Genome Project.
Textual contents from these research articles were segmented into semantically meaningful chunks of
approximately 2,000 characters and embedded using the UAE-Large-V1 embedding model. Each chunk
was enriched with associated metadata, including article titles and authors, with embeddings subse-
quently stored within a ChromaDB vector database to facilitate efficient retrieval during subsequent
training and inference processes.

In the absence of suitable labeled question-answer datasets specific to digital forensic scenarios, the
authors employed GPT-4 Turbo to generate approximately 10,000 synthetic question-answer pairs based
directly upon the prepared literature corpus. This generation process was carefully guided using detailed
prompting to ensure practically relevant, technically accurate content, maintaining faithful adherence to
original source citations following APA standards.

The fine-tuning procedure leveraged Quantized Low-Rank Adaptation, implementing a 4-bit quanti-
zation approach to optimize computational resource efficiency during training. Sharma et al. adopted the
Axolotl framework, utilizing standard practices such as cosine learning rate scheduling and early stopping
based on validation set performance. During inference, ForensicLLM utilizes a retrieval-augmented gen-
eration (RAG) strategy, embedding user queries to dynamically retrieve relevant textual contexts from
the vector database, which are then integrated into the model input to produce informed, verifiable, and
accurate responses.
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Fig. 6: Overview of Retrieval-Augmented Fine-tuning (RAFT) for ForensicLLM.

As shown in Figure 6, this figure outlines the sequence data processing and model-training pipeline,
beginning with raw data extraction and cleaning, followed by segmentation into meaningful textual
chunks. These text chunks, enriched with metadata, are then transformed into semantic embeddings using
an embedding model and subsequently stored in a ChromaDB vector database. Simultaneously, synthetic
Q&A pairs are generated from the corpus using GPT-4 to form a structured training dataset. This Q&A
dataset is integrated with context retrieved from the vector database, forming the RAFT dataset utilized
for fine-tuning the ForensicLLM model. Finally, during inference, user queries are embedded and matched
with relevant contexts retrieved from Chroma datebase, enabling ForensicLLM to produce accurate,
contextually informed, and traceable responses tailored specifically for digital forensic applications.

The retrieval-enhanced fine-tuning approach proposed by Sharma et al. significantly impacts digi-
tal forensic practice by reducing common limitations associated with general-purpose language models,
particularly hallucinations and factual inaccuracies. Their quantitative and qualitative evaluations
demonstrated that ForensicLLM substantially improves response accuracy, relevance, and reliability,
thus equipping forensic investigators with trustworthy, traceable analytical support capable of meeting
rigorous evidentiary standards required in real-world forensic investigations.

4 Challenges and Limitations of Leveraging LLM in Digital
Forensics

The integration of large language models into digital forensics workflows has generated increasing interest
due to their potential in automating documentation, evidence analysis, and decision support. However,
their use also presents numerous challenges that arise both from the inherent properties of LLMs and
from the specific requirements of forensic practice.

4.1 LLM Inherent Challenges

Several limitations are intrinsic to the architecture and training methodology of LLMs, which can hinder
their safe and reliable deployment in forensic investigations.
Hallucinations. A prominent concern when employing LLMs is their propensity to produce hallucinated
content—output that is grammatically coherent yet factually incorrect or fabricated. In the context
of digital forensics, such inaccuracies can lead to the generation of false leads, thereby misguiding the
investigation or introducing inadmissible evidence. For instance, in a controlled trial conducted by a
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cybersecurity firm, an LLM-generated case summary falsely inferred a link between an employee and a
foreign contact based solely on contextual cues in a benign conversation log. This example highlights the
necessity of human verification mechanisms prior to integrating LLM-generated information into forensic
reports.
Interpretability and Explainability. LLMs often exhibit poor explainability due to their black-box
nature. While they can produce accurate results in many domains, their decision-making pathways are
not transparent [110]. This opacity becomes a critical issue in forensic analysis, where the rationale
behind evidence interpretation must be traceable and defensible. In one documented instance during a
civil litigation case, an LLM used in pre-trial discovery flagged certain emails as “suspicious”; however,
when the opposing counsel requested an explanation for these classifications, the legal team was unable
to articulate the reasoning behind the model’s output. The lack of explainability ultimately led to the
exclusion of the generated evidence.
Lack of Domain-Specific Knowledge. General-purpose LLMs are trained on heterogeneous and
largely non-specialized corpora. As such, they may not have the technical nuance necessary for forensic
analysis. For example, when prompted to assess the contents of a memory dump, a widely used LLM
erroneously flagged “svchost.exe” as malicious, failing to account for the legitimate role of the process
in Windows systems. Such errors underscore the risk of applying unadapted LLMs in technical domains
without appropriate domain fine-tuning.
Bias and Fairness. Bias in LLMs-driven a reflection of the biases present in the training data—poses
ethical and practical risks in forensic contexts [24]. Investigative results may be biased either by rein-
forcing existing stereotypes or by systematically prioritizing certain types of evidence. In a pilot study
involving multilingual forensic datasets, an LLM-assisted classification system consistently deprioritized
non-English chat logs, leading to a delay in the examination of relevant Arabic-language communica-
tions. This form of bias, if left unaddressed, could have far-reaching implications for fairness and due
process in digital investigations [116].

4.2 Digital Forensics-Specific Challenges

Although the inherent risks associated with LLMs pose general concerns in all domains, deploying these
models within digital forensic workflows introduces additional challenges. Digital forensics imposes strict
standards regarding evidence integrity, reproducibility, and procedural compliance, and these established
forensic principles may conflict with the nature of LLM technologies. Consequently, integrating LLMs
into digital forensic practices requires addressing specific challenges related to evidentiary standards,
reproducibility, prompt sensitivity, standardization, and practitioner readiness.
Chain of Custody and Evidentiary Integrity. A core principle in forensic science is the preserva-
tion of chain of custody, that is, the ability to trace each step of evidence handling. When LLMs are
employed, especially in cloud-based or third-party systems, questions arise regarding the preservation
and auditability of evidence. In one European law enforcement case study, the use of an LLM to summa-
rize mobile device contents inadvertently violated chain of custody procedures, as intermediate outputs
were not systematically logged. As a result, the forensic findings were challenged on procedural grounds
during judicial review.
Non-determinism and Reproducibility. Unlike deterministic forensic tools, LLMs are inherently
probabilistic and may produce variable outputs even under identical input conditions. This variability
undermines one of the key requirements of forensic science, namely reproducibility. In a university-
led evaluation, an LLM used to reconstruct activity timelines from log data produced inconsistent
event sequences across multiple runs. Such behavior poses serious threats to the reliability of forensic
conclusions, particularly when outputs are used as part of expert witness testimony.
Prompt Sensitivity. Related to non-determinism is the issue of prompt sensitivity, whereby subtle
variations in phrasing can lead to significantly different model outputs. For instance, altering a prompt
from “summarize suspicious behavior” to “summarize all activity” led an LLM to either omit or include
key lateral movement indicators in the same dataset. The fragility of outputs based on minor linguistic
changes necessitates rigorous prompt engineering and version control when using LLMs in evidentiary
contexts.
Lack of Standardization. There exists no established framework or industry-wide standard governing
the use of LLMs in digital forensics. This absence of formal guidance has resulted in inconsistencies across
investigative practices and raises concerns regarding admissibility and procedural fairness. In a simulated
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case involving two independent forensic teams, divergent conclusions were reached due to differences in
prompt design, evidence filtering strategies, and LLM configurations. These discrepancies emphasize the
need for standardized protocols and certification schemes for LLM-based forensic tools.
Training and Expertise Requirements. The adoption of LLMs in digital forensic settings intro-
duces new requirements for practitioner training. Investigators must possess not only technical forensic
skills but also basic knowledge in AI, prompt design, and model validation. A field test conducted with
junior investigators revealed that improper prompt use led to misclassifications of a legitimate mobile
application as malicious, an error that could have been avoided with minimal training in AI reasoning
mechanisms. The integration of LLMs thus demands a reevaluation of existing forensic training curricula
to include AI literacy.

5 Future Directions

The intersection of large language models (LLMs) and digital forensics represents an emerging frontier
with significant potential for transforming forensic investigations. Future research in this area promises
to strengthen evidentiary integrity, promote greater accountability, and contribute broadly to societal
trust and justice.

5.1 Multi-Modal and Cross-Data Analysis

Digital forensic investigations increasingly require holistic evidence interpretation across various data
modalities—textual logs, network traffic, memory dumps, images, and audio. Emerging multi-modal
LLMs (MLLMs) suggest promising capabilities for integrating diverse data forms into unified analytical
frameworks. Integrating vision and language models could enable forensic assistants to analyze screen-
shots, correlate textual logs with visual artifacts, or interpret combined structured and unstructured
forensic data. Research opportunities lie in developing robust multi-modal forensic LLMs capable of seam-
lessly analyzing multiple data types while maintaining accuracy across different modalities. Achieving
this will require interdisciplinary collaboration and innovative design to bridge existing capability gaps.

5.2 Explainability and Trust in LLM-Driven Analysis

The inherently opaque reasoning of LLMs conflicts with forensic requirements for transparency and
verifiability. Enhancing the explainability of LLM outputs is thus critical for building investigator trust.
Future research should focus on methods that enable LLMs to justify their conclusions with explicit
evidence references and step-by-step reasoning processes. Techniques like retrieval-augmented generation,
where LLM outputs are grounded explicitly in input data and known forensic knowledge, can significantly
improve credibility. Validation methods, such as cross-validation with multiple models or human-in-the-
loop verification, should also be investigated to detect and mitigate errors and biases inherent in AI
analyses.

5.3 Domain-Specific LLMs Across Forensic Disciplines

One crucial future direction involves the development of specialized, domain-specific LLMs tailored explic-
itly for various forensic applications such as memory forensics, malware analysis, network investigations,
and log interpretation. General-purpose models typically lack the specialized technical understanding
required to interpret detailed forensic artifacts accurately. Early examples, such as volGPT for memory
analysis, have demonstrated the effectiveness of fine-tuned LLMs in accurately identifying ransomware
processes while providing comprehensive explanations. Future research should systematically explore
domain-specific models for forensic tasks, including artifact interpretation, filesystem analysis, and foren-
sic triage. This specialization will necessitate creating dedicated forensic datasets, posing challenges
related to data sensitivity and privacy that researchers must address through synthetic or anonymized
datasets.

5.4 Privacy and Legal Admissibility Challenges

Integrating LLMs into forensic investigations raises significant privacy concerns and legal admissibility
challenges. Public cloud-based solutions often conflict with chain-of-custody requirements, prompting the
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need for secure, offline LLM solutions deployable within forensic lab environments. Future research should
focus on enhancing on-premise or federated AI models that preserve data confidentiality and comply with
legal standards. Additionally, clearly defined legal frameworks and standards are needed for documenting
and certifying AI processes, ensuring their outputs withstand judicial scrutiny. Collaborative research
among technologists, legal scholars, and policymakers is necessary to bridge these gaps and ensure that
LLM-assisted forensic analyses meet rigorous evidentiary standards.

5.5 Integration with Traditional Forensic Tools and Workflows

Future research must explore the seamless integration of LLMs into existing forensic software and inves-
tigative workflows. Embedding interactive AI assistants within forensic suites, enabling natural language
querying, automated artifact parsing, and AI-driven script generation, can significantly enhance investiga-
tive efficiency. Ensuring these integrations are robust and error resistant, and maintaining compatibility
with existing forensic processes, evidence documentation systems, and investigative protocols, represents
a significant technical challenge. Interdisciplinary collaboration will be crucial in developing user-centric,
reliable forensic tools augmented by AI capabilities.

5.6 Standardized Evaluation and Benchmarking

A critical gap in current research is the lack of standardized evaluation frameworks for assessing LLM
effectiveness and reliability in forensic contexts. Developing shared benchmark datasets, standardized
metrics for accuracy, explainability, and utility, and consistent evaluation methodologies is essential for
objectively comparing different LLM approaches. Community-driven benchmarking initiatives, similar
to established cybersecurity and computer vision evaluations, should be prioritized to accelerate progress
and ensure rigorous validation of AI-assisted forensic tools.

6 Conclusion

Large Language Models (LLMs) have emerged as transformative tools that significantly automate and
augment forensic capabilities, thus reshaping the landscape of digital investigations. This paper system-
atically explored how LLMs have revolutionized digital forensic approaches, providing a comprehensive
and accessible overview for practitioners and researchers alike. Through practical examples and real-world
scenarios, we illustrated the superior capabilities of LLMs in enhancing analytical accuracy, efficiency,
and scalability in forensic workflows. However, the integration of LLMs into digital forensic processes
is not without challenges; issues such as model hallucinations, interpretability, biases, and ethical con-
siderations necessitate cautious and informed application. Addressing these challenges requires further
research that focuses on improving transparency, accountability, and standardization in the forensic use
of LLM technologies. Ultimately, the thoughtful integration of LLMs holds significant promise in advanc-
ing digital forensic practices, fostering trust and reliability, and contributing to more equitable and just
judicial outcomes.
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