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ABSTRACT
Confidential computing in the public cloud intends to safeguard
workload privacy while outsourcing infrastructure management
to a cloud provider. This is achieved by executing customer work-
loads within so called Trusted Execution Environments, such as
Confidential Virtual Machines (CVMs), which protect them from
unauthorized access by cloud administrators and privileged sys-
tem software. At the core of confidential computing lies remote
attestation—a mechanism that enables workload owners to verify
the initial state of their workload and furthermore authenticate the
underlying hardware.

While this represents a significant advancement in cloud security,
this SoK critically examines the confidential computing offerings of
market-leading cloud providers to assess whether they genuinely
adhere to its core principles. We develop a taxonomy based on
carefully selected criteria to systematically evaluate these offerings,
enabling us to analyse the components responsible for remote at-
testation, the evidence provided at each stage, the extent of cloud
provider influence and whether this undermines the threat model
of confidential computing. Specifically, we investigate how CVMs
are deployed in the public cloud infrastructures, the extent to which
customers can request and verify attestation evidence, and their
ability to define and enforce configuration and attestation require-
ments. This analysis provides insight into whether confidential
computing guarantees—namely confidentiality and integrity—are
genuinely upheld. Our findings reveal that all major cloud providers
retain control over critical parts of the trusted software stack and,
in some cases, intervene in the standard remote attestation process.
This directly contradicts their claims of delivering confidential com-
puting, as the model fundamentally excludes the cloud provider
from the set of trusted entities.

KEYWORDS
Confidential Computing, Remote Attestation, AMD SEV-SNP, Intel
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1 INTRODUCTION
Confidential computing has gained significant traction in public
cloud environments [5, 28, 46], promising privacy and enhanced
security for sensitive workloads by migrating them into hardware-
protected Trusted Execution Environments (TEEs). These guaran-
tee protection against unauthorised access from external entities,
including threats from the cloud providers themselves. Early re-
search systems that paved the way for this development, such as
Haven [11], Scone [10], and Graphene-SGX [60], envisioned a sys-
tem model in which users would not lose control of their code
and data while using cloud resources, but their integrity and con-
fidentiality would be maintained. This is achieved by enforcing
a clear separation of trust: Cloud customers would control their
workloads, while untrusted infrastructure—including the host op-
erating system, hypervisor, and cloud provider—would only be
trusted to provide and manage resources. This leaves the hardware
vendor of the used servers entrusted with the actual integrity and
confidentiality protection provided by the hardware mechanisms
and associated Trusted Computing Base (TCB) (e.g., firmware) re-
quired to establish the TEEs. In fact, these assumptions still build
the basis for recent research systems [24, 35] because they are
based on the fundamental concepts of trusted execution and are
backed by current hardware extensions, such as Intel Software
Guard Extensions (SGX) [19], AMD Secure Encrypted Virtualiza-
tion - Secure Nested Paging (SEV-SNP) [4] and Intel Trust Domain
Extensions (TDX) [33]. By providing strong hardware-backed iso-
lation, coupled with remote attestation, these hardware extensions
allow users to verify the integrity and protection of their execution
environments without relying on infrastructure providers.

However, as confidential computing evolved and is increasingly
embraced by public cloud providers who aim to address customer
needs, security concerns, and regulatory requirements, the de-
scribed idealised separation of trust has been eroded by a transfer
of control over the TCB enabling TEEs. Cloud providers began to
integrate their own middleware and attestation mechanisms, ef-
fectively acting as gatekeepers for verifying the TEE integrity and
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authenticity. This is particularly concerning, since remote attes-
tation is the foundation of confidential computing, enabling TEE
owners/users to verify the integrity and authenticity of their execu-
tion environment before handling sensitive data. Ideally, attestation
should provide cryptographic proof that the workload runs in an
untampered, hardware-enforced TEE, isolated from any external in-
terference. However, the actual trust models underpinning remote
attestation in public cloud environments often diverge from the
assumptions users might expect. More specifically, even though the
typical TEE threat model considers the cloud provider untrusted,
most of the current cloud offerings still require users to rely on
the provider itself to perform attestation. This creates a fundamen-
tal mismatch between the theoretical guarantees of confidential
computing and the practical reality of how it is implemented.

This mismatch becomes especially relevant since many solu-
tions in the domain of privacy-preserving data processing utilise
confidential computing and its assumed security guarantees to
achieve the envisioned privacy goals. A few examples are: Mo
et al. [49] survey research publications that envision enhancing
privacy and security for machine learning using confidential com-
puting, Segarra et al. [56] propose to use confidential computing to
protect the processing of medical data and Khan et al. [38] propose
to use confidential computing to protect sensor data fusion.

However, while the former are primarily research efforts that
build on the conceptually achievable trust assumptions, there is
also the German certification body gematik, which mandates the
use of confidential computing due to its strong security and privacy
guarantees. This is particularly vital because gematik requires the
use of TEEs in a number of use cases, for example in the context
of Confidential Healthcare Cloud (HCC) [26], electronic patient
records (ePA) [25] and sectoral identity provider (Sek-IDP) [27]. In-
frastructure providers in these cases must be technically prohibited
from creating user profiles, as well as from accessing underlying
cryptographic material. Also referred to as provider exclusion.

Due to these stark discrepancies regarding trust assumptions be-
tween proposed solutions in research, commercial cloud offerings,
and public certification bodies, this SoK paper aims to provide a
comprehensive study of public cloud confidential computing ser-
vices, with a particular focus on remote attestation mechanisms.
Thereby, we analyse how major cloud providers structure their
attestation flows, where trust is placed, and how these models com-
pare to the original security principles of confidential computing
technologies. Our systematisation of knowledge makes the follow-
ing contributions:

• development of a taxonomy for the evaluation of remote
attestation frameworks in public cloud offerings;

• analysis and evaluation of the major public cloud offerings;
• examination of what confidential computing offerings are

currently able to deliver and where they fail.
• Finally, we discuss possible root causes of the discrepancy

between trust assumptions in research systems and the
analysed commercial cloud offerings.

The rest of the paper is structured as follows: In Section 2, we
provide the essential foundations for the SoK, including the threat
model for confidential computing and some background on current
hardware extensions (i.e., AMD SEV-SNP and Intel TDX) to enable

cloud-based confidential computing. This is followed by a discus-
sion of related studies in Section 3. Section 4 presents a taxonomy
for analysing the confidential computing cloud offerings under con-
sideration. Next, Section 5 details the actual analysis of the major
public cloud offerings, while Section 6 draws final conclusions.

2 BACKGROUND
In this section, we start by describing the threat model of confiden-
tial computing, based on which we highlight the shortcomings of
the analysed public cloud offerings in Section 5. Furthermore, we
introduce the Remote Attestation procedures (RATS) architecture
to formally define the main actors in the attestation process and, to
make the analysis more comprehensive. Finally, we provide more
technical details on the underlying technologies, namely Trusted
Platform Module, AMD SEV-SNP, and Intel TDX.

2.1 Threat Model
As a basis for this study, we assume a typical threat model for TEEs.
We consider the cloud provider to be untrusted, as proposed by
various research systems [10, 11, 60]. Furthermore, an attacker may
have complete control over the software environment, including all
privileged system software (i.e., hypervisor, host operating system),
with the goal of breaking the confidentiality or integrity of the code
running in the TEE.

Availability threats, such as interfering with TEE execution, are
not of interest: By design, the cloud provider and the surrounding
system software are able to stop execution of TEEs at any time.
Besides that, we consider side-channel attacks to be out of scope
and assume that enclaves do not have any security-related vulnera-
bilities that could lead to data leakage or integrity violations. We
also fully trust the design and correct implementation of all the
hardware and software mechanisms necessary to implement the
TEE, including all necessary cryptographic operations.

2.2 Remote Attestation
Remote attestation, as defined by the RATS architecture [13], is a
process in which one entity (Attester) produces believable informa-
tion (Evidence) about itself to enable a remote entity (Relying Party)
to decide whether to consider the Attester trustworthy. Figure 1
depicts this architecture. The process is facilitated by an additional
party, called Verifier, who appraises the Evidence and creates Attes-
tation Results. The Relying Party uses these results later on to make
trust decisions. Additional roles include Endorser and Reference
Value Provider, who supplies Endorsements and Reference Values,
respectively, to the Verifier.

The RATS architecture [50] involves a two-stage appraisal pro-
cedure, verifying the Evidence and the Attestation Results. For the
first step, the Verifier applies policies and supply chain input, such
as Endorsements and Reference Values, to create Attestation Re-
sults from the Evidence provided by the Attester. During the second
part of the procedure, the Relying Party applies its own policies
to the Attestation Results associated with an Attester’s Evidence,
which originates from a trusted Verifier. This appraisal leads to
trust decisions regarding the Attester.
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Figure 1: RATs Architecture workflow: (1) Attester produces
evidence; (2) evidence is send to Verifier; (3) Verifier validates
evidence based on Reference Values and Endorsements; (4)
Attestation Result is shared with Relying Party; (5) Relying
Party makes trust decision.

2.3 Trusted Platform Module
A Trusted Platform Module (TPM) [59] is a secure crypto-processor
designed to provide hardware-based cryptographic functions and
tamper-resistant storage. It can be used for random number gener-
ation, secure generation and storage of cryptographic keys, data
encryption (symmetric and asymmetric), as well as cryptographic
hash functions. Its main use case is typically measured boot, where
the TPM acts as Hardware Root of Trust (HRoT), hashing the boot
components of a system sequentially, and storing these hashes in im-
mutable chains in TPM’s Platform Configuration Registers (PCRs).
PCRs cannot be directly written to; instead, values are “extended”
through a hashing process, creating a cumulative record of the sys-
tem’s state. The TPM acts as a Root of Trust for reporting as well,
providing integrity data that can be queried by external verifiers,
boot loaders, kernels, or software agents. Secure Boot [36] on the
other hand, provides active enforcement against untrusted binaries
by verifying their digital signatures and allowing only signed code
to execute during startup.

Furthermore, a TPM provides secure key generation, storage, and
management, ensuring that cryptographic keys remain protected
from software-based attacks. Keys handled by a TPM are typically
non-exportable, meaning private keys never leave the TPM and
can also be made persistent in the TPM’s non-volatile random-
access memory (NVRAM). In a physical TPM, NVRAM is a physical
component integrated into the TPM chip itself and provides tamper-
resistant storage, ensuring that sensitive data remains protected
even when the system is off.

In case the host system is used to deploy multiple virtual ma-
chines (VMs) that cannot share the same physical TPM for security
reasons, virtual TPMs (vTPMs) [12] can be used instead. These
are software-based emulations of the physical TPMs, tailored for
virtualised settings, allowing VMs to access trusted computing

features without dedicated hardware TPMs. vTPMs can replicate
the full range of TPM functionalities, but they come with certain
trade-offs. Their security guarantees are generally less robust than
those of physical TPMs, and they have a larger attack surface. This
increased vulnerability stems from the necessary involvement of
the hypervisor in managing the vTPMs, which introduces addi-
tional complexity and potential points of compromise. An example
of such compromise is the simulated NVRAM. Unlike hardware
TPMs, where NVRAM is physically secured within the chip, vTPMs
typically simulate it as a file stored on the host system. While this
file is often encrypted to protect confidentiality, it does not inher-
ently provide integrity protection against tampering or rollback
attacks, so the stored key handles, which can eventually be used
for attestation purposes, are susceptible to leakage or corruption.

2.4 Intel TDX
Trust Domain Extensions (TDX) [15] is Intel’s latest confidential
computing technology, designed to provide robust isolation at the
VM level, by deploying Trust Domains (TDs), which are protected
from the host operating system, hypervisor, and other VMs running
on the same hardware. TDs are hardware-isolated VMs whose mem-
ory remain encrypted with a unique key during runtime leveraging
Intel’s Total Memory Encryption – Multi-Key (TME-MK).

Verifying the integrity and authenticity of a TD is possible by
performing remote attestation over the TD Quote, which is TDX-
signed proof about the state of the TD and the underlying platform.
The TDX module [34] records measurements of the TD’s state
before and after launch; before its initialisation measurements per-
taining to the guest’s initial configuration and firmware image are
recorded on the Measurement of Trust Domain (MRTD), while after
its initialisation the four Run-TimeMeasurement Registers (RTMRs)
can be used and extended by the virtual firmware (e.g., TDVF or TD-
Shim) [31] to record TD’s runtime state. The first register typically
records the firmware data, i.e. TD-Shim configuration, the second
one includes the measurements of OS code (e.g., kernel image),
the third one reflects the boot configuration (e.g., command line
parameters, initrd) and the last one can be leveraged by runtime
integrity monitoring systems to record events triggered by userland
applications and the system after boot.

The TD Quote [32, 33] is essentially a signed TD report, hence a
report must be requested first from the TDX module. This contains
guest-specific information, platform security version, a Message
Authentication Code (MAC) for integrity protection, as well a 64-
byte user-provided report_data, which typically is a nonce provided
by the attestation service. After the report has been created, it
is sent to the TD Quoting Enclave (TDQE), an SGX enclave. The
TDQE verifies the report locally by checking the MAC and then
signs it with its Attestation Key (AK) to create the TD Quote.

Besides the signed report, the TD Quote also contains the Attes-
tation Key Certificate (signed by the Provisioning Certification Key)
and the Provisioning Certification Key (PCK) Certificate (signed
by Intel). Similar to the Datacenter Attestation Primitives (DCAP)
attestation flow [20] the generation of the Attestation Key occurs
during the provisioning of the TDQE, where after the creation of
this key pair, the Provisioning Certification Enclave (PCE) signs
the public part of the AK using the PCK. An Intel-provided PCK
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Certificate, containing the public key corresponding to the PCK
signature, is made available to the Quoting Enclave (QE). The PCK
Certificate’s trust is rooted in an Intel Certificate Authority (CA).

2.5 AMD SEV-SNP
AMD Secure Encrypted Virtualization - Secure Nested Paging [4] is
the third iteration of AMD’s Secure Encrypted Virtualization (SEV)
technology introducing memory integrity protection to the VM-
based TEEs. AMD SEV employs a unique encryption key for each
VM to protect its memory contents during runtime, leveraging
the AMD Secure Processor (AMD-SP), a dedicated on-chip com-
ponent that operates independently of the hypervisor. Within the
SEV-SNP architecture, the TCB is comprised by the hardware and
several firmware components, such as the AMD-SP API and the
CPU microcode patch, which are considered upgradeable. AMD
SEV-SNP also enables the VM owner to further partition its address
space into four hierarchical levels, providing fine-grained secu-
rity control between different components of the software stack
through hardware-isolated abstraction layers within the VM. These
are called Virtual Machine Privilege Levels (VMPLs) [22, 39, 58]
and are numbered VMPL0 to VMPL3, with VMPL0 being the most
privileged and VMPL3 the least. Higher privileged VMPLs can im-
plement secure services [2, 40] for lesser privileged VMPLs. For
example, VMPL0 can be used to run security-critical code or im-
plement a vTPM, isolating it from potentially compromised lower-
privilege levels. VMPLs can also enable a guest to contain its own
management layer running at a high VMPL, controlling the per-
missions on its other pages. This allows secure virtualisation of a
security-enforcing hypervisor within the guest VM itself, thereby
enabling secure nested virtualisation [61].

To verify the integrity and authenticity of an SNP-protected VM,
a remote party can request an attestation report that will eventually
be generated by the AMD-SP. The report contains several key com-
ponents [3]; namely the TCB version which includes information
about the firmware and hardware versions, the VM’s initial state
cryptographic measurements which reflect VM’s initial memory
contents, configuration and 64-bytes of user supplied data, such
as a nonce to prevent replay attacks. The report can be signed by
one of the following attestation keys, which are both dependent
on the TCB version; the Versioned Chip Endorsement Key (VCEK),
which is derived from chip-unique secrets making it platform spe-
cific, or the Versioned Loaded Endorsement Key (VLEK), which
is derived from a seed maintained by the AMD Key Distribution
System (KDS). Each Cloud Service Provider (CSP) that enrolls with
AMD has dedicated VLEK seeds, allowing for workload movement
within the CSP realm. Both VLEK and VCEK are signed by AMD
SEV Key (ASK), that in turn is signed by AMD Root Key (ARK),
which is the master key behind the AMD certificate authority. The
latter is self-signed and kept private by AMD. The attestation report
also contains other data, like the CHIP_ID, a unique identifier for
the AMD processor chip (used with VCEK) and the CSP_ID, the
CSP identifier (used with VLEK). It can also hold the digest of an
ID key, which can be passed as an argument during the launch of
the VM to uniquely identify it, as well as the VMPL identifier to
report on which privilege level the application that requested the
report runs on.

Regarding the VM’s initial state measurement, which is also in-
cluded in the attestation report, it typically includes only the hash
of the virtual firmware because it corresponds to the first virtual
firmware volume loaded during the boot process. This limited mea-
surement is insufficient for ensuring the integrity of the entire VM,
as it does not account for the operating system or root filesystem
state [21, 23]. To address this limitation, measured direct boot has
been implemented as a series of patches to the hypervisor, QEMU,
and the virtual firmware (i.e., OVMF). This approach creates space
in the firmware binary to store a table containing hashes of the
kernel, initial RAM disk (initrd), and kernel command line. When
QEMU boots a VM, it calculates hashes for these components and
injects them into the special table. OVMF then measures each com-
ponent during startup and compares the measurements with those
in the designated table. This ensures more comprehensive repre-
sentation of the VM’s initial state, as their cryptographic hashes
are reflected in the launch measurement in the attestation report.

3 RELATEDWORK
A wide range of surveys exist on TEEs. Sabt et al. [54] describe the
key properties and concepts of TEEs to enable a clear definition
of it. Munoz et al. [51] analyse vulnerabilities in TEEs, whereby
they enlist a wide range of possible software-based, side-channel
and architectural attacks. Li et al. [41] systematically examine the
design choices of TEEs and discuss the security implications.

With regard to attestation, Ménétry et al. [42] compare attes-
tation mechanisms of different TEE implementations. Their work
provides an overview of attestation mechanisms, which is an impor-
tant basis for our analysis of commercial offerings. Niemi et al. [52]
provide a survey of attestation frameworks. Their work classifies
open-source enclave projects, while we study CVM-based offerings.
Similarly to our work, Scopelliti et al. [55] analyse trust relation-
ships in confidential computing offerings in the cloud. They define
different attestation levels and apply them to the AMD SEV-SNP
based CVM offerings by Amazon Web Services (AWS), Azure and
Google Cloud Platform (GCP). Their analysis covers a subgroup of
the offerings we study. Furthermore, our work provides a more fine-
grained analysis of the underlying architecture and the implications
for remote attestation.

4 TAXONOMY
Our taxonomy provides the means to investigate whether confi-
dential computing offerings truly allow to keep the infrastructure
provider outside of the trust model. Prior to this work, Niemi et
al. [52] defined eight questions for the evaluation of attestation
frameworks. While they take the theoretical foundations of attesta-
tion into account, we use the current state-of-the-art as the baseline
for our study. Besides that, Scopelliti et al. [55] provide a classifica-
tion of CVM offerings in different attestation levels. While this work
provides valuable criteria for analysing attestation, our taxonomy
gives a broader analysis of aspects contributing to hardware-based
confidential computing, such as different RoT participating in the
attestation process and the establishment of a unique target identity.
We aim to apply our taxonomy to two types of VM-based execution
contexts; containers and VMs on Intel TDX and AMD SEV-SNP
platforms. We consider those to be the target of the attestation.
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Our taxonomy consists of three categories: Identity Establishment,
Attestation-collateral Metrics and TCB.

4.1 Identity Establishment
The owner of a confidential computing secured execution context
expects to be able to bind a unique identity to the target, mitigating
the risk of impersonation attacks. Furthermore, there must be at
least one HRoT, which is involved in collecting, reporting and
signing the evidence. To verify the integrity and authenticity of
such evidence, the verifier will need to validate the signature of the
HRoT. Additionally, there may be further Roots of Trust, acting as
trust anchors for collecting and reporting runtimemeasurements. In
the following sections, we use RoT as the general term representing
software-based components, such as vTPMs, while HRoT solely
refers to hardware-backed entities and their respective keys, like
in the case of TEEs.

To summarise, we aim at answering the following questions:
(1) Which hardware identity is involved in collecting and sign-

ing the evidence?
(2) How is the identity of the target established?
(3) How is the target identity linked to the evidence?

4.2 Attestation-collateral Metrics
Attestation-collateral metrics (in the following sections called met-
rics) are used for defining the target’s properties, so that decisions
on integrity and authenticity are possible [52]. These metrics can
contain one or more of the following: cryptographic hashes of the
target’s context (e.g., files, data and events), identities linked to the
target, allowing for hash-based or key-based attestation, respectively,
or configuration data of the target. The hash-based metrics can be
collected during loading time of the target or during its runtime.
Hash-based metrics are static, meaning that they are only collected
by the RoT during the initialisation of the target’s context and are
immutable after that, while key-based metrics are dynamic. They
can be extended based on user-provided policies and can be event-
triggered if paired with a runtime-integrity monitoring framework
(i.e. Integrity Measurement Architecture (IMA)). The key-based
metrics are set during the target configuration and reported by the
RoT in the attestation collateral.

During the target configuration, some security policies can be
enforced, i.e. secure boot, or usage of vTPM. The enforcement of
this can also be reported.

During the reporting of the attestation-collateral metrics, the
verifier has the possibility to pass arbitrary data that will be crypto-
graphically linked to the attestation report by the hardware in the
attestation report. The attestation report will contain the collected
metrics, the verifier-provided data and possibly information about
the TEE platform. It will be signed by the HRoT.

Therefore, the following properties will be evaluated:
(1) What are the load time metrics?
(2) If runtime metrics are available, which entity is responsible

for collecting them?
(3) Is it possible to link user-provided data in the attestation

collateral during reporting?
(4) Is the configuration of security policies supported and is it

part of the attestation collateral?

Entity
[CVM, Verifier, CVM Owner, Relying Party]

ConfigurationA

B Attestation

TEE/ vTPM
[AMD SEV-SNP, Intel SGX, Intel TDX, vTPM]

Root of Trust (RoT)
[QE, VCEK, VLEK, AK]

(c) measured, not attestable

(b) attestable

(a) not measured

Host system (untrusted)

Registry

Figure 2: Graphical notation for describing architectures used
throughout the paper. We differentiate between (a) TEE com-
ponents, which are not measured by a RoT, (b) components
which are attestable, as they are measured and the measure-
ment can be reproduced, and (c) components, which are mea-
sured, but due to closed source software not attestable, as
measurements cannot be reproduced.

(5) If key-based attestation is used: How is it enforced, and
which are the RoTs for this?

(6) Are the collected metrics attestable and reproducible?

4.3 Trusted Computing Base
According to the threat model, which was described in Section 2.1,
the TCB contains the TEE itself and the hardware it runs on. Fur-
thermore, we use the term trusted stakeholders to describe entities
that need to be trusted during attestation.

We differentiate between components that need to be implic-
itly trusted, and components, that can be verified. Implicit trust
is typically at least required in the TEE’s hardware and firmware.
The guest expects that all other components within the TCB are
measurable and attestable.

Therefore, the following questions will be investigated:
(1) Which components can be verified by a relying party and

which have to be trusted implicitly?
(2) What stakeholders are involved in the attestation?
(3) Is it possible to configure the TCB?

5 ANALYSIS
Based on the described taxonomy, we evaluate different CVM and
confidential container offerings in the domain of public clouds.
Figure 2 depicts the graphical notation we use in the following.
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 Verifier

AMD SEV-SNP

 CVM

Hardware Compatibility Layer
(HCL)

Guest Firmware

VMPL0

vTPM

Guest OS

VMPL2

RoT: AK

Host + Hyper V

Intel SGX

HRoT: QE

HRoT: VCEK

CVM Owner Relying Party

Guest Application

A2 Attestation PoliciesCVM ConfigurationA1

B1 Certificate incl.
SGX Quote

B2 Attestation Token

Microsoft Azure
Attestation Service

B3 Attestation Collateral
(Guest Report, vTPM Quote)

Figure 3: Azure SEV CVM: Architecture. MAA is considered
as the verifier but is optional and could be replaced.

We target Infrastructure as a Service (IaaS) offerings, focussing
on hardware-based CVM offerings, also analysing confidential con-
tainer solutions enabled by CVMs. Based on market share, we se-
lected Azure (20%), AWS (31%) and Google Cloud (12%) as the most
relevant CSPs [57].

After analysing the different solutions individually, we provide
a comparison of the different offerings. Finally, we discuss possible
root causes that may be responsible for the identified deficiencies.

5.1 Microsoft Azure
Microsoft Azure has the following CVM offerings:

(1) CVMs using AMD SEV-SNP
(2) Confidential containers running in AMD SEV-SNP CVMs
Intel TDX based CVMs are currently only available as a preview

version. Therefore, this offering is not being considered.

5.1.1 AMD SEV-SNPCVMs. Azure CVMs do not have direct access
to the hardware, instead, they rely on a paravisor called Hardware
Compatibility Layer (HCL). Azure is developing an open source
version of it, called OpenHCL [53], but at the time of writing it
is not being used in their offerings. When attesting a CVM, three
different components must be considered:

(1) the CVM itself;
(2) the vTPM, part of the CVM;
(3) Microsoft Azure Attestation (MAA) Service, the verifier

provided by Azure.
Figure 3 shows the architecture of the SEV-SNP CVM offering

provided by Azure. It considers the usage of MAA as verifier, which

request
Attestation

Token

:Hardware
Compatibility Layer

:Microsoft Azure
Attestation

verification

:Relying
Party

:OpenID
Endpoint

request MAA certificate

MAA certificate incl.
SGX quote verification

(authenticity)

request vTPM content

{PCR Quote} sign. AK,
{Guest Att. Report} sign.

VCEK,
AK Pub

Figure 4: Azure SEV CVM: Sequence diagram of attestation
when using MAA.

is optional. The retrieval of the attestation collateral (B2) by an
arbitrary verifier remains the same; it is requested from the vTPM
hosted inside the CVM, where the guest attestation report is cached.
In the setup phase, the owner is able to configure the target with
regard to the used base image and security policies, which allow to
enable vTPM and secure boot, respectively [48]. Further detailed
configuration options are not provided for secure boot. Furthermore,
the relying party can configure the attestation policies of the MAA
service, which is acting as verifier and running in an SGX enclave.
The configuration is done by providing attestation policies, which
are consulted by MAA when verifying a report.

PCRs of the vTPM can be extended for runtime attestation, if
enabled. The vTPM follows the TPM 2.0 specification [59]. Azure
uses the term ‘runtime claims’ [47] to summarise Azure-specific
NVRAM content, which covers the CVM’s security configuration
and the vTPM’s AK. A hash of this content is linked to the attesta-
tion report.

A guest attestation report is requested during the loading time
by the HCL and cached in the vTPM. The vTPM furthermore allows
to retrieve signed TPM Quotes from the NVRAM. Further content
of the NVRAM, such as the AK public and AK certificate, can be
read as well. The AK is used for signing the quotes, verification of
the quote’s authenticity can therefore be achieved using the AK
certificate. Verification of the guest attestation report’s authenticity
can be done after retrieving the VCEK and AK certificates from
the Azure Instance Metadata Service and the certificate chain from
AMD’s KDS [45].

The CVM can be attested by consulting the Azure provided
verifier MAA as shown in Figure 4. A self-signed certificate of the
MAA can be retrieved from a provided JSON Web Key Set (JWKS)
endpoint. The certificate is extended with the DCAP attestation
quote of the MAA service, allowing to attest the authenticity of
the service. On request of the relying party, the MAA retrieves the
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guest attestation report from the CVM’s vTPM. The response is a
so-called attestation token, the result of evaluating the previously
defined attestation policies. The attestation token is signed with
MAA’s private key.

Identity Establishment. The hardware identity of the AMDSecure
Processor (AMD SEV-SP), VCEK, is responsible for collecting and
signing the evidence. The owner is not able to pass a key-based
identity during boot so uniquely identifying the CVM in that way
is not possible. Its hardware-recorded measurement cannot serve
as a unique identity either for two main reasons; the measured
envelope is not fully representative of the CVM state and many of
its components are closed source and hence cannot be reproduced,
as we will explain in the next section.

The vTPM [47] uses a persistent AK, with a certificate issued
by Azure, for signing evidence. The AK is linked to the CVM by
including the hash of the ‘runtime claims’ in the attestation re-
port. Although we were able to verify this certificate against some
key provided in an Azure FAQ, the corresponding CA is not well
documented. It is not transparent to the user how the AK is gener-
ated, so it is unclear if it is based on a random process. Though an
Endorsement Key (EK) exists, we were unable to confirm a linking
of the AK to it.

The MAA service, acting as a verifier, retrieves the attestation
report from the vTPM and provides a signed attestation token to
the relying party. It runs in an SGX enclave and has its hardware
identity rooted in the DCAP QE. It is already alive during the setup
of the CVM.

Depending on the chosen attestation path, different identities
are involved in reporting. The measurements are initially collected
by the AMD SEV-SP and signed with a VCEK. During runtime,
metrics are collected by the vTPM running in the HCL, which uses
a persistent key, the AK, for signing. The identity of the vTPM is
linked to the CVM’s VCEK by including the AK’s public part in the
attestation report. If verification is conducted by using MAA, this
service is responsible for signing the attestation token and verifying
the identities used to record the attestation collateral.

Attestation-collateral Metrics. The user can configure user secu-
rity policies, which are limited to enabling secure boot and vTPM.
These can be reported to the relying party by the MAA service or
retrieved from the vTPM’s NVRAM. This content cannot be au-
thenticated, as it is unsigned; only the quotes are signed by the
AK.

During loading time, the initial firmware is measured. The mea-
surement cannot be attested, as the HCL and guest firmware are
closed source and therefore not reproducible. If the vTPM is used,
runtime measurements can be collected by extending the PCR reg-
isters. The identity of the vTPM, the AK, is linked to the attestation
report via including a hash in the report_data field. The runtime
measurements are in principle attestable, but require implicit trust
in the HCL, where the vTPM is emulated.

The MAA service, acting as verifier, allows custom data to be
included in an attestation token for ensuring freshness of the token.
This data solely allows to customise the attestation token and ensure
its freshness, but not of the attestation report. The service runs
in an SGX enclave and is attestable with regard to authenticity.
The certificate of MAA includes the SGX attestation quote of the

enclave, which contains the hash-based MRENCLAVE value of the
MAA. The measurement cannot be reproduced by the MAA users,
as the implementation is closed source. Validating the integrity
of the measurement is only possible by comparing it to an Azure-
provided value.

TCB. The TCB of the CVM is composed of the software running
on the AMD SEV-SP, HCL, guest firmware, and guest OS. Since
guest firmware and HCL are closed source and the measurements
are therefore not reproducible, the user is not able to attest if the
guest has been booted correctly. Implicit trust in these components
is therefore necessary. The guest OS can be measured by the vTPM
and attested, if the HCL is trusted.

If the user delegates verification to MAA, Azure participates
in the attestation and has to be trusted implicitly, as the service’s
integrity can only be attested using an Azure-provided reference
value. Reproducing the measurement is not possible, as the service
is build from a closed-source implementation. Configuration of the
TCB is limited to selecting the target guest OS image, the firmware
cannot be customised.

Conclusion. The AMD SEV-SP CVM solution offered by Azure
is able to provide the following:

• Retrieval of loading-timemetrics, either by reading a cached
guest attestation report from a vTPM or alternatively by
requesting Attestation Tokens from a verifier called MAA
provided by Azure.

• A vTPM inside of the CVM can be utilised for collecting
runtime claims. TheAK of the vTPM, used for collecting and
signing, is bound to the CVMvia a hash in the report_data
field of the attestation report.

The following shortcomings do exist:
• The CVM has no direct access to hardware, so that attesta-

tion reports cannot be directly retrieved. Instead, it relies
on Azure’s HCL as paravisor.

• The owner is unable to uniquely identify the target, as no
identity data can be passed and the measurements do not
allow unique identification of the target either.

• Interactions with the MAA require implicit trust in Azure.
• The vTPM is solely implemented in software, using Azure

closed-source code. The user is unable to attest this compo-
nent. Therefore, Azure needs to be implicitly trusted.

• Freshness of attestation reports is not given, as they are
requested by the HCL at loading time and cached in the
vTPM. No custom data can be provided when retrieving
the guest attestation report from vTPM.

• The TCB cannot be attested, as the HCL and guest firmware
are closed source and measurements are therefore not re-
producible.

5.1.2 Confidential Containers. Azure offers confidential container
groups running in SEV-SNP CVMs [44] based on Parma [35]. Parma
provides the possibility to launch a group of containers within a
CVM with verifiable execution policies that are enforced by the
guest agent. The execution policies link the image layers via dm-
verity hashes [37], so that tampering can be detected by the guest
agent prior to launch. Furthermore, the execution policies define
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Figure 5: Azure SEV-SNPCVMContainer Group architecture.

commands, entry points, and environment variables that are en-
forced by the guest agent. The AMD SEV-SP measures the Utility
VM (UVM), composed of guest OS and guest agent, at loading time.
The policies are included in the host_data attribute of the guest
attestation report, allowing the verifier to validate if the container
group has been launched with the expected configuration. The
container shim, running on the host, passes the policy to the guest
agent, which measures the policy and compares it to the value
encoded in the attestation report.

Azure adopts Parma for their confidential container group offer-
ing, shown in Figure 5. Similar to the Parma model, the owner is
able to configure execution policies, which are to be enforced by
the guest agent and linked to the guest attestation report. However,
configuration of the UVM, such as OS or firmware, is not possi-
ble. Attestation reports can be requested by privileged containers
directly from the hardware.

Identity Establishment. The AMD SEV-SP is responsible for col-
lecting the evidence, attestation reports are signed with a VCEK.
The identity of the target cannot be established by providing an
key-based identity before launch. As discussed in the next section,
verifying the measured envelope is not feasible, making identifica-
tion through measurements equally impossible.

Attestation-collateral Metrics. The launch measurement of the
CVM cannot be attested, as the UVM is closed source. A hash of
the Confidential Computing Enforcement (CCE) policies, which
were configured prior to launch, are linked to the attestation report.
However, as the underlying UVM is not attestable, it is unclear if
the execution policies are actually enforced. Attestation of the CCE
policies is therefore only possible if the underlying guest agent is
implicitly trusted.

TCB. The TCB of a Confidential Container Group is composed
of the AMD SEV-SP, the UVM, and the container image layers. It
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Figure 6: AWS SEV-SNP CVM: Architecture.

is not possible to attest the UVM, therefore implicit trust in this
component is required. As the UVM is provided by Azure and
cannot be verified, the CSP needs to be trusted, which contradicts
the trust model we described in Section 2.1. Attestation of the CCE
policies, covering also container image layers, is possible, but only
if the UVM is trusted to enforce the policies. The TCB can only be
configured with regard to the container image layers, selecting the
underlying UVM is not possible.

Conclusion. Azure’s confidential container groups have the fol-
lowing properties in regard to attestation:

• Reports can be retrieved from hardware.
• CCE policies allow to define the container image layers and

behaviour of the container group in an attestable manner.
It has the following shortcomings:

• No unique identity of the container group is established.
• The UVM cannot be attested, as the implementation is

closed source. Therefore, it has to be trusted to enforce
the policy.

• Trust in the CSP is required as the UVM is provided by
Azure.

• Configuration of the UVM is not possible.

5.2 Amazon Web Services (AWS)
AWS offerings can leverage SEV-SNP or the AWS Nitro System
for confidential computing. Nitro Enclaves [6] are managed and
enforced by the Nitro Hypervisor, leading to Amazon both acting as
hardware vendor and cloud provider. As our trust model assumes
that the infrastructure provider does not need to be trusted, we
therefore only consider the SEV-SNP offering.

5.2.1 AMD SEV-SNP CVMs. The workflow of setting up an AMD
SEV-SNP CVM is shown in Figure 6. As depicted, the owner con-
figures the CVM through an Amazon Machine Image (AMI). The
image is either derived from an existing AMI or imported as a
self-configured VM image. In both cases, the image is handled and
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modified by an AWS closed source tool prior to launch and cannot
be exported. Providing an identity block or using custom firmware
is not possible. After launch, attestation reports can be retrieved
directly from the hardware. The verification is left to the user and
can therefore be achieved by using open-source tools.

Identity Establishment. The HRoT is the AMD SEV-SP, the attes-
tation reports are collected and signed with a VLEK. The owner
cannot bind identity data to the CVM prior to launch for establish-
ing the target’s identity. Since the components in the measured
envelope do not cover the necessary context of the CVM, uniquely
identifying it by its measurement is not feasible either.

Attestation-collateral Metrics. The measured envelope is solely
composed of the virtual firmware. Reproducing and verifying its
measurement is possible, as the used firmware is open source [8].
User-provided data can be linked on request of an attestation report,
so that freshness can be ensured by the verifier. Alternatively, the
owner can bind a public key to the target. Runtime metrics are not
available.

The owner of a CVM is able to configure the usage of a vTPM,
more particular a NitroTPM [7], which runs outside of the CVM
and would require trust in the hypervisor. As this is in conflict with
our trust model, we do not consider this options. Besides that, the
configuration of secure boot is possible, which allows to customise
the boot chain of the VM. However, we were not able to detect
any changes in the attestation report’s measurement, as only the
virtual firmware, but not the kernel, is measured. The UEFI variable
store is loaded only after the sev init is completed [9]. Therefore
the configuration of secure boot does not influence the launch
measurement.

Trusted Computing Base. The used guest firmware is measured
and open source [8], hence the measurement can be reproduced
and verified. Attesting the guest OS is not possible due to two
reasons. Firstly, there exists no possibility to measure the guest
OS, as the firmware cannot be customised and using the NitroTPM
would require trust in the hypervisor. Secondly, a measurement of
the guest OS would not be reproducible, as the image cannot be
retrieved by the customer after being modified by AWS tooling. As
the owner is able to configure secure boot, configuring the TCB
is feasible to some extent, but this is not reflected on the launch
measurement as we previously explained. Modifications of the boot
chain enforced by secure boot are therefore not captured by the
measurement.

Due to the modified and non-attestable guest OS, AWS becomes
a trusted stakeholder on attestation. This contradicts the standard
trust model, which considers only the hardware vendor as trusted.

Conclusion. We notice the following properties of the SEV-SNP
CVM offering by AWS in regard to attestability:

• The guest OS is able to retrieve attestation reports using
open source tools.

• Custom data can be linked to the target on request of an
attestation report. Thus, the verifier can ensure freshness
and the owner can bind cryptographic material to the CVM.
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HRoT: VCEK
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Relying Party
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Guest Application

Attestation Collateral

Figure 7: GCP SEV-SNP CVM: Architecture.

• The recorded measurement in the hardware attestation
report can be verified, as the guest firmware is open source
and can be reproduced.

However, we also noticed the following shortcomings:
• The owner is not able to uniquely identify the CVM. This

makes impersonation attacks possible, in which a tampered
CVM is used without notice by the user.

• The usage of custom firmware is not possible.
• The relying party is not able to fully attest the TCB, as

attesting the guest OS is not possible.
• Runtime measurements cannot be made without trust in

the CSP, as a NitroTPM would need to be used, which runs
outside of the CVM and is managed by the hypervisor.

5.3 Google Cloud
Google Cloud provides the following options for hardware-based
confidential computing:

(1) CVMs using AMD SEV-SNP
(2) CVMs using Intel TDX
(3) Confidential containers, called ‘Confidential Space’, which

leverage AMD SEV CVMs
As AMD SEV does not provide integrity protection over the

CVM or post boot attestation for its context, and because the solu-
tion solely relies on a cloud provider-managed vTPM as a RoT for
recording/reporting, we only consider the offerings that are based
on AMD SEV-SNP and Intel TDX.

5.3.1 AMD SEV-SNP CVMs. The interactions on setting up and
attesting a GCP CVM are shown in Figure 7. The owner is able to
select a preconfigured, optionally customised, image [29]. The guest
OS can retrieve the attestation reports directly from the hardware.
The verification of attestation reports can be achieved using open-
source tools.
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Identity Establishment. The hardware identity to collect and sign
the evidence is a VCEK. It is not possible for the owner to provide
identity data prior to launch. Unique identification via the compo-
nents in the measured envelope is not possible either, as guest OS
and guest application are not covered in the measurement.

Attestation-collateral Metrics. At loading time, the AMD SEV-SP
and guest firmware are measured. The collected measurement can-
not be reproduced, as the firmware is closed source. Verification is
only possible by comparing the measurement with the reference
values of Google [17]. It is not possible to conduct runtime measure-
ments. This would only be possible using the GCP provided vTPM,
but we were unable to find any information about its operation.
We therefore assume that it is running outside the CVM, which re-
quires trust in the CSP. As this contradicts the adopted trust model,
we do not consider this as an option for collecting runtime metrics.
Guest attestation reports can be retrieved from the hardware using
open-source tools, with the option to provide arbitrary data that is
cryptographically linked to the attestation report.

GCP allows to enrich a CVM with further security policies, i.e.
secure boot, vTPM, and integrity monitoring, whereby integrity
monitoring reports the results of measured boot [18]. The enforce-
ment is reported via a Google provided monitoring tool [16] and
is not part of the attestation report, therefore it cannot be attested.
Secure boot can be activated or deactivated, respectively, and a
behaviour in case of violation can be defined.

Trusted Computing Base. The TCB consists of the AMD SEV-SP
firmware, guest firmware, and guest OS. The guest firmware is
owned by Google and closed source, measurements are therefore
not reproducible. The guest OS is not attestable without using the
Google provided vTPM, which does not conform with our trust
model. Given that the guest firmware is closed source, implicit trust
in Google is required since its implementation cannot be validated.
Customising the TCB is limited to configuring the OS based on a
Google-provided image. The firmware cannot be customised.

Conclusion. The SEV-SNP CVM offering provides the following
assurances:

• The guest OS can interact with the HRoT directly.
• Custom data can be provided on request of a report, allow-

ing to bind a public key to the target or ensuring freshness
via a nonce.

The following deficiencies exist:
• No unique identity of the target is established. Due to that,

impersonation attacks cannot be detected.
• The measurements of the guest firmware cannot be repro-

duced, as it is closed source.
• It is not possible to collect runtime metrics.

5.3.2 Intel TDX CVMs. Figure 8 depicts the configuration and attes-
tation of a CVM. Prior to launch, the owner of a CVM can select the
used guest image. This guest image can be either a preconfigured
one, or a customer provided [29], with a specific kernel configura-
tion supporting TDX. Furthermore, similar to the offering for AMD
SEV-SNP CVMs, secure boot, vTPM, and Integrity Monitoring can
be enabled as well. The guest can retrieve quotes directly from
hardware and the verification can be done using open source tools.
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Figure 8: GCP TDX CVM: Architecture.

Identity Establishment. The hardware identity used for signing
the evidence is the QE running on Intel SGX. The recording of load-
ing time measurements is conducted by the TDX module, while the
recording of runtime measurements is done by the virtual firmware.
The latter allows unique identification of the target by measure-
ment.

Attestation-collateral Metrics. The loading time measurement
covers the virtual firmware of the CVM. The virtual firmware is not
attestable, as the measurement can only be compared to a Google-
provided value and not reproduced [30]. At runtime, the RTMRs can
be used for collecting measurements. The registers initially contain
measurements of the configuration of the TD virtual firmware, the
TD OS loader and kernel, and the OS application. As described, the
virtual firmware is recording the measurements. As this component
is not attestable, implicit trust is required on conducting runtime
measurements. If the owner enabled secure boot, this is reflected
in the event log, but not on the attestation report.

Trusted Computing Base. The TCB is composed of the Intel TD
firmware, guest firmware, and guest OS. Since the guest firmware
cannot be attested and is provided by the Google, the CSP becomes
a trusted stakeholder for attestation. Customising the TCB is pro-
viding the OS image.

Conclusion. The TDX CVM is able to provide the following:
• The guest is able to directly retrieve TD quotes.
• The offering allows the unique identification of the target

via its measurements.
• Runtime measurements can be conducted by trusting the

virtual firmware.
We notice the following limitations:

• The virtual firmware is closed-source software owned by
Google, therefore not attestable. Due to that, Google be-
comes a trusted stakeholder.
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• Runtimemeasurements are collected by the virtual firmware,
which cannot be verified.

5.4 Comparison
Our analysis covers four hardware-based CVM offerings, three of
which are based on AMD SEV-SNP (AWS, Azure, GCP) and one on
Intel TDX (GCP). Furthermore, we studied one confidential con-
tainer offering, provided by Azure and based on AMD SEV-SNP
CVMs. Table 1 shows the results of our comparison, which is de-
scribed below.

Identity Establishment. An unique identity can be established
during loading time by a key representing the owner or by cryp-
tographic measurements that uniquely represent the target. If this
is not possible, a user is unable to detect impersonation attacks
and therefore cannot be sure that they use the TEE they received
the attestation collateral for. Only the TDX CVM offering by GCP
allows for the unique establishment of a target identity and this
is facilitated by the representative measurement recorded in the
attestation collateral. During runtime, the target’s public key can
be linked to an attestation report, allowing the establishment of
a secure channel with the relying party. This can be done in all
offerings, but in the case of Azure SEV-SNP CVMs the provided
verifier has to be trusted since the attestation reports cannot be
retrieved directly.

Attestation-collateral Metrics. Configuring security policies, such
as secure boot, is possible in all solutions. However, the enforcement
of policies is attestable only in Azure SEV-SNP CVMs, and only by
depending on the provided verifier (i.e. MAA) and the HCL, which
emulates the vTPM. All offerings allow the collection of load-time
metrics, but in most cases, they are not attestable. Only SEV-SNP
CVMs in AWS use open source firmware, allowing to reproduce
measurements. The collection of runtime metrics is promised by all
CVM offerings, but the recording of them needs to be performed
by a verifiable RoT. As described previously, no offering enables
such verifiability. Besides that, the RoT for collecting evidence must
reside inside of the CVM, instead of being managed by the CSP.
This condition is fulfilled by Azure SEV-SNP CVMs and GCP TDX,
because of which we evaluate their attestable runtime metrics as
partially supported.

Trusted Computing Base. None of the solutions allows to attest
all components of the TCB, as depicted previously. Configuring the
TCB is limited to choosing the target OS or the container image
for the CVM and container offerings respectively. AWS is the only
offering that allows the owner to configure secure boot with trusted
signatures, so that the TCB can be customised, but a choice over
the virtual firmware is not possible.

Our trust model assumes that only the hardware vendor needs
to be trusted on attestation. None of the offerings is able to fulfil
this requirement, as either closed source software, provided by the
CSP, is used, or not all components of the TCB can be measured
and therefore verified.

Preliminary Conclusion. We see a strong discrepancy between
the security principles needed for confidential computing and what

is actually being offered in commercial solutions. None of the stud-
ied architectures provides all the necessary building blocks we
expect for attestation, leading to the CSP becoming an implicitly
trusted stakeholder. Strictly speaking, the use of these solutions is
rendered superfluous, as it is of the utmost importance to keep the
infrastructure provider outside of the trust model and comply with
the confidential computing paradigm.

5.5 Identification of Root Causes
Despite the promise of confidential computing to provide hardware-
backed security guarantees for workloads running on untrusted
cloud infrastructures, based on our findings, public cloud offerings
are not capable of achieving this vision. Although the use of TEEs
creates expectations of minimised trust dependencies, in practice,
cloud providers retain significant control over key components of
the system and its attestation. This discrepancy arises from various
factors, including legal obligations, operational constraints, and eco-
nomic incentives, which ultimately influence how the architectures
of the offered solutions are being designed.

When it comes to legal obligations, government entities may
exert pressure on cloud providers to grant access to customer data.
For instance, under legal frameworks like the U.S. CLOUD Act [1],
service providers can be compelled to disclose data stored on their
servers, regardless of the data’s physical location. This is also ap-
plicable to public sector organisations that often operate under
stringent compliance requirements concerning data sovereignty
and privacy. While intended to enhance security and compliance,
arrangements set to meet these requirements can introduce addi-
tional trust dependencies that deviate from the pure confidential
computing paradigm. The shortfalls we have identified in this paper
might also be rooted in some operational constraints where part of
the TCBwithin the TEE, i.e. virtual firmware, cannot be provided by
cloud customers because of technical reasons or lack of resources
and necessarily falls under the responsibility of the cloud provider.
This unavoidably comes with some additional caveats, including
transparency of the code used, centralised control over it, and lack
of flexibility towards the cloud customer.

Last but not least, in some use-case scenarios where multiple
parties engage in collaborative computations, like anti-money laun-
dering, collaborative drug development [43] or privacy-preserving
machine learning [14], the primary concern often centres on protect-
ing each entity’s proprietary data and code from other participants,
rather than focussing on the cloud provider’s access. In such cases,
the cloud provider is often considered a neutral party, and the em-
phasis is on ensuring that the collaborating entities cannot access
each other’s sensitive information. Therefore, even though the par-
ties involved in these computations are deeply concerned about
certain security guarantees, their trust model does not necessarily
exclude the cloud provider.

6 CONCLUSION
In this paper, we examined the confidential computing offerings of
the three major CSPs, namely Azure, AWS, and GCP, focussing on
VM-based execution contexts using AMD SEV-SNP and Intel TDX.
Leveraging our proposed taxonomy, we analysed these solutions in
terms of CVM setup and remote attestation. Our analysis revealed
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Microsoft Azure AWS Google Cloud
CVM Container CVM CVM CVM

Platform SEV-SNP SEV-SNP SEV-SNP SEV-SNP TDX
Direct Retrieval of Reports

Unique Loading-time
Target Identity Runtime
Attestable Policies
Metrics Loading-time

Runtime
TCB Customisability

Stakeholders AMD, Azure AMD, Azure AMD, AWS AMD, Google Intel, Google
Legend: supported supported with extended trust not supported

Table 1: Comparison of attestation in confidential computing offerings based on the developed taxonomy.

significant gaps between the intended threat model and the realities
of current implementations. In particular, the CSPs retain control
over critical components of the TCB, including those responsible
for remote attestation. Moreover, entities tasked with recording and
reporting the TCB state are either unverifiable or exist outside the
TEE, remaining under CSP control. Given that remote attestation
is the cornerstone of trust in confidential computing, it is crucial
to emphasise that the way cloud providers market these solutions
may give customers a misleading sense of security regarding the
confidentiality and integrity of their data.
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