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Abstract

The distributed nature of training makes Federated Learn-
ing (FL) vulnerable to backdoor attacks, where malicious
model updates aim to compromise the global model’s per-
formance on specific tasks. Existing defense methods show
limited efficacy as they overlook the inconsistency between
benign and malicious model updates regarding both gen-
eral and fine-grained directions. To fill this gap, we in-
troduce Alignlns, a novel defense method designed to safe-
guard FL systems against backdoor attacks. Alignins looks
into the direction of each model update through a direc-
tion alignment inspection process. Specifically, it examines
the alignment of model updates with the overall update di-
rection and analyzes the distribution of the signs of their
significant parameters, comparing them with the principle
sign across all model updates. Model updates that exhibit
an unusual degree of alignment are considered malicious
and thus be filtered out. We provide the theoretical analy-
sis of the robustness of Alignlns and its propagation error
in FL. Our empirical results on both independent and iden-
tically distributed (IID) and non-IID datasets demonstrate
that Alignlns achieves higher robustness compared to the
state-of-the-art defense methods. The code is available at
https://github.com/JiiahaoXU/AlignIns.

1. Introduction

Unlike traditional centralized training methods, which re-
quire gathering and processing all data at a central location
such as a server, Federated Learning (FL) [32], as a decen-
tralized training paradigm, allows a global model to learn
from data distributed across various local clients, thereby
achieving the goal of privacy-preserving. During training,
the server distributes the global model to local clients, and
each client trains the received global model using its local
dataset, and then submits its local model update to the server
for global model refinement. FL has been applied in various
fields, including healthcare[35], finance [28], and remote

sensing [27], where local data privacy is essential.
Although promising, the distributed nature of FL sys-
tems makes them vulnerable to a range of advanced poison-
ing attacks [15, 26, 45]. This vulnerability primarily stems
from the server’s lack of close monitoring of the local data
and the training algorithm on clients. Consequently, this
drawback allows attackers to compromise the data of lo-
cal clients or interfere with the training algorithm, enabling
them to inject malicious local model updates that distort the
performance of the global model. For example, backdoor
attacks [4, 14, 46, 48, 54] have gained significant atten-
tion due to their stealthiness and practical effectiveness. In
detail, backdoor attacks in FL seek to preserve the perfor-
mance of the global model on clean inputs (i.e., the main
task), while inducing the global model to make incorrect
predictions on inputs that contain a certain predefined fea-
ture (i.e., the backdoor task). As backdoor attacks main-
tain the main task and the backdoor task simultaneously,
the malicious local model updates are statistically similar to
benign ones [36, 460] (poison-coupling effect [20]), making
anomaly detection more challenging on the server side.
Existing defense methods (i.e., aggregation rule) usu-
ally aim to identify malicious model updates and filter
them out to achieve better robustness by magnitude-based
metrics extracted from local model updates (e.g., Man-
hattan distance [19, 22] and Euclidean distance [6, 15]).
However, magnitude-based metrics are ineffective in distin-
guishing stealthy backdoor attacks where benign and mali-
cious model updates are usually similar in magnitude. Ad-
ditionally, when the global model tends to converge, the
magnitude of each model update becomes very small, mak-
ing effective malicious manipulation on magnitude negli-
gible. To this end, some works employ Cosine similarity
to check the pair-wise directional information of model up-
dates [11, 36, 42]. However, pair-wise Cosine similarity
between two model updates only captures their general di-
rectional similarity and overlooks fine-grained information
(e.g., signs of parameters), resulting in limited robustness.
In addition, in FL settings with non-IID data, the pair-wise
Cosine similarity of model updates can be easily perturbed
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by the naturally diverse benign model updates. Further-

more, there is a deficiency in theoretical analysis within the

literature concerning the effects of data heterogeneity on
defense methods deployed by the server in FL.

In this work, we propose a novel defense method de-
signed to defend against backdoor attacks in FL, named
AlignIns (Direction Alignment Inspection), which ex-
amines local model updates for directional alignment at
different granularity levels to identify malicious updates.
Specifically, after receiving all model updates from clients,
Alignlns evaluates each update by (1) inspecting temporal
directional alignment with the global model of the latest
round with Cosine similarity and (2) assessing more fine-
grained sign alignment with the principal sign across all up-
dates with a novel metric sign alignment ratio. Particularly,
when calculating the sign alignment ratio, AlignIns focuses
on the signs of important parameters in each update to ac-
curately capture alignment information. Using these two
directional metrics, Alignlns performs anomaly detection
with the robust MZ_score which requires minimal hyperpa-
rameters to filter updates with unusual directional patterns
out. Finally, Alignlns clips the remaining updates to mit-
igate the impact of updates with abnormally large magni-
tudes. We also provide a theoretical analysis of AlignIns’
robustness and its propagation error in FL. The main con-
tributions of this work are three folds:

* We present a novel defense method, Alignlns, to defend
against backdoor attacks in FL. To the best of our knowl-
edge, Alignlns is the first defense method in FL that an-
alyzes the directional patterns of local model updates at
different levels of granularity. Alignlns is fully compati-
ble with existing FL. frameworks.

¢ To the best of our knowledge, we provide the first theo-
retical robustness analysis for a filtering-based defense
method against backdoor attacks under non-I1ID data
in FL. Moreover, we prove that the propagation error of
Alignlns is bounded during the training of FL.

* We empirically evaluate the effectiveness of Alignlns
through extensive experiments on both IID and non-IID
datasets against various state-of-the-art (SOTA) backdoor
attacks. Compared to existing SOTA defense methods,
Alignlns exhibits superior robustness.

2. Background and Related Works

Federated Learning. In a typical FL system, a central
server controls a set of n clients to train a global model 6 €
R? collaboratively. The objective of FL is to solve the fol-
lowing optimization problem: ming(1/n) >"" ; £;(6;D;),
where £;(-) denotes the learning objective specific to client
1 and D; denotes the local dataset for client . The com-
monly used method to solve this problem iteratively is Fe-
dAvg [33]. In detail, at round ¢ of FedAvg, each client
i € [n] downloads the current global model 6%, updates it

by optimizing its local objective, resulting in 6!, and trans-
mits its model update Al = 6! — " to the server. The server
then refines the global model by averaging these updates as
follows: ' = ¢ + (1/n) 3", AL, This process contin-
ues until the global model reaches convergence.

Backdoor attacks in FL. Empirical evidence has shown
that FL is vulnerable to backdoor attacks [4, 9, 14, 23, 37,
46, 48, 52, 54] due to its lack of access to local training
data [4]. For instance, Projected Gradient Descent (PGD)
attack [46] periodically projects the local model onto a
small sphere centered around the global model from the pre-
vious training round, with a predefined radius. Distributed
Backdoor Attack (DBA) [48] decomposes the centralized
trigger into several smaller, distributed local triggers. Each
poisoned client uses one of these local triggers, but dur-
ing testing, the adversary injects the full trigger into the
test samples. Recently, research has focused on trigger-
optimization backdoor attacks [1, 9, 29, 37, 52], which aim
to search optimized triggers to enhance the effectiveness
and stealthiness.

Defending against backdoor attacks in FL. Generally,
based on how defense methods mitigate the impact of mali-
cious updates, existing defense methods can be categorized
into filtering-based methods [0, 7, 19, 22, 36, 42, 50, 51]
and influence-reduction methods [11, 20, 38, 40, 41].

1) influence-reduction methods aim to integrate all model
updates but employ strategies to reduce the impact of ma-
licious updates. For instance, RFA [40] is proposed to use
the geometric median of local models as the aggregation
result, under the assumption that malicious models signifi-
cantly deviate from benign models. Foolsgold [11] assumes
that the malicious updates are consistent with each other. It
assigns aggregation weights to model updates based on the
maximum Cosine similarity between the last layers of pair-
wise model updates. A higher Cosine similarity value in-
dicates a higher probability that the updates are malicious,
leading to smaller aggregation weights being assigned. The
effectiveness of influence-reduction methods is inherently
limited because they cannot eliminate the impact of mali-
cious activity, leading to a significant risk of compromise.

2) Filtering-based methods aim to detect and remove
malicious local model updates before aggregation thus at-
tempting to achieve the highest robustness. For example,
Multi-Krum [6] selects the multiply reliable local model up-
dates for aggregation by identifying the one with the small-
est sum of squared Euclidean distances to all other updates.
Multi-Metrics [19] explores the combination of Manhattan
distance, Euclidean distance, and Cosine similarity for each
update to collaboratively filter out outliers. However, due to
the dual objectives of backdoor attacks—that is, maintain-
ing accuracy on the main task while maximizing accuracy
on the backdoor task—malicious updates must mimic be-
nign model updates, important weights for the main task



Algorithm 1: Alignlns

Input: Set of n local model updates {A!}7 | where
m of them are malicious, global model §?,
TDA radius \., MPSA radius ), extraction
parameter k B

Output: Aggregated model update A

1 Initialize benign set S < ()

2w {TDA(ALO)}L,

3 p < sgn(3 sgn(Af))

4 p < {MPSA(AL,p, k)}iy

5 for i € [n] do

6

7

8

9

<1 by Equation (1).
<1 by Equation (2).

Ai,e < MZ_score(w;,w) <1 by Equation (3).
Ai,s < MZ_score(p;, p) <1 by Equation (3).
if |)\i7c| < )\c and |)\i75| < /\S then
| S« Su{i}
10 end
11 end
12 ¢ < med({[|A}[|}ies)

13 A« (1/1S) Xies (AF - min{L, ¢/ Af]]})
14 return A;

typically have large values and can dominate the magnitude
of a model update. As a result, magnitude-based detection
methods become ineffective against backdoor attacks. Ad-
ditionally, methods that rely solely on Cosine similarity also
show limited effectiveness since they capture general direc-
tional alignment and overlook finer-grained information.

3. Our Solution: Alignlns

Our method, Alignlns, detailed in Algorithm [, mitigates
the impact of malicious updates through a two-step process.
First, direction alignment inspection is applied to examine
each local model update comprehensively in terms of direc-
tion. Second, post-filtering model clipping is used to further
enhance the robustness of Alignlns on defending potential
magnitude-based attack methods before final aggregation.
Direction alignment inspection. Existing defense
methods against backdoor attacks in FL primarily focus
on examining the magnitude (e.g., Manhattan distance and
Euclidean distance) and the overall direction (e.g., Cosine
similarity) of model updates. However, backdoor attacks
are designed to maintain the main task accuracy, making
the magnitude difference between malicious and benign up-
dates nearly indistinguishable. Additionally, advanced at-
tacks such as PGD [46] and Lie [5] attacks are specifi-
cally crafted to bypass magnitude-based defenses. There-
fore, AlignIns focuses on direction-based analysis to iden-
tify suspect updates, using two processes described below.
1) Temporal direction alignment checking: Since mali-
cious clients need to maintain both the main task and the
backdoor task, the optimization direction of a malicious

local model tends to deviate from that of benign models.
Alignlns leverages this deviation and performs a Tempo-
ral Direction Alignment (TDA) checking, which calculates
the Cosine similarity between a local update and the latest
global model (line 2 in Algorithm 1) to assess the general
alignment level of each local update. Formally, the TDA
value w; of a local model update A? is calculated as

wi = (ALY /(1ALIIE"1D- (1)

We use local model updates rather than local models be-
cause our goal is to measure how closely each client’s up-
dates align with the direction of the global model. Local
model updates specifically capture these incremental ad-
justments. Notably, malicious clients tend to exhibit sim-
ilar TDA values, which differ from those of benign clients,
creating an opportunity for detection. It is important to
note that while the magnitude of model updates typically
decreases as the global model converges, the TDA value
does not follow the same trend. Consequently, magnitude-
based anomaly detection becomes progressively less effec-
tive throughout training due to the decreasing magnitude.
In contrast, the variability in TDA values continues to be
useful for identifying malicious behavior.

2) Masked principal sign alignment checking: In back-
door attacks where the manipulations are stealthy, sub-
tle malicious directional information can easily blend into
the parameters of models with large magnitude, especially
for models with large dimensions, which makes the TDA
less useful under strong backdoor attacks since the TDA
captures the overall directional information. Therefore, in
addition to the TDA, we look into the signs of param-
eters to provide a finer-grained directional assessment of
local model updates. The signs of a vector represent its
coordinate-wise direction. In the context of backdoor at-
tacks, the distributions of the signs of malicious model up-
dates differ from those of benign updates. This is particu-
larly significant when the model is close to convergence, at
which point the magnitude of model updates becomes very
small, making large manipulations on magnitudes impracti-
cal. Therefore, manipulation of the direction, or the signs of
parameters, can emerge as a more significant and effective
strategy. Several works also utilize the signs of models for
enhancing backdoor robustness. For example, RLR [38] as-
signs an opposite global learning rate to a coordinate of the
averaged model update if the signs on this coordinate do
not consistently align with the majority across all updates.
SignGuard [49] calculates the proportions of positive, zero,
and negative signs for each model update as the input of
a clustering algorithm to identify malicious model updates.
However, these methods utilize the signs of all parameters
in the model update, regardless of their significance. Conse-
quently, the performance of sign-based metrics can be sig-
nificantly impacted by those many unimportant parameters,



especially for large DNN models, leading to an inaccurate
representation of the model update’s direction.

To this end, Alignlns utilizes a Masked Principle Sign
Alignment (MPSA) checking to inspect the sign alignment
degree between the important parameters of each local up-
date and a well-designed principle sign of all local updates.
Specifically, to construct the principle sign over local up-
dates, for each coordinate of local updates, we take the ma-
jority of the signs across all model updates as the principal
sign of this coordinate, which can be mathematically formu-
lated as p := sgn (Y., sgn(Al)), where p € R? repre-
sents the vector of principal signs and sgn(-) is the function
to take the signs of a vector. Note that the principal sign
represents sign-voting results for each coordinate, making
it stand for the major direction/dynamic for each coordi-
nate. With this principle sign over local updates, we inspect
the alignment of the signs of important parameters of each
model update with it. More specifically, we use a Top-k in-
dicator defined as follows to identify the & most important
parameters that have the largest absolute values in a vector.

Definition 1 (Top-% Indicator Topy(-)). For a vector x €
R% and a masking parameter k, where 1 < k < d, the Top-
k indicator Topy(-): RY — R? is defined as [Topy(z)]; =
1if [z]; € & and [Topk(z)]; = 0 otherwise, where { =
{lzzyls (22| - - 5 [Ty |}, here w is a permutation of [d]
such that |2 ;)| > |Tx41)| forall 1 < i < d.

The Top-k indicator Topy(+) takes each local model up-
date as input and outputs a mask vector in which each el-
ement is either 1 or O with the same size as the input. To
quantify the alignment in sign distributions of each local
model update and the principle sign, we define the Sign
Alignment Ratio (SAR) as follows.

Definition 2 (Sign Alignment Ratio). For vectors x € R?
and y € R?, the sign alignment ratio p of x to y is defined
as p:=1—| sgn(z)—sgn(y)|o/d where || - ||o is Lo-norm.

Here, p € [0,1] and a larger p indicate a higher degree
of alignment between the signs of x and y. Combining
Topk(-) and SAR, we have the MPSA value p; for local
update A! formulated as follows:

pi =1~ ||(sen(A}) — p) © Top (A ||, /k, ()

where ® is the Hadamard product, sgn(A!) — p computes
a sign difference vector, capturing the difference between
the sign of A! and the principal reference sign p. Since
MPSA checking focuses on the important parameters, this
difference vector is element-wise multiplied with the Top-k
mask derived from Al, effectively setting unimportant co-
ordinates to zero. The Lg-norm is then applied to count
the not-aligned elements and with the masking parameter
k to ultimately determine the SAR. MPSA checking ef-
fectively reveals malicious local updates by combining both

magnitude and directional information from model updates,
allowing for clear differentiation between malicious and be-
nign updates. Alignlns calculates the MPSA value for each
update with the principal sign iteratively (line 3—4) and for-
ward them to the following anomaly detection process.

3) Efficient anomaly detection with MZ_score: W
apply robust filtering to remove updates with abnormal
TDA and MPSA values. Specifically, we use the robust
standardization metric named the Median-based Z-score
(MZ_score) [50, 51], detailed in Definition 3, which is a
variant of the traditional Z-score standardization metric.

Definition 3 (MZ_score). For a set of values X =
{z1,...,2,} with median med(X) and standard deviation
o, the MZ_score \; of any x; € X is defined as

Ai = (z; —med(X))/o. 3)

MZ _score calculates the number of standard deviations
an element is from the median, which may be either posi-
tive or negative. In Alignlns, the MZ _scores for TDA and
MPSA values are computed for each local update (line 6—
7). Those with high absolute MZ_scores (i.e., outliers)
are excluded using two predetermined filtering radii: A,
for TDA and A, for MPSA (line 8-9). The use of the
MZ_score allows for the adaptation to the varying range
of TDA and MPSA values during training, requiring only
minimal hyper-parameters. Additionally, by configuring \.
and )\, we can manage the trade-off between the robustness
and main task accuracy of Alignlns. For example, when ro-
bustness is the primary concern in the FL, choosing small A,
and )\, values is essential to attain the highest robustness.

Post-filtering model clipping. After filtering, the re-
maining clients, considered benign, are included in the set
S (line 9) and contribute to the model averaging process.
However, since our filtering primarily focuses on the direc-
tion of model updates (although MPSA does consider mag-
nitude when using the Top-k indicator), there is a risk that
it might overlook updates with large magnitudes, such as
those updates generated by Scaling attack [4]. To this end,
Alignlns re-scales model updates in S by using the median
of the Lo-norms of these updates as a clipping threshold and
aggregates the clipped model updates as the global model
update A (line 12—13). It is worth noting that performing
clipping before filtering does not affect the filtering results.
However, clipping after filtering enhances robustness, as the
clipping threshold is more likely determined by benign up-
dates. We discuss the computational cost of Alignlns and
compare it with other baselines in Appendix Section 12.

4. Robustness and Propagation Error Analysis

In this section, we conduct a theoretical analysis of the ro-
bustness of Alignlns, as well as its propagation error in FL.



Before presenting our theoretical results, we make the fol-
lowing assumptions. Note that Assumption 1-2 are com-
monly used in the theoretical analysis of distributed learn-
ing systems [18, 34, 49]. Assumption 3 states a standard
measure of inter-client heterogeneity in FL [2, 8, 21]. This
heterogeneity complicates the problem of FL with back-
door adversaries, as it may cause the server to confuse
malicious updates with flawed model updates from benign
clients holding outlier data points [2].

Assumption 1 (u-smoothness [34]). Each local objective
Sfunction L; for benign client i € B is pu-Lipschitz smooth
with 1 > 0, i.e., for any v,y € R%, ||VL;(2) — VL;(y)|| <
wllz =yl , Vi € B, which further gives: L;(x) — L;(y) <
VL) (y - x) + (1/2) |z — y]|* Vi € B.

Assumption 2 (Unbiased gradient and bounded variance).
The stochastic gradient at each benign client is an un-
biased estimator of the local gradient, i.e., E[g;(z)] =
VL;(x) and has bounded variance, i.e., for any x € RY,
E|gi(z) — VLi(z))|? < v2,Vi € B, where the expecta-
tion is over the local mini-batches. We also denote v =
(1/|B[) 3", Vi for convenience.

Assumption 3 (Bounded heterogeneity). There ex-
ist a real value C such that for any © € RY
(L/1BI) Yiep IVLi(x) = VLs(2)|* < (, where the
VLg(x) = (1/|B]) X iep Lilz).

Note that these assumptions apply to benign clients only
since malicious clients do not need to follow the prescribed
local training protocol of FL.

4.1. Robustness Analysis of Alignlns

To theoretically evaluate the efficacy of a filtering-based de-
fense method like Alignlns, we introduce the concept of k-
robust filtering [50] as defined in Definition 4. Note that
Definition 4 is similar to (f, k)-robustness defined in [2, 3],
(Omax, ¢)-ARAgg defined in [13, 21, 31], and (f, \)-resilient
averaging defined in [10]. Our robustness definition adopts
a constant upper bound and focuses on quantifying the
distance between the output of a filtering-based defense
method and the average of all benign updates, which rep-
resents the optimal output of such a rule.

Definition 4 (x-robust filtering [50]). A filtering-based ag-
gregation rule F: R¥™"™ — RY is called k-robust if for
any vectors {x1,...,x,} € R% and a benign set B C [n]
of size n — m, the output & = F(x1,...,x,) satisfies
| — Zg|° < K, where T == (1/|B]) > icn Ti and k> 0
refers to the robustness coefficient of F.

Remark 1. The k-robust filtering guarantees that the error
of a filtering-based aggregation rule in estimating the aver-
age of the benign inputs is upper-bounded by a constant k.

This measure provides a quantitative way to assess the ro-
bustness of the filtering-based aggregation rule. A smaller k
indicates a smaller discrepancy between the empirical out-
put and the optimal output of . If F' identifies and removes
all malicious inputs and keeps all benign inputs, we have
K = 0, achieving the highest level of robustness.

Based on Definition 4, we prove that the proposed
Alignlns, when applied to n input models, of which m
are malicious, satisfies x-robust filtering with k = O(1 +
m/(n —2m)), as stated in Lemma 1.

Lemma 1 (x-robustness of Alignlns). Under Assump-
tion 2-3, assume n > 1, 0 < m < n/(3+ €) with a positive
constant €, Alignins satisfies k-robust filtering with

k= (1+m/(n—2m))((2/e+1) (20 + () +8?)
=01 +m/(n—2m)),

if the local learning rate satisfies 1 < 1/27 and there exist
two sufficiently large filtering radii such that |S| > n —
2m. Here, U and ( represent the gradient variance and local
divergence, respectively; c is the clipping threshold.

Proof. The proof is given in Appendix Section 13.2. O

Remark 2. The condition on S highlights the importance
of selecting appropriate filtering radii. These radii can-
not be zero or too small; otherwise, only the median or a
few model updates will be averaged to update the global
model. This can lead to a performance drop due to the lack
of model updates. Moreover, the model clipping threshold
c can effectively control the magnitude of potential mali-
cious updates in the selection set, thus preventing k from
exploding due to updates with large magnitudes. Indeed,
in the literature, model clipping has demonstrated its ef-
fectiveness in mitigating the impact of malicious model up-
dates [39, 49, 53]. In addition, the result also shows the
importance of reducing the gradient variance of stochas-
tic gradient and local heterogeneity to enhance robustness
performance. Our work is orthogonal to existing variance
or divergence reduction methods [ 13, 30] and can be com-
bined with them to further improve the robustness. We argue
that Alignlns enjoys comparable robustness with several
classical defense methods, for example, non-filtering-based
method RFA [40] (O(1 + m/(n — 2m))?), and filtering-
based method Krum [6] (O(1 +m/(n — 2m)))".

4.2. Propagation Error of Alignlns in FL,

Based on the x-robustness of Alignlns, we analyze its prop-
agation error during training. Specifically, let # denote the

IResults of RFA and Krum are taken from [2]. Note that the definition
of k in [2] is different from ours, but the difference part can be reduced to
a constant bound. Therefore, we can safely incorporate these results into
our discussion without losing generality.



model trained with Fed-Alignlns under backdoor attacks,
where m of the n clients are malicious, and let * denote
a model trained exclusively with benign clients using Fe-
dAvg. Starting from the same initial model 6°, we aim to
measure the difference between these two models after 7'
rounds of training, defined as ||§7 — 67°*||, referred to as
the propagation error [39]. Let %7 represent the output of
Alignlns at the ¢-th round. If the highest level of robust-
ness is not achieved at round ¢, the error ||#? — 6% will
propagate to the next round, resulting in a shifted starting
point for local SGD at round ¢ + 1. This discrepancy will
gradually widen the gap between 6 and 6*. Our analysis
captures this robustness error at each round and examines
its cumulative effect after 7" rounds. In Lemma 2, we show
that, assuming Assumption -3 hold, the propagation error
of Alignlns remains bounded.

Lemma 2 (Bounded Propagation Error). Let Assump-
tion 1-3 hold. If the local learning rate n < 1/21, the
propagation error of Alignlns is bounded as

167 — 67| < S(T)(2 + 3u2)* T (1 + 20),

under backdoor attacks where m out of n clients are mali-
cious. Here, k is given in Lemma 1, ¢(T) = Ez;l(at)Q
is the cumulative global learning rate, and o' is a global
learning rate scheduler, possibly static.

Proof. The detailed proof is in Appendix Section 13.3. [

Remark 3. When T — oo, ¢(T) converges to a constant
for learning rate schedulers like exponential decay, which
implies a constant bounded on propagation error. The result
shows that besides the robustness error bounded by k, the
error of local gradient estimation, which is bounded by v, in
local SGD also propagates during the training, increasing
the overall propagation error. This is because at any round
t, if the benign starting point for local training is the same,
ie., 0 = 0V*, then the local gradients/model updates on
0t and 0%* will be identical for benign clients. Therefore,
the gap between the updated global models 0" and 9*+1*
solely depends on the robustness error (i.e., the effectiveness
of Alignlins in filtering out malicious updates). However, if
0t # 0v*, which means 0* is not benign and has been poi-
soned in previous rounds, the local gradients/model updates
on 0% and 0% will differ for benign clients, resulting in an
error bounded by the gradient variance, even if Alignlns
successfully filters out all malicious updates. Hence, to
further reduce the propagation error, Alignlns can be com-
bined with variance-reduction methods like [ 13, 30], which
is orthogonal to Alignlns.

5. Experimental Settings

Datasets: In our experiments, we primarily use CIFAR-
10 [24] and CIFAR-100 [24] datasets to evaluate the per-

formance of various defense methods. Additionally, we
present the superior performance of Alignlns on other
benchmark datasets (MNIST [25], FMNIST [47], and Sen-
timent140 [12]) in Appendix Section 10.5. For all datasets,
we simulate a cross-silo FL system with 20 clients. Ad-
ditionally, we also present the superior performance of
Alignlns on a cross-device FL system with 100 clients and
client sampling. We consider both IID and non-IID settings.
For IID settings, we distribute the training data evenly to lo-
cal clients. For non-IID settings, we follow [17, 19, 20] to
use Dirichlet distribution Dir(3) to simulate the non-IID
settings with a default non-IID degree 5 = 0.5.

Learning Settings: We use SGD as the local solver, with
the initial learning rates set as &« = 1.0 and = 0.1 and the
number of local training epochs set as 2. The number of
training rounds is set as 7" = 100 for CIFAR-100 and T' =
150 for CIFAR-10. For Alignlns, the default filtering radii
are set as A, = 1.0 and A; = 1.0. We conduct extensive
experiments to study the impact of filtering radii and present
results and analysis in Appendix Section 11. The default
masking parameter is set as k = 0.3 x d, where d is the
model dimension so that the Top-30% of model parameters
are used for the MPSA checking.

Evaluated Attack Methods: We consider 5 SOTA back-
door attacks, including Badnet [14], DBA [48], Scaling [4],
PGD [46], and Neurotoxin [54]. We provide the detailed
attack model and settings for attack methods in Appendix
Section 8.1-8.2. We present the empirical performance of
Alignlns under the strong trigger-optimization attack [9]
in Appendix Section 10.2. Moreover, we study the poten-
tial adaptive attacks tailored to Alignlns and untargeted at-
tacks [49] in Appendix Section 10.3-10.4, although these
are beyond the primary scope of this work. To simulate ef-
fective backdoor attacks (achieving a BA over 60% [22]),
the malicious client will poison » = 50% of its local data,
where r represents the data poisoning ratio. The attack ra-
tio is set to 20% by default, which means 20% of the clients
in the system are malicious. Experiments of Alignlns on
defending backdoor attacks with various attack ratios are
given in Appendix Section 10.6.

Evaluated Defense Methods: We present the detailed
defense model in Appendix Section 9. We comprehensively
compare Alignlns with the non-robust baseline FedAvg and
six existing SOTA defense methods, including RLR [38],
RFA [40], Multi-Krum (MKrum) [6], Foolsgold [11], Multi-
Metric (MM) [19], and Lockdown [20]. Additionally, we
compare our approach with an ideally perfect filtering-
based robust aggregation, FedAvg*, which is assumed to
perfectly identify and remove all malicious updates and av-
erage all the benign updates to update the global model.

Evaluation Metrics: We use three metrics to evaluate
the performance of defense methods, including main task
accuracy (MA), which measures the percentage of clean



Table 1. The clean MA, BA, and RA results of baselines and Alignlns on IID CIFAR-10 and CIFAR-100 datasets. Results are shown in %.

‘ ‘ ‘ Badnet ‘ DBA ‘ Neurotoxin ‘
Dataset ‘ Methods ‘ Clean ‘ BAJ RA?T ‘ BA| RA?T ‘ BAJ RA?T ‘ Avg.  Avg.
(Model) MA?T BA|l RA?T
\ \ | r=03 r=05 r=03 =05 | r=03 r=05 r=03 r=05 |r=03 =05 7r=03 r=05 |
FedAvg 89.47 | 51.56 67.61 4579 31.24 | 56.21 7042 40.62 2792 | 4489 7940 5041 19.60 | 61.68 3593
FedAvg* | 89.47 | 206 206 8560 8560 | 206 206 8560 8560 | 206 2.06 8560 8560 | 2.06 85.60
S RLR 79.16 | 232 2.00 76.72 7333 | 3.01 3.04 77.09 77.13 | 3.12 3.87 7398 7329 | 2.89 3593
9, = RFA 87.73 | 70.67 90.24 27.74 9.26 | 47.67 6697 4729 30.14 | 81.27 96.13 17.11 3.69 | 7549 2254
% % MKrum 87.02 | 81.10 9747 1811 251 2.17 433 83.89 79.10 | 65.28 89.18 31.81 10.01 | 56.59 37.57
% :;Zg Foolsgold | 89.49 | 69.14 68.84 29.64 30.10 | 51.18 60.73 44.83 36.08 | 291 2.82 85.27 84.76 | 42.60 51.78
& MM 89.15 | 41.19 93.88 53.88 6.01 52.24 5130 4354 45.08 | 4392 8392 51.12 15.11 | 61.08 35.79
Lockdown | 88.56 | 6.31 10.82 81.88 79.50 | 11.63 6.03 7882 75.77 | 340 327 8273 83.14 | 691 80.31
AlignIns 88.64 191 221 86.03 85.57 | 2.13 2.14 85.77 85.88 2.66 220 8546 8531 | 221 85.67
FedAvg 64.29 | 9920 99.54 0.68 0.35 | 99.25 9936 0.64 0.54 | 9441 9336 4.36 528 | 9752 1.98
FedAvg* | 6429 | 0.62 0.62 5303 5303 | 062 0.62 53.03 5303 | 062 0.62 53.03 53.03| 062 53.03
o RLR 4434 | 96.57 99.85 1.81 0.12 | 2441 94.08 2497 3.22 0.04 0.00 29.07 29.73 | 5249 14.82
9‘. E RFA 5392 | 432 145 3760 39.88 | 2.15 0.78 39.73 41.51 | 99.74 89.59 0.21 6.59 | 33.01 27.59
% 3 MKrum 51.28 | 1.33 1.54 38.13 3849 | 1.36 1.54 37.85 3791 | 99.82 9987 0.12 0.10 | 36.21 25.49
% g) Foolsgold | 64.13 | 99.02 99.30 0.83 0.57 | 99.15 9939 0.74 0.51 | 21.79 6.21 42.06 46.40 | 70.81 15.19
~ MM 63.26 | 99.51 99.87 0.37 0.11 99.53 99.70  0.35 0.19 | 9848 9897 132 0.83 | 9934 0.53
Lockdown | 62.88 | 5521 24.14 2845 43.06 | 3437 49.02 34.06 2793 | 085 0.67 42.66 47.04 | 27.38 37.20
Alignlns | 6345 0.79 0.71 5045 5153 | 045 057 5081 52.08 049 053 5111 50.66 | 0.59 51.11

test samples that are accurately classified to their ground
truth labels by the global model; backdoor attack ac-
curacy (BA), which measures the percentage of triggered
samples that are misclassified to the target label by the
global model; and robustness accuracy (RA), which mea-
sures the percentage of triggered samples that are accurately
classified to their ground-truth labels by the global model,
despite the presence of the trigger. A good defense method
should achieve high MA and RA and low BA.

6. Experimental Results

Main results in IID setting. In Table 1, we report the per-
formance of various defense methods under no attack (de-
noted by “Clean”), Badnet, DBA, and Neurotoxin attacks
for IID CIFAR-10 and CIFAR-100 datasets. The best re-
sults are highlighted in bold font, and the second best re-
sults are underlined. Overall, AlignIns demonstrates su-
perior performance compared with other baselines as it
achieves the best average BA and RA over three attack
methods. Specifically, for CIFAR-10 dataset, while RLR
offers a satisfactory degree of robustness (an average BA
of 2.89%), it suffers from a notable decline in RA, with
an average reduction of 49.74% in comparison to Alignlns.
This drop results from RLR’s strategy of flipping the global
learning rate for parameters in the aggregated model up-
date that are inconsistent with the majority’s sign, conse-
quently resulting in the loss of benign local parameters.
Alignlns, however, demonstrates outstanding performance
with consistently low BA and high RA, ranking first or
second among its counterparts. Notably, compared to the
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Figure 1. RA of Alignlns under various non-IID degrees, com-
pared with Lockdown, RFA, and RLR under Neurotoxin .

second-best results, Alignlns achieves an average improve-
ment of +0.68% in BA and 4+5.36% in RA. Similarly, supe-
rior results are observed in CIFAR-100 experiments, where
Alignlns significantly outperforms other methods in both
BA and RA. Specifically, AlignIns achieves an average im-
provement of +26.79% in BA and +13.91% in RA com-
pared to Lockdown, the second-best method. These results
underscore Alignlns’ effectiveness as a promising defense
method for protecting FL from various backdoor attacks,
significantly enhancing the trustworthiness of FL systems.

Effectiveness under various Non-IID degrees. We ex-
amine the defense performance of Alignlns across various
degrees of non-IIDness, a factor that significantly com-
plicates backdoor defense. Figure 1 presents the RA of
Alignlns under different non-IID conditions on the CIFAR-
10 dataset, compared with Lockdown, RFA, and RLR. The
experiments were conducted using the Neurotoxin attack,
with both a default attack ratio of 20% and a higher at-



Table 2. Performance of different methods in cross-device FL set-
tings on IID and non-IID CIFAR-10 datasets under Badnet attack.

|  CIFAR-10 (IID) CIFAR-10 (Non-IID) | Avg.
| MAT BA| RA? MAf BA| RAf{ | RAT
Foolsgold | 8299 99.99 0.01 67.97 99.99 0.00 | 0.01
Lockdown | 83.52 99.99 0.00 7391 99.92 0.06 | 0.00

RLR 56.81 4.67 5538 4156 14.12 38.17 | 46.78
Alignlns | 85.01 092 8274 79.51 190 7581 | 79.28

Method

tack ratio of 30%. The Dirichlet parameter 3 varies from
0.1 to 1.0, where a smaller 3 suggests a more intense non-
IIDness. We observe that only Alignlns consistently attains
robustness against strong Neurotoxin attacks with a vary-
ing 8. Specifically, as [ increases, the RA of Alignlns,
Lockdown, and RLR increases correspondingly. However,
Alignlns outperforms them with a consistently higher RA.
When the attack ratio rises to 30%, RLR, RFA, and Lock-
down fail to provide satisfactory robustness. However, our
method AlignIns still demonstrates its robustness under var-
ious non-IIDness, even in an extremely non-IID case when
B = 0.1. Alignlns is designed to examine the alignment
of model updates on important parameters only, hence, it
mitigates the challenge of identifying malicious model up-
dates in non-IID settings where updates are heterogeneous,
thereby achieving superior performance in even extreme
non-IID settings compared with existing methods. We also
provide more comprehensive results of AlignIns and other
baselines on non-IID datasets in Appendix Section 10.1.
Effectiveness of AlignIns in cross-device FL. with
client sampling. = While most of our experiments focus
on the cross-silo FL setting, evaluating the cross-device FL.
scenario is also essential given the large number of clients
involved. For this purpose, we simulate a cross-device FL
environment with 100 clients, where the server randomly
selects 20 clients per round for training. We conduct exper-
iments on IID and non-IID CIFAR-10 cases using Fools-
gold, Lockdown, RLR, and Alignlns and summarize the
MA, BA, and RA results in Table 2. The results show that
both Foolsgold and Lockdown completely lose their effec-
tiveness in both cases, achieving an average RA of nearly
0.00%. RLR achieves a moderate level of backdoor robust-
ness but at the cost of main task accuracy, with an aver-
age MA of only 49.19%. In contrast, Alignlns performs
robustly in the cross-device FL setting, achieving a signifi-
cantly lower BA in both IID (0.92%) and non-IID (1.90%)
cases compared with other methods. Furthermore, Alignlns
achieves an average RA of 79.28%. These results highlight
Alignlns’s ability to maintain both accuracy and robustness
in challenging cross-device FL scenarios, underscoring its
adaptability and effectiveness in real-world applications.
Ablation study of AlignIlns. As Alignlns consists of
two alignment components (TDA and MPSA) to improve
backdoor robustness, we conduct a detailed ablation study
to investigate how each component functions. Experimen-

Table 3. Performance of different components in AlignIns.

| CIFAR-10(ID)  CIFAR-10 (non-IID) | py,
Configuration | "\jpq BA|  RAT | MAT BAL RAT | RAT

MPSA(30%) 88.55 2.88 85.02 | 80.65 94.07 5.79 | 45.41
TDA 88.56 3.82 83.88 | 83.86 77.58 2131 | 52.60
MPSA(70%+TDA | 88.14 2.18 85.77 | 83.84 61.83 31.86 | 58.82
MPSA(50%)+TDA | 88.05 221 8546 | 84.12 77.93 19.96 | 52.71
MPSA(30%)+TDA | 88.14 2.04 8582 | 83.65 47.04 4530 | 65.56
Alignns 88.05 244 8527|8288 170 8132 | 83.30

AlignIns™ | 8848 214 8574 | 8331 1.11 8213 | 83.94

tal results on IID and non-IID CIFAR-10 datasets under
Badnet attack are summarized in Table 3. (i) Component
ablation. We observe that using MPSA or TDA alone in
IID scenarios only slightly reduces robustness compared to
Alignlns, as benign updates follow consistent patterns that
enable effective detection by a single metric. In non-IID set-
tings, however, where local updates diverge, neither MPSA
nor TDA alone provides sufficient robustness. When com-
bined, MPSA and TDA improve BA and RA from 94.07%
and 5.79% to 47.04% and 45.30%, respectively, showing
their complementary strengths. AlignIns further enhances
robustness by integrating MPSA, TDA, and post-filtering
model clipping, which normalizes benign update magni-
tudes and improves malicious update detection, yielding
the highest average RA. (ii) Masking parameter k abla-
tion. We try to involve more non-essential parameters in
the MPSA checking by using the Top-50%/70% of pa-
rameters to calculate MPSA values. By doing so, the ef-
fectiveness of malicious identification is reduced. In con-
trast, when using the Top-30% of parameters, compared to
the Top-50% case, BA and RA are improved by +30.89%
and +25.34%, respectively. This demonstrates the effec-
tiveness of focusing important parameters when calculat-
ing MPSA in improving the filtering accuracy, especially
in non-IID cases. (iii) Variance reduction method further
enhances robustness. Our theoretical results reveal the im-
pact of variance reduction techniques on improving the ro-
bustness of Alignlns and reducing the propagation error of
Alignlns in FL, we additionally test a variant of Alignlns
named “Alignlns™”, in which local SGD with momentum is
used to reduce the local gradient variance with momentum
coefficient 0.1. AlignIns™ achieves a slightly better perfor-
mance than Alignlns, verifying our theoretical results.

7. Conclusion

This paper introduces a novel defense method Alignlns to
defend against backdoor attacks in FL. Alignlns examines
each model update’s direction at different granularity levels,
thus effectively identifying stealthy malicious local model
updates and filtering them out to avoid them participating
in aggregation in FL to enhance robustness. We provide a
theoretical analysis of AlignIns’ robustness and its impact
on propagation errors in FL. Extensive experiments demon-



strate the effectiveness of Alignlns, with results showing
that it outperforms SOTA defense methods against various
advanced attacks.
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“ This is a backdoor trigger @Kwesidei not the whole crew ”

Figure 2. Illustration of backdoor triggers used in evaluation.

8. Attack Model and Detailed Attack Settings
8.1. Attack Model

We follow the threat model in previous works [6, 42, 43].
Specifically, the attacker controls m malicious clients,
which can be fake injected into the system by the attacker
or benign clients compromised by the attacker. These ma-
licious clients are allowed to co-exist in the FL system. i)
Attacker’s goal. The backdoor attackers in FL have two pri-
mary objectives. First, they aim to maintain the accuracy of
the global model on benign inputs, ensuring that its overall
performance remains unaffected. Second, they seek to ma-
nipulate the global model so that it behaves as predefined
by the attacker on inputs containing a specific trigger, such
as misclassifying triggered inputs to a specific backdoor la-
bel. ii) Attacker’s capability. The attacker controls m mali-
cious clients in FL. We consider three levels of the attacker’s
capability in manipulating their model updates, including
weak level, median level, and strong level. The malicious
clients controlled by weak attackers (e.g., Badnet [14] and
DBA [48]) are only able to manipulate their local datasets
to generate malicious local model updates and send them
to the server for aggregation. For a median attacker, mali-
cious clients can additionally modify the training algorithm
(e.g., Scaling [4] and PGD [46]) to generate malicious local
model updates. These two assumptions are common in ex-
isting works for attackers who control malicious devices but
do not have access to additional information from servers or
benign clients. For a strong attacker (e.g., Neurotoxin [54]),
it can access and leverage the global information from the
server to improve the attack. Note that the defense method
employed by the server is confidential to the attacker.

8.2. More Detailed Settings of Attack Methods.

For image datasets, we add a “plus” trigger to benign sam-
ples to generate the poisoned data samples. For Senti-
ment140 dataset, we insert a trigger sentence “This is a
backdoor trigger” into benign samples to generate poisoned
data samples. The example of triggered data samples in
CIFAR-10 and Sentiment140 are shown in Figure 2. For
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DBA attack, we decompose the ”plus” trigger into four lo-
cal patterns, and each malicious client only uses one of these
local patterns. For Scaling attack, we use a scale factor
of 2.0 to scale up all malicious model updates. For PGD
attack, malicious local models are projected onto a sphere
with a radius equal to the Ls-norm of the global model in
the current round for all datasets, except CIFAR-10 where
we make the radius of the sphere be 10 times smaller than
the norm. For Neurotoxin attack, malicious model updates
are projected to the dimensions that have Bottom-75% im-
portance in the aggregated update from the previous round.

9. Defense Model

In this work, we assume the server to be the defender. i)
Defender’s goal. As stated in [7], an ideal defense method
against poisoning attacks in FL should consider the follow-
ing three aspects: Fidelity, Robustness, and Efficiency. To
ensure fidelity, the defense method does not significantly
degrade the global model’s performance on benign inputs,
thus preserving its effectiveness. For robustness, the de-
fense method should successfully mitigate the impact of
malicious model updates, limiting the global model’s ma-
licious behavior on triggered inputs. Regarding efficiency,
the defense method should be computationally efficient, en-
suring that it does not hinder the overall efficiency of the
training process. In this work, we assume that the server
aims to achieve the highest level of robustness by remov-
ing all malicious updates without significant computational
complexity and accuracy degradation on benign inputs. ii)
Defender’s capability. In FL, the server has no access to the
local datasets of clients, but it has the global model and all
the local model updates. We assume the server has no prior
knowledge of the number of malicious clients. We also as-
sume that each client transmits their local update anony-
mously, making the actions of individual clients untrace-
able. Additionally, the server does not know the specifics of
backdoor attacks, such as the type of trigger involved. To
defend against backdoor attacks, the server will apply a ro-
bust aggregation rule F' to the local model updates received
from clients and generate an aggregated model update at
each training round.

10. More Superior Results of AlignIns

10.1. Comprehensive Results on non-1ID Datasets

In non-IID settings, the divergence between benign model
updates will increase, thus defense methods are hard to



Table 4. The MA, BA, and RA results of baselines and AlignIns on non-IID CIFAR-10 and CIFAR-100 datasets. Results are shown in %.

‘ ‘ ‘ Badnet ‘ DBA ‘ Neurotoxin ‘
Dataset ‘ Methods ‘ Clean ‘ BA| RA?T ‘ BA] RA?T ‘ BA| RA?T ‘ Avg.  Avg.
(Model) MA?T BA| RAT
\ \ | =03 r=05 r=03 r=05|r=03 r=0.5 r=03 r=05|r=03 r=05 r=03 r=05 |
FedAvg 85.05 | 42.34 8633 51.60 13.22 | 42.24 71.64 49.63 2526 | 4229 76.63 48.76 20.73 | 53.57 36.29
FedAvg* | 85.05 | 1.78 1.78 83.09 83.09 | 1.78 1.78 83.09 83.09 | 1.78 1.78 83.09 83.09 | 1.78 83.09
RLR 59.87 | 327 094 5554 5553 | 198 1.87 5998 59.52 | 0.21 0.27 45.60 46.02 | 1.92 53.04
S, % RFA 79.80 | 56.26 9742 3649 230 | 53.70 90.70 39.00 8.10 | 429 2226 7193 56.60 | 50.27 39.36
5‘: Z MKrum 70.89 | 7270  95.57 2098 3.71 212 53.81 69.80 3509 | 1.18 122 74.02 71.08 | 49.58 37.78
% éﬁt Foolsgold | 85.97 | 20.24 83.27 6891 16.14 | 4220 63.56 50.79 31.62 | 3.77 149 78.08 80.22 | 42.88 62.45
MM 82.02 | 50.52 9570 4141 4.08 | 66.88 43.69 28.18 4738 | 85.58 98.86 13.02 1.04 | 63.12 30.83
Lockdown | 84.05 | 6.68 801 7523 7573 | 7.11 6.03 76.63 7577 | 124 219 7382 7381 | 521 75.07
AlignFed | 83.77 | 2.48 1.7 8117 8132 | 1.54 1.10 81.24 81.11 | 2.73 2.08 81.54 80.42 | 1.77 80.48
FedAvg 63.33 | 99.57 99.63  0.35 0.33 | 99.52 99.74 0.45 0.23 | 97.58 97.18 194 225 | 98.66 0.92
FedAvg* | 6333 | 0.59 059 5021 5021 | 059 059 5021 5021 | 059 059 5021 5021 | 059 50.21
- RLR 35.83 | 5831 98.94 9.22 0.47 231 76.82 22,61 7.79 0.00 1554 11.31 1554 | 4226 11.66
E. > RFA 3416 | 3.19 0.89 2507 2658 | 091 425 2468 25.66 | 9947 852 036 22.82 | 22.51 20.93
% 8 MKrum 45.10 | 9944 184 043 3489 | 9930 122 055 34.05 | 9971 9920 023 049 | 5469 14.69
% 2 Foolsgold | 62.77 | 99.58 99.56 0.38 0.38 | 99.52 99.67 043 0.29 | 11.64 11.06 43.01 4220 | 70.23 10.27
MM 60.22 | 99.65 99.93 0.28 0.04 | 99.90 9994 0.10 0.06 | 99.73 99.82 0.23 0.14 | 9953 0.18
Lockdown | 6091 | 29.19 40.08 3291 30.60 | 11.90 20.08 34.97 3279 | 0.13  0.07 44.42 42.72 | 21.73 36.47
AlignFed | 59.18 | 0.66 0.54 47.51 44.67 | 0.19 042 4733 4877 | 120 1.09 49.17 45.70 | 0.64 47.86

identify malicious model updates. From Table 4, We can
conclude MM still fails to detect malicious model updates
on two non-IID cases. Foolsgold can only exhibit a lim-
ited degree of robustness under Neurotoxin attack. Specif-
ically, in the non-IID CIFAR-10 under DBA attack, Fools-
gold was unable to effectively detect malicious model up-
dates. This resulted in a BA of 42.20% and 63.56% and an
RA of 50.79% and 31.62%. The reason for this lies in the
feature of the Neurotoxin attack, where the malicious model
updates are projected to the Bottom-k parameters of the ag-
gregated model update in the latest round. This process
makes the malicious model updates generated by Neuro-
toxin attacks have the same Top parameters, reducing local
variance between them. Foolsgold enjoys a more accurate
identification of malicious model updates as it works based
on the assumption that malicious model updates are con-
sistent with each other. In contrast, Alignlns exhibits out-
standing robustness in the same case as Alignlns achieves
significantly superior performance, yielding the lowest BA
at 1.54% and 1.10%, and the highest RA at 81.24% and
81.11%. This marks an improvement of +40.66% and
+62.46% in BA and +30.45% and +49.49% in RA over
Foolsgold. For CIFAR-100 dataset, Alignlns still have a
lower BA and higher RA than their counterparts, underlin-
ing the enhanced detection and robustness capabilities of
Alignlns in challenging non-IID conditions.

10.2. Trigger-Optimization Attack

We evaluate the experimental performance of Alignlns un-
der the strong trigger-optimization attack. Specifically, we
consider the SOTA trigger-optimization attack F3BA [9]
and conduct experiments on CIFAR-10 dataset under both
IID and varying degrees of non-IID settings. As the re-
sults shown in Table 5, FedAvg is vulnerable to F3BA as
it has a high BA and low RA. Similarly, RLR also can-
not provide enough robustness to F3BA especially when
the data heterogeneity is high. In contrast, Alignlns con-
sistently achieves the highest robustness across all scenar-
ios. Specifically, compared to Bulyan, Alignlns yields an
average increase of +22.63% in BA and +19.11% in RA.
While trigger-optimization attacks typically search for an
optimal trigger to enhance their stealthiness and effective-
ness, Alignlns can still identify malicious and benign model
updates by inspecting their alignments.

Table 5. Performance of Alignlns under trigger-optimization at-
tack on CIFAR-10 dataset in both IID and non-IID settings.

| Data Distritbuion

Method | #=03 5=0.5 5=0.7 11D

| BAL RAT | BAL RAT | BAL RAt | BA| RA?
FedAvg | 9397 5.13 | 9344 606 | 9476 4383 | 9416 550
RLR | 9258 671 | 9320 642 | 81.38 1580 | 8623 13.23
Bulyan | 6097 27.49 | 857 58.12 | 17.82 57.71 | 1561 64.40
Alignlns 522 6512 | 233 7282 | 199 70.50 291 7571
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10.3. Effectiveness under Adaptive Attack

Recall that in our attack model, the attacker is assumed to be
unaware of the defense method the server deployed. Here,
we assume the attacker has such knowledge and evaluate
Alignlns under attacks tailored to circumvent it. Specif-
ically, we design two adaptive attacks: ADA_A, where
each malicious client randomly selects a benign model up-
date and mirrors its sign, and ADA_B, where each ma-
licious client aligns with the principal sign of all model
updates. Results are summarized in Table 6. In the re-
sults, Alignlns shows strong resistance to both ADA_A and
ADA B attacks. For ADA_A, although it leverages benign
signs, MPSA focuses on the signs of important weights,
which typically differ from those of benign models, allow-
ing Alignlns to counter ADA_A effectively. For ADA_B,
using the principal sign yields an MPSA value of 1.0, which
our MZgcore can readily detect. These results confirm that
Alignlns effectively limits backdoor success and preserves
the main task and robust accuracy, even against adaptive at-
tack strategies tailored to exploit its defenses.

Table 6. Performance of Alignlns on Adaptive Attacks.

| ADA A ADA B
Dataset | '\ja BAL RAT | MAT BAL RAfT
CIFAR-10 | 8822 234 8544 | 8833 1.82 86.49
CIFAR-100 | 62.10 0.48 51.87 | 62.86 037 53.55

10.4. Effectiveness under Untargeted Attack

In this section, we conduct experiments to illustrate how
Alignlns performs with respect to untargeted attacks (also
known as Byzantine attacks). Byzantine attacks aim to de-
grade the model’s overall performance during the training as
much as possible. We consider the SOTA Byzantine attack
method ByzMean [49] which uses the Lie attack [5] as the
backbone of the attack baseline. We also involve the SOTA
Byzantine-robust method SignGuard [49] in our experi-
ments. Table 7 reports the MA of FedAvg, RFA, MKrum,
SignGuard, and our method Alignlns, in defending against
ByzMean attack on CIFAR-10 dataset with attack ratios of
10% and 20% under different data settings. The results
indicate that non-robust baseline FedAvg collapsed when
facing to ByzMean attack in all cases, yielding an accu-
racy below 20%. RFA and MKrum provide a certain but
limited Byzantine-robustness. In contrast, Alignlns consis-
tently achieves comparable accuracy with SOTA SignGuard
across all scenarios. These results demonstrate AlignIns’
generalization ability for both backdoor and Byzantine at-
tacks, making it a potential and potent method for practical
application in real-world scenarios where there is no prior
knowledge about the attack type.
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Table 7. The MA of Alignlns under untargeted attack on CIFAR-
10 dataset in both IID and non-IID settings.

‘ Attack Ratio=10% Attack Ratio=20%

Method "33 3=05 =07 1D | #=03 (=05 p=07 ID
FedAvg | 1095 1321 1166 2071 | 1085 1296 1033 18.62

RFA | 7743 7826 8045 87.03 | 7702 7693 7976 86.03
MKrum | 67.99 71.14 7676 86.87 | 65.61 7439 77.16 86.39
SignGuard | 85.11 85.58 86.84 89.23 | 8571 84.69 8622 88.45
Alignlns | 8532 8561 87.13 89.23 | 8549 8498 86.18 88.54

10.5. Effectiveness on More Datasets

To validate that the achieved robustness by Alignlns can be
generalized to other datasets, we show our evaluation re-
sults on MNIST, FMNIST, and Sentiment140 under Bad-
net attack in Table 8. We also involve the perfectly ro-
bust FedAvg* for comparison. Notably, Alignlns consis-
tently aligns with FedAvg* in MA, BA, and RA, indicating
Alignlns can accurately identify malicious model updates
and preserve benign model updates at the same time to at-
tain such a high robustness and model performance. Addi-
tionally, Alignlns shows SOTA defense efficacy compared
to other counterparts. For example, AlignIns maintains the
highest BA at 0.36%, 0.01%, and 41.43%, with an improve-
ment of +21.42%, +0.03%, and +57.62% over RLR on the
respective three datasets. Besides, Alignlns also achieves
the highest RA across all datasets, averaging a +22.21%
increase compared to RFA. These findings verify the ro-
bustness and stability of Alignlns across various datasets.

Table 8. Performance of Alignlns on More Datasets.

\ MNIST FMNIST Sentiment140
Method |"Njat BAL RAT | MAT BAL RAT | MAT BA| RAT
FedAvg | 97.66 99.87 0.13 | 8834 9840 146 | 66.16 8555 14.45
FedAve® | 97.63 037 97.60 | 8844 0.60 7672 | 6731 4157 5843
RLR | 9648 2178 7539 | 86.51 0.04 7544 | 5123 99.05 095
RFA | 9772 060 97.53 | 8853 13.08 69.09 | 60.71 99.90 0.10
Alignlns | 97.76  0.36 9773 | 88.50 0.01 77.04 | 69.26 41.43 5857

10.6. Effectiveness under Various Attack Ratios.

We further evaluate the performance of AlignIns under var-
ious attack ratios in non-1ID settings. We conduct the
experiments under PGD and Scaling attacks with the at-
tack ratio varying from 5% to 30% on non-IID CIFAR-10
and CIFAR-100 datasets. As shown in Figure 3, the RA
of RLR and MKrum generally decreases as the attack ra-
tio increases. For instance, when the attack ratio exceeds
20%, MKrum loses effectiveness, with RA dropping to as
low as 0.02%. This decline is primarily due to the PGD
attack, which projects malicious model updates within a
sphere centered around the global model, limiting magni-
tude changes and evading detection by magnitude-based
methods like MKrum. Lockdown achieves comparable ro-



bustness with Alignlns at low attack ratios on the CIFAR-
10 dataset. Yet, it fails to effectively protect against both
types of attacks when the attack ratios are high (30%), re-
sulting in considerable declines in robustness. Compared to
its counterparts, AlignIns achieves a higher and more stable
performance. As the attack ratio increases, Alignlns only
has a minor decrease in RA.

PGD Attack Scaling Attack
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Figure 3. RA of AlignIns under various attack ratios on CIFAR-10
(upper row) and CIFAR-100 (lower row) datasets, compared with
Lockdown, MKrum, and RLR.

11. Impact of Filtering Radii

Here, we dive into the impact of different configurations
of filtering radii, Ay and A., on the efficacy of Alignlns.
A smaller A\g or \. indicates more stringent filtering and
results in a smaller benign set for aggregation. We con-
duct the experiments on non-IID CIFAR-10 and CIFAR-
100 datasets under Badnet and PGD attacks. The results,
as detailed in Table 9, show the ideal configurations of A
and A, that effectively balance the filtering intensity while
maximizing the robustness of the model. Specifically, for
CIFAR-10 dataset, the optimal RA is attained when A, and
A are both set to 1.0 under both Badnet and PGD attacks,
suggesting an ideal level of filtering intensity. A reduction
in either s or A\, leads to a slight drop in RA, implying that
some benign updates may be erroneously discarded due to
an overly stringent filtering radius. In contrast, when A
and A, are increased to 2.0, there’s a significant decline
in Alignlns’ RA, due to the excessively permissive filter-
ing threshold. As for CIFAR-100 dataset, Alignlns’ per-
formance remains stable against variations in both radii.
Specifically, under the Badnet attack, Alignlns performs
best when both radii are at 2.0, while for the PGD attack, the
radii at 1.0 are most effective. This is mainly because PGD
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attack limits the large malicious model update changes, con-
ducting a more stealthy attack than Badnet. By doing so, it
makes the malicious model updates more similar to benign
ones, leading to a smaller filter radius.

Table 9. Performance of Alignlns with Different Filtering Radii.

CIFAR-10 CIFAR-100
Config. Badnet PGD Badnet PGD
M« A | BAL RAT | BAL RAT | BAL RAT | BAl RA?
05 05| 058 7637 | 329 7939 | 059 4322 | 0.59 46.17
10 05| 471 7827 | 63.60 3227 | 049 4441 | 062 4683
05 10| 311 7899 | 173 7937 | 058 43.18 | 0.19 44.67
10 10| 170 8132 | 231 S8LI8 | 0.54 44.67 | 052 4837
20 20| 5747 3753 | 8133 17.69 | 0.76 47.07 | 0.68 46.99

12. Computational Cost of AlignIns

We compare the computational cost of Alignlns with other
counterparts. Alignlns calculates the MPSA metric using
the Top-k indicator, incurring a complexity of O(dlogd)
due to the use of sorting algorithms like merge sort in the
parameter space of the local update. As a result, the total
computational expense of Alignlns in the worst-case sce-
nario is O(ndlog d). Nonetheless, we argue that the com-
putational burden of Alignlns is comparable with several ro-
bust aggregation methods such as Krum and MKrum, both
of which have a complexity of O(dn?), the Coordinate-
wise median with O(dn), and Trmean at O(dn log n). Each
method shows a linear dependency on d, which can be
considerably large in modern deep neural networks (i.e.,
d > n), and thus is the predominant factor in computa-
tional complexity.



13. Proof preliminaries

13.1. Useful Inequalities

Lemma 3. Given any two vectors a,b € RY,
1
2(a,0) < alflal® + = [b]* .V > 0.

Lemma 4. Given any two vectors a,b € RY,

la+b|> < @ +8)|al®+ (1 +51)|b]*,Vd>0.

Lemma 5. Given arbitrary set of n vectors {a;}"_,, a; € R,

2 n
<ny laill*.
i=1

Lemma 6. If the learning rate n < 1/271, under Assumption 2 and Assumption 3, the local divergence of benign model
updates are bounded as follows:

Z]EHA ABH <2+

‘Bl ieB

Proof. Given that A; = ¢ Z:;é g; where 7 is the learning rate and g; is the local stochastic gradient over the mini-batch s.
We have

|B|ZEHA ABH |B|ZE ”Zgz \B\Z Zgl

i€B i€EB ieB  s=0
|B|Z ng Zzgz
s=0 zGBs 0
< B ;Z% g; - ‘B‘;ng
1 2
=T"| S3E £.(6) + (vcg (6) |BZgZ> 02) — VLs(65))
i€B s=0 i€B
_327 ZZEng ) +3T” ZZE VLs(0]) - Zgz
| | i€B s=0 T i€B s=0 ‘ ‘ZGB
T
3|7;7| S S E VL) - VLso) @
i€B s=0

T3
where the first inequality follows Lemma 5, and the last second follows Lemma 4. For T3, with Assumption 2, we have

T, < 7. &)

For T5, we have

2

T, =E||VLs(6;) - 7292

5] E| i1 2 (V40D = )

E (VL (07) — gi||> < & 6
i€B |B|Z Iv gl =z ©

ieB
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where the first inequality follows Lemma 5, and the last inequality follow Assumption 2. For T3, by Assumption 3, we have

T—1
3rn? _ _
T="""% ZIE IVLi(85) — VL8| < 3r2 > ¢ = 3r2nC. %)

|B| ieB s=0 s=0
Plugging Inequality (5), Inequality (6), and Inequality (7) back to Inequality (4), with n < 1/27, we have
ZEHA Ag|]® <3220 + () <20+ C. (8)
|B| i€B

This concludes the proof. O

13.2. Proof of Lemma 1

Proof. Recall that our method is denoted by F': R**™ — R Given that A* = F(A}, AL, ... AL) = 1/|8'| Y, cq Al
where S* is the selected set by F' in round ¢ and m < n/2. Let Ay = 1/|B| Y, 5 Al be the average of benign updates in
round ¢, where |B| = n — m. We have

Bla Al =B | o Y (a0 Ak <B L flat-al ®
=P 57 X
where the first inequality follows Lemma 5.
If S* C B, thus S"\B = () and B\S* C B we have
B A" - AR < B 3 Al - ap) < B S al - ag?
| ‘est | |1EB
< o (@40
n—-m, _ =
= 5 (204 (), (10)
where the last inequality follows Lemma 6.
If S ¢ B, welet S\B =R, where |R| < m, and S N B = P, one yields
Elat- a5l <B. Y flat-a |2l k[T Do flal - Ay
|S | ieSt |S i€P i€R
o | S8 - A+ Ak - ag] 4 3! - g
| I€ER i€P
iy [Pt b P23 b - Akl + Tt - a4 an
i€ER i€R i€P

where the first inequality follows Lemma 4.

Due to the use of MZ-score, models in S* are centered around the median within a )\, (and \,) radius. If the radius parameter
Ac or Ag equals zero, only the median model (based on Cosine similarity or masked principal sign alignment ratio) will be
selected for averaging. To maximize benign model inclusion in averaging, we assume the radius parameters . and )\, are
set sufficiently large to ensure |St| > n — 2m. More precisely, assume there exist two positive constants A\ and A}, and
if the radius parameters A\, and A4 in Algorithm 1 satisfy A\, > )\j, As > )\j, we have |St| > n — 2m. Additionally, if
m < n/(3 + €), we can have at least one benign clients in S* and the ratio of |R|/|P] is bounded by 1/¢. Consequently, we
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have

2 1 i 1 2 2|R| 2 2
Blat - a5 <Bg |23 | o At - ot + 2R S ot - abl + X lat - A
| | | i€R | |j€7’ | | ieP i€P
1| 2[R 2
<E—— |8R 2—|—<_|_1> Al — Al
1 Tome, (2RI G
§E|St| _8|R|c + ( P +1> |B|(2y+§)]
1B (2RI, (o sy 4 BRI
=151 (pr +1) o0 T
1Bl (2 . 8|R|?
<|3t<e+1> (2u+§)+—|8t| , (12)

where the first inequality follows L.emma 5, the second inequality holds as the model updates in S* is bounded by c, the third
inequality follows Lemma 6.
Summarizing 10 and 12, we have

nom (25 + (), ifS*C B
E[|a’ - A" <
e () @)+ 2, WS B
n—m (2 - 8mc?
< -+1) (20
~n—2m <e+ >( V+<)+n—2m
2 _
< (1+ mn ) (<+J>(2u+()+8§>, (13)
n—2m €
which concludes the proof. O
13.3. Proof of Lemma 2

Proof. We use 6 to denote the model trained over [n] which contains B € [n], M € [n] where B is the set of benign clients
and M is the set of malicious clients. Obviously, BU M = [n] and BN M = (). We use 6* to denote the clean model which
is trained over B. The update rules for 6 and 6* are as follows.

g = 60" — aA? (14)
PitLx — gbx — o Ab*. (15)
With Equation (14) and Equation (15), we have
[0 — g * = |6 — ant — (647 — art )|
=[|6" — 6" + aA’ — ant* |
< 20" — 2% ||* + 207 | AT — AT, (16)

T

where the first inequality follows Lemma 4.
Now, we treat T1. As Ab* = 1/|B| 3, s AT*, let A = 1/|B| 3,5 AL, we have
Ty =207 |A" — A + Ay — AV

< da?||At — AL+ 40 || AL — Ab*

Ty T

I

2
)

a7
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where the first inequality follows Lemma 4.
We now treat Tb, T5, respectively. For Th, given that A* = F(AY AL ... Al), we have

Ty = 40 || AT - AG|)7 < 4o, (18)

where the first inequality follows Lemma 1 in the paper. Define Apg := ﬁ Yien Al = \%I Yien ngt . For T3, we have

Ty = 40> ||At3 — At’*H2 = 4a’n? Hgfg —gh* |2
= 40’n?||gh — VLB(0") + VLE(0") — gb* — VLs(0") + VLs(6")]”
= 40 ||gh — VLB(0") — (9" — VLB(0Y)) + VLs(0") — VL0

< 1202 ||gk — VLs(0")|]” + 120207 || (9" — VLs(6"))||” + 120297 | VL5 (0Y) — VL5097, (19)
Ty Ts Ts
where the first inequality follows Lemma 4. For T}, we have
1 1 ’ 1 ’
Ty = 12077 ||gh — VLs(0")]|* = 12077 | 2 D gl — o S VLi(0Y)| = 120207 | Y (gt — VLi(6))
1B] i€B 1B] i€B 1] i€B
12a2n? 2 12a%9? = = ’
< =g 2 Mo = vaeh| = =5 97" = ) VLA0;")
i€B i€B || s=0 s=0
12 2 2 T—1 T—1
< TS S l — L)| < 120t Y0
‘ ‘ i€B s=0 s=0
= 12a272n2D, (20)
where the both first and second inequality follow Lemma 5, the third inequality follows Assumption 2.
Similarly, we have
Ts < 120%720°0. 1)
For T, we have
Ty = 120%02 ||V L5(0") — VLs(6")||* < 12020242 |0 — 0%, (22)
where the first inequality follows Assumption 1.
Plugging Inequality (22), Inequality (21), and Inequality (20) back to Inequality (19), we have:
Ty < 240’700 + 120%0%° ||0° — 6| . (23)
Plugging Inequality (23), Inequality (18) back to Inequality (17), we have
Ty < 402k + 2402 7°0% 0 + 12020 12 Het — ot |7 (24)
Therefore, we have
071 — 0117 ||7 < 216t — 657|° + 40Pk + 2407370 + 1207702 ||6F — 62|
= (2 + 12a%n*u?) H@t — ot + 402 (k + 67%0°D)
< (24 3a%772%) |6 — 0% | + 402 (x + 27)
< (2432 |00 — 00%|” + 4o (k + 20), (25)

where the second inequality follows 77 < 1/27, and the last inequality holds as 772 < 1.
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We inductively prove the Lemma 2, assume for 7' — 1 the statement of Lemma holds. Let ¢(T) = >._, (a%)?, by Inequality

(25), we have
167 = 675" < (24 3p2(@7)2) (T — 1)(2 + 3T~V (ks + 20) + (i + 20)(aT)>.

By Bernoulli’s inequality we have

67 — 07+ ||* < G(T — 1)(2 + 3u2)* TV (15 4 2) + (s + 20) (aT)?
= ¢(T — 1)(2 + 3u>)*D (5 + 20) + (k + 20) (aT)?
< (BT = 1) + (a"))(2 + 3u)* D) (s + 20)

< O(T)(2+3u) T (k + 20),

which concludes the proof.
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