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ABSTRACT

Federated Learning (FL) enables collaborative learning without directly sharing individual’s raw data.
FL can be implemented in either a centralized (server-based) or decentralized (peer-to-peer) manner.
In this survey, we present a novel perspective: the fundamental difference between centralized FL
(CFL) and decentralized FL (DFL) is not merely the network topology, but the underlying training
protocol: separate aggregation vs. joint optimization. We argue that this distinction in protocol
leads to significant differences in model utility, privacy preservation, and robustness to attacks. We
systematically review and categorize existing works in both CFL and DFL according to the type
of protocol they employ. This taxonomy provides deeper insights into prior research and clarifies
how various approaches relate or differ. Through our analysis, we identify key gaps in the literature.
In particular, we observe a surprising lack of exploration of DFL approaches based on distributed
optimization methods, despite their potential advantages. We highlight this under-explored direction
and call for more research on leveraging distributed optimization for federated learning. Overall, this
work offers a comprehensive overview from centralized to decentralized FL, sheds new light on the
core distinctions between approaches, and outlines open challenges and future directions for the field.

Keywords Federated Learning · decentralized learning · distributed optimization · privacy and security · robustness

1 Introduction

Federated Learning (FL) is a distributed machine learning paradigm that enables multiple participants (nodes or clients)
to collaboratively train a global model without directly sharing their raw data [1, 2]. In a typical FL setting, each client
computes updates (e.g., gradients or model weights) from its local data and shares only those updates for aggregation.
Two network topologies are commonly used for FL: the conventional centralized (or star) topology and the fully
decentralized topology, as illustrated in Figure 1.

In the centralized FL (CFL) architecture, a central server coordinates the training process by interacting with all clients.
The server collects model updates from clients, aggregates them into a global model, and then distributes the global
model back to the clients. Clients periodically incorporate the global model into their local training and send updated
models back to the server, repeating until convergence. This centralized protocol (often referred to as FedAvg [1]) has
been widely adopted in various applications [3, 4, 5, 6]. However, maintaining a central server in FL can be problematic.
The server becomes a communication bottleneck and a single point of failure for the entire network [7, 8]. All clients
must trust the server to correctly aggregate updates and safeguard the integrity of the global model. If the server is
compromised or goes offline, the learning process is disrupted. Moreover, a malicious server or a successful attack on
the server could corrupt the global model or leak sensitive information [9]. These vulnerabilities motivate the need for
an alternative approach.

Decentralized FL (DFL) eliminates the central server by enabling clients to cooperate in a peer-to-peer manner [8,
10, 11, 12, 13, 14]. Instead of sending updates to a single server, each client exchanges model information with a

ar
X

iv
:2

50
3.

07
50

5v
1 

 [
cs

.L
G

] 
 1

0 
M

ar
 2

02
5



From Centralized to Decentralized Federated Learning: Theoretical Insights, Privacy Preservation, and Robustness
Challenges

subset of other clients (its neighbors) over a communication graph. Through iterative local communications, the
network’s collective behavior approximates global aggregation dynamics, driving consensus toward a unified global
model. Common aggregation approaches include gossiping SGD [15], D-PSGD [10], and other variations [16, 8]. By
removing the central coordinator, DFL offers enhanced robustness (no single point of failure) and potentially better
scalability in heterogeneous or dynamic network environments. It also mitigates the need to fully trust any single entity
with the entire training process, since model aggregation is inherently distributed among the participants. On the other
hand, decentralization introduces challenges such as slower convergence compared to centralized FL and increased
complexity in managing communication overhead or inconsistent connectivity [17].

Existing work often categorizes FL approaches by their centralization degree or graph topology. In this paper, we
argue that the choice of communication or aggregation protocol is equally critical. A typical FL protocol involves three
sequential steps: 1) global model initialization, 2) local model updates, and 3) aggregation of updates to refine the
global model. However, some frameworks unify steps 2 and 3 through distributed optimization algorithms that solve
network-constrained problems directly, independent of topology. These include methods like the Alternating Direction
Method of Multipliers (ADMM) [18] and the Primal-Dual Method of Multipliers (PDMM) [19, 20]. To formalize this
distinction, we classify the first paradigm as separated aggregation (sequential local training and aggregation) and the
second as joint optimization (learning with embedded topology constraints). This taxonomy highlights how protocol
design, not just topology, shapes convergence, privacy, and communication efficiency in FL systems.

In this paper, we bridge CFL and DFL methods under a unified perspective. We systematically categorize prior work
along two axes: (i) the presence of a central coordinator (CFL vs. DFL) and (ii) the use of seperate aggregation versus
joint optimization algorithms. This dual framework positions existing algorithms in a clear taxonomy (as summarized
in Table 1), highlighting commonalities and differences that were previously obscured when considering topology
alone. Through this analysis, several insights emerge. Notably, we find that most so-called “decentralized” FL methods
follow the separate-aggregation paradigm (using, for example, peer-to-peer averaging protocols that mimic FedAvg),
and the other joint optimization-based DFL strategies are relatively under-explored in practice. Our survey of the
literature reveals a gap in applying advanced distributed optimization techniques to FL, despite their potential to improve
efficiency, privacy, and robustness.

The key contributions of this work are summarized as follows:

• New perspective on CFL vs. DFL: In addition to the conventional view that the primary difference between
centralized and DFL is the network topology. We argue that the underlying protocol (separate aggregation vs.
joint optimization) is the fundamental differentiator. We demonstrate how this perspective leads to a better
understanding of performance trade-offs in utility (model accuracy and convergence), privacy, and robustness
to various attacks.

• Systematic literature review on FL’s privacy and robustness: We conduct a thorough review of existing
FL research, spanning both CFL and DFL. We categorize these works based on several creatia including 1)
centralized or decentralized architectures, 2) deployed training protocols 3) performances against passive and
active adversaries. By organizing prior approaches into this taxonomy, we provide clarity on how various
methods relate, and we illuminate the landscape of FL research in a way that aids practitioners and researchers
in identifying appropriate techniques for their needs.

• Identification of research gaps and future directions: Based on our review, we pinpoint critical open
challenges. In particular, we observe that DFL with fully distributed optimization algorithms (as opposed to
heuristic averaging) is an under-explored area with significant potential benefits. Few studies have leveraged
advanced distributed optimization methods in FL, and we advocate for their broader adoption. We also
highlight unresolved security and privacy issues, such as the need for provably robust protocols in both CFL
and DFL settings.

The remainder of this paper is structured as follows. In Section 2, we provide necessary backgrounds such as notation,
network setup, and threat models. Section 3 reviews CFL methods and analyzes their aggregation protocols. Section 4
summarizes DFL approaches and relates them to CFL counterparts. In Section 5, we compare CFL and DFL under
passive adversary settings, evaluating their resilience to privacy attacks (e.g., membership inference, model inversion)
and corresponding defense mechanisms. Sections 6 and 7 shift focus to active adversaries by first analyzing attack
strategies (e.g., Byzantine attacks, data poisoning), and then reviewing defense mechanisms. Finally, Section 8
synthesizes key insights, identifies open challenges, and outlines future research directions for advancing FL efficiency,
privacy, and robustness.
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2 Preliminaries

In this section, we review key fundamentals that are necessary for understanding the rest of the paper.

2.1 Notation

Let Rd denote d-dimensional real vectors and Rm×n the space of m× n real matrices. The symbols ≻,⪰,≺ and ⪯
denote generalised inequalities; between vectors it represents component-wise inequality. Calligraphic letters denote
sets and the Euclidean norm ∥x∥ for x ∈ Rd derives from the inner product x⊺x. Iterative processes are tracked via
superscripts (e.g., w(t) for model parameters w at iteration t). Consider x as the realization of a random variable, the
corresponding random variable will be denoted by the corresponding capital, i.e., X .

2.2 Network setup

The underlying communication structure of FL can be modelled as an undirected graph G = (V, E), where vertices
V = {1, . . . , n} represent the nodes/agents/participants and E = {(i, j) : i, j ∈ V} is the set of undirected edges in
the graph representing the communication links, and let m = |E| denote the total number of edges. Each node is only
allowed to interact with its neighbouring nodes directly. Let Ni denote the set of neighbouring nodes of node i, i.e.,
Ni = {j : (i, j) ∈ E} and di = |Ni|. Note that centralized FL is a special case of decentralized ones with a star
topology m = n− 1, i.e., one central server connects to all n− 1 clients, as illustrated in Figure 1. .

Figure 1: Communication topologies in FL: centralized star configuration (left) versus decentralized peer-to-peer (right).

2.3 Problem formulation

Each participant i possesses a private dataset Di = {(xik, ℓik)}ni

k=1 where feature vectors xik ∈ Rv correspond to
labels ℓik ∈ R. The local objective function fi(wi) =

1
ni

∑ni

k=1 ϕ(wi;xik, ℓik) measures model error, with wi ∈ Ru

as learnable parameters and ϕ(·) as an application-specific loss function. The global FL goal minimizes the collective
objective 1

n

∑n
i=1 fi(wi) while preserving data locality.

2.4 Adversary model

In scenarios involving multiple participants, two primary adversary models are typically considered [21].

1) Passive adversary, often termed "honest-but-curious" adversary: it assumes that certain participants have been
corrupted; although they follow the protocol correctly, they attempt to glean private information from any data they
receive (e.g., via privacy attacks described in Section 5.1). When multiple participants are passively corrupt and collude,
the risk of privacy breaches increases significantly.

2) Active adversary (often called "Byzantine adversary" in the context of FL): it poses a more severe threat. Actively
corrupted participants can deviate from the prescribed protocol in arbitrary ways, such as poisoning local model updates,
broadcasting falsified model parameters, or launching attacks aimed at disrupting or manipulating the global model (see
Section 6).
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2.5 Security model

The security model defines the assumed computational capabilities of potential adversaries. Two main security models
are commonly used:

1. Computational security. The adversary is assumed to have bounded computational power and thus cannot
feasibly decrypt protected data (i.e., not in polynomial time).

2. Information-theoretic security. The adversary is assumed to be computationally unbounded but lacks sufficient
information to infer the secret.

2.6 Performance evaluation

The design of FL algorithms involves addressing several key aspects:
Utility: Ensuring that the model achieves high predictive performance, such as high test accuracy on unseen data.
Privacy: Safeguarding sensitive data of honest participants against the passive adversary (e.g., honest-but-curious
participants).
Robustness: Ensuring system reliability and performance in the presence of active adversary (i.e., maliciously corrupt
participants).
Efficiency: Minimizing the communication and computation overhead to enable practical deployment of FL systems.

3 Centralized FL

In a typical CFL setting, a central server orchestrates the training process among multiple clients. We classify existing
CFL protocols into two categories: protocols that separate local training and aggregation, and protocols that pose the
entire framework as a joint optimization problem.

3.1 Separate aggregation based protocols

A standard example of this category, often termed FedAvg [1], works as follows:

1. Initialization: at iteration t = 0, the server randomly initializes the global model weights w(0) and distributes
them to each node.

2. Local model training: at each iteration t, each node i updates its local model w(t)
i based on w(t−1) using its

local data xi. These local updates are then sent to the server.

3. Model aggregation: after collecting these local models, the server performs aggregation to update the global
model. The aggregation is often done by weighted averaging and typically the weights are decided by the size
of the local dataset ni, i.e.,

w(t) =
n∑

i=1

ni∑n
k=1 nk

w
(t)
i , (1)

The last two steps repeat until the global model converges or a stopping criterion is met.

Another widely used protocol, called FedSGD [1], assumes full-batch training on the client side. It closely resembles
FedAvg in its overall structure, but differs in that clients share gradients g(t)

i = ∇fi(wi) instead of sharing the weights,
i.e.

w(t+1) = w(t) − µ
n∑

i=1

ni∑n
k=1 nk

g
(t)
i , (2)

where µ is a stepsize controlling the convergence rate.

These methods rely on alternating rounds of local model training and server-side aggregation, forming the backbone
of many FL protocols. Building on them, many extensions have been proposed to enhance either local training or
the aggregation procedure. For instance, Per-FedAvg [22], MOON [23], FedProx [24], FedNova [25] are proposed to
address challenges in local training step such as suboptimal performance, slow convergence, or model drift caused by
data heterogeneity. Alternatively, other modifications focus on improving the robustness of the aggregation step, which
will be further explained in Section 7.
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3.2 Joint optimization based protocols

Instead of having separated local training and model aggregation, joint optimization-based protocols treat the entire FL
process as a single optimization problem. By unifying the local update step with the global objective, these methods
can leverage classical distributed optimization techniques such as ADMM [18, 26, 27] and PDMM [19, 20, 28, 29].
ADMM and PDMM have been widely adopted in various applications such as acoustic signal processing [30, 31],
privacy-preserving data aggregation [32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47] and also in FL [13,
14, 48, 49, 50, 51].

Star-graph formulation: We can model the CFL network as a special star graph: G = (V, E), with V =
{0, 1, 2, ..., n} representing the node set and E ⊆ V × V representing the edge set. For notation simplicity, de-
note node 0 serves as the central server. In this case, for any client i ∈ V \ {0}, its neighborhood Ni only contains the
server node 0. Thus we can formulate the problem as

min{
wi : i∈V

} ∑
i∈V\{0}

fi(wi),

subject to w0 = wi i = 1, . . . , n,

(3)

Popular algorithms of this type include FedSplit [48], SCAFFOLD [49], and GPDMM/AGPDMM [50]. In particular,
GPDMM can serve as a general representative of this class. Furthermore, SCAFFOLD and GPDMM can both reduce
to vanilla gradient descent [52] under appropriate parameter configurations.

Below, we describe the main procedure of FedSplit and GPDMM:

1. Initialization: at iteration t = 0, each node initializes the weights w(0)
i = w

(0)
0 .

2. Local model update: at each iteration t, each user i first updates its local model w(t)
i and variable z(t)i|0 with the

following eq. (4). Then each user sends z(t)i|0 to the server.

users

 w
(t+1)
i = argminwi

[
fi(wi) +

1
2γ ∥wi − z

(t)
0|i∥

2
]

z
(t+1)
i|0 = 2w

(t+1)
i − z

(t)
0|i

(4)

where z is the auxiliary variable and regularization parameter γ > 0.

3. Model aggregation: the server collects these z
(t)
i|0 and performs aggregation to update the global model w(t)

0 .

The aggregation is done by following eq. (5). Then the server calculates and sends z(t)0|i to each user.

server

{
w

(t+1)
0 = 1

n

∑n
i=1 z

(t+1)
i|0

z
(t+1)
0|i = 2w

(t+1)
0 − z

(t+1)
i|0

(5)

The last two steps are repeated until the global model converges or until a predetermined stopping criterion is reached.

Inexact Updates: In practice, computing the exact solution in Equation (4) can be computationally demanding or
prohibitively expensive. Consequently, two distinct approximation techniques are commonly employed to address this
challenge.

K gradient descent: A commonly employed technique is to approximate each local subproblem using K gradient
descent steps:

w
(t,k+1)
i = w

(t,k)
i − γ∇h

(t)
i (w

(t,k)
i ), 0 ≤ k < K, (6)

where the augmented local objective h
(t)
i (wi) is defined as h(t)

i (wi) = fi(wi) +
1
2γ ∥wi − z

(t)
0|i∥

2.

Notably, Zhang et al. [50] demonstrate that PDMM can reduce to FedSplit in CFL; however, FedSplit suffers from
poor performance due to improper parameter initialization. Specifically, FedSplit sets w

(t,k=0)
i = z

(t)
0|i at each

iteration. In contrast, GPDMM achieves improved stability by reusing the final updates from the previous iteration:
w

(t,k=0)
i = w

(t−1,k=K)
i .

Quadratic approximation: An alternative strategy is to use quadratic approximation [53], which serves as a viable
and computationally efficient method for approximating w

(t)
i .

5
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The function f(w) can be approximated using a quadratical surrogate:

f(w) ≈ f
(
w(t)

)
+∇f

(
w(t)

)⊺ (
w −w(t)

)
+

µ

2

∥∥∥w −w(t)
∥∥∥2 , (7)

where µ > 0 is chosen large enough to keep the surrogate strongly convex. Under this approximation, the update on
node i simplifies to

w
(t+1)
i =

γµw
(t)
i − γ∇fi(wi) + z

(t)
i|0

1 + γµ
.

In fact, as will be discussed in Section 4.3, the formulation in CFL represents a specific instance of the more general
DFL framework (11). Consequently, the convergence guarantee provided in Section 4.2 is also applicable to this case.

4 Decentralized FL

In this decentralized setup, there is no central server to coordinate model updates; instead, each node iteratively
exchanges information with its neighbors to learn a global model.

4.1 Separate aggregation-based approaches

A straightforward way to aggregate local models in DFL is through distributed average consensus methods. Rather than
sending updates to a central server, each node combines the model parameters received from its neighbors. Examples of
consensus algorithms include randomized gossip [54] and linear iterations [55].

Concretely, many DFL protocols closely resemble FedAvg except for how the model aggregation step is performed. For
instance, the approaches proposed in [10, 11, 12] use gossip averaging to implement the model aggregation, i.e.,

w
(t+1)
i =

∑
j∈Ni∪i

Aijw
(t)
j , (8)

where Aij is the i-th and j-th element of weight matrix A. The matrix A is typically chosen to be: 1) Nonnegative
Aij ∈ [0, 1], which 0 means disconnected; 2) symmetric A⊤ = A; 3) doubly stochastic A1 = 1 and 1⊤A = 1⊤.
Under these conditions, iterative gossip-based updates allow each node to converge toward a consensus model over
iterations.

4.2 Joint optimization-based approaches

Although averaging-based strategies are intuitive, they can suffer from slow convergence or local minima issues,
particularly in the presence of heterogeneous data [13]. An alternative is to formulate DFL as a single constrained
optimization problem over the entire network:

min{
wi : i∈V

} ∑
i∈V

fi(wi),

subject to ∀(i, j) ∈ E : Bi|jwi +Bj|iwj = 0,

(9)

where the linear constraints Bi|j wi + Bj|i wj = 0 ensure that, at convergence, all nodes share a common model
(consensus). For simplicity, one can set Bi|j = −Bj|i = ±1 or a suitable identity-matrix variation.

ADMM/PDMM Protocols: The common unicast ADMM/PDMM protocol [13] using ADMM [26] or PDMM [19,
20] work as follows:

1. Initialization: at iteration t = 0, each node randomly initializes the weights w(0)
i .

2. Local model training: at each iteration t, each user i first updates its local model w(t)
i and variable z

(t)
j|i with

the following eq. (10). Then each user sends z(t)j|i to their neighbors j ∈ Ni.

users

 w
(t+1)
i = argminwi

[
fi(wi) +

∑
j∈Ni

z
(t)⊤
i|j Bi|jwi +

cdi

2 ∥wi∥2
]

z
(t+1)
j|i = (1− θ)z

(t)
j|i + θ(z

(t)
i|j + 2cBi|jw

(t+1)
i )

(10)

where θ ∈ (0, 1], with θ = 1 corresponding to PDMM and θ = 1
2 corresponding to ADMM.
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The last step is repeated until the global model converges or until a predetermined stopping criterion is reached.

Quadratic approximation: In DFL, (7) can be simplified to

w
(t+1)
i =

µw
(t)
i −∇fi(w

(t)
i )−

∑
j∈Ni

Bi|jz
(t)
i|j

µ+ cdi
. (11)

Given the following theorem, the above is guaranteed to converge [53].

Theorem 1. Assume f(w) is m-strongly convex and β-smooth, then as long as

µ >
β2

2m
,

we have
lim
t→∞

w(t) = w∗.

4.3 On equivalence between CFL and DFL

A key insight from our formulations is that, for both separate-aggregation and joint-optimization frameworks, CFL can
be viewed as a special case of DFL by simply restricting the topology to a star-shaped network.

Separate aggregation based CFL and DFL: When a central server is available, each client communicates with the
server directly. In DFL terms, this corresponds to a star network, where the weight-update rule in eq. (8) can be rewritten
as

w
(t+1)
i =

∑
j∈V

Aijw
(t)
j , (12)

since the server has access to all w(t)
j for every j ∈ V , it can aggregate these updates and redistribute them to the clients.

If we set Aij =
nj∑n

k=1
nk

, then the update precisely reduces to the weighted average w(t) in eq. (1), recovering the

standard FedAvg procedure.

Joint-optimization based CFL and DFL: Again let node 0 denote the server. The primal-dual approach in CFL, i.e.,
eq. (4) and eq. (5) are actually the specific case of eq. (10), when the edge set E in the graph is E = {(i, 0)}ni=1 and the
server function f0(w0) = 0. By choosing Bi|0 = −1, B0|i = 1, γ = 1

c , z0|i =
1
czi|j and zi|0 = − 1

czj|i, the updates in
the CFL formulation match those in eq. (10) exactly, confirming the equivalence.

In Table 1 we summarize existing CFL and DFL algorithms based on the above formulations.

Table 1: An overview of CFL and DFL algorithms: separate aggregation vs. joint optimization
Separate Aggregation Joint Optimization

CFL FedAvg/FedSGD [1], Per-Fed [22], Fed-
Prox [24], FedNova [25], MOON [23]

FedSplit [48], GPDMM/AGPDMM [50],
SCAFFOLD [49]

DFL D-PSGD [10], Braintorrent [56], Combo [8],
D2 [16], GossipSGD [11], DFedAvgM [12]

ADMM/PDMM [13, 14]

5 FL against Passive Adversary: Attacks and Defenses

Though FL is designed to safeguard user privacy by eliminating the need of sharing raw training data, yet adversaries
can still exploit shared model information to breach privacy. Especially, when consider the passive adversary that the
corrupt participants can using their receives updates to conduct privacy breaches. In what follows we will summarize
existing privacy attacks and the corresponding defenses.

5.1 Empirical privacy attacks

We review three main forms of privacy attacks: membership inference [57, 58], property inference [59, 57, 60] and
input reconstruction attack [61, 62, 63].

7
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5.1.1 Membership inference attack (MIA)

The goal of MIA is to determine whether a specific data sample was used during model training. There are many MIAs
have been proposed in the last decade [58, 64, 65, 66, 57, 67, 68, 69]. A canonical strategy in designing MIA is to
employ construct the so-called shadow models that reproduce the behavior of the target model, enabling the attacker to
infer membership by comparing outputs on various inputs.

In FL, recent work [70] has shown that gradient-based membership inference, which measures the cosine similarity
between guessed and actual gradients, can surpass classic loss- or entropy-based approaches [64, 66]. The main idea is
to leverag the cosine similarity between model updates and instance-specific gradients for distinguishing training data
from the others, which is formulated as:

M (x′, i) =
∑
l′∈R

⊮ {cosim (∇fi(wi, (x
′, ℓ′)),∇fi(wi, (xi, ℓi))) ≥ γ} , (13)

where γ is the threshold. A variant known as subject MIA [71, 72] determines whether an individual user’s data
contributed to training by observing changes in the global loss. Subject MIA operates effectively in a black-box setting,
leveraging the statistical distribution of sample features and the loss function to infer the presence of an individual in
the training dataset.

5.1.2 Property inference attack (PIA)

Property inference attacks aim to reveal hidden attributes of the training set. It can be broadly classified into two
categories: passive [57, 60, 73] and active [57, 59, 74, 75] attacks. In FL framework, model updates or gradients are
often utilized to infer specific properties or attributes of the data [59, 57, 60, 75, 73]. These attributes can vary widely,
ranging from uncorrelated information, identifying whether a photo subject is wearing eyeglasses in a model trained for
gender or race [57], to extracting labeling information about the data itself [60].

5.1.3 Input reconstruction attack (IRA)

Input reconstruction goes beyond membership or property inference, striving to recover entire training samples. Based
on the available information, there are broadly two ways to reconstruct the input training data.

Gradient inversion attack: The most common and extensively studied method for reconstructing data in the FL
framework is the gradient inversion attack [76]. It leverages gradient information or its approximations, which can be
readily obtained from transmissions over the communication links or the corrupt participants, for reconstructing the
inputs.

The core mechanism behind gradient inversion attacks is an iterative process that refines a guessed input to match the
gradients observed during training. Formally, for each client’s local dataset (xi, ℓi), the adversary attempts to recover
the true data by solving [76]:

(x′∗
i , ℓ

′∗
i ) = argmin

x′
i,ℓ

′
i

∥∥∇fi(wi, (x
′
i, ℓ

′
i))−∇fi(wi, (xi, ℓi))

∥∥2, (14)

with many subsequent variants proposed [77, 78, 79, 80, 81, 82].

Although FL typically shares model weights rather than raw gradients (see Sections 3.1 and 4.1), adversaries can still
approximate gradients using the differences in the model parameters, w(t+1)

i −w
(t)
i . In fact, works such as [83, 84, 85]

demonstrate how these approximate gradients can reveal sensitive data. Moreover, Liang et al. [86] proposes a scenario
where an intermediary attacker intercepts real gradients and injects spurious queries to further refine its estimates,
thereby obviating the need for prior knowledge of model weights.

Output-based inversion attack: As the name suggests, the main idea of output-based inversion attack is to reconstruct
training data using only the model and its outputs (e.g., probability distributions). Even in FL settings, adversaries can
observe the updates and reverse-engineer the inputs by analyzing the distributional patterns. This is typically achieved
by training a secondary model designed to act as an inverse of the original model [63, 87, 88, 89, 90].

We now proceed to defense mechanisms that protect FL from the privacy attacks discussed earlier. These methods
broadly fall into two categories: those offering provable privacy guarantees and those providing empirical defenses
without formal security proofs. Table 2 summarizes representative methods in each category.

8
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5.2 Provable defense approaches

5.2.1 Differential Privacy (DP)

DP offers probabilistic guarantees against privacy breaches by injecting calibrated noise into model updates or outputs.
Under classical DP assumptions, all but one node in the network may be considered compromised [91, 92]. To formalize
this, let s−i ∈ Rn−1 represent an adjacent vector of s, obtained by excluding the private data si from s. Denote the
range of si as Ωi. Let F̂ be a randomized algorithm designed to preserve the privacy of its input, and let Y denote its
output space. Let s−i ∈ Rn−1 represent a vector adjacent to s but missing the private data si, and let Ωi be the range of
si. A randomized algorithm F̂ providing ϵ-DP must satisfy, for any s and its adjacent s−i and for all subsets Ys ⊆ Y ,

∀si ∈ Ωi :
P
(
F̂ (s) ∈ Ys

)
P
(
F̂ (s−i) ∈ Ys

) ≤ eϵ. (15)

This criterion ensures that the algorithm’s outputs are indistinguishable whether or not si is included. Local DP (LDP)
applies noise directly to each client’s data [93], making it suitable for untrusted servers, while Global DP (GDP) adds
noise at the server level [94], requiring a trusted central authority. In practice, tuning DP’s privacy–utility trade-off can
be challenging, especially for non-convex models such as deep neural networks, and often relies on heuristic noise
schedules [13] or adaptive clipping methods [14].

5.2.2 Secure multiparty computation (SMPC)

SMPC allows a set of parties to jointly compute a function over their inputs while keeping those inputs private from each
other[21]. SMPC techniques are frequently integrated with differential privacy mechanisms to advance the development
of secure FL frameworks. In CFL, Gong et al. [95] introduce a privacy-preserving multi-party framework which
leverages the integration of differential privacy and homomorphic encryption to mitigate the risk of privacy breaches.
This approach eliminates the necessity for a server who must be universally trusted by all participants involved.
Zhou et al. [96] propose a communication mechanism based on secret sharing to enable encrypted decentralized
federated learning. It introduces a secure stochastic gradient descent scheme combined with an autoencoder and a
Gaussian mechanism to anonymize local model updates, facilitating secure communication among a limited number of
neighboring clients. Tran et al. [97] also integrate randomization techniques with an efficient secret sharing protocol to
mitigate potential security threats. Their approach emphasizes safeguarding local models against honest-but-curious
adversaries, even in scenarios where up to n− 2 out of n parties may collude.

5.2.3 Subspace Perturbation

Subspace perturbation [32, 33, 34, 44, 45, 46] takes a different route by masking gradients in directions orthogonal
to the primary optimization trajectory. Its main idea is to exploit the structure of distributed optimization algorithms
to confine noise to the so-called non-convergent subspaces. By perturbing updates orthogonal to the optimization
trajectory, these methods mask sensitive gradients without degrading accuracy. Unlike DP, it requires no explicit noise
calibration and operates efficiently over incomplete networks. Recent work demonstrates its effectiveness in DFL [14]
for protecting privacy.

5.3 Empirical defense approaches

Empirical defenses, while lacking formal guarantees, offer practical mitigation against specific attacks. Given that the
shared information such as models or weights carries sensitive information, a natural defense is thus to compress the
data using techniques such as quantization etc.

5.3.1 Gradient sparsification

Several studies [98, 99] have demonstrated that commonly used gradient sparsification techniques [100, 101] not only
effectively reduce communication overhead but also provide a certain level of defense against various privacy attacks.
These sparsification methods typically operate by transmitting only a subset of the gradient values, such as selecting the
top K highest-magnitude elements while setting the remaining values to zero. This selective transmission reduces the
amount of data exchanged during training, thereby improving efficiency and mitigating potential privacy risks.

However, recent research [57, 102, 99, 103] has examined the effectiveness of gradient sparsification from the perspective
of novel attack strategies and has identified potential vulnerabilities. These studies suggest that while gradient
sparsification may offer some level of privacy protection, it does not always provide robust defense against adversarial
attacks.
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5.3.2 Gradient quantization

Quantization is also a technique to reduce the communication cost by reduces the number of bits used to represent
each gradient value. One thing to note is that applying quantization can also be viewed as an information theoretical
approach as it will introduce distortion or noise to the transmitted messages. This can be analog to differential privacy
noise addition as long as the introduced noise by quantization is independent of the message, which can be guaranteed
by dithering.

Both [104] and [105] highlight that gradient quantization inherently aligns with DP or its variants in the context of CFL.
Similarly, Li et al. [106, 46] provide a theoretical justification for this phenomenon in the setting of DFL. These findings
actually suggest a fundamental connection between gradient quantization techniques and informational theoretical
mechanisms in FL frameworks, reinforcing their role in enhancing both communication efficiency and data privacy.

In addition to data sparsification techniques, another practical defense is data augmentation.

5.3.3 Data augmentation

It has been demonstrated that data augmentation techniques can mitigate input reconstruction attacks [107]. In particular,
Shin et al. [107] find that certain augmentation schemes not only resist input reconstruction but also outperform DP in
model accuracy, highlighting a compelling trade-off between privacy protection and predictive performance.

Approaches Assumed
Topology

General
Applicable

Provable
Privacy Empirical Privacy Attacks

Membership
Inference

Property
Inference

Input
Reconstruction

Differential privacy CFL [95, 108, 109, 110, 111] / DFL [112] Yes Yes [110, 113] [114, 115] [114, 103, 99]
Subspace perturbation DFL [14] No Yes [14] - [14, 116]
SMPC CFL [95] / DFL [97, 96] Yes Yes [117, 118, 119] [117, 118, 119] [118, 119, 120, 121]
Data augmentation CFL [122] Yes No [123] - [107]
Gradient sparsification CFL [100, 101] Yes No [57, 123] [102] [76, 98, 103, 99]
Gradient quantization CFL [124, 125] / DFL [46] Yes Yes (relaxed DP) [70, 126, 105, 123] - [127, 104, 126]

Table 2: Comparison of Approaches in Privacy-Preserving Federated Learning.

5.4 Gap between provable privacy guarantee and empirical privacy attacks

A significant challenge in privacy research is reconciling provable privacy guarantees with empirical privacy attack
results. For example, Recent work highlights that many MIAs produce misleading results that fail to comply with the
concept of DP [116]. Such inconsistencies arise from several factors, including simplified attack models, the real-world
trade-offs involved in implementing DP, and the metrics used to measure privacy leakage [128, 129, 116, 130].

DFL, however, may help narrow this gap by eliminating the need for a central server and exchanging partially obfuscated
gradients directly among peers. This design inherently reduces the adversary’s visibility of sensitive data and can
provide provable privacy advantages over CFL, as demonstrated in [14]. By reducing adversarial access to sensitive
information and leveraging distributed optimization, DFL contributes to narrowing the gap between provable privacy
guarantees and empirical attack resilience, aligning theoretical assurances more closely with practical outcomes [131].

5.5 The debate of privacy comparisons of CFL and DFL

Conflicting perspectives exist regarding which paradigm—CFL or DFL—ultimately offers stronger privacy protections.
Pasquini et al. [9] contend that DFL is less private than CFL, based on experiments involving loss-based MIAs under
separated aggregation. They attribute DFL’s heightened vulnerability to the inhomogeneity of decentralized topologies,
where node-specific training can amplify privacy leakage. In contrast, Yu et al. [14] argue that DFL can surpass CFL
from an information-theoretic viewpoint, particularly when joint optimization protocol is employed. They note that
CFL’s reliance on global aggregations creates an avenue for direct gradient exposure. Similarly, Ji et al. [131] investigate
this discrepancy from a mutual-information-based framework, illustrating how secure aggregation and other design
choices can affect privacy outcomes in both CFL and DFL. Taken together, these conflicting results underscore the
complexity of comparing privacy across federated paradigms and suggest that the choice between CFL and DFL may
depend on specific system requirements, network configurations, and threat models.
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6 FL against active adversary I: empirical attacks

Active adversaries do more than passively observe FL updates; they deliberately manipulate data or model updates
to disrupt training or embed hidden malicious behavior. Active attacks can be broadly classified into two categories:
explicit attacks that degrade the global model’s performance or prevent its convergence, and backdoor attacks that inject
hidden triggers into the model while maintaining high utility on normal inputs.

6.1 Explicit attacks: compromising model utility

In a CFL setup, the typical assumption is that the server is trusted and only clients might be malicious. Thus, most
active attacks studied in the literature assume malicious clients (sometimes called Byzantine clients). These clients
send incorrect or adversarial updates to the server in order to bias the aggregation. In contrast, the server is usually
assumed to have a high security level and is harder to corrupt, meaning it does not directly inject malicious updates. We
summarize several representative explicit attack strategies below:

A Little Is Enough (ALIE) [132]: This stealthy attack leverages the statistical properties of honest updates to remain
undetected. Let µh and σh denote the mean and standard deviation of the gradient vectors gh from honest clients h. A
Byzantine client m draws its malicious gradient gm by slightly shifting the honest mean:

gm = µh − ϵ σh, (16)

where ϵ controls the attack intensity. By perturbing the gradients only modestly, ALIE shifts the global model in an
adversary-chosen direction while evading many outlier detection schemes.

Bit Flipping (BF) [133, 134]: In this straightforward attack, a malicious client simply flips the sign of its gradient
update to oppose the direction of honest updates. Formally, gm = −gh. BF can significantly slow down or derail the
training process if not mitigated. However, it is relatively easy to detect or counter by defenses that check for abnormal
update magnitudes or directions (e.g., by clipping large updates or using robust aggregators).

Mimic Attack [135]: Here, malicious clients attempt to appear benign by crafting their updates to statistically resemble
honest updates. An attacker may run a "warm-up" period to learn the distribution of legitimate gradients gh, then
generate its malicious update gm to match that distribution. Because the malicious update looks normal, it can slip past
many robust aggregation rules designed to reject outliers. The trade-off is that the attacker must refrain from making
large deviations, so the impact on the global model—while harmful—may be gradual.

Label Flipping (LF) [136]: In a label flipping attack, adversaries poison their local training data by relabeling examples
from one class as another class. For instance, if there are Mℓ classes, a client could transform labels ℓ to Mℓ − ℓ
(effectively inverting the label encoding). The malicious client then trains on this mislabeled data and sends the resulting
model updates to the server. Label flipping causes the global model to misclassify certain classes (those targeted by the
flip) without necessarily triggering anomaly detection in gradients, since the gradient magnitudes and variances may
appear normal.

Data Injection (DI) [137, 138]: Data injection attacks go one step further by adding fake or misleading data points to a
client’s local dataset. Unlike gradient manipulation, data injection affects the model indirectly via training. A malicious
client can introduce out-of-distribution samples or engineered inputs that cause its local model update to skew the
global model. Because the attack happens at the data level, the submitted gradient might not look obviously anomalous
(especially if the client labels the injected data consistently with its attack goal). This makes pure gradient-based
defenses less effective against DI.

While the above attacks assume the central server is honest and only clients are compromised, one can also consider the
scenario of a malicious server. A corrupted server has far greater power, since it can modify the aggregation of all client
updates. One example of such an attack is Inner Product Manipulation (IPM) [139]. In IPM, the attacker is the server
itself (or an intruder who controls the server) and it alters the aggregated update to cancel out honest contributions. For
instance, the server can compute the average of the honest gradients and then invert it with a scaling factor:

gm = − ϵ ·
∑

i∈Vh
gi

|Vh|
, (17)

where Vh is the set of honest clients and ϵ sets the attack strength. This manipulated "update" is then applied as if it
were a normal aggregated gradient, effectively driving the global model in whatever direction the adversary chooses.
Since all clients trust the server’s aggregation, IPM can be devastating. Detection of such server-side attacks is difficult,
but methods like BALANCE [140] (discussed later in Section 7) can sometimes spot its characteristic directional shifts.
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6.2 Backdoor attacks: preserving utility with hidden triggers

Backdoor attacks implant an undetected “trigger” that, when present in a model’s input, induces malicious outputs.
Crucially, the model remains accurate on ordinary inputs, making these attacks difficult to detect. Backdoors serve
two main purposes: leaking private information (privacy-oriented backdoors) or altering predictions for the attacker’s
benefit (model misbehavior).

6.2.1 Backdoors targeting privacy breaches

By actively modifying the training process, an attacker can embed triggers that force the model to reveal information
about other clients. This can augment passive privacy attacks (Section 5). For example, URVFL [141] leverages a
pre-trained encoder-decoder and an auxiliary classifier in vertical FL, inserting triggers that correlate model outputs
with certain private features. Even defenses like differential privacy struggle to detect such refined backdoors.

6.2.2 Backdoors for adversarial advantage

Many backdoors aim to misclassify triggered inputs to a specific label without impairing overall performance. A
single universal trigger (e.g., a small watermark in images) exemplifies a single-trigger backdoor [142, 143], while
multi-trigger backdoors[144, 143] embed multiple, distinct triggers across different malicious clients. Multi-trigger
approaches are more robust since discovering and neutralizing one trigger may leave others intact.

Some backdoor methods operate in a black-box setting, where the attacker sees only model outputs, yet can still
iteratively adjust triggers by querying predictions [145]. Others are adaptive [146], dynamically modifying the
poisoning rate or trigger shape in response to changing aggregator defenses. Since backdoors generally preserve high
accuracy on benign inputs, they can remain hidden until the attacker provides an input with the correct trigger pattern.

7 FL against active adversary II: defenses

Modern FL systems employ various defense strategies to counter active adversaries in both CFL and DFL settings.
These approaches primarily focus on robust aggregation mechanisms that withstand malicious updates while preserving
model utility. The following subsections analyze prominent defense methodologies and their operational characteristics,
see the overall summery in Table 3.

7.1 CFL defense approaches

In CFL, the server orchestrates aggregation and three principal robust aggregation techniques have demonstrated
effectiveness:

Trimmed Mean (TM) [147] operates through dimension-wise outlier removal. For each parameter dimension, the
algorithm sorts client gradients {gi}ni=1, discards the 2k most extreme values (k > |Vb| where Vb represents Byzantine
clients), and computes:

gTM =
1

n− 2k

∑
i∈V\Ve

gi (18)

where Ve contains nodes with extreme gradient values. TM proves effective against moderate numbers of adversaries
producing outlier updates.

Median Aggregation (MED) [147, 148] replaces mean aggregation with dimension-wise median selection. This
non-parametric approach neutralizes the influence of extreme values without requiring prior knowledge of adversary
counts:

gMED = median({gi}ni=1) (19)

Krum Selection [149] implements a consensus-based approach by selecting the gradient vector closest to its neighbors
through Euclidean distance analysis:

gKrum = gargmini
∑

j∈Si
∥gi−gj∥2 (20)

where Si contains the n−|Vb|−2 nearest neighbors of client i. Multi-Krum variants extend this concept by aggregating
multiple reliable gradients.
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7.1.1 Hierarchical Defenses

The Bulyan framework [150] combines Krum and TM through two-phase filtering: First, it selects candidate gradients
via Krum-like consensus, then applies TM aggregation on this subset. This layered approach enhances robustness
against sophisticated attacks attempting to bypass single-stage defenses.

7.2 Decentralized FL Defenses

7.2.1 Local Inference Detection

The Local Injection Detection (LID) method [138] implements dynamic neighbor screening through hypothesis
testing. Each node i evaluates updates from neighbor j using:

∆Uj =
2

∆T

∆T/2∑
t=1

∥u(2t)
j − median({u(2t)

l }l∈Ni\j)∥∞ (21)

where the infinity norm ∥ · ∥∞ captures maximum parameter deviations and u
(t)
j = 1

η(t) (w
(t+1)
j − w

(t)
j ), η(t) is

time-varying step size. Updates are classified as malicious (H1) or benign (H0) through threshold comparison:

∆Ui,j

Hi,j
1

≶
Hi,j

0

δu
√
|Vi| (22)

7.2.2 Adaptive Filtering Approaches

The Uniform Byzantine-Resilient Aggregation Rule (UBAR) [151] employs dual-stage filtering: First, nodes select
neighbors with minimal model distance; second, they validate updates through local performance evaluation. This
combination ensures both geometric consistency and functional utility of aggregated models.

7.2.3 Topology-Aware Defenses

Self-Centered Clipping (SCClip) [152] addresses non-IID challenges through localized update constraints:

w
(t+1)
i =

∑
j∈Ni

Aij

(
w

(t)
i + Clip(w(t)

j −w
(t)
i , τi)

)
(23)

where the clipping operation Clip(x, τ) = min(1, τ/∥x∥) · x bounds update magnitudes relative to local model w(t)
i .

7.2.4 Dynamic Threshold Mechanisms

The Balance method [140] implements adaptive filtering through:

S(t)
i =

{
j ∈ Ni : ∥w(t)

j −w
(t)
i ∥ ≤ γ(t)

}
(24)

where threshold γ(t) follows exponential decay γ(t) = γ0 · αt (α ∈ (0, 1)). This progressive tightening ensures
increasing selectivity during training convergence.

Defense Approach Assumed Topology General Applicable Attacks FL Formulation

Explicit Backdoor Passive Separate aggregation Joint-optimization

Robust Aggregation

TM[147] CFL ✓ ✓ × × ✓
MED[147, 148] CFL ✓ ✓ × × ✓
Krum[153, 149] CFL × ✓ × × ✓
Bulyan[150] CFL × ✓ × × ✓
LID[138] DFL × ✓ ✓ × ✓
UBAR[151] DFL × ✓ ✓ × ✓
SCClip[152] DFL × ✓ ✓ ✓ ✓
Balance[140] DFL × ✓ ✓ ✓ ✓

Table 3: Comparison of defense approaches against different types of attacks.
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Overall, relies on server authority and global statistical analysis, prioritizing scalability at the cost of introducing a
single point of failure. In contrast, DFL distributes trust through localized validation and outlier filtering mechanisms,
which better adapt to dynamic environments but complicate model convergence in heterogeneous data settings.

8 Conclusion

This survey reframes the evolution of FL by arguing that the core distinction between CFL and DFL lies not only in
topology but also in protocol design: separated aggregation versus joint optimization. Our taxonomy reveals critical
insights: (1) Most DFL methods adopt heuristic averaging protocols rather than rigorous distributed optimization,
limiting their robustness and scalability; (2) Protocol choice directly governs privacy-utility trade-offs, with joint
optimization methods showing untapped potential for privacy preservation through inherent constraints.

Key gaps persist, particularly in DFL’s underuse of distributed optimization frameworks despite their theoretical
advantages for non-IID data and Byzantine resilience. Future work should prioritize protocol-aware designs that unify
optimization and robustness, adaptive defenses against evolving attacks, and hybrid architectures balancing CFL’s
efficiency with DFL’s security. By transcending topology-centric paradigms, the field can unlock FL’s full potential as a
scalable, private, and attack-resilient framework for decentralized collaboration.
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