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Abstract

As modern networks grow increasingly complex—driven by
diverse devices, encrypted protocols, and evolving threats—
network traffic analysis has become critically important. Ex-
isting machine learning models often rely only on a single
representation of packets or flows, limiting their ability to cap-
ture the contextual relationships essential for robust analysis.
Furthermore, task-specific architectures for supervised, semi-
supervised, and unsupervised learning lead to inefficiencies
in adapting to varying data formats and security tasks.

To address these gaps, we propose UniNet, a unified frame-
work that introduces a novel multi-granular traffic represen-
tation (T-Matrix), integrating session, flow, and packet-level
features to provide comprehensive contextual information.
Combined with T-Attent, a lightweight attention-based model,
UniNet efficiently learns latent embeddings for diverse se-
curity tasks. Extensive evaluations across four key network
security and privacy problems—anomaly detection, attack
classification, IoT device identification, and encrypted web-
site fingerprinting—demonstrate UniNet’s significant perfor-
mance gain over state-of-the-art methods, achieving higher
accuracy, lower false positive rates, and improved scalability.
By addressing the limitations of single-level models and uni-
fying traffic analysis paradigms, UniNet sets a new benchmark
for modern network security.

1 Introduction

Over the years, computer networks have evolved significantly
due to the increase in network bandwidth, sophisticated net-
work nodes (such as programmable switches), new device
types (e.g., Internet of Things), changing network protocols
(e.g., DNS-over-HTTPS), new applications (e.g., ChatGPT),
etc. With this evolution also comes the challenge of securing
the networks from various threats and attacks. Traditional
rule-based systems have limitations in catching up with new
and unknown threats; moreover, payloads are not available
for deep packet inspection due to the increasing adoption of

TLS [1]. Consequently, researchers have long been exploring
models from the domain of statistics, data mining, and ma-
chine learning (ML) to address the challenges in network traf-
fic analysis [2—11]. The advancement in deep learning (DL)
plays a crucial role in network traffic analysis for security
tasks. These models leverage the vast and complex features
of network traffic to identify anomalies and threats effectively.
Additionally, with the advent of programmable switches [12],
there is potential for ML or partial ML logic to run directly
on switches at terabits per second (Tbps) line rates [13—17],
promising real-time security capabilities. The deep learning
models, from convolutional neural networks (CNNs) to au-
toencoders and the latest transformer models [18] are able to
learn from large datasets consisting of hundreds of features.
This has led to the development of several deep learning mod-
els for network anomaly detection, botnet detection, attack
classification, fingerprinting and counter-fingerprinting of IoT
devices and websites, traffic generation, and so on [11,19-30].

Despite these promising directions, a core challenge lies
in data representation and formats. The common formats for
network data are: i) pcap that captures every packet on the
wire and details from the headers ii) flows (e.g., NetFlow,
IPFIX [31]) that capture coarser information from an aggre-
gation of packets. Packet captures provide rich details but
require substantial resources to store and process; flow-based
representations are more lightweight but lose important per-
packet granularity. As a result, ML models must adapt to
different levels of detail and data availability. Traditional in-
trusion detection systems (IDS) often focus on flows only,
treating each flow as an isolated unit [6, 7]. However, mali-
cious behaviors rarely manifest in any single flow or packet in
isolation. A single flow generally lacks conclusive evidence,
and a lone packet offers minimal context unless considered
within a broader temporal and relational environment. There-
fore, recent efforts are shifting toward session-level represen-
tations, wherein flows sharing common attributes (e.g., source
or destination IP addresses) within a certain time window are
grouped into sessions. Session-level analysis provides more
context than flow-level or packet-level views alone. However,
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Figure 1: Overview of UniNet framework

most research works focus exclusively on one granularity
at a time, which can either overlook subtle patterns critical
for detecting sophisticated threats or demand excessive com-
putational resources, undermining scalability and real-time
applicability. Additionally, existing models are often tightly
specialized for particular tasks, making them inflexible for
diverse network environments and data-capturing techniques.
To address these limitations, we introduce UniNet, a unified
framework designed to integrate multi-granular representa-
tions and support a broad range of network traffic analysis
tasks. Figure | provides an overview of UniNet, highlighting
its three main components: i) T-Matrix, A multi-granular traffic
representation that can integrate session, flow, and packet level
information; ii) T-Attent, A unified, self-attention-based fea-
ture extraction model capable of capturing contextual patterns
from diverse data inputs; and iii) heads tailored to different
learning paradigms, including supervised, semi-supervised,
and unsupervised tasks. Unlike previous approaches that ei-
ther focus on flows or packets in isolation, UniNet leverages
these granularities in a single architecture, ensuring both fine-
grained context and scalability. At the same time, its flexible
architecture supports a variety of security and privacy tasks,
from anomaly detection and attack classification to device
identification and website fingerprinting(see Table 1).

Tasks Category Task ID

Anomaly detection one-class un/semi-supervised 1
Attack identification binary/multi-class supervised 2
Device identification multi-class supervised 3
Website fingerprinting  multi-class semi-supervised 4

Table 1: Tasks we consider for network traffic analysis (see threat
model description in Section 5 for further details)

The following summarizes our contributions:

1. T-Matrix: We develop a multi-granular representation
for network traffic that is suitable for multiple data for-

mats and their combinations (Sections 3). We carry
out comprehensive experiments to compare T-Matrix
with single-level representations; the results show that
T-Matrix captures more detailed traffic patterns, lead-
ing to improved performance in various traffic analysis
tasks (Section 5.4).

2. T-Attent for latent embedding learning: We develop a

transformer encoder-based architecture for network traf-
fic analysis that captures contextual information and sim-
plifies model selection (Section 4). T-Attent effectively
handles supervised, semi-supervised, and unsupervised
learning by employing different “heads” (Section 4.2).
This design greatly reduces the overhead of using sep-
arate models for each task, making UniNet a powerful
choice for diverse traffic analysis scenarios (Sections 5.2,
5.3,5.4,5.5). Additionally, we adopt a lightweight vari-
ant of the transformer encoder and a new segmentation
strategy (Section 4.1), with reduced attention heads and
embedding dimensions, which ensures computational
efficiency without compromising performance.

3. Enhanced efficiency and performance: We evalu-

ate UniNet on four common network security and pri-
vacy tasks spanning three ML categories (unsupervised
anomaly detection, supervised classification of attacks
and devices, and semi-supervised website fingerprinting),
using multiple real-world datasets (Section 5). UniNet
consistently outperforms existing baselines in terms of
detection rates and related metrics. Furthermore, we
highlight ability of UniNet to discover intrinsic patterns
from limited data (Section 5.3). The self-attention mech-
anism in T-Attent shows significant advantages in extract-
ing information from informative sequences compared
to baselines. We publish our code base for supporting
future research and reproducibility'.

! Anonymous during the review process.
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Figure 2: T-Matrix multi-granular traffic representation and defaulted session, flow, and packet level semantic features

2 UniNet framework

We present an overview of our proposal, UniNet. As depicted
in Fig 1, UniNet operates in four key steps. i) The first step
involves extracting semantic features at multiple levels, such
as packet, flow, and session, to retain rich contextual informa-
tion and meaningful fields; subsequently we define a multi-
granular cohesive traffic representation T-Matrix (Section 3).
ii) In the second step, the unified T-Matrix representation is
encoded into tokens for training the model. In Section 3.1, we
define the vocabulary of tokens corresponding to important
traffic features and describe the tokenization process. iii) Af-
ter encoding the T-Matrix representation of traffic into tokens,
they are provided as input into UniNet’s attention-based model,
T-Attent, for representation learning. The motivation behind
using an attention-based model, specifically one based on the
transformer encoder [18], is its ability to learn relationships
across long sequences. We propose a relative segment em-
bedding in Section 4, which allows the model to identify and
aggregate features at different levels, enhancing its ability to
learn meaningful representations from the data. The output
of T-Attent is a latent embedding that represents the under-
standing of the traffic. iv) This latent embedding is general
enough to be used for various tasks, which is achieved by
feeding it into different task-specific heads, as explained in
Section 4.2. These heads provide a flexible framework for
multiple network traffic analysis tasks.

3 T-Matrix design

T-Matrix is a multi-granular traffic representation that encom-
passes information at three different levels of traffic informa-
tion: session, flow, and packet. This is different from existing
works that capture either flow-level or packet-level informa-
tion but not both, thereby limiting the modeling capability.
We define session as a finite aggregation of flows that are tem-
porally correlated and are contextualized by src/dst IP address.
For example, a 15-minute traffic to and from one IP address
forms a session. The separation of different sessions can be

based on time (static) or based on inactivity (dynamic, e.g.,
‘a silence of 1-min breaks a session into two’). Each flow in a
session is a set of packets identified by the common 5-tuple
of src/dst IP address, src/dst ports, and protocol. Thus, a ses-
sion represents the behavior of, say, a user’s browsing activity
over a short period of time; the flows in the session describes
the various connections, such as DNS query/response, HTTP
request/response to different servers for various resources to
load a website, and so on. Fig 2 illustrates the multi-granular
traffic representation and semantic features of T-Matrix.

Per-packet features are obtained from fields in the packet
header. The raw packet features useful for traffic analysis
include packet size, time since the last packet, packet direc-
tion, packet direction (incoming/outgoing), transport protocol
(TCP/UDP), application protocol (HTTP, DNS, NTP, etc.),
TLS presence and version, the categories of source/destination
IP addresses (internal/external) and ports (service port, in
particular). The port number helps to determine the type of
application traffic, specifically differentiating between service
(well-known) ports and ephemeral (random) ports. However,
a single packet alone might not provide sufficient information
for traffic analysis. Packet-level features are meaningful when
a sequence of packets is considered. For example, a TCP SYN
packet is present in both benign and malicious flow; as such a
TCP SYN packet does not independently help in determining
whether the packet (and the corresponding flow) is malicious.
However, when we analyze a sequence of packets, we may ob-
serve a rare pattern that indicates an anomaly; e.g., repetitive
sequences with identical packet sizes, which are characteris-
tic of application-layer DDoS attacks. Therefore, we extract
these features from sequences of packets, encoding them (Sec-
tion 3.1) to subsequently use the encoded features for training
and inference. As payloads are (mostly) encrypted, we do not
process payloads for feature extraction.

Flow-level features are aggregated from the headers of
packets in a flow. This aggregation reduces the amount of
data, but it is still useful when there are missing packet-level
features due to resource limitations or when users tunnel
through encrypted channels such as ToR and VPN. The iden-



tifier of a flow is the 5-tuple: src and dst IP addresses and
port numbers, and transport protocol. Since data can flow in
both directions, the forward and reverse flow identifiers are
matched to learn the relationship. A silence period is used to
determine the expiry of a 5-tuple flow within a session. There
are tens of flow-level features that can be extracted from net-
work traffic, and UniNet is designed to represent a variable
number of features. Some of the common flow-level features
are flow size (in bytes and packets), flow duration, a combi-
nation of TCP flags, as well as statistical measures (mean,
min, max, standard deviation, etc.) of sizes of all packets in
the flow and inter-arrival times of packets, port numbers, and
transport layer protocols [32-34]. The detailed encoding of
TCP flags are presented in Appendix A.

At the session level, features provide information about
the flows within. Consider a session aggregated using src IP
address (although it applies to other aggregations as well).
This includes the total number o flows and dst IP addresses,
the unique number of dst IP addresses, and the total number
of service ports (e.g., 10 HTTP connections, 5 DNS resolu-
tions). Such a representation allows us to detect some of the
application-level anomalies, e.g., if there are 100s of outgoing
DNS requests and no user application (such as browsing) in a
short window, it might indicate an infected host.

Given the above definition, T-Matrix represents a session as
a single data point. Since a session may consist of multiple
flows, and each flow can contain multiple packets, flows and
packets are represented as matrices. A session encapsulates
aggregated information from its flows and is therefore repre-
sented as a single vector at the beginning of a data point. Fig. 2
illustrates the idea of feature extraction and representation.

3.1 T-Matrix Encoding

Next, we present the process of encoding the multi-granular
semantic features extracted from traffic data into a standard-
ized format suitable for T-Attent, the second important compo-
nent of UniNet. The encoding process involves the following
steps: tokenization, defining the vocabulary to represent fea-
tures, and designing the final format for representing input.

3.1.1 Tokenization

Tokenization breaks down textual information into manage-
able units (tokens) that DL models can process and ana-
lyze [35-38]. All traffic features corresponding to a single
data point (e.g., packet sequence) should be represented as
a single token. In this way, the model provides insights into
which specific features contributed to the detection of an
anomaly, which not only enhances the ability to detect com-
plex attack patterns but also improves the explainability of
the results (briefly discussed in Section 6). Unlike natural lan-
guages that share common characters and tokens, network traf-
fic features are heterogeneous and the patterns are protocol-

based [39]. As shown in Figure 2, features such as direction,
port number, protocol, and TCP flags are categorical, while
packet length and inter-arrival time (IAT) are continuous. To
unify this diverse data into a consistent format for model
training, below we employ a tokenization method and define
a vocabulary. Tokenization techniques [40,41] split data into
tokens. We handle categorical features by assigning each cate-
gory a unique token, thereby converting data into a numerical
format for processing. However, directly using continuous
values can lead to poor model performance due to issues like
overfitting and sensitivity to outliers [42—44]. Therefore, we
use binning to improve model convergence during training.

There are three commonly used binning methods [45,46]:
equal-width, equal-frequency, and clustering. Equal-width
binning creates intervals of equal size, suitable for uniformly
distributed data but it is less effective with outliers; in net-
work traffic, attacks can be outliers. Equal-frequency binning
distributes data points evenly across bins, managing skewed
distributions well. Clustering, using algorithms like k-means,
groups data by similarity, revealing inherent structures but re-
quires more processing time [47]. We choose equal-frequency
binning in T-Matrix, for its efficiency and ability to minimize
the impact of outliers.

3.1.2 Vocabulary

Vocabulary is the set of unique tokens a tokenization system
utilizes during training. The design of the vocabulary must
balance compression (using fewer tokens to represent more
information) with model performance. While higher compres-
sion can speed up processing and extend context length, it
may sacrifice the ability of models to capture fine-grained
details [38]. A very small vocabulary size risks oversimpli-
fying diverse data, leading to information loss and potential
overfitting [48,49]. On the other hand, a vocabulary that is
too large can be computationally expensive and impractical
given resource constraints [50-54].

Token ID Value Description
0 0 Token used for ‘0’ in binary features.
1-1024 1-1024 Conventional port numbers for specific
services.
1025 8080 HTTP port.
1026 3306 MySQL port.
1027 Other ports  Ports other than the specified well-known
ports, and ‘-1’ in port representations.
1028-1038 Reserved Reserved for future ports or protocols.
1040 [MASK] Masking purposes in representation learning.
1041 [PAD] Padding sequences in representation learning.

Table 2: Token IDs, Values, and Descriptions

For categorical features, we need to decide the range of val-
ues. Port numbers are numerical identifiers used to distinguish
different applications or services on a network, ranging from
0 to 65,535. However, using all 65,535 values is impracti-
cal, as it would require an immense amount of computational



resources and result in large model sizes. Instead, we focus
on commonly used ports that have significant meaning in
traffic analysis. This includes the well-known ports from 1-
1024, in addition to any custom application ports such as
8080 (HTTP) and 3306 (MySQL). Thus, we use 1024 as a base,
adding specific tokens for special ports, future protocols, and
other purposes. The final settings are given in Table 2; the
vocabulary size is 1042. This results in a total of 1042 tokens,
including 2 special tokens, [MASK] and [PAD], for masked to-
ken prediction (explained later in Section 4.2.1) and padding
data with insufficient lengths. We bin continuous features into
1042 bins, which also function as normalization. As extreme
values can impact this method, we carry out data cleaning to
remove such values. By categorizing continuous values and
converting categorical data into tokens, our model is able to
handle the heterogeneous nature of network traffic data.

3.2 T-Matrix format

Considering the need to perform various network traffic anal-
ysis tasks, the input format must be sufficiently general to
handle different scenarios. Thus, the input dataset will be in
the format of a dictionary containing five keys:

1. input represents the sequence generated in Sec-
tion 3.1.1, containing information about the [MASK] to-
ken. The masking ratio 7 indicates the proportion of
features in the tokenization that are masked. For exam-
ple, when using the model for unsupervised learning
tasks, such as anomaly detection, we set 0 <1 < 1. For
supervised classification tasks, we set 1 = 0.

2. true value represents the ground truth of the masked
tokens. The values are all 0 except for the masked parts.
To refine the loss function, we use the negative log loss
function for model training.

3. mask index indicates the indices of [MASK] tokens, fa-
cilitating the calculation of the loss function by identify-
ing which parts of the input sequence are masked.

4. segment label separates session-level, flow-level, and
packet-level features, indicating which features are at the
flow level and which are at the packet level. We detect
transitions between different flows by observing changes
from 0 — 1 or 1 — 0 in the segment label sequences.

5. sequence label is used for handling supervised learn-
ing problems, providing labels for sequences to support
classification and other tasks.

An example is shown in Table 3.

Key Example

input [0,1,54,16,1040,1040,5,1,1,...]
true value [0,0,0,0,45,85,1,1,...]

mask index [0,0,0,0,1,1,0,0,...]

segment label [o,0,0,0,0,0,0,1,1,...]
sequence label [0] or [1] or [...]

Table 3: The illustration of final input format. The highlight parts
represent the masked tokens.

4 T-Attent Architecture

T-Attent is designed to handle the heterogeneous and diverse
network traffic data by generating corresponding latent em-
beddings. The architecture of T-Attent is shown in Figure 3.
It consists of several layers that work together to process and
analyze the data effectively: embedding techniques, multiple
transformer encoder layers, and a masked prediction head for
latent representation learning.
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Figure 3: The architecture of T-Attent

4.1 Embedding and encoding layers

To effectively represent network traffic data within our
attention-based model, T-Attent employs several embedding
techniques. A key innovation of our framework is the intro-
duction of relative segment embeddings, which differentiate
among session-level, flow-level, and packet-level features by
mapping segment labels into a higher-dimensional space. This
allows the model to simultaneously process high-level flow
characteristics and detailed packet information, enhancing its
ability to detect complex anomalies. Additionally, the T-Attent
also leverages a lightweight ViT encoder layer [55] to process
inputs from T-Matrix. This encoder comprises a small number
of attention heads and feed-forward layers. Unlike traditional
transformers, T-Attent uses a patch embedding mechanism to
split inputs into fixed-size segments, enabling it to capture
local structural patterns alongside long-range dependencies.
The self-attention mechanism dynamically computes weights



of different parts of the input sequence, allowing the model to
capture interactions between packets and flows (e.g., linking
a DNS lookup to a subsequent HTTP connection). Moreover,
we utilize learnable positional embeddings [56,57] to encode
the sequential order of packets within a flow, enabling the
transformer to capture essential temporal dependencies.

4.2 UniNet training with different heads

We now present the learning phase of our framework, where
UniNet is trained to generate encoded embeddings of network
traffic data. These encoded embeddings can then be used
as input for various ML heads or further processed for spe-
cific analysis tasks (as illustrated in Figure 1). We consider
three heads for different purposes: unsupervised represen-
tation learning, anomaly detection, and classification. This
framework allows UniNet to be applied in different scenarios,
enhancing its practical utility.

4.2.1 MFP head for unsupervised learning

For unsupervised traffic representation learning (Section 5.2),
we introduce a new task called Masked Feature Predic-
tion (MFP). This technique, inspired by the pretraining of
LLMs [58], involves intentionally masking certain tokens in
the input data during training. The model is then trained to
predict these masked tokens based on the surrounding context.
For this purpose, we randomly select a percentage, denoted as
1 (e.g., 40%), of the features within a sequence to be masked.
These selected features are replaced with the [MASK] token.
The model is trained to predict the token IDs of these masked
features using the provided ground truth values, used for un-
supervised learning, as illustrated in Figure 3.

4.2.2 Anomaly detection head

To effectively detect anomalies (Section 5.2), we need to
estimate the distance between benign traffic and potential
attacks. After extracting features via T-Attent, we feed the
generated representations into an auto-encoder. We first train
the model using only the benign traffic and use the normal
reconstruction loss to establish the decision boundary at the
dth (i.e., 95th) percentile. If the reconstruction loss of a sample
exceeds this threshold, it is classified as attack traffic.

4.2.3 Classification head

UniNet is designed to handle a variety of classification tasks,
including identifying the type of application generating the
traffic, detecting intrusions, and classifying devices. The rich,
contextual embeddings produced by the encoder layers enable
the model to achieve high accuracy in distinguishing among
different classes. For these classification tasks, the final hid-
den states of T-Attent are passed through multiple layers of a
Multi-Layer Perceptron (MLP), followed by a softmax layer

to produce probability distributions over the possible classes.
This classification head is used for Task 2 in Section 5.3, Task
3 in Section 5.4, as well as Task 4 in Section 5.5.

5 Performance evaluations

5.1 Experiments settings

We select three datasets that comprehensively meet our cri-
teria for containing all packet-level features (pcap) and are
directly relevant to our key tasks, including network anomaly
detection, attack classification, IoT device identification, and
encrypted website fingerprinting. Additionally, these datasets
are sufficiently large and diverse to support robust evaluations
for both unsupervised learning and multi-class supervised
tasks. Specifically, we choose CIC-IDS-2018 [59] for its ex-
tensive collection of both benign and malicious traffic, making
it ideal for unsupervised anomaly detection and supervised
attack identification. UNSW-2018 [60] is selected for IoT de-
vice fingerprinting due to its detailed representation of various
IoT devices. Lastly, DoQ-2024 [61] is utilized for encrypted
website fingerprinting because of its comprehensive capture
of encrypted traffic patterns across a wide range of websites,
enabling effective analysis despite the increasing adoption of
encryption protocols. All three datasets are extensive in both
pcap and flow tabular formats, ensuring their suitability for
our diverse tasks. Further details of each dataset are provided
in the subsequent sections.

All the training and testing of our models and baselines are
conducted on an Nvidia RTX 4080 16GB GPU and an Intel
Core 19-13900KF processor. The vocabulary size for tokens is
set to 1042. The model utilizes 10 heads, 10 embeddings, and
2 encoder layers. The learning rate follows a warm-up sched-
ule, starting at 0.0001 and increasing to 0.001 over 10,000
steps. Specific settings for different heads are discussed in
the corresponding sections. The default values are given in
Appendix B.1. The commonly used metrics for network secu-
rity tasks include Recall (True Positive Rate, TPR), Precision,
False Positive Rate (FPR), Accuracy, and Area Under the
Curve (AUC), which are also defined in Appendix B.2. For
multi-class classification, we compute the macro values of
these metrics independently for each class and then average
them across all classes. The threat model for each task is men-
tioned in the corresponding sections. We now evaluate UniNet
and baselines for four different security tasks—Tasks 1-4 in
Table 1—across the three categories of unsupervised anomaly
detection, supervised classification of attacks and devices, and
semi-supervised website fingerprinting.

5.2 Unsupervised Anomaly Detection

Threat model: In anomaly detection (Task 1), the primary
goal is to detect malicious network traffic that deviates from
a learned benign profile. We assume that the training dataset,



organized into session-level structures, is predominantly be-
nign but may contain a small fraction of undiscovered attacks;
however, it is not extensively poisoned by adversaries. Attack-
ers can manipulate or inject flows, adjusting timing or header
fields (e.g., IP addresses, ports) to blend into normal patterns;
however, they do not control the overall training pipeline or
the underlying network infrastructure.

Dataset: We use the CSE-CIC-IDS2018 dataset [59] for this
task, and after processing the input into T-Matrix format, we
use only the benign traffic to train T-Attent’. The initial data
distribution is given in Appendix C.1. The evaluation focuses
on five types of network attacks: DDoS, DoS, BruteForce,
Botnet, and Infiltration, which are categorized as malicious
during the testing phase. The distribution of training and
testing data is detailed in Table 4.

Category Type Count Distribution (%) Label Ratio (%)
Training  Benign 223,662 - - -
Benign 10,000 50 0 50
DDoS 2,000 10
Testi DoS 2,000 10
esting BruteForce 2,000 10 | 50
Bot 2,000 10
Infiltration 2,000 10

Table 4: Data distribution for anomaly detection (Task 1)

Input representation: The input to UniNet is structured to
facilitate unsupervised learning, organized at a session level.
Sessions are composed of flows grouped by the same source
or destination IP (Section 3). Segment labels distinguish dif-
ferent levels of features and different flows within the same
session. The input sequence length is set to 2,000 tokens. We
input all flows and their packets in the order of arrival until
the sequence reaches 2,000 tokens. Any remaining tokens are
padded with [PAD]. Each flow is represented by 8 features,
and each packet by 6 features (Section 3). Thus, representing a
flow-packet segment requires a length of 68 features, making
space for ~ 30 flows within an input sequence. Given the sim-
pler and less informative nature of packet features compared
to natural language, a higher masking ratio is justified. We
experiment with masking ratios ranging from 15% to 60%,
finding optimal performance at 40%.

Baselines: The baselines we evaluate are:

1. Machine Learning baselines: We consider traditional
ML algorithms such as Isolation Forest, One-Class SVM,
Local Outlier Factor (LOF), and K-means clustering.
These models rely on statistical and distance-based meth-
ods to identify anomalies. They are particularly effective
for scenarios with well-defined feature spaces, offering
faster training times and lower computational require-

2In practice, the benign class is created by removing suspicious flows
using rules; yet it is assumed that small part of this class contains some
malicious flows [11]

ments. They have been used commonly for network traf-
fic analysis (e.g., see [62—65]).

2. Deep learning baselines: We implement deep learning
models used in the past for network anomaly detection,
including standard autoencoders (AE) [11], variational
autoencoders (VAE) [66], and LSTM-based VAEs [67].
These models are good at learning hierarchical and tem-
poral representations from raw network traffic data. AE
reconstructs input data and detects anomalies based on
reconstruction loss, while VAEs introduce a probabilis-
tic framework to model data distributions. LSTM-based
VAE:s capture sequential dependencies in traffic patterns,
enhancing anomaly detection for time-series data.

The primary distinction between UniNet and the baseline
approaches lies in the utilization of the MFP head for em-
bedding extraction and multi-granular representation. Specif-
ically, UniNet employs T-Matrix and embeddings generated
by the MFP head, which are subsequently processed through
various anomaly detection models. In contrast, baseline ap-
proaches use single-level information, such as a sequence
of packets or flows. They skip this step and apply anomaly
detection techniques directly to features without encoding by
the MFP head.

Orchestration of UniNet: To address these threats, we em-
ploy UniNet in a two-phase, unsupervised fashion. Firstly, the
MFP head (Section 4.2.1) learns representative embeddings
by randomly masking up to 40% of traffic features and pre-
dicting them, enabling the model to capture robust patterns of
benign behavior. Once T-Attent training is complete, the MFP
head is removed, and the latent embeddings generated by the
final encoder layer is utilized in the next phase. Secondly,
an autoencoder-based anomaly detection head refines these
embeddings, using reconstruction loss to identify deviations
from the learned profile.

Analysis: We present the performance of each model, both
for the baselines and for our enhanced implementation using
UniNet (i.e., UniNet + different heads) in Table 5. For UniNet,
we perform unsupervised representation learning using the
MFP head (Section 4.2.1) with T-Attent. Subsequently, the
initial traffic data is embedded into a transformed space to
better capture underlying patterns and anomalies. The embed-
dings generated by T-Attent are then fed into different baseline
models (anomaly detection heads).

As depicted in Table 5, UniNet consistently outperforms
the baseline across all key metrics — the accuracy improves
by an average of 18.01%, F1-score by 18.49%, precision by
17.98%, recall by 17.64%, and AUC by 17.00%. The en-
hancements are even more pronounced with deep learning
models; in comparison to AE, UniNet registers a maximum
improvement of (approximately) 27% in accuracy, 28% in
Fl-score, and a reduction of about 44% in FPR. These re-
sults show that UniNet accurately detects anomalous traffic
patterns while significantly reducing the false positive rates.



Model Accuracy F1 Score Precision Recall AUC FPR
Isolation Forest 0.5260 0.5537 0.5299 0.5760 0.5312 0.3124
One-Class SVM 0.6412 0.6337 0.6220 0.6468 0.6490 0.2581
LOF 0.6918 0.6719 0.6505 0.6960 0.6907 0.2893
Baseline K-means 0.5804 0.5356 0.5831 0.5412 0.5798 0.4190
AE 0.6204 0.6037 0.6019 0.6275 0.6212 0.2750
VAE 0.7112 0.7156 0.6924 0.7405 0.7321 0.2645
LSTM-VAE 0.7351 0.7357 0.7348 0.7279 0.7660 0.2336
Average 0.6437 0.6357 0.6306 0.6511 0.6528 0.2931
Isolation Forest head 0.6427 r2.16% 0.6594 +19.16% 0.6487 t2.18% 0.6815 tis06% 0.6728 641 0.2825 vo.56%
One-Class SVM head 0.7521 t17.20% 0.7435 ti7.10% 0.73006 t17.49% 0.7579 t17.204 0.7552 ti636% 0.2205 via57
LOF hedd 0.78141\29364 07698 +14.58% 0.7612117(“% 07807 +12.16% 07793 +12.81% 0.2618%}52%
UniNet + K-means head 0.6549 12849 0.6403 t10.55% 0.6621 354 0.6304 ti6.45% 0.6532 ti265% 0.3760 v1026%
AE head 0.7854 660w 0774218260 0.7531 15159 0.7967 t750%  0.7835 06106 0.2154 w2168
VAE hedd 08023 +12.84% 07927 +10.77% 07709 411.34% 08163 410.24% 08034 49.73% 0 1968 ¥25.59%
LSTM-VAE head 0.8689N'€ 57% 0.85841\16”& 0.8497 +15.64% 0.8679 +1.58% 0.8681 +3.37% 0.1312%’“&”9?
Average 0.7597 tis01% 0.7526 tis.49% 0.7438 t17.98% 0.7659 +17.64% 0.7637 t17.00% 0.24006 v17.90%
Table 5: Comparison of Baseline Models and UniNet for Task 1
The enhanced performance of UniNet can be attributed to the for Task 2 is presented in Table 6.
effective representation learning capabilities of the MFP head
when combined with T-Attent. The. embedding generated by Category Type Count  Ratio (%) PhaseLlabellJi o, Total Ratio (%)
T-Attent encompasses both sequential and statistical features, : :
. . . Benign Benign 40,000 57.04 0 0 57.04
leading to a more robust and comprehensive understanding.
DoS 10,196 14.54 1
BruteForce 9,523 13.58 2
Attack Bot 6,359 9.07 1 3 42.96
Infiltration 4,048 5.77 4

5.3 Supervised Attack Identification

Threat model: As for attack identification (Task 2), we con-
sider a realistic network environment where attackers launch
a variety of threats, while attempting to evade detection by
mimicking benign traffic patterns and manipulating both flow-
and session-level characteristics. A IDS aims first to distin-
guish malicious from benign traffic (Phase 1), using a coarse-
grained yet efficient binary classifier to handle high volumes
of data. Flows flagged as malicious are then subjected to a
second, more detailed classification step (Phase 2), which
identifies the specific attack type (e.g., botnet, DDoS) using a
multi-class head that requires deeper contextual analysis.

A significant challenge inherent in this environment is the
scarcity of labeled instances for training. Attackers often ex-
ploit this weakness, as obtaining large numbers of labeled
samples for diverse or emerging attack types is prohibitively
costly and time-consuming in real-world settings. This lack
of labeled data can hinder the IDS’s ability to generalize to
new threats or achieve high classification accuracy.

Dataset: We utilize the CSE-CIC-IDS2018 dataset [59],
which is predominantly composed of benign samples, reflect-
ing real-world class imbalances and the limited availability
of labeled data for certain attack types. We focus on four
types of attacks: DoS, brute force, botnet, and infiltration. In
Phase 1, all attacks are aggregated into a single malicious
class. Phase 2 refines this classification by distinguishing
among individual attack types. To address data imbalance, ad-
ditional preprocessing steps are applied. The data distribution

Table 6: Intrusion detection data distribution (Task 2)

Input format: In this task, the classification is based on a
single flow. Therefore, an input is a single flow and set of
packets within the flow, with a length of 2,000 tokens. This
format begins with flow-level features, followed by packet-
level features within the same flow. If the number of packets
in a flow exceeds the maximum length of the input, it will
be truncated. And if the number of packets is less than the
fixed length, it will be padded with [PAD]. We use the default
flow and packet features described in Section 3. The segment
labels are used to separate per-packet and flow-level features,
indicating which level a particular feature belongs to.

Baselines: We compare UniNet with recent sequence models:
LSTM-NoD [68] and GRU-tFP (Gated Recurrent Unit) [69].
The LSTM-NoD model utilizes two LSTM models, one
trained on normal-day (N) traffic and the other on attack-
day (D) traffic, to estimate the likelihood of network requests
being DDoS attacks [68]. The GRU-tFP model is introduced
in [69] to address different tasks, including intrusion detec-
tion, in a supervised way. GRU-tFP uses the GRU model to
extract traffic features hierarchically to capture both intra-flow
and inter-flow correlations. To analyze the impact of T-Matrix
and T-Attent, LSTM-NoD and GRU-tFP are provided with
single packet-level data sequences. In contrast, UniNet uses
the T-Matrix format with flow and packet level data. We also
assess the ability of each model to extract meaningful traffic
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Figure 4: F1-scores and performance metrics for various attack types and phases in Task 2.

patterns with limited training instances per class. We employ
a lightweight transformer architecture comprising two en-
coder layers with an embedding size of 10, resulting in a total
of 15,000 parameters. This parameter count is significantly
smaller compared to LLMs, which typically contain billions
of parameters. The compact design facilitates efficient exe-
cution and simplifies implementation, making it suitable for
deployment in resource-constrained environments.

Orchestration of UniNet: While adversaries may manipu-
late timing and header fields to blend in with legitimate ses-
sions, the IDS leverages session-level aggregation, flow-based
features, and specialized embedding strategies to highlight
anomalies that cannot be entirely concealed. Under condi-
tions of label sparsity, we design experiments that explore
the system’s robustness under varying levels of labeled data
availability, ranging from highly sparse (50 samples per class)
to more representative distributions (500 samples per class).
Analysis: For the Phase 1 (broad detection), the results are
presented in Appendix D. UniNet achieves the highest accu-
racy of 99.41% over all baselines. In the context of intrusion
detection, balancing the trade-off between recall/TPR (True
Positive Rate) and the False Positive Rate (FPR) is crucial.
A low FPR is essential to minimize false alarms, which cost
human hours for security analysis. However, this often comes
at the expense of recall, due to missed detection of anomalies.
Figure 4a illustrates the performance of UniNet and baseline
models across different FPR values. All models achieve high
recall at high FPR levels, but the real test of efficacy lies in
their performance at lower FPR values. At an FPR of 1072,
UniNet demonstrates an absolute increase of ~ 14% for TPR
compared to the best-performing baseline (LSTM-NoD). This
advantage becomes even more notable as the FPR is reduced

to 1073; the TPR gap between UniNet and best performing
baseline increases significantly to ~ 68%. These results high-
light the ability of UniNet to maintain high detection rates
without sacrificing the FPR.

We test with different training instances per class to evalu-
ate the information extraction capability of different models
for Phase 2 (granular classification). When provided with
same informative data, the model that extracts and utilizes in-
formation most effectively has a significant impact. Figure 4b
gives the overall accuracy across all attacks, where UniNet
exhibits an average ~ 14% accuracy improvement over the
baselines. The model converges with 300 training instances
per class, highlighting the effectiveness of T-Attent part in
UniNet, which utilizes the self-attention mechanism to extract
intrinsic patterns.

Figure 4c-4f shows the F1-scores for each attack type. Al-
though DoS and Brute Force attacks are generally easier for
all models to detect due to their prominent and distinguishable
characteristics, we still see an increasing gap between UniNet
and baselines with increasing training instances. As for Bot
and Infiltration attacks, UniNet demonstrates a significant im-
provement over LSTM-NoD and GRU-tFP, particularly with a
low number of training instances (e.g., 100) per class. Notably,
there is an absolute increase in F1-score by ~ 25% for Infiltra-
tion and ~ 43% for Botnet compared to the best-performing
baseline (GRU-tFP). This can be attributed to the limitations
of LSTM-NoD and GRU-tFP in capturing long-distance de-
pendencies, especially when features are flattened, weakening
the relationship between nearby tokens. In contrast, UniNet
performs well in understanding long sequences, which is im-
portant for identifying both Bot and Infiltration. These attacks
often exhibit subtle, long-range dependencies in their behavior



patterns that simpler models struggle to capture.

Inference time: We evaluate the inference time for the dif-
ferent models. LSTM-NoD model exhibits the highest infer-
ence time of 4.0 ps, whereas UniNet processing sequences in
parallel, achieves the lowest inference time of 0.75 ps (see
Table 12 in Appendix D.1).

5.4 Multi-class Device Classification

Threat model: In IoT device classification (Task 3), the goal
of the system, in this case a network defense system, is to
identify the types of devices connected to the network by
continuously monitoring its traffic flows, such as those in an
enterprise environment. This helps the enterprise maintain
awareness of all devices on its network and take action against
unauthorized or rogue devices.

Dataset: We utilize the UNSW 2018 dataset [60], which
encompasses a diverse array of device types (28 devices) ex-
hibiting heterogeneous traffic patterns. To mitigate skewed
data distributions, we train a multi-class classification head
on a balanced subset of 15 selected device categories from the
original 28, leveraging cross-entropy loss to enhance classifi-
cation boundaries. Detailed data processing and distribution
are provided in Appendix C.2.

Input representation: In this session-level task, the data is
represented as sessions, where packets grouped by a src (dst)
IP address within a static time-window form a session (refer
Section 3). Each session may contain multiple flows; and a
single flow may span multiple sessions, thereby becoming in-
complete in session(s) due to the time-window splits. The data
is then segmented them into sequences of 2,000 tokens based
on their arrival time. The segment labels for UniNet are ‘0’s
for incomplete flow-level features and ‘1’s for per-packet fea-
tures. As for UniNet w/o T-Matrix, the segment labels are set to
all “I’s. Positional information is based on the arrival time of
each packet. We use only the six default packet features men-
tioned in Section 3: source/destination port representation,
direction, packet size, transport layer protocol, and IAT.
Baselines: We compare UniNet with two recent sequence
models for IoT fingerprinting: SANE [29] and BiLSTM-
iFP [22]. The SANE model employs a similar architecture
to UniNet, utilizing an attention-based structure but relying
solely on per-packet features for IoT fingerprinting. More-
over, each packet is treated as a token in SANE; while in
UniNet, each feature is treated as a token. The BiLSTM-iFP
model extracts packet-level features and uses an enhanced
bidirectional LSTM to perform device classification.

Both baseline models were implemented using single-level
representations. Additionally, to analyze the impact of T-
Matrix, we conduct an ablation study comparing the perfor-
mance of UniNet with and without T-Matrix (UniNet-w/o-T-
Matrix). Moreover, given the imbalanced in the dataset, there
is a risk that classes with fewer data points, i.e., minority
classes, may be overlooked or underrepresented in model
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training. To assess this, we specifically study the performance
of four classes with the least number of data points: i) An-
droid Phone, ii) Light Bulbs LiFX Smart Bulb, iii) Smart Baby
Monitor, and iv) Aura Smart Sleep Sensor (see Table 11 in
Appendix D). A good performance on these classes would in-
dicate that the model is not biased towards classes with larger
data representation, thereby ensuring a more robust system.

UniNet
UniNet w/o T-Matrix
SANE

Feel
g7
NN BILSTM-iFP

0.9363

Macro-F1-Score recision

uracy

Figure 5: Performance comparison of minority classes for Task 4

Orchestration of UniNet: Our framework addresses the chal-
lenge of incomplete flows caused by session splits over fixed
time windows by aggregating traffic at the session level. This
preserves essential contextual relationships, enabling the de-
tection of inconsistencies in traffic behavior that may indicate
adversarial manipulation.
Analysis: We focus on the performance of different methods
on minority classes, presented in Figure 5. UniNet achieves the
best performance across all metrics, with an improvement of
~ 7% in accuracy, ~ 8% in F1-score, and ~ 6% in precision
compared with BILSTM-iFP. We carry out further analyses.
i) To evaluate the advantages of the T-Matrix, we conduct a
comparison between UniNet with and without T-Matrix. As
shown in Figure 5, UniNet consistently outperforms its single-
level counterpart (UniNet-w/o-T-Matrix). This highlights the
effectiveness of T-Matrix in segmenting and combining traffic
features. ii) As for the effectiveness of T-Attent, we compare
the performance between UniNet-w/o-T-Matrix and SANE.
Both models use advanced attention-based architectures and
single-level representations. The key difference lies in their
tokenization mechanisms: UniNet-w/o-T-Matrix takes a feature
as a token, whereas SANE is based on per-packet tokens. We
observe a modest improvement in accuracy.

By analyzing interactions between flows and packets within
a session, and combining flow-level and packet-level features,
UniNet generates robust device identification. This makes
it significantly harder for adversaries to impersonate a tar-
geted device class or maintain consistent false signals across
multiple flows. The overall performance of different meth-
ods of device classification is summarized in Table 13 of
Appendix D.2.

Inference time: Table 13 also provides the inference time



for the different models. While BILSTM-iFP takes 5.9 ps,
UniNet, with an inference time of 0.85 s, is significantly
faster, making it a better candidate for deployments.

5.5 Encrypted website fingerprinting

Threat model: In website fingerprinting (Task 4), an adver-
sary aims to infer which website a user is visiting based on
observed traffic patterns, even when packet payloads are en-
crypted. We assume the attacker has a vantage point to ob-
serve client communication (e.g., compromised router) and
sufficient knowledge to inspect flow and session-level charac-
teristics, particularly in HTTP/3 (QUIC) and DNS-over-QUIC
(DoQ) traffic. In the closed-world setting, the user activities
are restricted to a known, “monitored” set of websites, each
of which the attacker has previously profiled through multiple
training samples. Here, the adversary’s objective is to classify
which monitored site the user is visiting. In the open-world
setting, the users also visit an extensive set of “unmonitored”
sites. The attacker thus seeks to determine whether a given
visit is to one of the monitored sites, or to an unmonitored one,
despite incomplete knowledge of these unknown destinations.
Dataset: We use the recent DoQ-2024 [61], which captures
network traffic from HTTP/3 and DoQ web sessions across
four vantage points. The dataset includes over 75,000 unique
websites, with 500 monitored QUIC sites visited 1,280 times
each, and additional unmonitored sites visited 4 times each.
Input representation: This session-based collection allows
us to extract aggregated session-level features, including the
total number of flows, average and standard deviation of flow
sizes and durations, total inbound and outbound bytes, and
the inbound/outbound traffic ratio. These eight session-level
features are concatenated with 1,992 packet-level features to
form a 2,000-dimensional input vector. In our UniNet archi-
tecture, we incorporate a relative embedding to distinguish
session-level from packet-level segments, ensuring effective
attention across both granularity.

Baselines: We evaluate our method against several baselines,
including models introduced in related works. Specifically, we
compare our approach to an AutoWFP model [70], the TMWF
model [71], and TDoQ model [72]. AutoWFP is based on
LSTM. Although TMWF and TDoQ are based on transformer,
their architectures differ significantly. TMWF employs a tradi-
tional vaswani-transformer [ 18], while TDoQ model utilizes
a ViT-based patch embedding design [55]. UniNet further
distinguishes itself by incorporating a multi-granularity rep-
resentation, T-Matrix, combining session-level features with
packet-level details, along with an expanded and more sophis-
ticated encoding strategy (refer Section 3.1).

Orchestration of UniNet: QUIC/DoQ encryption conceals
packet payloads, but does not entirely mask metadata such as
flow sizes, inter-arrival times, and directionality, enabling the
attacker to extract session-level aggregates (e.g., total flows)
and packet-level features for fingerprinting. By constructing a
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robust signature from these features, the attacker attempts to
discriminate among thousands of potential websites in both
closed-world and open-world environments.

Analysis: In our closed-world experiments involving 300
monitored websites, we evaluate four fingerprinting meth-
ods using metrics such as accuracy, macro-precision, and F1
score. As shown in Table 7, UniNet achieves an accuracy
of 98.9%, representing an absolute improvement of approx-
imately 2% over the next best method, TDoQ (96.8%). Fur-
thermore, UniNet enhances macro-precision and F1 score
by approximately 3% each compared to TDoQ. These sub-
stantial improvements demonstrate that the multi-granular
transformer architecture of UniNet significantly outperforms
baseline methods, thereby establishing a new benchmark in
closed-world website fingerprinting.

Method Accuracy (%) Macro-Precision (%) Macro-F1 Score (%)
AutoWFP 91.1 89.5 89.8
TMWF 92.9 91.0 91.5
TDoQ 96.8 95.0 95.7
UniNet 98.9 98.3 98.6

Table 7: Performance of closed-world setting (300 Classes)

Open-world website fingerprinting: To evaluate UniNet’s
performance in a realistic open-world scenario, we consider
the top 100 QUIC-enabled domains, each generating 360
traces (36,000 traces in total) as “monitored”, and assigned
them to 100 distinct classes. Additionally, an unmonitored
class comprised 45,000 other websites, each contributing four
traces, resulting in 180,000 traces. Importantly, no unmoni-
tored website appears in both the training and test sets. As
per [61], traces were randomly collected from various loca-
tions to ensure diversity. We employ a 75:25 train—test split for
the monitored classes and a balanced 1:1 split for the unmon-
itored class. We assess the TPR against the FPR in detecting
monitored sites. As is common in literature (e.g., [70,71,73]),
we adopt a binary setting by aggregating all monitored classes
into a single positive category and all unmonitored classes into
a single negative category. The definitions of the evaluation
metrics are provided in Appendix E.

As depicted in Figure 6, UniNet achieves a higher TPR at
low FPR levels compared to baseline methods, demonstrat-
ing superior discriminative capabilities between monitored
and unmonitored traffic. Notably, UniNet attains a TPR of
81% at a low FPR of 1073, surpassing TDoQ (58%), TMWF
(49%), and AutoWFP (35%). High TPRs at low FPRs indicate
that UniNet can accurately identify monitored websites while
maintaining a low rate of misclassification for unmonitored
websites.

Inference time: UniNet achieves the lowest average infer-
ence time of 0.15 ps, close to that of TDoQ (0.16 us) and
approximately one-third of TMWEF’s (0.45 ps), while being
just = 3% of AutoWFP (4.83 ps).
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Figure 6: Performance of open-world website fingerprinting

6 Discussions and future works

6.1 Discussions

We now discuss the practical considerations regarding the
implementation and deployment of UniNet.

Model complexity and running time: For most tasks (Task 2-
4), we utilize a lightweight transformer architecture, achieving
a training time of approximately 30 seconds per epoch with
a batch size of 64 samples. This demonstrates the efficiency
of training. The inference time analysis shows that UniNet
achieves shorter inference time compared to DL baselines. For
Task 1, which focuses on representation learning for traffic
understanding, the model requires more data and time to train.
However, this investment benefits deployment, as the pre-
trained representation accelerates convergence in downstream
models, ensuring overall efficiency in practical applications.

False alarm rate: We emphasize the importance of con-
trolling false alarms, as real-world deployment necessitates
low false positive rates to reduce the operational burden on
network administrators. Through our evaluations of FPR vs.
TPR across multiple tasks, we demonstrate the effectiveness
of UniNet in maintaining a low false positive rate, making it a
practical and reliable choice for network security applications.

Data availability and generalization capability: UniNet is
designed to handle diverse data types, including session-level,
flow-level, and packet-level features. This flexibility ensures
compatibility with common data collection tools such as IP-
FIX and NetFlow, as well as various data formats, including
pcap and tabular data. It makes UniNet suitable for a wide
range of deployment scenarios. Beyond the use cases dis-
cussed in Section 5, we expect UniNet to perform effectively
across diverse datasets and scenarios. Our experiments, span-
ning datasets from 2018 to 2024, cover various tasks and do-
mains, consistently demonstrating significant improvements.
This underscores UniNet’s versatility and robustness.

12

6.2 Future works

Looking ahead, there are opportunities to enhance the archi-
tecture and expand its capabilities.

Explainable AI (XAI) solutions: While UniNet excels in
extracting contextual relationships through its attention mech-
anisms, its reliance on these techniques poses interpretabil-
ity challenges. As a next step, we plan to incorporate XAl
solutions, such as attention visualization and feature attribu-
tion, to enhance transparency and enable analysts to validate
decisions. However, current XAl techniques for transformer-
based models, such as gradient-based [74], attention-score-
based [75], or hybrid methods [76], are still in the early stages
of development and yet to be adopted. This gap presents an
ongoing challenge that we are actively exploring.
Robustness against generative evasion attacks: Adversaries
increasingly leverage generative techniques, such as adversar-
ial examples or traffic synthesis, to bypass detection systems.
Leveraging the learned representations from UniNet, we could
integrate generative models such as auto-encoders, Genera-
tive Adversarial Networks (GANSs), diffusion model, or trans-
former decoders to generate evasion attacks [30,77-79]. A
promising direction is to integrate UniNet with adversarial
training to counter these generative evasion attacks.
Efficient foundation model design: With the novel multi-
granular representation of UniNet, we have taken a significant
step towards building a foundation model for network traffic.
However, there are further challenges in building a foundation
model: scarcity of high-quality datasets, resources for training,
evolving network environments, unseen events, and lack of
interpretability [39].

7 Related works

Below, we discuss three critical stages in the ML-based traffic
analysis pipeline: feature representation, feature encoding,
and model development. By examining current approaches
at each stage, we identify trade-offs that underscore the need
for a unified, more adaptive framework.

7.1 Feature representation

Existing feature representation techniques fall mainly into
two categories: bit-level and semantic representations. Bit-
level representation uses the raw binary bits from the packet
header to represent each packet [80—82]. This method can
be enhanced to ensure field alignment between packets of
different protocols, e.g., using padding [80]. Since the header
info of each packet is encoded using bit values, this is a per-
packet representation. However, such a simple encoding has
two serious limitations:

 Bit-level representation of header hard codes certain
fields, such as src/dst IP address, leading to model over-
fitting. For example, in most cases, a benign computer



that is infected or breached may start communicating
with a C&C server. However, if the model has seen only
benign traffic from this IP address, then it would likely
classify the attack flow as malicious because of overfit-
ting the IP address. As shown in the Appendix F, nPrint
proposed in [80] exhibits this overfitting tendency as the
results are dependent on attacker IP addresses. Similarly,
due to randomness, encoding ephemeral ports as such is
not useful and might mislead a model.

* When using bit-level features for unsupervised represen-
tation learning, the smallest token unit is typically one
byte (e.g., as in [83]). This approach can disrupt mean-
ingful fields due to the varying field sizes. For example,
the 16-bit port number in the header would be split into
two tokens instead of being represented by a single to-
ken. Furthermore, bit-level representation increases the
model size when provided as input to a sequence model,
leading to a higher consumption of resources (compute
and memory), besides increasing the inference time. For
instance, a header with a minimum of 20 bytes would
require at least 20 tokens to represent a single packet.

Semantic representations typically aggregate multiple
packets or flows into constant-size feature vectors. For in-
stance, repeated failed connection attempts to diverse des-
tinations can signify bot activity reaching out to command-
and-control (C&C) servers. Aggregated features are widely
used in network security tasks, such as anomaly/attack de-
tection [11, 67, 84, 85], botnet detection [6, 20, 86] finger-
printing [22,29,73,87-90], etc. While semantic features can
capture meaningful higher-level indicators (e.g., port usage,
flow durations), they rely heavily on domain expertise. This
makes them less flexible in scenarios with limited or evolving
domain knowledge.

7.2 Feature encoding for ML training

Feature encoding transforms network traffic data into numeric
representations suitable for ML models [77]. The process
begins with normalizing heterogeneous data into a unified for-
mat, ensuring consistency and facilitating effective encoding.
After normalization, data is tokenized into its minimum units
for fine-grained analysis. These tokens are then embedded to
extract relationships essential for understanding network be-
haviors. However, existing encoding methods often fall short
in practical network traffic analysis [83, 91]. For instance,
one-hot encoding, commonly used for categorical features
like port numbers, creates high-dimensional sparse vectors,
thereby increasing the computational complexity and the risk
of overfitting [77]. Embedding techniques like Word2Vec [92]
have been adopted in NLP, with newer contextual embedding
methods proving more effective [52,58]. However, current
approaches often use raw hex numbers for tokens [83,91,93],
which fragment fields into less meaningful pieces. Treating
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entire packets as single tokens has been proposed but poses
challenges due to high dimensionality, leading to large vocab-
ularies that complicate training [39]. Additionally, most of
these works overlook sequential information between packets,
such as inter-arrival time (IAT), which is helpful in capturing
temporal patterns in network traffic.

7.3 Models for network traffic analysis

A wide range of models have been developed for analyzing
network traffic. These models can be broadly categorized
as: Statistical, ML, and DL (deep learning). Statistical mod-
els rely on well-established statistical principles to identify
anomalies or deviations from normal traffic patterns [5,94,95].
However, they often struggle with complex, evolving threats,
as they rely on predefined statistical assumptions that attack-
ers can circumvent. ML models offer greater flexibility by
being able to learn from data. Techniques such as decision
trees, support vector machines (SVM), and ensemble meth-
ods like random forests have been widely used to classify
network traffic and detect intrusions [62—65]. These mod-
els can adapt to new data, improving detection rates over
time. However, they often require significant feature engi-
neering and may struggle with the high dimensionality of
network data. DL models, including CNNs, recurrent neural
networks (RNN5s), and transformers, are capable of extracting
meaningful information from raw data, capturing sequential
patterns and relationships that traditional ML models might
miss [22,32,66-69,96-99]. DL models are also particularly
good at handling large-scale data and can potentially adapt
to various types of threats and attacks. Nevertheless, they re-
quire substantial computational resources and large labeled
datasets for training and model maintenance, which can be a
barrier to their widespread adoption. A common disadvantage
of the current solutions is that they often rely on task-specific
models, which may not generalize well across different types
of network anomalies or attack vectors.

8 Conclusions

In this work, we presented UniNet, a unified framework for
network traffic analysis that introduces the T-Matrix multi-
granularity representation and the lightweight attention-based
model, T-Attent. UniNet addresses key limitations of existing
approaches by seamlessly integrating session-level, flow-level,
and packet-level features, enabling comprehensive contextual
understanding of network behavior. Its adaptable architec-
ture, featuring task-specific heads, supports a variety of net-
work security tasks, including anomaly detection, attack clas-
sification, IoT device fingerprinting, and encrypted website
fingerprinting. Extensive evaluations across diverse datasets
demonstrated the superiority of UniNet over state-of-the-art
methods in terms of accuracy, false positive rates, scalability,
and computational efficiency.



9 Ethical considerations

We have carefully reviewed the ethical principles and require-
ments outlined by USENIX Security Conference guidelines.
Our work aligns with the core principles of Respect for Per-
sons, Beneficence, Justice, and Respect for Law and Public
Interest, and does not raise any ethical issues.

Respect for persons: Participation (of authors) in this re-
search is entirely voluntary, and participants are fully in-
formed about the research process. No human subjects are
directly involved in this research, and no individuals with
diminished autonomy are included.

Dataset: All datasets used in this research are sourced from
public repositories. We did not collect any other new data on
our own for this work; also no personal or sensitive data was
collected or processed.

Potential negative outcomes. Our model introduces capa-
bilities that, while primarily designed for enhancing network
security, could potentially be misused for attack purposes.
For instance, website fingerprinting model could be exploited
to profile users. Such applications represent privacy attacks
that highlight the dual-use nature of this technology. How-
ever, these risks are counter-balanced by the model’s ability
to strengthen defenses through adversarial training and other
proactive strategies (e.g., see [28]). The evolving nature of this
field requires continuous efforts to address both the risks and
opportunities associated with such technologies. We also note
that, attacks like website fingerprinting have to go beyond
modeling capabilities to be effective as an effective attack
tool in the real world [100].

Beneficence: The research thoroughly evaluated potential
risks and benefits. The focus of UniNet on enhancing network
security practices directly benefits cybersecurity without caus-
ing harm to individuals, organizations, or systems. By relying
on public datasets and avoiding live system testing, our re-
search minimizes risks associated with privacy violations or
unintentional harm to any organizations.

Justice: The outcomes of this research are designed to be
fairly distributed across all communities. By making our re-
sults, models, and code-base publicly available, we ensure that
the benefits of this work are shared equitably with the research
community and industry. No particular group or community
is unfairly burdened by this research.

Respect for Law and Public Interest: The research complies
with all applicable legal frameworks, including General Data
Protection Regulation (GDPR), ensuring ethical handling of
data throughout the process. If any vulnerabilities are iden-
tified during the course of our research, we will adhere to
recognized protocols for responsible disclosure, ensuring that
potential risks are addressed and mitigated in a timely and
appropriate manner. Additionally, we are committed to trans-
parency in both our methods and results. Upon acceptance,
we will make all related materials, including source code and
model specifications, publicly available.
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10 Open science

In full compliance with the Open Science Policy, all code,
model specifications, and associated artifacts related to our
research are well prepared. And they will be made publicly
available to promote transparency and reproducibility upon
acceptance.
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A Encoding of protocol flags

For clarity and systematic analysis, flag (e.g., ACK, SYN,
FIN, PSH, URG, RST, ECE, CWR, and NS) combinations
are numerically coded, which is illustrated as following:

¢ 1-9: Individual flags (e.g., ACK, SYN, FIN, PSH, URG,
RST, ECE, CWR, NS).

e 10-14: Common
PSH+ACK=11,
RST+ACK=14).

combinations
URG+ACK=12,

(SYN+ACK=10,
FIN+ACK=13,

* 15: Reserved for any uncommon or previously unseen
combinations.

These features offer a balance between capturing essen-
tial characteristics and maintaining computational efficiency.
Users have the flexibility to add or remove features as needed
for their specific use cases.

B Experiment settings

B.1 Metrics

This section provides the definitions and calculations of the
metrics used in Section 5.1.

Actual class: Y  Actual class : not Y

Predicted: Y TP FP
Predicted: not Y FN TN

Table 8: Binary confusion matrix. TP, FP, TN, and FN represent
True Positive, False Positive, True Negative, False Negative

* Recall (True Positive Rate, TPR): Measures the ability
of the model to identify positive instances correctly.

TP

Recall = ——
= TP TN

* Precision: Measures the accuracy of the positive predic-
tions made by the model.

TP

Precision =
recision TP+ EP

* FPR (False-Positive Rate): Measures the proportion of
negative instances (e.g., benign sessions) that are incor-
rectly identified as positive (e.g., attack).

FP

FPR = ———
FP+TN

¢ Accuracy: Measures the overall correctness of the
model’s predictions.

TP+TN
TP+ TN +FP+FN

Accuracy =

* AUC: This is the area under the Receiver Operating
Characteristic (ROC) curve.

B.2 Default settings

Table 9 shows default hyperparameter settings discussed in
Section 5.1.



Name Value
Vocabulary Size 1,042
Number of Encoders 2
Embedding size 10
Batch Size 32
Input length 2,000
Number of attention heads 10
Masking ratio 40%

Learning rate 10e-4 warming up 10,000 steps

Table 9: Default hyperparameters

C Data distribution

This section presents the data distribution of various datasets.

C.1 CSE-CIC-IDS2018 data distribution

Table 10 shows the initial data distribution of the CSE-CIC-
IDS2018 dataset, as mentioned in Section 5.2. To address
class imbalance, we conducted data preprocessing, including
under-sampling benign traffic to 40,000 instances. We com-
bine DDoS and DoS attacks into one category as they share
similar patterns.

Traffic Type The Number Percentage (%)
Benign 13,484,708 83.06
DDoS 1,263,933 7.79
DoS 654,300 4.03
BruteForce 380,949 2.35
Bot 286,191 1.76
Infiltration 161,934 1.00
Web Attack 928 0.01

Table 10: CSE-CIC-IDS2018 data distribution.

C.2 IoT device data distribution

Considering the dataset does not have labels, we group the
traffic by MAC address based on the device name list. This
allows us to only consider packets sent from or received by
each device. When collecting traffic from a certain device,
the source or destination IP is fixed. Our method is based on
the dynamic classification of devices, where traffic is continu-
ously monitored. Flow-level features are aggregated based on
incomplete flows, making this task highly rely on packet-level
analysis. Since the dataset is imbalanced, we remove devices
with very few data points and select 15 devices with more than
10,000 data points. For devices with an excessive number of
data points, we randomly select 60,000 data points,Table 11
shows the initial data distribution of the UNSW-2018 dataset,
as mentioned in Section 5.4.
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No. Device Name Data Count
1 Android Phone 12,041
2 Light Bulbs LiFX Smart Bulb 12,270
3 Withings Smart Baby Monitor 14,034
4 Withings Aura smart sleep sensor 15,738
5  Netatmo Welcome 34,720
6 Smart Things 36,454
7  Insteon Camera 55,804
8 Belkin Wemo switch 61,729
9 Amazon Echo 67,218
10 Samsung SmartCam 68,597
11 Belkin Wemo motion sensor 60,000
12 Samsung Galaxy Tab 60,000
13 Laptop 60,000
14 MacBook 60,000
15  Dropcam 60,000

Table 11: Device Data Distribution for Task 4

D Performance

This section provides the performance details for different
tasks.

D.1 Task 2 performance

Table 12 shows the performance results for Task 2, as dis-
cussed in Section 5.3.

Model Type Accuracy Precision Recall F1-Score FPR  Inference Time (us)
CD-LSTM [101] 0.9888 0.9849 0.9946 0.9898 0.0182 4.0
GRU-tFP [69] 0.9839 0.9771 0.9937 0.9854 0.0279 1.9
UniNet 0.9941 0.9978  0.9893  0.9935  0.0018 0.75

Table 12: Performance metrics for attack detection (Task 2)

D.2 Task 4 performance

Table 13 shows the performance results for Task 4, as dis-
cussed in Section 5.4.

E Evaluation Metrics for Task 4

In our study, we assume that the attacker is solely interested
in determining whether the victim has visited any websites
within the Monitored set, without considering the sequence
of visits. To accurately calculate the evaluation metrics, both
the ground truth and the positive prediction results are trans-
formed into sets of unique labels. The relevant formulas for
the Basic setting are presented below. These metrics provide a
binary evaluation framework, focusing exclusively on the dis-
tinction between Monitored and Unmonitored classes. This
approach simplifies the evaluation process by aggregating
all Monitored classes into a single positive category and all
Unmonitored classes into a single negative category, thereby



Overall Performance

Minority Classes Performance Inference Time (ps)

Methods

Accuracy Macro-Precision Macro-Recall Macro-F1-Score Accuracy Macro-F1-Score Recall Precision
SANE [29] 0.9841 0.9720 0.9830 0.9775 0.9007 0.9104 09302  0.8914 0.72
BiLSTM-iFP [22] 0.9752 0.9514 0.9598 0.9556 0.8657 0.8641 0.8538 0.8746 5.90
UniNet w/o T-Matrix 0.9856 0.9774 0.9811 0.9792 0.9178 0.9196 0.9402  0.8999 0.83
UniNet 0.9901 0.9886 0.9855 0.9871 0.9398 0.9400 0.9438  0.9363 0.85

Table 13: Performance metrics comparison across overall data and minority classes. “UniNet w/o T-Matrix” refers to UniNet without the
multi-level representation T-Matrix, using a single-level representation as baselines for Task 4.

facilitating a clear assessment of the classifier’s ability to dis-
cern monitored activity from unmonitored activity within an
open-world condition.

To compute the True Positive Rate (TPR) and False Posi-
tive Rate (FPR), we employ a confusion matrix that outlines
the model’s predictions for both the Monitored and Unmoni-
tored classes, as shown in Table 14. From this matrix, we can
calculate TPR and FPR accordingly.

Table 14: Confusion Matrix for Monitored and Unmonitored
Classes

Actual Class Predicted Class

Monitored Unmonitored

TP FN
FP TN

Monitored
Unmonitored

F nPrint: Evaluating overfitting to data

We conduct an experiment using the nPrint method proposed
in [80]. We use the default settings of IP, TCP, and UDP head-
ers extracted by nPrint, resulting in a 1024-length vector per
packet, and using around 200 packets, which is similar to
our UniNet input length. We select four attack types from the
CSE-CIC-IDS2018 dataset: DoS, DDoS, Botnet, and Brute
Force. We then feed this data into machine learning models
to perform multi-class classification. The CSE-CIC-IDS2018
dataset is generated in a fixed environment with static attacker
and victim IP addresses. For instance, in the Brute Force at-
tacks, three attacker IP addresses (18.211.129.4, 13.58.98.64,
18.218.155.69) targeted a single victim. Similar patterns are
observed for Botnet, DDoS, and DoS attacks, with fixed at-
tacker and victim IPs.

To investigate the extent of overfitting, we design an ex-
periment where we swap the attacker IP addresses (32-bit)
between DDoS and Brute Force attacks in the test dataset.
Specifically, we replace the original attacker IP addresses in
the test set with new IPs that are not seen during training. For
example, the IP addresses used in the Brute Force attack are
swapped with those used in the DDoS attack. This experi-
ment aims to investigate whether the representation leads to
memorization of the IP addresses associated with each attack

type.
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Metrics Original Testing Flipped Testing

Class Precision Recall F1-Score Precision Recall F1-Score
DoS 1.00 0.99 0.99 0.50 0.99 0.66
DDoS 1.00 1.00 1.00 1.00 1.00 1.00
Botnet 0.99 1.00 1.00 0.99 1.00 1.00
Brute Force 1.00 1.00 1.00 0.00 0.00 0.00
Accuracy 0.9975 0.7475

Macro Avg 1.00 1.00 1.00 0.62 0.75 0.66
Weighted Avg 1.00 1.00 1.00 0.62 0.75 0.66

Table 15: Comparison of classification results for original and flipped
IP Addresses of nPrint [80]

Table 15 shows that the initial overall accuracy is quite
high (0.9975), with few misclassifications in DoS and Bot-
net attacks. However, when the IP addresses are modified
in the test set, we observe a significant accuracy drop, par-
ticularly for DoS (0.66) and a complete misclassification of
Brute Force (F1-score of 0.00). This decline in performance
strongly suggests that the model relies heavily on IP addresses
as a key feature for classification. When the IP addresses are
consistent between the training and test sets, the model per-
forms exceptionally well, nearly perfectly classifying each
attack type. However, once the IP addresses are changed, the
model’s ability to generalize to new data is severely compro-
mised, indicating overfitting to specific IP addresses rather
than learning the underlying traffic patterns associated with
each attack.

This finding shows the limitation of bit-level representa-
tion discussed in Section 7.1. It is particularly concerning in
real-world scenarios where attackers can easily manipulate IP
addresses to evade detection. A robust network intrusion de-
tection system should be able to generalize across different IP
addresses and effectively detect attacks based on the inherent
characteristics of the network traffic, rather than overfitting to
specific IP address patterns.
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