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Abstract. Uncertainty in LIDAR sensor-based object detection arises
from environmental variability and sensor performance limitations. Rep-
resenting these uncertainties is essential for ensuring the Safety of the
Intended Functionality (SOTIF), which focuses on preventing hazards in
automated driving scenarios. This paper presents a systematic approach
to identifying, classifying, and representing uncertainties in LIDAR-based
object detection within a SOTIF-related scenario. Dempster-Shafer The-
ory (DST) is employed to construct a Frame of Discernment (FoD)
to represent detection outcomes. Conditional Basic Probability Assign-
ments (BPAs) are applied based on dependencies among identified un-
certainty sources. Yager’s Rule of Combination is used to resolve conflict-
ing evidence from multiple sources, providing a structured framework to
evaluate uncertainties’ effects on detection accuracy. The study applies
variance-based sensitivity analysis (VBSA) to quantify and prioritize un-
certainties, detailing their specific impact on detection performance.

Keywords: Automated Driving Systems (ADS) - Dempster-Shafer The-
ory - Object Detection - SOTIF-related Use Case - Uncertainty Repre-
sentation

1 Introduction

The safety of the intended functionality (SOTIF), as defined by ISO 21448 |1], fo-
cuses on addressing hazards arising from functional insufficiencies in automated
driving systems (ADS), particularly those caused by incomplete specifications of
the intended functionality. SOTIF emphasizes identifying and mitigating risks
associated with these insufficiencies, especially in environments with diverse and
unpredictable conditions where operational parameters are not well-defined.
For environmental perception in autonomous driving, ADS rely on a combina-
tion of sensors, including cameras, radar, and LiDAR, integrated with machine
learning algorithms for object detection and classification. LiDAR sensors are
specifically chosen for their capability to provide accurate 3D representations
of the environment [2]. The process of 3D object detection using LiDAR data
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includes data acquisition, preprocessing (removing noise and irrelevant points),
segmentation (grouping processed points into clusters representing potential ob-
jects), feature extraction, and classification. Lastly, tracking monitors detected
objects across frames to predict their future positions [3].

However, the performance of LiDAR, sensors is significantly affected by en-
vironmental conditions, which introduces uncertainty in object detection. These
uncertainties arise due to factors like absorption, scattering, and refraction of
LiDAR beams, which affect detection range and data quality. Consequently, ma-
chine learning models must adapt to handle these uncertainties effectively [4].

Uncertainty can be categorized into two types: aleatoric and epistemic. Aleatoric
uncertainty arises from inherent environmental variability, while epistemic un-
certainty stems from incomplete knowledge or limitations in the system’s model
[56]. To represent and manage these uncertainties, this paper employs dempster-
shafer theory (DST) [7], a mathematical framework that combines evidence from
multiple sources, particularly in scenarios with incomplete or conflicting infor-
mation [§].

DST is selected for this research due to its flexibility in representing uncer-
tainty without requiring prior probabilities, which can be difficult to determine
or justify |9/10]. Unlike Bayesian methods, which rely on potentially biased prior
distributions, DST integrates evidence from multiple sources without enforcing a
single probabilistic outcome, making it particularly effective in complex systems
where data may be unreliable or contradictory [11]. Additionally, DST allows
for the representation of both uncertainty and ignorance, which is important
when evidence is insufficient to fully support any hypothesis [9]. Compared to
bayesian probability, fuzzy logic, and possibility theory, DST offers an adaptable
approach to uncertainty representation [9}/12].

Despite its computational challenges and difficulties in managing high-conflict
evidence, DST’s method for combining diverse sources of information enables a
nuanced representation of uncertainty, justifying its application in this paper for
ensuring the reliability of ADS [10H12].

Extended Evidential Networks (EEN), introduced in [13], are used to model
and represent aleatoric, epistemic, and ontological uncertainties. The EEN frame-
work integrates plausibility functions from DST into traditional Bayesian net-
works, capturing these uncertainties. This approach is applied in a SOTIF con-
text through a case study on a perception function in highly automated driving
vehicles, highlighting its role in identifying areas for model refinement to improve
safety analysis. This work differs by applying DST to LiDAR-based object detec-
tion and focusing on developing DST-informed mitigation strategies, particularly
through sensitivity analysis.

This paper extends previous research |14], which evaluated the adaptabil-
ity and performance of deep learning (DL)-based 3D object detection methods
using LiDAR data in a SOTIF-related scenario. Building on this foundation,
the current work applies DST to specifically address and manage uncertain-
ties in LiDAR-based object detection within the same context. This extension
shifts the focus from performance evaluation to a detailed analysis of uncertainty
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representation, with the objective of developing targeted mitigation strategies
informed by DST.

1.1 Major Contribution
The main contributions of this paper are summarized as follows:

(i) Presentation of a systematic approach for identifying, classifying, and rep-
resenting uncertainties in a SOTIF-related scenario involving LiDAR-based
object detection.

(ii) Application of DST to represent uncertainties through a case study on a
SOTTF-related scenario involving LiDAR-based object detection.

1.2 Research Questions
This paper aims to address the following research questions:

RQ1: How can Dempster-Shafer Theory (DST) be applied to represent and
manage uncertainties in LiDAR-based object detection within a SOTIF-
related Use Case?

RQ2: How does DST facilitate the quantification and prioritization of iden-
tified uncertainties in LiDAR-based object detection, and how do these
prioritized uncertainties specifically affect detection accuracy within the
defined SOTTF-related scenario?

1.3 Structure of the Paper

Following the introduction, this paper is structured as follows. Chapter 2] presents
the methodology for identifying and representing uncertainty in LiDAR-based
object detection within a SOTIF-related context. Chapter [3] demonstrates the
application of this methodology to a SOTIF-related use case, including sensitiv-
ity analysis and mitigation strategy development. Finally, Chapter [d| summarizes
the findings and proposes directions for future research.

2 Proposed Method for Representing Uncertainty in
SOTIF-related Use Case

This chapter outlines a methodology for identifying and representing uncertainty
in LiDAR-based object detection within a SOTIF-related Use Case. The work-
flow, illustrated in Figure[I] includes defining the Use Case, categorizing sources
of uncertainty, and applying DST to represent these uncertainties. The workflow
follows a parallel approach, where defining uncertainty states and mapping de-
pendencies occur simultaneously, ensuring all influencing factors are considered
together.
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Define SOTIF-related Use Case Derive Concrete Driv-
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Fig. 1: Workflow for representing uncertainty in a SOTIF-related Use Case

2.1 Description of SOTIF-Use Case and Scenario

This subchapter describes the SOTIF-related Use Case and the derived scenario,
which involves a LiDAR-equipped vehicle navigating a two-lane country road
under adverse weather conditions. Figure [2| depicts the scenario, where the Ego-
Vehicle must avoid a cyclist while managing oncoming traffic and challenging
weather conditions.

Weather Conditions: @ @ Velocity:
¢ = v= 70 km/h

oo
Velocity:
v =60 km/h

LiDAR- O% Velocity:

Sensor v= 20 km/h

Fig.2: SOTIF-related Use Case: Ego-Vehicle interacting with a cyclist and on-
coming truck in adverse weather.

The key variables defining the Use Case, including road type, weather con-
ditions, and road users, are detailed in Table

To systematically represent SOTIF-related aspects, Table [2] outlines how the
scenario is derived from the defined Use Case, focusing on triggering conditions,
performance insufficiencies, and potential hazardous behaviors.
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Table 1: Detailed Description of SOTIF-Related Use Case Variables
Operational Design Domain (ODD) Taxonomy

— Roadway Type — Traffic way - Two-way, Divided
Permanent-Regional Variable” — Roadway Surface and Features Type — Lane Type — Single Lane,
Asphalt

— Road Geometry — Alignment — Straight

Permanent-Local Variable” — Lane Type - Narrow Lane

— Weather — Particulate Matter — Fog
— Weather — Precipitation — Rain

Compounding Event or Condition
Scenario Variable — Light Conditions — Ambient Light — Daylight

Non-typical Event and Condition

. . " — Roadway Users — Non-vehicle Permitted on Roadway - Bicyclist
Scenario Variable

The variables are categorized based on the study in |15].

Table 2: Systematic Description of SOTIF-Related Use Case and Derived Sce-

nario
Use Case ‘Operating on a two-way country road

Scenario Description
The scenario involves a two-lane country road with one lane for each direction and no dedicated cyclist
lane. The Ego-Vehicle, equipped with a LIDAR sensor, travels at 60 km/h in the right lane. Ahead, a cyclist
moves at 20 km/h on the right side of the road, while a truck approaches in the opposite lane at 70 km/h.
Adverse weather conditions, including rain and fog patches, challenge the LiDAR sensor’s performance. The
Ego-Vehicle detects the cyclist and the oncoming truck, then plans to overtake the cyclist by temporarily
moving into the adjacent lane.

— Fog causing noise in LiDAR point cloud data.

Triggering Condition (TC) — Wet road surface increasing braking distance.

— LiDAR sensor performance degrades in adverse weather conditions
(rain and fog).

— Insufficient training data for the deep learning model to handle
foggy or rainy conditions.

Performance Insufficiency

— Incorrect estimation of the cyclist’s position, leading to a potential
collision.

— Inaccurate perception of the oncoming truck, leading to a potential
head-on collision.

Potential Hazardous Behavior

2.2 Sources of Uncertainty in SOTIF-Related Use Case for LIDAR
Sensor-Based Object Detection

This subchapter identifies and categorizes the sources of uncertainty in LIDAR-
based object detection, distinguishing between aleatoric and epistemic uncer-
tainties, as shown in Table [3] Aleatoric uncertainties arise from environmental
factors, including rain intensity, fog density, and road surface conditions, which
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directly impact the performance of the LiDAR sensor. Epistemic uncertainties
result from system limitations, encompassing the sensor’s performance under
specific conditions, the presence of noise in the data, and the adequacy of the
DL model’s training, which influence the accuracy of object detection and clas-
sification.

Table 3: Categorization of Sources of Uncertainty in LiDAR-Based Object De-
tection

Uncertainty Source Category Interdependencies
. . . Variability in rain intensity affects road wetness, surface
Re Intensit; Aleat s . . . ’
amn ntensity catoric reflectivity, and LiDAR signal scattering.

Fog Density Aleatoric ChangeAs i¥1 fog density cause LiDAR signal scattering
and noise in data.
Mois level he 1 infl i fog,

Wet Road Conditions Aleatoric oisture levels on the road, influenced by rain and fog,

affect reflection variability and surface characteristics.
Aleatoric & Epis-|Performance is influenced by environmental factors

LiDAR Sensor Performance

temic (aleatoric) and sensor limitations (epistemic).
L . Envi ental factors like rai fog i e Mois:

Noise in LiDAR Data Aleatoric ! nv1r(?nmenta actors 1 e rain and fog introduce noise
into LiDAR data, reducing accuracy.

Scattering of LiDAR Signals Aleatoric Surface .Lype, fog, and rain cause scattering, reducing sig-
nal clarity.

Reflection Variability Aleatoric Reflection variability a'risAes from wet road conditions and

¢ surface type characteristics.

Object Proximity Aleatoric Variability‘in detecting objects based on distance and
speed relative to the sensor.

Surface Type Aleatoric Different surface characteristics (absorption, transmis-

sion, reflection) impact how LiDAR signals behave.

The diversity and quality of training data impact model
generalization and accuracy.

Uncertainty arises from sensor data limitations and
model inaccuracies in detecting objects.

Deep Learning Model Training
Quality
3D Object Detection Accuracy Epistemic

Epistemic

The sources of uncertainty listed in this table are adapted from SOTIF scenario variables [15], and LiDAR sensor
model and 3D object detection deep learning model parameters as described in [16] and [17].

2.3 Representing Dependencies Between Uncertainty Sources

A directed acyclic graph (DAG), shown in Figure |3} is used to map the depen-
dencies between various sources of uncertainty in LIDAR-based object detection.
This representation demonstrates how environmental and system factors interact
to influence detection accuracy. Each node in the DAG corresponds to a specific
source of uncertainty, while the edges indicate the conditional relationships be-
tween these sources, showing how they collectively impact the system’s overall
performance and decision-making processes [18|.

As depicted in Figure [3] the dependencies show that rain intensity and fog
density directly affect wet road conditions, which subsequently influence both
reflection variability and LiDAR sensor performance. Surface type also affects the
scattering of LiDAR signals and reflection variability. These factors collectively
influence LiDAR sensor performance, directly affecting the accuracy of 3D object
detection. Additionally, DL, model training quality and object proximity impact
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Fig. 3: DAG representing dependencies among uncertainty sources in a SOTIF-
related Use Case for LiDAR-based object detection

object detection performance, determining the system’s ability to accurately
identify and classify objects within the environment.

The identified uncertainties are classified into distinct states, as summarized
in Table [l These states represent the specific levels or conditions under which
each source of uncertainty may occur. In the following chapter, these uncer-
tainties will be analyzed using DST by assigning conditional Basic Probability
Assignments (BPAs) to each source, according to its respective state.

Table 4: State Categories of Uncertainty Sources
State Category Uncertainty Sources
. . Rain Intensity, Fog Density, Noise in LIDAR Data, Scattering of LIDAR
Low, Medium, High Signals, Reflection Variability

Dry, Moist, Saturated Wet Road Conditions

Good, Moderate, Poor LiDAR Sensor Performance, Deep Learning Model Training Quality
Close, Medium, Far Object Proximity

Absorption, Transmission, Reflec-

tion Surface Type

2.4 Formulating Dempster-Shafer Theory

In this study, DST is applied to represent and manage uncertainty in LiDAR-
based object detection. The main components of DST include the Frame of
Discernment (FoD), BPA, and the belief (Bel) and plausibility (P!) functions.
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These components work together to provide a structured framework for uncer-
tainty representation [19}20].

Frame of Discernment (FoD): The FoD, denoted as ©, represents the
set of all possible outcomes or hypotheses within the system. Each element 6;
corresponds to a potential outcome of the LIDAR-based object detection process,
and the FoD is defined as:

O ={01,04,05,...,0,} (1)

Basic Probability Assignment (BPA): The BPA, m(A), assigns a mea-
sure of belief to each subset A € O, indicating the degree of evidence that
supports A. The BPA must satisfy:

m(@) =0 and ) m(A4)=1 (2)

Acoe

In this study, BPAs are derived from simulation data, capturing both aleatory
and epistemic uncertainties.

Belief and Plausibility Functions: The belief function, Bel(A), and the
plausibility function, PI(A), provide lower and upper bounds, respectively, for
the probability of A. The belief function is defined as:

Bel(A) = > m(B) (3)

BcCA

This represents the minimum belief committed to A based on the available evi-
dence. The plausibility function is defined as:

PiA) = Y m(B) (4)

BnA#g

which accounts for all evidence that does not contradict A. The interval [Bel(A), Pl(A)]
represents the range within which the true probability of A lies, accommodating
both certainty and uncertainty [21].

Dempster’s Rule of Combination: Dempster’s rule is used to combine
evidence from multiple sources. The combined BPA for any subset C < O,
denoted as m12(C), is calculated as:

1
mia(C) = —— > mi(A) x my(B) (5)
1-K
AnB=C
where K is the conflict coefficient, quantifying the degree of conflict between
evidence sources:
K= Y m(A) xmay(B) (6)
AnB=g
Dempster’s rule ensures that conflicting evidence is appropriately weighted, with
m12(C) representing the combined belief in C' based on both sources [22].
Yager’s Modified Rule of Combination: In cases of significant conflict
between evidence sources, Yager’s modification of Dempster’s rule is applied.



Uncertainty Representation in a SOTIF-Related Use Case with DST 9

This approach redistributes conflicting belief to the universal set @, with the
modified belief assigned to © as:

¢(0) =mi(0) x ma(0) + Y, mi(A) x ma(B) (7)
AnB=g

This method retains and addresses conflicting information without normaliza-
tion, making it particularly suitable for complex systems like LiDAR-based ob-
ject detection, where multiple forms of evidence must be reconciled [§]. In this
study, Yager’s rule is employed to manage the high levels of conflict present in
the evidence sources.

3 Method Application on SOTIF-related Use Case

This chapter applies DST to a SOTIF-related Use Case in LiDAR-based object
detection. The workflow in Figure [] outlines the process of defining the FoD,
categorizing uncertainty sources based on their impact on detection accuracy,
performing a variance-based sensitivity analysis, and suggesting mitigation mea-
sures for the most significant uncertainties. The FoD defines possible detection
outcomes, and BPAs assign probabilities based on uncertainty sources. Both
inputs are necessary for the combination process, enabling conflict resolution
through Yager’s Rule.

Define Frame of Dis- Assign Conditional Basic Prob-
cernment (FoD) ability Assignments (BPAs)

Combine Conflicting Evi- . -
‘ F T i }—»{ Calculate Belief and Plausibility ‘

Categorize Uncertainty Conduct Variance-Based
Sources by Impact Level Sensitivity Analysis

‘ Define Mitigation Measures ‘

Fig. 4: Workflow for applying DST in a SOTIF-related Use Case
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This parallel structure allows the combination of evidence to consider both
the hypotheses and their assigned probabilities simultaneously, enabling conflict
resolution through Yager’s Rule.

3.1 Defining the Frame of Discernment (FoD)

The Frame of Discernment (FoD) for this Use Case includes four possible out-
comes relevant to LIDAR-based object detection:

— #1: Detection of a Cyclist

— @5: Detection of a Truck

— 63: No Detection, but object present (False Negative)

— 64: Incorrect Detection, but no object present (False Positive)

These outcomes, represented as © = {61, 03, 03,04}, form the basis for analyzing
how uncertainties impact the performance of the LIDAR-based object detection
system. A false negative refers to a missed detection when an object is actually
present, while a false positive refers to an incorrect detection when no object is
present.

3.2 Assigning Conditional Basic Probability Assignments (BPAs)

Conditional BPAs are assigned based on the dependencies among various sources
of uncertainty, as illustrated in Figure [5] The uncertainty sources, denoted as
S = {51,52,...,5,} (Table , have corresponding states X, as shown in Ta-
ble 4l For each detection outcome @ = {01,0s, 65,604}, conditional BPAs m(x)
are generated based on the dependencies of each source state x € X, and are
normalized to ensure that >}, o m(A) = 1.

Figure [5] presents selected uncertainty sources to provide a focused evalua-
tion, as including all uncertainties would lead to repetitive information without
adding new insights. The results highlight the conditional dependencies between
uncertainties, revealing how environmental conditions influence object detection
outcomes.

Rain intensity leads to a significant increase in False Positives as intensity
rises, reflecting reduced sensor performance in adverse weather such as heavy
rain. In contrast, fog density shows stable false positive probabilities across states
but greater variability in detecting cyclists and trucks, indicating reduced sen-
sor reliability under foggy conditions. Similarly, scattering of LiDAR signals
correlates with increased False Negatives at higher scattering levels, suggest-
ing compromised detection accuracy for objects like cyclists and trucks when
environmental factors distort the signal.

3.3 Combining BPAs Using Yager’s Rule of Combination and
Calculating Belief and Plausibility

Yager’s Rule of Combination was applied to integrate BPAs from different sources
of uncertainty, particularly when evidence is conflicting. Conflicting evidence oc-
curs when different sources provide varying levels of belief in certain outcomes,
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Fig. 5: Conditional Probability distributions for detection outcomes across vari-

ous sources of uncertainty

making it challenging to combine them directly without bias. Yager’s rule re-
distributes the conflicting mass to the universal set @, ensuring that no sin-
gle outcome is disproportionately influenced by conflicting evidence. Figure [f]
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Fig.6: Bel and P! for detection outcomes across various sources of uncertainty

demonstrates how different uncertainty sources affect the belief and plausibility
values for each detection outcome. A higher plausibility value compared to be-
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lief indicates that the outcome is possible across a broader range of scenarios,
although with less certainty.

For cyclist detection, reflection variability and rain intensity show higher
plausibility values compared to belief, suggesting the system detects cyclists un-
der specific conditions but with reduced confidence in accuracy. For truck detec-
tion, reflection variability and LiDAR sensor performance play a significant role
in reducing detection confidence under adverse conditions. While similar pat-
terns are observed in other detection outcomes, only cyclist and truck detections
are shown here to avoid redundant information.

3.4 Impact Levels of Uncertainty Sources

Uncertainty sources were categorized by calculating the difference between their
plausibility and belief values, represented as U(A) = PI(A) — Bel(A) for each
subset A © @. This difference quantifies the uncertainty associated with each
source. The uncertainty levels were classified into three categories: Low, Moder-
ate, and High, based on thresholds derived from the distribution of uncertainty
values.

The classification thresholds were set using the 25" and 75" percentiles of
the maximum uncertainty values across all sources, corresponding to 7y = 0.2
and 7 = 0.5. Sources with U(A) < 71 were categorized as Low Impact, those
with 71 < U(A) < 72 as Moderate Impact, and those with U(A) > 72 as High
Impact. These thresholds effectively segment the uncertainty distribution, as
shown in Table [l

Table 5: Impact Levels of Uncertainty Sources on Detection Variability
Impact Level Sources of Uncertainty
High Impact Rain Intensity, LIDAR Sensor Performance, Surface Type
Wet Road Conditions, Noise in LIDAR Data, Deep Learning Model Training Quality,
Object Proximity
Low Impact Fog Density, Scattering of LIDAR Signals, Reflection Variability

Moderate Impact

The impact levels in Table [f reflect the overall effect of each uncertainty
source on detection performance, while Table |4 lists the specific states (e.g.,
Low, Medium, High) under which these uncertainties occur. The states serve as
inputs to determine their contribution to the overall impact levels.

3.5 Variance-Based Sensitivity Analysis (VBSA)

After categorizing uncertainties by their impact levels, it was essential to quan-
tify their contributions to detection variability. VBSA was applied to evaluate
how variations in input uncertainties influence overall detection performance,
particularly in systems with interdependent factors [23)].

The analysis focuses on uncertainty sources to assess their impact on detec-
tion accuracy under different environmental conditions. VBSA systematically
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allocates the total variance in performance across these uncertainty sources,
providing insights into how each source interacts with others . This method
identifies the sources with the most significant impact on performance variabil-
ity , which is essential for managing uncertainty and improving system reli-
ability.

Varp.;(S;) = Var(Bel(S;)), Varp(S;) = Var(PI(S;)) (8)

The variance for each uncertainty source S; is calculated to determine how
belief and plausibility values fluctuate under different conditions. Comparing
these variances helps identify which sources contribute most to system variability.

Variance-Based Sensitivity Analysis of Belief and Plausibility

mmm Belief Variance
0.07 - Plausibility Variance

0.06

0.04

Variance

0.03

Source of Uncertainty

Fig. 7: Variance-Based sensitivity analysis of Bel and Pl

As shown in Figure[7] the VBSA results shows that scattering of LIDAR sig-
nals and rain intensity generate the highest variance in detection performance,
particularly under challenging environmental conditions. Wet road conditions
and LiDAR sensor performance also contribute significantly to performance vari-
ability.
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3.6 Mitigation Measures to Address Key Uncertainties

Based on the findings from VBSA, mitigation measures are suggested to address
uncertainties that significantly impact the performance of the LiDAR-based ob-
ject detection system. The recommendations focus on reducing detection vari-
ability and enhancing system robustness across different operational environ-
ments:

(a) Develop adaptive algorithms for LiDAR-based object detection to adjust to
varying weather conditions, including rain intensity and fog density, improv-
ing detection accuracy in challenging environments.

(b) Apply noise reduction techniques to minimize the impact of environmental
interference on LiDAR data, enhancing detection performance in adverse
conditions.

(c) Expand training datasets with simulated data from extreme weather con-
ditions to improve the model’s generalization and maintain accuracy across
different real-world scenarios.

These measures directly address the most significant uncertainties identified
through the DST framework and VBSA.

4 Conclusion and Future Research Directions

This paper investigates the application of Dempster-Shafer Theory (DST) to
address uncertainties in LiDAR-based object detection within a SOTIF-related
Use Case. To answer the first research question , the study defines a
SOTIF-related Use Case (Chapter7 identifies relevant sources of uncertainty
(Table , and applies DST to model these uncertainties. The Frame of Dis-
cernment (FoD) models detection outcomes, and BPAs are calculated based on
the available evidence (Chapter . Yager’s Rule of Combination is used to
resolve conflicting information from different sources (Chapter , providing a
structured and objective representation of uncertainty.

To address the second research question , the study quantifies and
prioritizes uncertainties based on their impact on detection performance. Using
belief and plausibility functions, the uncertainties are categorized by their in-
fluence on detection accuracy (Chapter . The VBSA further quantifies the
contribution of each uncertainty source (Chapter , with environmental fac-
tors such as rain intensity, surface type, and LiDAR sensor performance having
the most significant effect on detection variability (Figure .

Mitigation measures are proposed to address the identified uncertainties, fo-
cusing on improving LiDAR sensor performance under adverse weather condi-
tions and refining training datasets to include extreme weather scenarios. These
recommendations, discussed in Chapter [3.6] aim to improve system reliability
by addressing critical environmental and sensor limitations.

Several limitations are acknowledged in this study. First, the subjectivity in
assigning BPAs may introduce bias. Second, the static analysis does not capture
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temporal dynamics, which are crucial for real-time decision-making in dynamic
environments. Additionally, the conclusions are sensitive to the initial assump-
tions and the choice of combination rules in DST.

Future research could extend this static analysis into a dynamic framework,
tracking uncertainty propagation over time as the vehicle interacts with its en-
vironment. Modeling the evolution of uncertainties in sensor performance, en-
vironmental conditions, and object proximity would improve real-time decision-
making and risk assessment in Automated Driving Systems (ADS). Further
exploration of uncertainty propagation in different driving scenarios and inte-
grating DST with temporal models, such as Hidden Markov Models (HMMs)
or Bayesian Networks, could reveal additional insights into system behavior.
Simulation-based studies could also validate these uncertainty models by com-
paring their predictions with real-world data, leading to more effective uncer-
tainty management techniques.

Acknowledgments. This research was funded by the Institute for Driver Assistance
and Connected Mobility (IFM) at Kempten University of Applied Sciences. The IFM
specializes in the development and validation of driver assistance systems and connected
mobility, focusing on functional safety, cybersecurity, and testing methodologies. I ex-
tend my gratitude to my team at IFM for their valuable support and contributions in
the areas of functional safety and cybersecurity.

References

1. ISO 21448:2022, “Road vehicles — safety of the intended functionality,” Switzerland,
2022-06. [Online|. Available: https://www.iso.org/standard/77490.html

2. L. Cao, Y. He, Y. Luo, and J. Chen, “Layered sotif analysis and 3o-
criterion-based adaptive ekf for lidar-based multi-sensor fusion localization system
on foggy days,” Remote Sensing, vol. 15, no. 12, 2023. [Online|]. Available:
https://www.mdpi.com/2072-4292/15/12/3047

3. Y. Wu, Y. Wang, S. Zhang, and H. Ogai, “Deep 3d object detection networks using
lidar data: A review,” IEEE Sensors Journal, vol. 21, no. 2, pp. 1152-1171, 2021.

4. T. Peng and B. Kim, “Improving accuracy of pseudo-lidar for 3d object detection by
accurate depth estimation,” 2028 IEEFE 6th International Conference on Knowledge
Innovation and Invention (ICKII), pp. 440-443, 2023.

5. C. Gruber, P. O. Schenk, M. Schierholz, F. Kreuter, and G. Kauermann,
“Sources of uncertainty in machine learning—a statisticians’ view,” arXiv preprint
arXiw:2305.16703, 2023.

6. A. Der Kiureghian and O. Ditlevsen, “Aleatory or epistemic? does it matter?”
Structural safety, vol. 31, no. 2, pp. 105-112, 2009.

7. G. Shafer, A mathematical theory of evidence. Princeton university press, 1976,
vol. 42.

8. K. Sentz and S. Ferson, “Combination of evidence in dempster-shafer theory,” 2002.

9. J. Dezert, P. Wang, and A. Tchamova, “On the validity of dempster-shafer theory,”
in 2012 15th International Conference on Information Fusion, 2012, pp. 655—660.

10. N. Wilson, “The assumptions behind dempster’s rule,” in Uncertainty in Artificial
Intelligence, 1993, pp. 527-534.


https://www.iso.org/standard/77490.html
https://www.mdpi.com/2072-4292/15/12/3047

16

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

Milin Patel and Rolf Jung

P. Wang, “A defect in dempster-shafer theory,” in Uncertainty in Artificial
Intelligence, Ramon Lopez de Mantaras and David Poole, Eds. San
Francisco (CA): Morgan Kaufmann, 1994, pp. 560-566. [Online]. Available:
https: //www.sciencedirect.com/science/article /pii/B9781558603325500766

E. Zio and N. Pedroni, “Literature review of methods for representing uncertainty,”
2013.

A. Adee, P. Munk, R. Gansch, and P. Liggesmeyer, “Uncertainty representation
with extended evidential networks for modeling safety of the intended functionality
(sotif),” 2020.

M. Patel and R. Jung, “Simulation-based performance evaluation of 3d object
detection methods with deep learning for a lidar point cloud dataset in a sotif-
related use case,” 2184-495X, 2024.

C. Becker, J. C. Brewer, L. Yount et al., “Safety of the intended functionality of
lane-centering and lane-changing maneuvers of a generic level 3 highway chauffeur
system,” 2020.

A. Dosovitskiy, G. Ros, F. Codevilla, A. Lopez, and V. Koltun, “Carla: An open
urban driving simulator,” in Conference on robot learning, 2017, pp. 1-16.

S. J. D. Prince, Understanding deep learning. MIT press, 2023.

R. Hewawasam and K. Premaratne, “Dependency based reasoning in a dempster-
shafer theoretic framework,” in 2007 10th International Conference on Information
Fusion, 2007, pp. 1-8.

U. K. Rakowsky, “Fundamentals of the dempster-shafer theory and its applications
to system safety and reliability modelling,” Journal of Polish Safety and Reliability
Association, vol. 2, 2007.

F. Campos and S. Cavalcante, “An extended approach for dempster-shafer theory,”
in Proceedings Fifth IEEE Workshop on Mobile Computing Systems and Applica-
tions, 2003, pp. 338-344.

G. Klir and B. Yuan, Fuzzy sets and fuzzy logic. Prentice hall New Jersey, 1995,
vol. 4.

A. P. Dempster, “Upper and lower probabilities induced by a multivalued mapping,”
The Annals of Mathematical Statistics, vol. 38, no. 2, pp. 325-339, 1967.

X. Liu, P. Wei, M. Rashki, and J. Fu, “A probabilistic simulation method for sen-
sitivity analysis of input epistemic uncertainties on failure probability,” Structural
and Multidisciplinary Optimization, vol. 67, no. 1, p. 3, 2024.

D. Shahsavani and A. Grimvall, “Variance-based sensitivity analysis of model
outputs using surrogate models,” Environmental Modelling € Software, vol. 26,
no. 6, pp. 723-730, 2011. [Online|. Available: https://www.sciencedirect.com/
science/article/pii/S136481521100003X

J. W. Hall, “Uncertainty-based sensitivity indices for imprecise probability
distributions,” Reliability Engineering € System Safety, vol. 91, no. 10, pp.
1443-1451, 2006. [Online|. Available: |https://www.sciencedirect.com/science/
article/pii/S0951832005002541


https://www.sciencedirect.com/science/article/pii/B9781558603325500766
https://www.sciencedirect.com/science/article/pii/S136481521100003X
https://www.sciencedirect.com/science/article/pii/S136481521100003X
https://www.sciencedirect.com/science/article/pii/S0951832005002541
https://www.sciencedirect.com/science/article/pii/S0951832005002541

	Uncertainty Representation in a SOTIF-Related Use Case with Dempster-Shafer Theory for LiDAR Sensor-Based Object Detection

