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1 Departamento de Estad́ıstica e Investigación Operativa, Universidad de Cádiz, Facultad de Ciencias,

11510, Puerto Real (Cádiz), Spain, marta.baldomero@uca.es, antonio.rodriguezchia@uca.es

2 School of Mathematics and Maxwell Institute for Mathematical Sciences,

University of Edinburgh, Edinburgh, EH9 3FD, United Kingdom, joerg.kalcsics@ed.ac.uk

Abstract

We tackle the downgrading maximal covering location problem within a network.

In this problem, two actors with conflicting objectives are involved: a) The location

planner aims to determine the location of facilities to maximise the covered demand

while anticipating that an attacker will attempt to reduce coverage by increasing the

length of some edges (downgrade); b) The attacker seeks to maximise the demand

initially covered by the facilities but left uncovered after the downgrade. The attacker

can increase the length of certain edges within a specified budget.

We introduce a mixed-integer linear bilevel program to formulate the problem,

followed by a preprocessing phase and a matheuristic algorithm designed to address

it. Additionally, computational results are presented to illustrate the potential and

limitations of the proposed algorithm.

Keywords: Location; Covering; Bilevel optimization; Downgrading.

1 Introduction

In the area of facility location, the Maximal Covering Location Problem is a well-known

classical problem that has attracted the attention of numerous researchers since its intro-

duction by Church and ReVelle (1974). The majority of the studies that deal with this

problem assume that the distances from the clients to the facilities remain unalterable, see

e.g. Baldomero-Naranjo et al. (2021, 2024b), Berman et al. (2010), Blanco et al. (2023),

Cordeau et al. (2019), Farahani et al. (2012), Garćıa and Maŕın (2019), Maŕın et al. (2018),

Murray (2016) and references therein.

In this paper, we propose an extension that considers that an attacker can modify the

length of some edges within a budget and up to a certain value to increase the distance

from the clients to the facilities. Under this assumption, the Downgrading Maximal Cover-

ing Location Problem (D-MCLP) emerges as a notable challenge, involving the conflicting
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1 Introduction 2

interests of both the facility location planner and potential attackers. At its core, the

D-MCLP entails the strategic location of facilities within the nodes of a network to max-

imise coverage while anticipating and mitigating potential attacks aimed at subsequently

reducing this coverage. This problem comprises an interaction between two distinct actors,

each with conflicting objectives:

1. First, the location planner undertakes the task of strategically locating facilities to

ensure maximal coverage of demand nodes within the network after the attacker

has acted. This entity operates in anticipation of adversarial actions, aware of the

fact that the potential attacker seeks to optimally sabotage the effectiveness of the

chosen facility locations by increasing edge lengths.

2. Second, the attacker (they) seeks to minimise the demand still covered by the fa-

cilities after downgrading the network, i.e., maximise the demand initially covered

by the facilities but left uncovered after the downgrade of the network. To achieve

that, they can increase the length of some edges within a given budget and up to a

certain value.

Therefore, first the location planner locates the facilities, and then the attacker down-

grades the network. Note that this implies that the distances in the network are modified

during the optimization problem, thus, the distance between two nodes after the down-

grades will have to be computed within the model.

This model has notable applications across various domains, especially in the design

of systems that account for potential disruptions. For example in disaster relief, supply

depots need to be set up such that supplies can reach affected regions within a certain

time. However, some roads may have become difficult to traverse, possibly making it

impossible to reach some regions within reasonable time. Although the damage caused

by natural disasters is not a deliberate action, planners may want to hedge against worst

case scenarios when setting up supply depots. More direct applications arise in defense

and security. In the former, military strategists will want to locate supply points behind

the front line where additional troops can be stationed and material can be stored. In

case of an attack, reinforcements need to be able to reach defensive frontline positions

quickly and the attacker may decide to divert artillery or airborne units to slow down

those reinforcements as best as possible. In wildlife conservation, the model can help

determine the location of guard and patrol stations to protect wildlife, anticipating that

poachers might downgrade certain paths (e.g., by blocking forest trails with trees, making

them more difficult to traverse).

This study falls within the domain of downgrading (upgrading) network problems, in

which specific elements initially treated as fixed inputs in the classical version are now
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transformed into decision variables (e.g. the length of the edges). These variables are then

simultaneously determined by agents, whose task is to change the underlying network

within certain limits such that the optimal objective value that can be obtained in the

modified network is as bad (good) as possible. In the following, we briefly review the

related literature.

1.1 Literature Review

In the context of downgrading location problems, we are only aware of studies on node

downgrades (the weight of the vertices can be modified subject to a prespecified budget):

the 1-median problem (Gassner, 2007, 2009a), the 1-center problem (Gassner, 2009b), and

the Euclidean 1-median problem (Plastria, 2016). As far as we know, this is the first study

analysing edge downgrades.

Regarding upgrading problems, several studies have been published recently in the

context of either node upgrades or edge upgrades, for example the maximal covering

(Baldomero-Naranjo et al., 2022, 2024a), the p-median (Afrashteh et al., 2020, Espejo

and Maŕın, 2023, Sepasian and Rahbarnia, 2015), the p-center (Anton-Sanchez et al.,

2023, Sepasian, 2018), the hub-location (Blanco and Maŕın, 2019, Landete et al., 2024),

the graphical TSP (Landete et al., 2023), the spanning tree (Álvarez-Miranda and Sinnl,

2017), the maximal shortest path interdiction (Zhang et al., 2021), among others.

The D-MCLP is also closely related to interdiction problems (Fischetti et al., 2019,

O’Hanley and Church, 2011, Ramamoorthy et al., 2024, Smith and Song, 2020, Smith et al.,

2013). While we propose increasing the length of one or more edges in the D-MCLP, inter-

diction problems usually consider the case of removing edges/arcs instead. The covering-

interdiction problem (Fröhlich and Ruzika, 2021), in which the first player (the location

planner) locates some facilities in a network to maximise the amount of demand covered by

the facilities, and the second player, called the interdictor, disrupts the infrastructure by

removing at most a given number of edges in the network to reduce the coverage as much

as possible. Their paper is focused on analysing the problem’s complexity. Observe that

the interdiction action in this context is a particular case of downgrading, where the length

of an interdicted edge is increased to a value greater than the covering radius. Similarly,

given a subset of nodes chosen as facilities, the reachability-interdiction problem (Fröhlich

and Ruzika, 2022) studies the problem where an interdictor can remove a set of edges to

prevent as many vertices as possible from reaching a facility. A node can no longer reach

a facility after removing edges if no facility is located in the connected component it be-

longs to. Furthermore, Cappanera and Scaparra (2011) propose a multilevel program for

allocating protection resources among the components of a shortest-path network so as to

maximize its robustness to external disruptions. Regarding the shortest path interdiction
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problem, Smith et al. (2013) considers the situation where the attacker seeks to maximize

the length of a shortest s-t-path by either increasing the cost of some arcs or by deleting

arcs altogether. A similar version of this shortest path interdiction problem appears as a

component of our problem from the attacker’s perspective. The most vital elements for

the p-median and p-center problems (Bazgan et al., 2013) are also slightly related since a

fixed number of edges are removed to provide their worst objective values. Finally, it is

worth mentioning the Maximal Covering Location Disruption Problem (Lunday, 2024), a

zero-sum game where the leader seeks to disrupt the MCLP solution by making a subset of

the possible facility locations unavailable. Note that the design of robust networks against

attacks has been studied from a game-theoretic approach for a wide range of problems, as

for example in Perea and Puerto (2013).

1.2 Overview

The main contribution of this paper are:

• The first model, (D-MCLP), to deal with continuous edge downgrades in the Maxi-

mal Covering Location Problem is introduced. A mixed-integer linear bilevel formu-

lation is proposed which is the reformulation of an intuitive three-level formulation.

• A strategy to preprocess the data to reduce the number of variables and constraints

of the formulation is introduced. Moreover, strategies to improve the formulation of

the attacker’s problem given the location of the facilities are proposed.

• A matheuristic algorithm to solve the problem is developed. For this algorithm, we

present some variants (levels of intensity), which allow the user to decide the best

trade-off between the computational time employed and the quality of the solution.

• Computational experiments are carried out to illustrate the increase of the covered

demand after the attack using the D-MCLP rather than using the classical MCLP.

Furthermore, we show the potential and limitations of the proposed matheuristic

algorithm. The solutions provided by the matheuristic are compared with the ones

obtained by the general purpose solver for bilevel programming problems developed

in Fischetti et al. (2017).

The contents of the paper are organized as follows. The formulation of D-MCLP is

presented in Section 2. The strategy to preprocess the data is introduced in Section 3.

The matheuristic is discussed in Section 4. In this algorithm, we need to solve the at-

tacker’s problem given the location of the facilities several times, for this reason, we also

propose some strategies to improve its formulation in this section. In Section 5, we discuss

the computational results. Our conclusion and future line of research are presented in
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Section 6. Finally, in Appendix A, we include the proof that the attacker’s problem is

NP-hard for a fixed set of facility locations.

2 Problem description and mathematical formulations

Let N = (V,E, ℓ) be an undirected network with node set V and edge set E. Every edge

e = [i, j] = [j, i] ∈ E, i, j ∈ V, has a positive length ℓe = ℓ[i,j]. For i, j ∈ V, d(i, j) is

the shortest path distance between i and j before downgrading. Moreover, we are given

a fixed coverage radius R > 0. We say that a node i ∈ V is covered by a facility at node

j if it is within a distance of strictly less than the coverage radius R from a facility, i.e.,

d(i, j) < R. Observe that we are deviating slightly from the standard definition, where i

was covered by j whenever d(i, j) ≤ R; as will be discussed in Section 2.1.2, this change

is necessary to ensure a closed feasible region of the attacker’s problem. Additionally, we

are given a non-negative weight wi that specifies the demand at the node i, for i ∈ V .

The length ℓe of each edge e ∈ E can be increased by an amount lower than or equal to

ue (known in advance). Let γ = (γe)e∈E be a variable vector defining the length increases

of each edge, then 0 ≤ γe ≤ ue, for e ∈ E. Furthermore, increasing the length of edge

e ∈ E by an amount γe ∈ [0, ue] comes at a positive cost of ceγe, for ce ∈ R+, and there

is a budget constraint B ∈ R+ on the overall cost of increase. Moreover, let d(i, j, γ) be

the shortest path distance between i and j after the edge length increases γ have been

applied, i.e., the shortest path in the network N(γ) := (V,E, ℓ(γ)) where ℓe(γ) = ℓe + γe,

for e ∈ E.

Finally, for p ∈ N, let X ⊆ V denote a set of p nodes, let C(X) = {i ∈ V | ∃j ∈ X :

d(i, j) < R} denote the set of all nodes covered by a facility in X before the edge length

increases, let C(X, γ) = {i ∈ C(X) | ∃j ∈ X : d(i, j, γ) < R} denote the set of all nodes

covered by a facility in X after the edge length increases, and let C(X, γ) = {i ∈ C(X) |
∀j ∈ X : d(i, j, γ) ≥ R} denote the set of all nodes initially covered by a facility in X but

no longer covered after the edge length increases, i.e., C(X, γ) = C(X) \ C(X, γ). Then,

D-MCLP can be formulated as:

max
X⊆V,|X|=p

 ∑
i∈C(X,γ)

wi

∣∣∣ γ ∈ argmax

 ∑
i∈C(X,γ)

wi

∣∣∣ ∑
e∈E

ceγe ≤ B, 0 ≤ γe ≤ ue, e ∈ E


 .

Observe that, although the problem is presented for undirected networks, the formulation

we propose requires the use of a directed network. Specifically, we define the arc set A

containing arcs a1 = (i, j) and a2 = (j, i) for each edge [i, j] ∈ E. We refer to this edge

[i, j] ∈ E, as the underlying edge of an arc a1 or a2 and it is denoted by ea1 or ea2 , i.e.,

eai = ea2 = [i, j]. Table 1 summarises the main notation presented before.
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Table 1: Notation used throughout the paper.

N = (V,E, ℓ) The network with the set of nodes V, the set of edges E, and edge
length ℓ.

N(γ) = (V,E, ℓ(γ)) The network with the set of nodes V, the set of edges E, and edge
lengths ℓe(γ) = ℓe + γe, for e ∈ E.

ce The unit cost of increasing the length of edge e, e ∈ E.
ea The underlying edge of an arc a, e.g., for (i, j) ∈ A, ea = [i, j].
ℓe(γ) The length of edge e, e ∈ E, after the increase γ, i.e., ℓe + γe.
ue Maximum amount that the length of edge e can be increased, e ∈ E.
wi The demand of node i ∈ V .
p The number of facilities to locate.
X A set of p facility locations, X ⊂ V , |X| = p.
R The coverage radius.
B The budget for downgrading edges.

In the next subsection, we present the different decision levels of the problem.

2.1 Trilevel Problem

Our downgrading maximal covering location problem can be characterized as a trilevel

max-max-min problem:

Upper level: The defender or location planner wants to locate a given number p of

facilities to maximise the amount of covered demand after the attacker has acted.

For modelling its decision, we introduce the following family of binary variables:

xj 1, if a facility is located at node j, 0 otherwise, for j ∈ V .

Middle level: For a given set X ⊂ V of facility locations, the attacker wants to down-

grade edges, i.e., increase their length subject to a given budget to maximise the

amount of demand that was initially covered by the facilities and is no longer cov-

ered after the downgrade. For modelling its decision, we introduce the following

family of continuous variables:

γe = γ[i,j] The increase in the length of edge e = [i, j], for e ∈ E.

Lower level: After the attacker has downgraded some edges, the defender needs to check

if a node is still covered by computing the length of a shortest path to the nearest fa-

cility in the downgraded network and comparing it to the coverage radius R. Strictly

speaking, for this step it is not necessary to find the shortest path. It suffices to

check whether there exists a path of length strictly smaller than R or not.

Observe that, unless stated otherwise, a solution to an instance of the trilevel program

only refers to the optimal solutions of the first two stages, as an optimal solution for the
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third stage can easily be computed from the ones for the first two and it is, hence, not the

primary focus for the decision-makers.

2.1.1 Lower level problem

We start by modelling the lower level problem. Let the upper and middle level decisions

be given and denoted as X and γ = (γe)e∈E , respectively. To check if node i ∈ C(X)

is (still) covered after downgrading, we compute the length of a shortest i-t-path in an

auxiliary induced directed network N i(X) = (V i, Ai(X), ℓ(γ)), where t is an auxiliary

node, V i = V ∪{t} and Ai(X) = {(k, l), (l, k) | [k, l] ∈ E}∪{(x, t) | x ∈ X}. The length of

an arc a is identical to the length of its underlying edge ea. The lengths of the remaining

arcs are fixed to zero and the values of γ-variables for the corresponding underlying edges

are also zero. Finally, for k ∈ V i, let Γi,+
k ⊂ Ai(X) and Γi,−

k ⊂ Ai(X) be the set of

outgoing and, respectively, incoming arcs for node k ∈ V i in N i(X).

Before presenting the integer programming formulations, we introduce some additional

decision variables:

f i
a The amount of flow traversing arc a, for i ∈ V, a ∈ Ai(X).

Let di(X, γ) be the length of a shortest path from node i to the nearest facility in X after

the downgrade γ, for i ∈ V , i.e., the shortest path form i to t in N i(X). Then, di(X, γ)

can be computed as

di(X, γ) = min
∑

a∈Ai(X)

f i
a(ℓea + γea) (1)

s.t.
∑

a∈Γi,+
k

f i
a −

∑
a∈Γi,−

k

f i
a =


1, for k = i,

−1, for k = t,

0, for k ∈ V,

(2)

f i
a ≥ 0, a ∈ Ai(X), (3)

or, using the dual of the shortest path problem, as

di(X, γ) = max πi
i − πi

t (4)

s.t. πi
k ≤ πi

l + ℓea + γea , a = (k, l) ∈ Ai(X), (5)

πi
k ∈ R, k ∈ V i, (6)

where πi
k is the node potential of node k, for k ∈ V i (Fulkerson and Harding, 1977, Golden,

1978).

Since the location of the facilities is a decision variable in our problem, i.e., X is
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not known a priori, we first discuss how to formulate the shortest path problem without

using the sets of arcs Ai(X). To that end, we modify the network N i(X) as follows. We

define N i = (V i, Ai, ℓ(γ)), where V i remains unchanged and Ai = {(k, l), (l, k) | [l, k] ∈
E}∪ {(j, t) | j ∈ V }, i.e., each node is now connected to t. The length of an arc a is again

identical to the length of its underlying edge ea, while the lengths of the remaining arcs

are fixed to zero and the values of γ-variables for the corresponding underlying edges are

also zero. Then, di(X, γ) can be computed as

di(X, γ) = min
∑
a∈Ai

f i
a(ℓea + γea) (7)

s.t.
∑

a∈Γi,+
k

f i
a −

∑
a∈Γi,−

k

f i
a =


1, for k = i,

−1, for k = t,

0, for k ∈ V,

(8)

f i
a ≤ xk, a = (k, t) ∈ Ai, (9)

f i
a ≥ 0, a ∈ Ai. (10)

Constraints (9) ensure that we can not use arc (k, t), k ∈ V , if there is no facility at

node k. For the sake of understanding, the notation of the variables is the same as in the

previous formulation. However, they are not exactly the same since their index domains

differ, i.e, now the variables f i
a are defined for a ∈ Ai while before they were defined in

a ∈ Ai(X). The dual is then given as

di(X, γ) = max πi
i − πi

t −
∑
k∈V

xkµk (11)

s.t. πi
k ≤ πi

l + ℓea + γea , a = (k, l) ∈ Ai, l ̸= t, (12)

πi
k ≤ πi

t + µk, a = (k, t) ∈ Ai, (13)

µk ≥ 0, k ∈ V, (14)

πi
k ∈ R, k ∈ V i. (15)

where µk is the dual variable for constraints (9). As f i
a is also contained in those, we have

to split constraints (5) into those for arcs not including t, (12), and those including t, (13),

observe that by definition ℓea + γea = 0, for all a = (k, t) ∈ Ai.

As we can see, since X will become a decision variable, we will end up with a non-linear

objective. To linearize the formulation, we first make the following observation about its

optimal solutions.

Lemma 1 Formulation (11)−(15) has an optimal solution (π, µ) with πi
k ≥ 0 for k ∈ V ,

πi
t = 0, and µk = 0 whenever xk = 1, k ∈ V .
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Proof. The first results follows immediately from the fact that we can replace the equality

in (8) by “≥”, which results in the πi
k-variables being defined as non-negative in the dual.

Let now (π, µ) be an optimal solution of formulation (11)−(15) with πi
t > 0 and

such that there exists a vertex j ∈ V with xj = 1 and µj > 0. First, we observe that

from the complementary slackness conditions for (9), µj(f
i
(j,t) − xj) = 0, we must have

xj = f i
(j,t) = 1, i.e., the shortest path, Pit, between i and t must be routed through j.

Moreover, by construction of Ai, j must be the only node of the set {k ∈ V | xk = 1} on

Pit and with a positive µk. Hence,
∑

k∈V xkµk = µj .

Second, we observe that from the complementary slackness conditions for (12), f i
a(π

i
k−

πi
l − ℓea − γea) = 0, we know that for all arcs a = (k, l), l ̸= t, on Pit we must have

πi
k = πi

l + ℓea + γea . In addition, from the complementary slackness conditions for (13),

f i
(j,t)(π

i
j − πi

t − µj) = 0, we know that πi
j = πi

t + µj . Hence, πi
i is the length of Pit plus

πi
t + µj , i.e.

πi
i =

∑
a=(k,l)∈Pit:l ̸=t

(ℓea + γea) + πi
t + µj .

With the same argument, πi
k ≥ πi

t + µj for all nodes k ∈ V along Pit.

Combining these observations, we can construct an alternative optimal solution (π̂, µ̂)

by setting π̂i
t = µ̂j = 0, π̂i

k = πi
k − πi

t − µj , k ∈ V , and µ̂k = µk, k ∈ V \ {j}. This

solution obviously satisfies (12) and (14). It also fulfils (13) for any k ∈ V \ {j}, as

π̂i
k = πi

k − πi
t −µj ≤ πi

k − πi
t ≤ µk and it trivially holds for j. Hence, (π̂, µ̂) is feasible and,

therefore, optimal for (11)−(15) (as
∑

k∈V xkµk = µj). The only thing we need to check

is that π̂i
k ≥ 0. We already know this holds for all k ∈ Pit from our second observation.

Concerning vertices k ∈ V not on the shortest path, if π̂i
k < 0, we can simply set π̂i

k = 0

without violating any of (12) (if neither k nor l are on Pit, then this is trivial, and if,

e.g., l ∈ Pit, then the right-hand side in (12) is strictly positive) or changing the objective

function value, which completes the proof. □

With this result, we can now state an equivalent formulation that is linear even when

x is a decision variable.

Proposition 1 Formulation (11)−(15) is equivalent to formulation SP i

(SP i) di(X, γ) = max πi
i

s.t. (12),

πi
k ≤ M(1− xk), k ∈ V, (16)

πi
k ≥ 0, k ∈ V. (17)

Proof. Let π be an optimal solution of SPi. Define (π̂, µ̂) with π̂i
k = πi

k, k ∈ V , π̂i
t = 0,
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µ̂k = 0 (µ̂k = M) for all k ∈ V with xk = 1 (xk = 0). Then, (π̂, µ̂) is feasible for

formulation (11)−(15) and has the same objective value π̂i
i = πi

i.

In reverse, let (π, µ) be an optimal solution for (11)−(15) that satisfies the properties

shown in Lemma 1. Then, π is feasible for SPi and has the same objective value.

□

Observe that SP i is formulated on the original network and the use of big-M constraints

allows us to avoid the auxiliary network.

2.1.2 Middle level problem

In this subsection, we formulate the attacker decision, named A-MCLP. To model the

middle level problem, we assume that the upper level decision (location decision) is given

and denoted as X. Recall C(X) =
⋃

x∈X C(x) is the set of all nodes that are covered by

facilities in X before downgrading. The attacker now aims at finding a downgrade γ that

maximizes the amount of demand of vertices in C(X) that are no longer covered after the

increasing of the length of the edges. In the following, we denote these vertices as being

un-covered (using the hyphen to avoid ambiguity with the word “uncovered”). We define

the following two families of decision variables:

ηi 1, if node i ∈ V is un-covered, 0 otherwise, for i ∈ V .

ρi 1, if node i ∈ V is covered before the downgrading, 0 otherwise, for i ∈ V .

As we assume the location decisions are given, we set ρi = 1, for all i ∈ C(X) and ρi = 0

otherwise. The attacker’s objective function is to maximize the demand of the un-covered

nodes, giving rise to the following formulation:

max
∑
i∈V

wiηi (18)

s.t.
∑
e∈E

ceγe ≤ B, (19)

ηi ≤ ρi, i ∈ V, (20)

Rηi ≤ di(X, γ), i ∈ V, (21)

ηi ∈ {0, 1}, i ∈ V, (22)

0 ≤ γe ≤ ue, e ∈ E. (23)

The objective function (18) maximizes the amount of un-covered demand. Constraints (19)

model the budget restriction. Constraints (20) and (21) ensure that the un-covered nodes

were previously covered and that the shortest path distance after the downgrade, i.e.,

di(X, γ), is larger than or equal to the coverage radius. We point out that adhering to
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the classical definition of coverage would result in a strict inequality in (21), rendering the

feasible region to be non-closed.

Using the formulation SP i presented in the previous subsection, the attacker’s problem

can be reformulated as the following single-level problem:

max
∑
i∈V

wiηi

s.t. (19), (20), (22), (23),

Rηi ≤ πi
i, i ∈ V, (24)

πi
k ≤ πi

l + ℓea + γea , a = (k, l) ∈ A, i ∈ V, (25)

πi
k ≤ M(1− xk), i, k ∈ V, (26)

πi
k ≥ 0, i, k ∈ V. (27)

If each node i ∈ V has a unique closest facility in X, then the set of shortest paths of

each node to its closest facility naturally defines a forest, with each tree of the forest rooted

at a facility inX. If a node i ∈ V is equidistant to two or more facilities inX, then we again

obtain a forest by assigning i without loss of generality to one of those facilities as well as

all other nodes for which this facility is among their closest. As a result, the potentials of

nodes in each tree can be computed independently from one another. Moreover, within

each tree the potential of a node k can be the same for all nodes in the tree, i.e., we can

assume without loss of generality that πi
k = πj

k = πk with i and j being nodes of the

tree, as the potential of a node can represent the length of the path from k to the root of

the tree. Therefore, we do not need to define the π-variables for each i ∈ V , i.e., we can

remove the super-index i resulting in the reduced formulation:

Q(x, ρ) = max
∑
i∈V

wiηi

s.t. (19), (20), (22), (23),

Rηi ≤ πi, i ∈ V, (28)

πk ≤ πl + ℓea + γea , a = (k, l) ∈ A, (29)

πk ≤ M(1− xk), k ∈ V, (30)

πk ≥ 0, k ∈ V. (31)

The previous formulation is enhanced in the next subsection, and a valid value for the

big-M is provided. In addition, further improvements are discussed in Section 4. However,

they take advantage that the location of the facilities is known, so they can not be applied

to the general problem.
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2.1.3 Upper level problem

In this subsection, we introduce the formulation of D-MCLP called BL-D-MCLP. It is

a linear bilevel formulation, where the objective function is to maximise the amount of

covered demand after the attacker has optimally downgraded the network.

max
∑
i∈V

wiρi −Q(x, ρ), (32)

s.t.
∑
j∈V

xj = p, (33)

ρi ≤
∑

j∈V :d(i,j)<R

xj , i ∈ V, (34)

xi ∈ {0, 1}, i ∈ V, (35)

ρi ∈ {0, 1}, i ∈ V, (36)

Q(x, ρ) = max
∑
i∈V

wiηi (37)

s.t. (19), (22), (23), (28), (29), (31),

ηi ≤ ρi, i ∈ V, (38)

πk ≤ Mk(1− xk), k ∈ V. (39)

The objective function (32) maximizes the amount of demand that is still covered

after the attacker acted. Constraints (33) and (34) ensure that exactly p facilities are

located and, respectively, that a node i can only be initially covered if there is a facility

within the coverage radius. Constraint (37) calculates the amount of demand un-covered

by the attacker. This is also the objective function of the follower, whose associated con-

straints were described in the previous section. Furthermore, Constraints (38) establishes

the relationship between the leader variable ρ and the follower variables η. Similarly,

Constraints (39) sets the relationship between the leader variable x and the lower level

variables π, whose associated big-M depends on index k, to make it tighter.

Lemma 2 A valid value for Mk in constraint (39) is the (n− p+ 1)-th distance du(k, j)

sorted in non-decreasing order for j ∈ V , where du(k, j) is the distance from node k to

node j in a network N(u) = (V,E, ℓ(u)).

Proof. A valid value for the big-M in constraint (39) is an upper bound of variable πk.

Recall that this variable represents the node potential of node k. As we fix the node

facilities’ potential to zero, we can assume without loss of generality that the potential of

a node k is the distance from k to the closest service facility. As, a priori, the node that

will be the facility is not known, the length from k to the furthest node is a valid upper
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bound of the potential of a node k. Indeed, if p facilities are located, we can assume that

the distance from a node to the closest facility is at most the distance to the (n− p+ 1)-

th furthest node. Similarly, the downgrading to be applied is unknown, so a worst-case

scenario is assumed, i.e., for computing the distance we suppose that all edges have been

downgraded to their maximum (ℓe(u) = ℓe + ue, for e ∈ E). Therefore, we obtain that a

valid value for Mk is the (n − p + 1)-th distance du(k, j), sorted in non-decreasing order

for j ∈ V . □

3 Preprocessing

In this section, we present a strategy for preprocessing data to reduce the number of

variables and constraints included in the model. The procedure is based on obtaining

transformed input data, where the optimal solution is also optimal in the original data.

To achieve this, we follow the steps outlined below:

Identification of redundant edges: When solving the D-MCLP, any edges e ∈ E in

the original network with lengths exceeding R can be safely removed without im-

pacting the optimal solution. Consequently, their associated costs and upper bounds

can also be removed, i.e., ce and ue.

Tightening downgrading upper bounds (u): The attacker’s objective is to compro-

mise the leader’s coverage. Thus, when the distance from the facility to the client

equals R, the attacker achieves its goal. Consequently, if there exists an edge e ∈ E

whose length plus the upper bound exceeds R, i.e., ℓe + ue ≥ R the upper bound

can be tightened as follows:

ue = R− ℓe.

Therefore, removing all these edges eliminates numerous constraints from the formu-

lation. Additionally, reducing the upper bounds of the γ variables improves the bounds

of the formulation. In the following, unless stated otherwise, we refer to BL-D-MCLP as

the bilevel formulation where these enhancements have been applied.

As reported in Section 5, this strategy is useful for solving exactly our problem on the

general purpose solver for bilevel programming (Fischetti et al., 2017), since it notably

reduces the number of constraints. Furthermore, it also benefits the matheuristic that is

introduced in the following section.
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4 Matheuristics

The proposed heuristic approach is based on generating feasible solutions. In this sense, it

is worth mentioning that to provide a feasible solution of D-MCLP, the attacker problem

A-MCLP must be solved optimally for a given set X of facility locations. Otherwise, the

solution may not be feasible. However, as the next lemma shows, finding the optimal edge

length increases for a given X is NP-hard.

Lemma 3 Given a set X of facility locations, solving A-MCLP is NP-hard even on star

networks for non-uniform weights assuming uniformity in downgrading costs and upper

bounds as well as integrality of the input parameter values.

Proof. See Appendix A.

Therefore, we first focus on improving the formulation of the attacker problem. Let a

set X of facility locations be given. Then, we define the set V := {i ∈ V : ρi = 1}, i.e., the
covered nodes in the original network. Note that ρi can be computed easily for a given

X, e.g. using Dijkstra’s algorithm starting from each x ∈ X. Below, for any m ∈ V , we

define some sets that can be used to reduce the number of constraints of the formulation.

V m := {i ∈ V : d(i,m) < R},

A[V m] := {(k, l) ∈ A : k, l ∈ V m}.

The first set includes the nodes that can be covered by m (before downgrading) while the

second comprises the arcs that can be used for this covering. For the ease of exposition,

we rewrite the formulation for the middle level problem:

max
∑
i∈V

wiηi

s.t. (19), (23),

Rηi ≤ πi, i ∈ V , (40)

πk ≤ πl + ℓea + γea , k, l ∈ V : a = (k, l) ∈
⋃

m∈X

A[V m], (41)

πk = 0, k ∈ X, (42)

πk ≥ 0, k ∈ V \X, (43)

ηi ∈ {0, 1}, i ∈ V . (44)

Constraints (40), (42), (43), and (44) replace (28), (30), (31), and (22), respectively,

and (20) becomes redundant due to replacing V by V . Moreover, (29) may be restricted

to those arcs whose end nodes can be covered by the same open facility m ∈ X before the
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downgrade, resulting in (41). We can do this because an arc for which this does not hold

can not be included in a path from any node to its covering facility with a length shorter

than R. Note that we assumed that the redundant edges (the edges such that ℓe ≥ R) have

already been removed from the network. Therefore, this represents a notable reduction in

the number of constraints included in the formulation. In Figure 4, a graphical example is

included. For R equal to 4, if the facility is located at x1 (respectively at x2), then i and

l will be covered by x1 (i and m by x2). Note that the edge (l,m) represented in Figure

4 will not be included in the constraint, as the same facility cannot cover both end nodes

and, thus, it can never be part of a shortest path from i to x1 (respectively x2) whose

length is < R.

l m3

2.5 2.5

i

x2
2.75

1.5

x1

2.75

1.5

Figure 1: Graphical representation of the improvement.

Before we proceed to describe the phases of our matheuristic, we first note that we

can easily compute a lower bound and an upper bound of D-MCLP. Observe that these

bounds may be unattainable, as they may not be associated with a feasible solution. To

do that, we will make extensive use of auxiliary networks where edge lengths have been

modified according to given values. Let γ ∈ Rm such that 0 ≤ γe ≤ ue, e ∈ E. Recall

N(γ) = (V,E, ℓ(γ)) denotes a network with edge lengths ℓe(γ) = ℓe + γe.

Lower bound: We obtain a lower bound by solving the classical MCLP in the auxiliary

network N(u). The optimal objective value of this auxiliary problem is a lower

bound of D-MCLP, as it is clear that the leader can cover at least this amount

of demand. We call the corresponding set of facility locations XLB. Observe that

this downgrading strategy may not be feasible for the attacker due to the limited

downgrading budget B. Basically, this lower bound can be obtained by solving the

attacker problem assuming that B =
∑
e∈E

ceue.

Upper bound: We obtain an upper bound by solving the classical MCLP in the original

network, i.e., we assume no edges have been downgraded (γe = 0, e ∈ E). The

optimal objective value is an upper bound D-MCLP, as it is evident that the leader

can cover at most this demand. We call the corresponding set of facility locations

XUB. Note that this downgrading strategy will likely not be optimal for the attacker
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for values of B larger than 0. Basically, this upper bound can be obtained by solving

the attacker problem with B = 0.

Our heuristic is split into two phases: a construction phase (alternating location-downgrading

search) and an improvement phase (1-1 local search).

4.1 Alternating Location-Downgrading Search

In this subsection, we describe the first phase of the algorithm: the alternating location-

downgrading search. This is a repetitive approach where we continuously build feasible

solutions in a series of iterations until no further improvements can be achieved or a

maximum number of iterations have been reached. The steps are described below:

Step 0 Propose a promising set X of facility locations.

Step 1 Solve the attacker problem A-MCLP for given locations X to get an optimal

downgrade γ. X and γ constitute a feasible solution of D-MCLP.

Step 2 Solve the classical MCLP in N(γ) to obtain an optimal set of locations X.

Step 3 If X has not changed from the previous iteration or the maximum number of

iterations has been reached, then stop; otherwise, return to Step 1.

We start this alternating location-downgrading search from the following promising sets

of facility locations (we depict the “code” of the strategy in brackets). We choose X as an

optimal solution of the classical MCLP in the network N(γ0), where γ0 is: (0) γ0e = 0, e ∈
E, i.e., X = XLB, (1) γ

0
e = ue, i.e., X = XUB, (2) γ

0
e = min

{
B
|E| , ue

}
, i.e., proportional to

the budget and inversely proportional to the number of edges, (3) γ0e = min
{

ueB∑
e∈E ue

, ue

}
,

i.e., proportional to the budget and the upper bounds, (4) proportional to the benefit-cost

ratio, i.e., downgrade the cheapest edges first until reaching the budget, (5,6,7) solve the

classical MCLP considering 80%R, 70%R, 60%R, respectively, and (8) γ0e = ue/2, e ∈ E,

i.e., all the edges have been downgraded to half of their maximum.

We run the alternating location-downgrading search with each of the eight starting

solutions and we keep the best set of locations X and their corresponding optimal down-

grades γ.

4.2 1-1 Local Search

Once the previous iterative process has finished with a feasible solution X and γ, we

developed a 1-1 local search to improve this solution by substituting one facility location in

X. For doing so, we look for a node i ∈ X to be removed as facility and we compute which
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is the most promising node j ̸∈ X to be included. This local search is repeated as long as

better feasible solutions are found, or up to a fixed number of iterations. Unfortunately,

optimally solving the attacker problem numerous times can be very costly. Therefore,

we propose three different strategies for evaluating a new location set, so the user can

select the best strategy according to the trade-off between computation time and accuracy

required. Moreover, each strategy includes several variants, resulting in a diverse set of

matheuristics. The faster, but less refined strategies are detailed first.

Fixed Out-In

First, to select the node i ∈ X to leave the facility location set, we consider the

network where the edge lengths have been modified according to the optimal down-

grading strategy γ for the current set X.

In the modified networkN(γ) we compute the amount of covered demand considering

the removal of each facility location. Then, we choose as the most promising node

j ̸∈ X to be included in the set X \ {i}, for each i ∈ X, the node whose amount

of covered demand is the largest in the following two networks (also considering the

demand covered in N(γ) by the nodes remaining in the facility location set):

a) N(γ), where γ is the optimal downgrading strategy for the current location

set X. Observe that the covered demand is computed taking into account

simultaneously the node that leaves and the one that enters the location set.

b) N(u). Observe that the demand covered by the nodes remaining in the facility

location set is computed in N(γ). Then, the covered demand is computed by

simultaneously considering the node that leaves and the node that enters the

location set, each in a different network.

Finally, the most beneficial output-input pair is selected. For this new set of facilities,

the A-MCLP problem is solved to obtain a feasible solution of D-MCLP. This

procedure is summarized in Algorithm 1.

Fixed Out-Optimal In

Again, we have to choose one node to leave and one node to enter the location set. In

contrast to the previous procedure, this approach first fixes the leaving node i ∈ X

and once it is fixed, the most promising node j ̸∈ X to enter is obtained. To find

the candidate to be removed, we select the node i∗ ∈ X whose removal reduces the

amount of covered demand by the least in the following two networks:

a) N(γ).

b) N(u).
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Algorithm 1: Local Search: Fixed Out-In, version a) and b).

Data: Feasible solution (X, γ) of D-MCLP.
Result: New set X of candidate locations with optimal downgrades γ.

1 for i ∈ X, j ∈ V \X do
2 a) Compute

∑
k∈C((X\{i})∪{j},γ)wk. ; /* For version a). */

3 b) Compute
∑

k∈C(X\{i},γ)∪C({j},u)wk. ; /* For version b). */

4 end
5 Select the pair i, j that provides the largest amount of coverage.

6 Set X = (X \ {i}) ∪ {j} and compute the optimal downgrades γ for X.

Now, we look for the candidate to enter the location set X \ {i∗}. In this case, we

test all nodes j ̸∈ X. For each node, we optimally solve the attacker problem for

the set of facilities where the selected node in the strategy a) or b) is removed and

the candidate node is included, i.e., for (X \ {i∗}) ∪ {j}. Note that if the attacker

problem for this solution set has already been solved, it is not tested again. Finally,

we select the candidate that provides the best objective function value of D-MCLP.

A variant of this strategy is solving the attacker problem for a given location of

the facilities with a time limit, e.g., 10 seconds. A feasible solution to the attacker

problem will overestimate the actual objective function value of D-MCLP for the set

(X \ {i∗}) ∪ {j} but it can notably save computational time. Once a candidate j∗

to join the set of locations has been chosen, the attacker problem is solved exactly

for these locations.

The procedure is summarised in Algorithm 2.

Optimal Out-In

Finally, we present the last strategy, which requires the most computational re-

sources. In this case, we consider all pairs (i, j) of one candidate i leaving the set X

of locations and one candidate j ̸∈ X entering the set. For each pair, we optimally

solve the attacker problem for the new location set (X \{i})∪{j}. Finally, we select
the candidate to leave and the candidate to enter that provides the best objective

function value of D-MCLP.

As before, a variant of this strategy consists of solving the attacker problem with

a time limit and only solving the attacker problem exactly when the candidates to

leave and enter the location set has been chosen.

This procedure is summarised in Algorithm 3.
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Algorithm 2: Local Search: Fixed Out-Optimal In, version a) and b).

Data: Feasible solution (X, γ) of D-MCLP.
Result: New set X of candidate locations with optimal downgrades γ.

1 for i ∈ X do
2 a) Compute

∑
k∈C({i},γ)\C(X\{i},γ)wk. ; /* For version a). */

3 b) Compute
∑

k∈C({i},u)\C(X\{i},u)wk. ; /* For version b). */

4 end
5 Select the node i∗ that provides the previous smallest amount to leave the

location set.
6 for j ∈ V \X do

7 Compute the optimal downgrades γ for the set of locations (X \ {i∗}) ∪ {j}
and the objective value of D-MCLP.

8 end
9 Select the node j∗ that provides the largest objective value to enter the location

set.
10 Set X = (X \ {i∗}) ∪ {j∗}.

Algorithm 3: Local Search: Optimal Out-In.

Data: Feasible solution (X, γ) of D-MCLP.
Result: New set X of candidate locations with optimal downgrades γ.

1 for i ∈ X, j ∈ V \X do

2 Compute the optimal downgrades γ for the set of locations (X \ {i})∪ {j} and
the objective value of D-MCLP.

3 end
4 Select the pair of nodes i and j that provides the largest objective value of

D-MCLP to leave and enter the location set, respectively.
5 Set X = (X \ {i}) ∪ {j}.
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5 Computational Results

This section is dedicated to computational experiments. These are divided into three

main groups, the exact resolution of the formulation using the general solver developed in

Fischetti et al. (2017), the matheuristic experiments, and the managerial insight.

5.1 Data

We generated instances adapting the procedure used in Baldomero-Naranjo et al. (2022),

Cordeau et al. (2019), ReVelle et al. (2008), among others. The nodes were given by points

whose coordinates followed a uniform distribution over [0,30]. We then built the complete

graph, where the length of the edges is the Euclidean distance between the nodes rounded

to two decimal places. These instances are called “graph” followed by n (the number of

vertices); for example, “graph50” is a complete graph with 50 nodes and 1225 edges.

The selection of parameters is outlined as follows. The number of facilities denoted as p

was determined in proportion to the number of vertices, specifically, p ∈ {n/30, n/20, n/10}.
The weights or demands assigned to nodes, denoted as wi for i ∈ V , were uniformly ran-

domly generated integers from 1 to 100. We tested three different coverage radii, R, such

that each node can cover at least one node, at least 5% of the number of nodes, and

at least 10% of the number of nodes, respectively. Downgrading costs, ce, for e ∈ E,

were uniformly randomly generated between 1 and 3 with two decimal places. The upper

bounds ue, for e ∈ E, were uniformly randomly generated from (0.5ℓe, 1.5ℓe), for e ∈ E

with two decimal places.

Finally, the budget B was computed as follows. We calculated the maximum required

budget for downgrading all the edges, Bmax =
∑

e∈E uece, selectedBper ∈ {0.1, 0.05, 0.025},
and computed B as:

B =
Bmax ·Bper · p · (p− 1)

n(n− 1)

rounded to two decimal places.

For each combination of parameters, five instances were generated with the same pro-

cedure, varying only the random seed for the generator. The instances are available at

Baldomero-Naranjo et al. (2025).

5.2 Results

In this subsection, we analyse the result provided by the exact formulation, the matheuris-

tic, and the managerial insight of the model.
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5.2.1 Exact formulation

As stated before, the formulation BL-D-MCLP was tested in the general bilevel solver

developed in Fischetti et al. (2017). The computational experiments were carried out on

a computer with an Intel(R) Xeon(R) CPU E5-1650 v4 3.60GHz processor and 16 GB

RAM.

In Table 2, formulation BL-D-MCLP without and with preprocessing is compared for

50 nodes with a time limit of one hour. Moreover, the results of 10 hours of computa-

tion using the preprocessing are also reported. The first column of the table reports the

number of facilities (p). The first group of columns reports the results without using the

preprocesing, where the first column indicates the number of instances solved to optimality

within the time limit of one hour (#Sol.). Note that 45 instances were analysed for each p,

setting three different values for the budget, three for the covering radius, and five random

seeds. The next column indicates the average solution time in seconds “t(s.)”. Observe

that for the instances where optimality was not proven within the time limit, a solution

time equal to the time limit was assigned to compute the average solution time, i.e., the

actual solution times are underestimated. Finally, the average relative percentage gap as

reported by the solver is depicted in column (%G). The following two groups of columns

report the same information, but for the formulation with preprocessing and having an

hour and 10 hours of time limit, respectively. Two similar tables, 3 and 4, are reported

Table 2: Comparison of BL-D-MCLP for n = 50 by p, with and without preprocessing.

Without prep. (1h) With prep. (1h) With prep. (10h)
p #Sol. t(s.) %G #Sol. t(s.) %G #Sol. t(s.) %G

2 45 251.70 0.00 45 141.33 0.00 45 141.33 0.00
3 15 2564.16 9.53 18 2452.20 8.16 29 14997.76 4.78
5 5 3282.95 26.31 5 3265.33 25.25 5 32058.86 22.52

below, where instead of grouping instances by the number of services to be located, they

are grouped by the covering radius and budget, respectively. Observe that, as before, each

line represents the average over 45 instances.

Table 3: Comparison of BL-D-MCLP for n = 50 by R, with and without preprocessing.

Without prep. (1h) With prep. (1h) With prep. (10h)
R #Sol. t(s.) %G #Sol. t(s.) %G #Sol. t(s.) %G
At least one 19 2299.56 22.50 19 2170.07 20.60 24 17661.29 16.40
At least 5% 19 2157.99 10.42 22 2088.59 10.04 24 17433.81 8.64
At least 10% 27 1641.26 2.91 27 1600.21 2.78 31 12093.17 2.27

The results show the computational efficiency of the preprocessing. Theoretically, it

was already shown that it reduced the number of variables and constraints of the formu-
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Table 4: Comparison of BL-D-MCLP for n = 50 by Bper, with and without preprocessing.

Without prep. (1h) With prep. (1h) With prep. (10h)
Bper #Sol. t(s.) %G #Sol. t(s.) %G #Sol. t(s.) %G
0.025 28 1431.76 5.00 30 1378.18 4.62 33 10304.86 3.60
0.050 22 2037.98 10.67 23 1963.60 10.07 27 15318.54 8.17
0.100 15 2629.07 20.17 15 2517.09 18.72 19 21564.87 15.54

lation. Now, it can be observed that using the preprocessing enables us to solve more

instances to optimality, reducing the average computational time, as well as reducing the

GAP of the solution. For example, for p = 3, the formulation without preprocessing solved

to optimality within the time limit 15 instances while using the preprocessing 18 instances

were solved. The benefits of preprocessing are evident in all the values of the number of

services to be located, and also when grouped according to different radii and budgets.

Overall, it is found that about 48.15% of the instances are solved to optimality without

preprocessing in one hour of time-limit, while 50.37% (58.52%) of the instances are solved

to optimality using the preprocessing in one hour (10 hours) of time-limit. Furthermore,

it can be seen that, even with a 10 hour time limit, many instances cannot be solved

to optimality. These results are summarised in the performance profile (Figure 2) where

we can observe how the formulation with preprocessing performs better than without it

within one hour of time limit. Recall that the performance profile illustrates the number

of solved instances over time.
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Figure 2: Performance profile graph of #solved instances (out of 135) for n = 50.

Once it has been shown that preprocessing is useful, we solve larger instances by the
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exact method. Specifically, we test instances with 75 nodes using the preprocessing. The

results are reported in Table 5. It is structured into three groups based on the number

of facilities (p), the different radii (R), and budget values (Bper). For each group, the

number of instances solved to optimality within the time limit of one hour (#Sol.), the

average solution time in seconds “t(s.)”, and the gap in percentage reported by the solver

are shown. Note that a total of 45 instances were considered for each different setting.

It can be seen that the number of instances solved to optimality within the time limit

Table 5: Comparison of BL-D-MCLP for n = 75, with preprocessing.

p #Sol. t(s.) %G R #Sol. t(s.) %G Bper #Sol. t(s.) %G

3 9 3063.28 10.24 At least one 2 3519.24 38.03 0.025 13 2715.15 11.46
4 7 3042.74 18.25 At least 5% 1 3572.17 20.38 0.050 6 3124.57 19.38
8 6 3146.23 33.33 At least 10% 19 2160.85 3.41 0.100 3 3412.53 30.98

is small, only 22 of 135 instances, i.e., 16.3%. Furthermore, it can be appreciated that

the majority of them correspond to the largest values of R. Therefore, it is interesting to

develop a heuristic that yields good solutions for larger graphs.

5.2.2 Matheuristic solution

The matheuristic algorithm is coded using C++ and the subproblems are solved using

CPLEX 22.1.1 in Concert Technology. The experiments were conducted using an Intel(R)

Xeon(R) W-2245 CPU 3.90GHz processor and 256 GB RAM.

Intending to test the quality of the solution provided by the matheuristic, we compute

the average percentage difference between the best solution found by the heuristic algo-

rithm (BSh) and the best solution found by the exact solution method within the time

limit (BSt). This difference is computed as follows:

%GBS =
BSt −BSh

BSt
· 100.

If %GBS is negative, then the solution found by the heuristic is better than the solution

found by the exact approach. It is worth mentioning that, due to the difficulty of solving

BL-D-MCLP, we can only provide the best solution by an exact solution method for

small/medium size instances, i.e., n = 50 and n = 75. Therefore, %GBS will be only

reported for those instances.

In Table 6, a comparison of the different variants of the matheuristic is reported for the

instances with n = 50. This table provides the average results of 135 instances for different

values of p, R, Bper, and the random seed, where the alternating location-downgrading

search has been carried out for all eight promising sets, and afterwards one of the 1-1

local searches has been performed. The variant followed for this local search is indicated
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in the first row. Note that for the “Optimal Out-In” variant, as the procedure requires

more time than other variants, we tested performing this local search once or up to ten

times. For each variant, it is reported: the average solution time in seconds (t(s.)) and

the GAP with the best solution found by the exact approach in one and 10 hours (%GBS

1h, respectively %GBS 10h).

Table 6: Comparison of the different variants of the matheuristic for n = 50.

Fixed Out-In Fixed Out-Opt. In Optimal Out-In
a) b) a) b) One iter. Up to 10 iter.

t(s.) 0.46 0.59 1.11 1.08 2.36 3.15
%GBS 1h 0.86 0.76 0.34 0.38 0.03 -0.08
%GBS 10h 1.02 0.92 0.50 0.54 0.20 0.09

From the results shown in Table 6 it can be seen that the matheuristic provides very

good solutions. For example, the “Optimal Out-In” variant, in only 3 seconds, outperforms

the exact approach with one-hour of time limit and provides nearly the same solutions as

the exact approach with a 10 hour time limit. Furthermore, it is shown that, in general,

the better the solution provided by a strategy is, the more time-consuming it is, as could

be predicted in advance. Therefore, the user of the matheuristic should decide the variant

to apply to find a trade-off between the quality of the solution and the required time to

obtain it. Note that for the “Fixed Out-In” variant, it can be concluded that version

b) performs better on average in these instances than version a), as it provides better

solutions. Conversely, in these datasets, the “Fixed Out-Opt. In” variant shows that

version a) achieves better results.

To provide a comprehensive view of the data distribution and central tendency in the

different variants of the matheuristic, see a rain cloud plot for the computational time in

seconds (Figure 3), a rain cloud plot for the %GBS using one hour of time limit for the

exact method (Figure 4). They combine elements of several different plots showing the

individual data points (via the scatter plot), the statistical summaries (via the box plot),

and the distribution shape (via the half-violin).

Finally, in Table 7 a comparison of the different variants of the matheuristic is reported

for the instances of size n = 75. The structure of this table is the same as Table 6. The

results show that the matheuristic achieves very good solutions that are better than the

ones produced by the exact approach with a one-hour of time limit, and providing them

for all variants in less than 20 seconds. We remark that the version up to 10 iteration of

the “Optimal Out-In” Variant finds in less than 20 seconds 1.31% better solutions than

the exact approach in one hour. For the 135 tested instances of size n = 75 version a)

provides better solutions for variants “Fixed Out-In” and “Fixed Out-Opt In”.
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Figure 3: Comparison of time for n = 50 by matheuristic variants.

Figure 4: Comparison of %GBS in one hour for n = 50 by matheuristic variants.

Table 7: Comparison of the different variants of the matheuristic for n = 75.

Fixed Out-In Fixed Out-Opt. In Optimal Out-In
a) b) a) b) One iter. Up to 10 iter.

t(s.) 1.20 1.26 2.95 2.77 8.48 18.94
%GBS 1h -0.16 -0.15 -0.61 -0.55 -0.90 -1.31
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5.2.3 Managerial Insight

This section tries to assess the value of considering solutions provided by our model with

respect to the ones given by classical models in the literature. In this sense, we have

considered two possible attitudes of a potential location planner. In the first one, which

is the optimistic one, they choose the best locations of the facilities without taking into

account the existence of an attacker, i.e., they solve the MCLP in the original network

N . Let XUB be the locations of those facilities and SXUB
its optimal objective value

for D-MCLP, i.e., the demand that remains covered after the attacker’s optimal action.

The second one, on the opposite side, is the pessimistic one, where the location planner

assumes that the attacker will do the maximal possible damage, i.e., they solve the MCLP

in N(u). Let XLB be the locations of the facilities and SXLB
its optimal objective value for

D-MCLP. Therefore, we are comparing the bilevel model with two sequential approaches.

In the sequential ones, the locations of the facilities are determined first, and then for

these locations, the optimal attack is computed, i.e., A-MCLP is solved. Finally, the

covered demand after the attack (SXUB
or SXLB

) is obtained. The difference between

these two attitudes with respect to our bilevel model is measured through the following

two coefficients:

%MIO =
SXUB

−BSh

BSh
· 100,

%MIP =
SXLB

−BSh

BSh
· 100.

Therefore, the smaller these percentages with negative sign are, the higher the value of

our model with respect to the different versions of the classical model. Indeed, they report

the percentage of demand covered by the solutions of our model that is no longer covered

by the ones provided by the optimistic and pessimistic attitude of the location planner,

respectively. On the other hand, these percentages also allow us to compare the quality of

the matheuristic solutions obtained by the different variants for the sizes where the exact

method cannot be solved.

Table 8 provides the optimistic managerial insight (%MIO) and the pessimistic man-

agerial insight (%MIP ) for the different variants of the matheuristic for the instances of

size n = 50, 75, 100, 175, and 250. The variant of the metaheuristic is indicated in the first

row. Remark that the reported results are the average of 135 instances.

From the results, it can be derived that the model and its heuristic solution are valu-

able, as they improve the demand covered after the attack with respect to the two consid-

ered approaches based on the classical model. The biggest improvements have achieved

more than 16% of additional demand coverage by the solution of our model which is no

longer covered using the pessimistic approach for n = 50 and more than 14% for n = 250

in the optimistic case.
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Table 8: Managerial Insight of the different variants of the matheuristic.

n Fixed Out-In Fixed Out-Opt. In Optimal Out-In
a) b) a) b) One iter. Up to 10 iter.

50
t(s.) 0.46 0.59 1.11 1.08 2.36 3.15

%MIO -4.92 -5.02 -5.40 -5.36 -5.69 -5.80
%MIP -15.34 -15.43 -15.79 -15.76 -16.07 -16.17

75
t(s.) 1.20 1.26 2.95 2.77 8.48 18.94

%MIO -8.20 -8.19 -8.61 -8.56 -8.89 -9.24
%MIP -10.84 -10.83 -11.22 -11.17 -11.49 -11.84

100
t(s.) 2.31 2.40 6.13 5.53 21.03 58.13

%MIO -8.74 -8.75 -9.01 -8.93 -9.23 -9.53
%MIP -11.50 -11.51 -11.76 -11.68 -11.98 -12.29

175
t(s.) 10.49 10.99 32.43 31.15 170.00 501.95

%MIO -10.25 -10.25 -10.44 -10.40 -10.61 -10.91
%MIP -5.93 -5.93 -6.12 -6.08 -6.28 -6.59

250
t(s.) 26.21 26.87 83.12 81.58 579.48 2148.67

%MIO -14.32 -14.32 -14.52 -14.46 -14.58 -14.92
%MIP -2.51 -2.51 -2.72 -2.66 -2.78 -3.12

Regarding the comparison of the different versions of matheuristics for these larger

instances, the results follow the same trend in all the instance sizes, i.e., as the computa-

tional time of the matheuristic increases, the quality of the solution improves. Moreover,

in just a few seconds, very good solutions are achieved. For these instances, there is no

obvious superiority between version a) or b) for “Fixed Out-In” variant and neither “Fixed

Out-Opt” variant.

These managerial insight coefficients also demonstrate that different variants yield

different solutions, with the “Optimal Out-In” providing the best, although this requires

more computing time. For example, for the instances of size n = 100, it is observed that

9.53% (12.29%) of the demand covered by the solution provided by our matheuristic is no

longer covered by the solution of the optimistic (pessimistic) approach. Note that these

matheuristic solutions are found in less than a minute on average. However, when the size

of the instance is increased, it becomes much more time-consuming.

Next, the influence of the budget on the managerial insight is examined in Table 9.

In this table, the results disaggregated by Bper for variant “Optimal Out-In” up to 10

iterations of the matheuristic are given. Recall that each line reports the average results

of 45 instances for different values of p, R, and random seed.

This table shows that as the size of the dataset increases, the computational time

required by the matheuristic increases. There is also a tendency for the algorithm to require

less computational time as the budget gets smaller. Furthermore, it can be observed that

larger values of Bper, which imply more budget allocated to downgrading the network,
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Table 9: Effect of Bper on the Managerial Insight for variant Optimal Out-In Up to 10
iter.

Optimal Out-In Up to 10 iter.
Bper t(s.) %MIO %MIP

50

0.025 2.48 -4.30 -18.79
0.050 3.46 -5.22 -16.49
0.100 3.52 -7.87 -13.23

75

0.025 16.72 -5.97 -14.17
0.050 20.12 -9.09 -12.10
0.100 19.98 -12.66 -9.24

100

0.025 57.47 -5.86 -14.13
0.050 69.44 -9.14 -12.50
0.100 47.49 -13.60 -10.25

175

0.025 463.80 -6.96 -7.97
0.050 459.80 -10.60 -6.74
0.100 582.26 -15.16 -5.04

250

0.025 1409.22 -10.17 -4.61
0.050 1999.07 -14.80 -2.77
0.100 3037.72 -19.78 -1.96

result in solutions whose %MIO is better than instances with less budget for downgrading.

This means that the benefit of the bilevel model, with respect to the solution that does not

consider an attack (optimistic approach), improves as the downgrading budget increases

(observe that the optimistic approach solution will coincide with the solution of our model

in case B = 0 or ue = 0 for any e ∈ E). Conversely, a similar but opposite trend is

observed with the managerial insight pessimistic (%MIP ). Observe that the solution

derived from the pessimistic approach will coincide with the solution of our model when

B ≥
∑

e∈E ceue. Although it is generally observed that the average %MIO decreases and

the average %MIP increases with increasing Bper, there are exceptions. For example, in

the instance graph50 1 with p = 3 and a covering radius such that each node can cover

at least one, we obtain %MIO = −6.18, −6.59, and −4.89 as well as %MIP = −14.93,

−18.27, and −9.16 for Bper = 0.025, 0.050, and 0.100, respectively.

Specifically, the benefit of considering the bilevel problem, compared to the solution

of the MCLP in an auxiliary network where all edges have been maximally downgraded,

is more pronounced in instances with a smaller downgrading budget.

Finally, as an example, we provide a chart (Figure 5) illustrating the effect of the

downgrading budget on the managerial insight metrics for the instances of size n = 50.

For this purpose, the results of the “Optimal Out-In” variant, up to 10 iterations, are used.

In this graphical representation, the percentages of managerial insight optimistic %MIO

and pessimistic %MIP are reported for each instance. Furthermore, a box plot for each
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value of the percentage of the maximum budget (Bper) is also presented. As before, it can

be appreciated that the larger the budget, the smaller is %MIO and the larger is %MIP ,

since the difference between the optimistic solution is larger and the pessimistic solution

is smaller. But always, the solution of D-MCLP is better than these two approaches, for

all values of Bper. Therefore, the main conclusions of the computational experiments are:

Figure 5: Comparison of Managerial Insights for n = 50 of Optimal Out-In Variant.

• The preprocessing improves the performance of our formulation. However, the exact

approach becomes very challenging when the size of the instance is increased.

• The different variants of the proposed matheuristics report quite good results in a

reasonable time obtaining in a few seconds results practically identical or even better

than the exact approach in one hour.

• There is no clear superiority between the different variants of the matheuristic, as the

ones that provide better solutions also require more computational time. Therefore,

it should be up to the user to decide which version is best suited to their needs.

• The value of D-MCLP has been shown, as the solution provided increases the covered

demand with respect to the two straightforward sequential approaches (the solution

of the MCLP in the original network and the solution of the MCLP in an auxiliary

network where all the edges have been downgraded to its maximum).
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6 Conclusion

The downgrading maximal covering location problem is an interesting problem that ad-

dresses an open question: which is the best location for the facilities to cover the maximum

demand if our network is optimally downgraded? This problem presents a paradigm in

which the distance from the clients to the facilities depends on the decision variables of

an external agent.

To the best of our knowledge, it is the first time this model has been presented in the

literature, which has proven to be quite valuable as has been quantified in computational

experiments using the managerial insight metrics. Beyond presenting a bilevel formulation

and several procedures to improve it, a matheuristic has been developed that provides good

solutions in a short time. Several variants for this heuristic have been proposed that help

the user find the required trade-off between computational time and precision.

This work is a starting point for several possible future research directions, such as the

development of an exact bilevel method focused on this type of problem, or the considera-

tion of other types of attacks on the network by the agent: such as considering i) a discrete

number of levels of downgrading instead of being continuous, ii) a node downgrading where

the length of all incident edges is increased when a node is downgraded.
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A Appendix

Proof of Lemma 3We prove the result by reducing KNAPSACK to the decision problem

A-MCLP-D. For a given weight threshold T ∈ R+, we define the decision version A-MCLP-

D of A-MCLP as:

Input: Network N = (V,E, ℓ), number of facilities p, coverage radius R, downgrading

bounds and costs (ue)e∈E and (ce)e∈E , respectively, budget B, and a set of located

facilities X.

Question: Does there exist edge downgrades γ, such that 0 ≤ γe ≤ ue, for e ∈ E with∑
e∈E ceγe ≤ B and

∑
i∈C(X,γ) wi ≥ T .
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Let an instance of KNAPSACK be given with n items of positive weight gi ∈ N and

positive value bi ∈ N, 1 ≤ i ≤ n, knapsack capacity K ∈ N, and target value U > 0. A

solution (i.e., a Yes-Input) to KNAPSACK is a setM ⊆ {1, . . . , n} such that
∑

i∈M gi ≤ K

and
∑

i∈M bi ≥ U . Without loss of generality, we assume gi ≤ K, 1 ≤ i ≤ n.

First, we observe that A-MCLP is in NP since a given solution for A-MCLP-D can

be verified as such in polynomial time. Next, given an instance for KNAPSACK, we

construct an instance of the edge downgrading problem in polynomial time as follows.

Let N = (V,E, ℓ) be a star network with central node v0, without loss of generality we

assume that the facility is located in this node, i.e., X = {v0}, satellite nodes v1, . . . , vn,

and edges ei = (v0, vi). Each satellite node vi corresponds to one item i, and the weight wi

of the node equals the item value bi. The central node is given weight w0 = W >
∑n

i=1 bi.

Finally, the weight threshold T for A-MCLP-D is defined as T = U .

Let c and u be the unit downgrading costs and, respectively, the upper bounds on the

downgrade in each edge. We set c = 1, u = maxi=1,...,n gi ≤ K, R = u+ 1, and the length

of each edge ei as ℓi = R − gi. Finally, the budget equals the knapsack capacity, i.e.,

B = K. See Figure 6 for an illustration.

v0

W

v1

b1

v2

b2

v3

b3

(R− g1, u, 1)

(R
− g2

, u
, 1
)

(R−
g
3 , u, 1)

Figure 6: Illustration for the proof of Theorem 3, with edge labels (ℓj , u, c).

Let M = C(X, γ) be the set of all satellite nodes un-covered after the downgrade γ.

A satellite node vi is hereby un-covered if and only if gi ≤ γi ≤ u. As

∑
i∈M

gi ≤
∑
i∈M

γi ≤
n∑

i=1

γi ≤ B = K

we get
∑

i∈M gi ≤ K. Moreover, as∑
i∈C(X,γ)

wi =
∑
i∈M

wi ≥ T = U,
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we obtain
∑

i∈M wi =
∑

i∈M bi ≥ U and M is a solution to KNAPSACK. Vice versa,

for the same star network any solution M to KNAPSACK can easily be converted into a

solution for A-MCLP-D by setting γi = gi, i ∈ M .

As a result, the weighted A-MCLP-D is NP-complete on star networks and the weighted

A-MCLP is NP-hard.

□

References

E. Afrashteh, B. Alizadeh, and F. Baroughi. Optimal approaches for upgrading selective

obnoxious p-median location problems on tree networks. Annals of Operations Research,

289(2):153–172, 2020.
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