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Large Language Models (LLMs) have significantly advanced text understanding and generation, becoming
integral to applications across education, software development, healthcare, entertainment, and legal services.
Despite considerable progress in improving model reliability, latency remains under-explored, particularly
through recurrent generation—where models repeatedly produce similar or identical outputs, causing increased
latency and potential Denial-of-Service (DoS) vulnerabilities.

We propose RECURRENTGENERATOR, a black-box evolutionary algorithm that efficiently identifies recurrent
generation scenarios in prominent LLMs like LLama-3 and GPT-40. Additionally, we introduce RECURRENTDE-
TECTOR, a lightweight real-time classifier trained on activation patterns, achieving 95.24% accuracy and an F1
score of 0.87 in detecting recurrent loops. Our methods provide practical solutions to mitigate latency-related
vulnerabilities, and we publicly share our tools and data to support further research.
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1 INTRODUCTION

Large Language Models (LLMs) have made significant advancements in understanding and generat-
ing human-like text, largely due to training on vast corpora of text. These models are increasingly
being integrated into a wide range of software applications, spanning fields such as education [42],
software development [17], healthcare [31], entertainment [6], and legal services [18]. For exam-
ple, GRU [2] leverages LLMs to automatically generate code to resolve GitHub issues, achieving
top rankings in the coding benchmark SWE-bench [21]. In these applications, interactions with
LLMs—whether through offline or online systems—are essential for delivering contextually relevant
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Fig. 1. Comparison between normal and recurrent generation in Llama2-7b-chat.

responses. As a result, the quality and responsiveness of LLM-generated outputs are critical to the
effectiveness of these applications.

While various aspects of LLM reliability have been explored within the software engineering
community (e.g., quality of code generation [24], handling glitch tokens [25], and reliability of LLM
embeddings [20]), less attention has been given to an equally important factor—latency. Several
factors such as the LLM type and configuration, hardware, and network conditions can influence
response time in applications leveraging LLMs. However, in this work, we highlight an under-
explored phenomenon known as recurrent generation in LLMs, which leads to unexpectedly long
latency across mainstream models, independent of these external factors.

Recurrent generation occurs when LLMs repeatedly produce highly similar content, similar to
how traditional infinite loops operate in programming [39, 40]. As illustrated in Figure 1, when a
user inputs a prompt with random characters into Llama2-7b-chat [28], the model continuously
generates explanations for argument usage until it reaches the max_new_tokens limit, which defines
the maximum number of tokens the model can generate. This recurrent generation phenomenon
affects users, developers, and LLM service providers. Recurrent generation significantly extends
latency, deteriorates user experience, and introduces the risk of Denial-of-Service (DoS) attacks.
From the users’ perspective, recurrent generation leads to repetitive content, causing long wait times
and diminishing the overall user experience in applications integrated with LLMs. For developers,
who typically pay for LLM services based on the number of tokens consumed (e.g., in GPT-4o [7]),
detecting and mitigating recurrent generation can enhance user satisfaction and reduce costs
by preventing the generation of redundant content. For LLM service providers like OpenAlI [5],
addressing recurrent generation can significantly improve the throughput of their services by
reducing the length of token sequences, thereby lowering hardware usage (e.g., GPU utilization)
and saving energy.

However, existing work on studying recurrent generation in LLMs is limited. The most relevant
concept is the “sponge example” [33] from the pre-LLM era, where crafted text inputs caused
latency degradation in neural networks, such as recurrent networks. The concept of the sponge
example was first defined by Ilia et al. [33], who proposed a gradient-based white-box methodology
to generate sponge examples that degraded the performance of systems like Microsoft Translator.
Several follow-up studies optimized the efficiency of finding sponge examples [12, 13, 32] using
white-box approaches. While effective for small models, generating samples that exhibit recurrent
generation is particularly challenging in white-box settings for LLMs. Existing sponge example
methods [12, 33] rely on gradient-based approaches that require instrumenting the LLM under
test, which introduces significant runtime overhead. Additionally, gradient-based optimization
itself is time-consuming. Furthermore, some LLMs, such as GPT-40 [30], do not provide access
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to internal model states, making white-box approaches infeasible. Consequently, testing LLMs
for this aspect presents a significant challenge. Additionally, detecting recurrent generation in
LLMs introduces its own set of difficulties, as the underlying causes of recurrent generation remain
unclear, complicating the design of effective and efficient detection methods.

To tackle these challenges, we first design a black-box generation method for creating recurrent
generation samples across various LLMs. Our goal is to demonstrate that this phenomenon is
prevalent across different models and to efficiently generate a benchmark for the detection phase.
Next, by investigating the root causes of recurrent generation, we develop a detection method to
address the phenomenon effectively.

Specifically, in this work, we aim to explore the following research questions:
¢ RQ1 (Recurrent Generation): How efficiently can recurrent generation be triggered in
LLMs?

Efficiently generating test inputs that trigger recurrent generation can help developers and LLM
service providers evaluate their applications. It also provides datasets for analyzing, detecting, and
mitigating recurrent generation in LLMs. In this work, we propose RECURRENTGENERATOR, an
evolutionary algorithm designed to generate such test inputs effectively. Ultimately, we identified a
total of 2,388 test inputs that trigger recurrent generation in eight top LLMs, including LLama-3 [4]
and GPT-4o0 [29].
¢ RQ2 (Characteristics): What are the characteristics of recurrent generation across differ-
ent LLMs?

This research question aims to provide insights into how LLMs behave internally when encoun-
tering recurrent generation. We analyze the dataset collected from RQ1 and discover that recurrent
generation tends to exhibit similar activation patterns across different models.
® RQ3 (Detection): How effectively can we detect recurrent generation across LLMs?

Based on the insights gained from RQ2, we propose RECURRENTDETECTOR, a lightweight multi-
layer perceptron (MLP) trained on activation patterns to detect recurrent generation in LLMs in
real-time.

Contributions. We summarize our key contributions as follows:

e Recurrent Generation Test Inputs. We have developed an efficient black-box evolutionary
algorithm, RECURRENTGENERATOR, to optimize and generate test inputs that trigger recurrent
generation in eight top LLMs like GPT-40 and GPT-40 mini. In total, we have identified
2,388 test inputs that cause recurrent generation in these models, including LLama-3 [4] and
GPT-4o0 [29].

o New Findings. Based on the generated test inputs, we observed that recurrent generation in
LLMs is associated with specific patterns in the models’ activations and hidden states when
they become trapped in a recurrent loop.

¢ Recurrent Generation Detection. Building on the insights obtained, and to the best of
our knowledge, we propose the first practical detection technique, RECURRENTDETECTOR,
an MLP classifier trained on activation patterns from the recurrent generation dataset. We
achieved high accuracy (95.2%), a high F1 score (0.87), and a low false positive rate (2.6%) in
six top open-source LLMs like LLama-3 and Gemma-2.

e Open Source Artifact. We release the code and results of our experiments on our web-
site [8], providing resources to support and encourage further research on latency-related
vulnerabilities and DoS mitigation strategies for LLM-based systems.
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2 BACKGROUND
2.1 Token and Tokenization in Large Language Models

In the field of natural language processing (NLP), tokenization is the process of breaking down raw
text into smaller units called tokens [38]. A token, denoted as t;, can represent a word, subword,
or character, depending on the granularity of the tokenization process. For example, given the
sentence “The cat sat on the mat”, a simple tokenization would produce the following sequence of
word tokens:

»

[t1, t2, t3, ta, ts5, ] = [“The”, “cat”, “sat”, “on”, “the”, “mat”].

In more complex cases, such as subword tokenization [34], a word like “unbelievable” could be
broken down into subwords as:

[t1, 2, t3] = [“un”, “believ”, “able”],

which allows for better generalization across similar tokens (e.g., “belief”, “believer”). All tokens
produced during tokenization form a vocabulary, V, which is a finite set of unique tokens that the
model can process. This vocabulary is essential for transforming text into numerical representations
that can be understood and manipulated by the model.

In the context of LLMs, such as GPT-40 [29], tokenization is a crucial preprocessing step. Let the
input text X be a sequence of tokens [t1, 3, . .., t,]. The model processes these tokens to predict
the next token in the sequence, aiming to generate the most probable token t,4+; given the previous
tokens. For example, given the tokenized input [ty, to, £3, 4] = [“The”, “cat”, “sat”, “on”], the model
would predict the next token t5 = “the”, followed by t; = “mat”.

Tokenization not only enables efficient processing of text in LLMs but also aids in managing
memory and computational efficiency [34], as the model operates on sequences of tokens rather
than full sentences or paragraphs. This technique is fundamental for enabling LLMs to perform a
wide range of tasks, including text generation [2], translation [41], summarization [38], and more.

2.2 Recurrent Generation in Large Language Models

Recurrent generation refers to a phenomenon in which an LLM generates responses that are highly
similar but not necessarily identical, eventually hitting the maximum output token length limit
during a single generative process. Formally, let M represent an LLM, and let T = [ty, 5, . . ., t,]
be a sequence of tokens generated by M. Recurrent generation occurs when a subsequence
S = [titis1, .-, tisk] is repeated with slight variations, producing a new subsequence S’ =
[t tjets-- -, tj+k] where j > i + k. The content of S’ is highly similar to S, with minor differences
such as changes in variables, filenames, or other contextual elements.

LLMs use a parameter, max_new_tokens, to control the maximum number of tokens that can be
generated in one response. In this work, we consider recurrent generation valid only when the LLM
reaches the max_new_tokens limit. For example, as illustrated in Figure 1, Llama2-7b-chat repeatedly
generates redundant argument help usage, leading to redundancy without meaningful content
variation. This behavior results in inefficient token usage, increased latency, and a diminished
user experience. Addressing recurrent generation is crucial for improving the efficiency of LLM-
based systems, as it reduces computational costs, optimizes token consumption, and enhances user
satisfaction.

3 RECURRENTGENERATOR: RECURRENT GENERATION IN LLMS

As illustrated in Figure 2, we present the complete framework, which consists of two main com-
ponents. The first component, RECURRENTGENERATOR, is responsible for generating test inputs
for LLMs that trigger recurrent generation. The second component, RECURRENTDETECTOR, builds
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Fig. 2. Overview of RECURRENTGENERATOR (§ 3) and RECURRENTDETECTOR (§ 6).

upon the analysis of these test inputs to implement a lightweight, real-time detector that identifies
recurrent generation during LLM output generation. Details of RECURRENTDETECTOR will be dis-
cussed in § 6. In this section, we focus specifically on the methodology used to generate test inputs
that effectively trigger recurrent generation.

3.1 Preliminary Study

We begin by investigating how to generate test inputs that trigger recurrent generation in LLMs
through a preliminary study.

In this study, we use a random sampling strategy, where L distinct tokens are randomly selected
from the LLM’s token vocabulary V and fed into the LLM under test to observe its output. We chose
Llama2-7B-chat [28] as the model for evaluation and varied n (the number of tokens) between 4
and 15 to assess the impact of token length on recurrent generation. Sampling is conducted up to a
maximum of 10,000 attempts, with the temperature parameter set to 0 to ensure reproducibility.
Additionally, we set max_new_tokens to 2,000. This limit was chosen based on an analysis of
popular real-world LLM interaction datasets, SharGPT [9], where over 99.7% of responses are
shorter than 2,000 tokens. This ensures that all detected recurrent generations are true positives, as
the randomly sampled tokens are expected to produce nonsensical inputs that should not typically
generate long responses. All other parameters for Llama2-7B-chat remain at their default values,
and the experiment is repeated 10 times to mitigate the effects of randomness.

Figure 3 presents the average number of random attempts required to trigger recurrent generation
for each token length in Llama2-7B-chat. The results indicate that recurrent generation is relatively
easy to induce, with the maximum number of attempts being 1,803.2. Notably, for a token length
of 8, only 389.5 sampling attempts are needed on average to find a valid test input that triggers
recurrent generation.

To determine whether all responses that reach the max_new_tokens limit exhibit recurrent
generation, we manually reviewed the outputs from Llama2-7B-chat. We have found that all such
responses contained repeatedly generated content, differing mainly in the length of the repeated
segments. For instance, a token sequence like “auf extendedvariant fils Printpec laravel” causes
the model to generate a step-by-step explanation for creating a database table named “laravel,”
with only the table name varying in each repetition. Similarly, the token “radekieLinearLayout+
estadounidenseebru Pack convex” results in the model repeating the sentence “LinearLayout with
a ConvexShape in Android” multiple times.
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Fig. 3. Line chart illustrating the average number of attempts required and the total time cost to identify
the first recurrent generation input across different token lengths in Llama-7b-chat. The chart reveals that a
token length of 8 is optimal, minimizing both the number of attempts and the total time cost.

We also evaluate whether benign inputs could trigger responses that hit the max_new_tokens
limit. A manually provided prompt such as “Tell me a long story” generated a response of approxi-
mately 400 tokens. In contrast, a nonsensical prompt like “ssl GUI servers tema otros” caused the
model to reach the 2,000-token limit during our evaluation.

Although random sampling can identify test inputs that trigger recurrent generation in LLMs, it
still requires hundreds of attempts. This observation motivates us to explore more efficient methods
for generating test inputs that can reliably trigger recurrent generation in LLMs.

3.2 Our Approach

We formulate the task of finding recurrent generation in LLMs as a search problem, analogous to
traditional test case generation [14-16]. Given a token vocabulary V from the LLM under test and
a specified token length L, our objective is to identify as many test inputs of length L as possible
that lead to recurrent generation within a fixed number of iterations.

To efficiently search for such test inputs, we draw inspiration from evolutionary algorithms com-
monly used in test case generation [14-16]. We propose RECURRENTGENERATOR, an evolutionary-
based algorithm designed to generate test inputs that trigger recurrent generation in LLMs ef-
fectively. We select an evolutionary approach due to its ability to balance both diversity and
effectiveness in the search process.

Specifically, evolutionary algorithms leverage a fitness function to evaluate the success of each
individual test case, ensuring that offspring are increasingly effective. In our context, this means
generating inputs that lead to longer and similar LLM responses exhibiting recurrent generation.
To maintain diversity, these algorithms apply crossover and mutation techniques to combine and
modify successful parent test cases, producing new offspring with enhanced qualities. This increases
the likelihood of triggering recurrent generation in LLMs.

3.3 Methodology Overview

As shown in Algorithm 1, RECURRENTGENERATOR implements an evolutionary algorithm aimed
at optimizing test inputs to trigger the longest possible text generation in an LLM. The algorithm
begins by initializing a population of randomly sampled tokens of length L and iteratively improves
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this population over several iterations using selection, crossover, and mutation operations, which
are detailed in the following sections.

More specifically, the input to the algorithm includes the large language model under test M,
its vocabulary V, the input token length L, the population size N, the number of iterations T,
the selection rate r, the number of fitness evaluations per prompt E, and the mutation ratio m.
The output is a set of optimized text inputs P designed to trigger the longest possible recurrent
generation from the LLM under test.

3.4 Initialization of RECURRENTGENERATOR

At the beginning, RECURRENTGENERATOR generates N random test inputs, each of length L, by
sampling tokens from the vocabulary V. This forms the initial population of test inputs, which will
be evolved in subsequent generations.

3.5 Fitness Function and Population Selection

In this section, we describe how effective test inputs are evaluated and retained for subsequent
iterations. The selection function (Select) in Algorithm 1 evaluates the fitness of each test input
based on the responses generated by the LLM M. Since the LLM uses weighted sampling [1] to
choose the next token, we collect E responses for each input to reduce randomness, specifically
measuring the length of the LLM’s responses. The top | |P| X r| test inputs, determined by their
fitness scores, are selected through the selectBest function. This ensures that only the most
effective inputs are used for breeding in the next iteration.

Design of the Fitness Function. As discussed in the preliminary study (§ 3.1), manual inspection
of output sequences reveals that longer sequences often exhibit repetitive patterns, where the
LLM generates redundant content. Based on this observation, we have designed a heuristic fitness
function that incorporates a self-similarity score, calculated using the probability distributions of
the output tokens:

1

) = Thairs (o)

P;- P
(i,j) €Pairs (Iout)

Where:

e P is the sequence of probability distributions for the next tokens in the output, of length loy;.

e Pairs(l,y;) represents all unique pairs of indices (i, j) where 0 < i < j < Loy

e P; - P; denotes the inner product (dot product) of the probability distributions at positions i
and j.

e S(P) is the self-similarity score of the output sequence.

This score quantifies the average similarity between pairs of probability distributions within the
output sequence, providing insight into the presence of recurrent patterns.

Figure 4 illustrates the correlation between the self-similarity heuristic and the generated token
length in Llama2-7b-chat. The scatter plot shows a clear positive correlation between the length
of the generated sequences and their self-similarity scores, with R? = 0.65. Additionally, there is
a notable gap in token length between normal outputs and those with excessive length. These
observations support the rationale behind using self-similarity as a key component of the fitness
function.

3.6 Crossover and Mutation Function

The crossover function (CrossOver) generates new test inputs by combining segments of two
selected test inputs. Specifically, it takes the first half of one test input and merges it with the
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Algorithm 1: Algorithm of RECURRENTGENERATOR

Input :Large Language Model under test M, its vocab V, input token length L, pool size N,
number of iterations T, selection rate r, fitness evaluation times E, sequence
mutation ratio m
Output: A set of test inputs triggering the recurrent generation, P
1 Function Main(M,V,L,N,T,r,E, m):

2 P « RandomInit(N, L, V);
3 fori—1toT do

4 P « Select(P, M, E, r);
5 while |P| < N do

6 O < CrossOver(P, L);

P «— P URandomMutation(O, L, V, m);

7

8 return P;
9 Function RandomInit(N,L,V):
10 P—{}

11 fori <— 1toN do
// Take a random sample of L tokens from vocab V

12 P «— P U randomSample(L,V);

13 return P;
14 Function Select(P,M,E,r):
15 F—{}

16 for each p € P do

17 response_batch «— M(p, E);

F « F U (p, average(fitnessScore(response_batch)));

// Select best candidates with ratio r

19 return selectBest(F, | |P| X r]);

20 Function CrossOver(P,L):

// Taking two samples with replacement of the population p
21 p,q < sampleWithReplacement(P,2);

22 | phar < p[1...[L/2]];

23 | gnar < q[LL/2] +1...L];

24 return phaif + ghalf;

25 Function RandomMutation(O, L, V, m):

26 I « sampleWithoutReplacement({1,...L}, |L] X m]);

// select a subset of size [|L| X m] of indexes to mutate

18

27 for eachi € Ido
28 | Ol[i] « randomSample(1,V);
29 return O;

second half of another to form a new test input. This process introduces new combinations of
tokens, which may result in more effective inputs compared to the original ones.

The mutation function (RandomMutation) introduces variation into the new test inputs by
randomly altering parts of the input. It selects specific positions within a test input and replaces
them with new tokens sampled from the vocabulary V, modifying up to [L X m] tokens. This
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Fig. 4. Scatter plot and linear regression showing the correlation between the self-similarity fitness function
and the response token length in Llama2-7b-chat.

step ensures the population retains diversity, preventing premature convergence on suboptimal
solutions.
4 EVALUATION OF RECURRENTGENERATOR

In this section, we aim to evaluate the effectiveness of RECURRENTGENERATOR and answer the
following question: RQ1 (Recurrent Generation): How efficiently can recurrent generation be
triggered in LLMs?

4.1 Experiment Setup

Baselines. To the best of our knowledge, no existing baselines address recurrent generation in
LLMs. To evaluate the effectiveness of RECURRENTGENERATOR, we implement a random strategy
that samples random token lengths L over a fixed number of sampling attempts.

LLMs under test. We evaluate eight LLMs, including six popular open-source models and two
commercial models. These models, encompassing various versions of LLama and Gemma, were
chosen for their widespread use and strong performance in natural language processing tasks. The
specific models tested are:

e LLama-3 (8B) [4]: The latest iteration in the LLama series, offering significant improvements
in both size and performance. The 8-billion-parameter model (8B) is tested to assess its
performance in cutting-edge technologies.

e LLama-2 (7B and 13B versions) [28]: The second generation of LLama models, known for
enhancements in both efficiency and accuracy.

e LLama (7B and 13B versions) [27]: We test Vicuna-v1.5-7B [36] and Vicuna-v1.5-13B [11],
which are fine-tuned versions of the original LLama models.

o Gemma-2 (2B) [35]: We select the latest LLM developed by Google to evaluate the general-
izability of RECURRENTGENERATOR across different architectures.

e GPT-40 and GPT-40 mini [29]: The most advanced commercial LLMs are included to assess
the effectiveness of RECURRENTGENERATOR in real-world applications.

Experimental Settings. All experiments were conducted on a system with four NVIDIA Titan
RTX GPUs, each with 24 GB of memory, running Ubuntu 22.04. To provide a fair comparison, the
random baseline was configured with a total of 5,000 attempts, calculated as 50 (population size)
X 20 (iterations) X 5 (evaluation repetitions), matching the maximum number of attempts used
by RECURRENTGENERATOR. The LLMs were configured according to their respective instructions
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Models

Methods Gemmaz2-2B  Vicunna-v1.5-7B  Vicunna-v1.5-13B Llama2-7B Llama2-13B Llama3-8B GPT-40o-mini GPT-40 Average
RecurrentGenerator 3.1 10.1 20.3 170.4 120.9 163.1 551.7 1136.8 272.1
Random 4.7 20.4 71.6 684.3 1716.6 935.4 Failed Failed 1679.1

Table 1. Average number of attempts needed by RECURRENTGENERATOR and a random generator to find
recurrent samples. The random generator failed to find samples within 5000 attempts for both GPT-40 and
GPT-40-mini.

with the temperature set to 0. We set the token length L = 8 in RECURRENTGENERATOR, as Figure 3
indicates that this length requires the fewest attempts to generate a valid test input that triggers
recurrent generation. We set the population size to 50 and ran the algorithm for 20 iterations,
recording all test inputs that resulted in LLM responses reaching the max_token limit of 2,000
tokens, which we consider as evidence of recurrent generation. For each input, we performed
inference 5 times (E = 5) to estimate the expected fitness score. At each iteration, we selected the
top 20% of individuals (r = 0.2) based on their fitness scores. The offspring had 10% of their tokens
mutated (m = 0.1). To mitigate the effects of randomness, we repeated all experiments ten times.

4.2 Evaluation Results

Generation Efficiency across LLMs. Table 1 presents the average number of attempts required to
generate one test input that triggers recurrent generation in LLMs. We find that RECURRENTGENERA-
TOoR can efficiently identify test inputs causing recurrent generation in an average of 272.1 attempts,
which is significantly more efficient than the random strategy (a speed-up of 517%), requiring an
average of 1,679.1 attempts to generate a valid test input. Surprisingly, even the most advanced
LLMs, such as GPT-40 and GPT-40-mini, are susceptible to recurrent generation, requiring no more
than 1,136.8 attempts. Gemmaz2-2B appears to be the most fragile LLM, requiring only 3.1 attempts
to find a test input that triggers recurrent generation. Further investigation shows that as more
effective test inputs evolve within the population, RECURRENTGENERATOR continues to refine these
inputs, generating increasingly valid test cases. This demonstrates that RECURRENTGENERATOR,
leveraging an evolutionary algorithm, is both effective and efficient at generating test inputs.

Finding 1: Even the most advanced LLMs, such as GPT-40 and LLaMa3-8B, are prone to
recurrent generation and can be triggered with relatively few attempts.

Case Study. We manually sampled and analyzed 800 test inputs and their corresponding responses
from eight LLMs, with 100 samples from each LLM. We found that all LLM responses exhibited
recurrent generation, repeating highly similar content until they reached the 4,000-token limit.
For example, one test input, “stormswwismsSQL Creation np 240 names,” caused GPT-40-mini to
repeatedly generate SQL insertion commands. Similarly, the input “AskicipLinearLayout+USTebru
andfilters” prompted Llama2-7B to repeatedly output the character “ASpectRatioLayout.” These
findings indicate that recurrent generation is not only common in LLMs but also leads to redundant,
nonsensical content that degrades model performance.

Answer to RQ1: RECURRENTGENERATOR efficiently generates test inputs that trigger recurrent
generation across various LLMs using an evolutionary algorithm.

5 INTERPRETING RECURRENT GENERATION

In this section, we analyze the 19,563 test inputs—both benign inputs and those that trigger recurrent
generation—generated in the previous section (§ 4) from six open-source LLMs to investigate how
these models behave during recurrent generation. We begin by presenting our conclusion, as
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Fig. 5. An illustrative example of LLM behavior during recurrent generation.

illustrated in Figure 5: when LLMs encounter recurrent generation, their internal activation
patterns tend to be similar. In the remainder of this section, we explain how we arrived at this
conclusion. We start by outlining the definitions and methodology used in our study, followed by
presenting the empirical results that illustrate the internal states of the LLMs.

5.1 Definitions

Residual Flow in an LLM. The residual flow is a critical mechanism in LLMs that maintains
the flow of information through the network, which consists of multiple decoder layers. Each
decoder layer typically contains two main components: an attention mechanism and a Multi-Layer
Perceptron (MLP). The outputs of these components are added to their respective inputs and passed
through a normalization layer. This structure enables the model to learn incremental updates to

the token representations at each layer.
Suppose the token embeddings have size d. Let X = (ty,ts,..., i) represent an input token
sequence of length T, where each #; is a token in the sequence. For a given [-th decoder layer
Decodery, the residual flow operates as follows:
(1) Attention Mechanism: The input to the attention mechanism at layer [ is the residual
stream from the previous layer, denoted as Rj_1 = (r7-1,1,71-12,-..,71-1,T), Where rj_; € R4
is the embedding of the i-th token at layer [ — 1.

(2) Post-Attention Residual: The output of the attention mechanism, denoted as AttentionOutput; ;,
is added to the input residual stream and passed through a layer normalization operation.
The resulting embedding for the i-th token after the attention mechanism, but before the
MLP, is denoted as ri?n, computed as:

rii" = LayerNorm(r;_y,; + AttentionOutput; ;)

(3) MLP: The embedding rattn is then processed by the MLP (R — R9), which updates the

representation of each token independently.
(4) Post-MLP Residual: The output of the MLP, denoted as MLPOutput, ;, is added to rattn and

passed through another layer normalization step, resulting in the final embedding for the
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i-th token at layer [, denoted as r;;:
ri = LayerNorm(r'" + MLPOutput ;)

Activation State. The model’s internal state is captured by the activation of neurons in the MLP
of each decoder layer [26]. Consider a language model M with L decoder layers and an input
sequence X = (t1,ty,...,tr) of length T. Each MLP contains a hidden layer of size h (h > d, also
known as the intermediate size), which processes the input x as follows:

MLP(x) = down_proj (act_fn(gate_proj(x)) ® up_proj(x)) (1)
where:
e gate_proj(x) and up_proj(x) are up projections (R — R") applied to x.
e act_fn(-) is the activation function applied to the output of the gate projection.
e O denotes element-wise multiplication.
e down_proj(-) is the down projection (R" — R9) that returns the vector to the embedding
size.

The MLP contributes MLP(x), referred to as the MLPOutput, to the residual flow. As shown in
Equation 1, each MLP contains h neurons, corresponding to the output sizes of the gate projection
and up projection. We denote the i-th neuron of the MLP at layer [ in LLM M as MLP(M, [);,
where 0 < i < h.

Layer Activation State. The activation state at each layer is critical for understanding the behavior
of the model during recurrent generation. We define the LayerActivationState(-) function as follows:

LayerActivationState(M, X, [) : RT*¢ — {0, 1}7*"
where:

e M is the LLM.

e X is the input sequence of length T.

e [ is the index of the decoder layer.

e d is the dimension of the token embeddings in the residual stream.
e his the number of neurons in the MLP at layer I.

Output. The output is a binary tensor A € {0, 1}T><h, where:

o A;j = 1if MLP(M, ]); is activated for the i-th token in the input sequence X.
e A;j = 0 otherwise.

Activation State Across All Layers. To capture the activation state across all decoder layers, we
define the function ActivationState as:

ActivationState(M, X) : RT*¢ — {0, 1}1XTxh
Output. The output is a binary tensor B € {0, 1}X*7*" where:
e B; = LayerActivationState(M, X, i)

The function ActivationState(-) aggregates the activation states from all decoder layers, providing
a comprehensive view of the model M’s behavior when processing the input sequence X.

5.2 Similarity of Activation States

To quantify the similarity between two activation states, we define a function inspired by previous
work [26] that calculates the proportion of identical entries. This measure is designed to compare
activation states represented as binary tensors.
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Let A, B € {0, 1}"1*™2X "X be two binary tensors of the same shape. The similarity between A
and B, denoted as Similarity (A, B), is defined as follows:

np np 109 . L — L .
=1 &ip=1 """ Zikzl H(All,lzwulk = Biyis,..ix)

Ny X ng X -+ X Nk

Similarity (A, B) =

where I(-) is the indicator function, which returns 1 if the two entries are equal and 0 otherwise.
The function Similarity (A, B) calculates the proportion of entries in tensors A and B that are
identical, providing a quantitative measure of their similarity.

5.3 Similarity of Activation States with Varying Token Lengths

We have defined a similarity measure to compare activation states for sequences with identical
token lengths, where the activation vectors have the same size. However, in practice, we also
need to compare activation states for sequences with varying token lengths. For instance, as an
LLM generates tokens one by one, we may want to compare the current activation state with a
previous activation state, where the model has processed one fewer token, leading to a change in
the activation vector size. To address this, we need a new similarity function capable of handling
this variation.

We define a function, ActivationSimilarity, that calculates the pairwise similarity of activation
states within an input sequence. This function takes an LLM M and an input sequence X of length
T, and outputs a tensor representing the pairwise similarities between the activation states of each
token pair in the sequence.

Function Definition: Let M be an LLM with L decoder layers, and let X = (1, 1,...,t7) be
an input sequence of tokens of length T. The function ActivationSimilarity(M, X) is defined as
follows:

ActivationSimilarity (M, X) = § € [0, 1]7*T

This function computes the pairwise similarity of activation states for each token pair (t;, ¢;)
in the input sequence X. The result is a tensor S € [0, 1]™*T, where each entry S; ; denotes the
similarity between the activation states of the model at tokens t; and t;, with values ranging from 0
to 1.

Calculation: To compute the pairwise similarity of activation states for all token pairs, we first
retrieve the activation states for all tokens in the sequence across all layers using the ActivationState
function:

A = ActivationState( M, X) € {0, I}LXTXhA = ActivationState(M, X) € {0, I}LXTXh
Next, for each token pair (;, t;), we calculate the similarity of their activation states across all
decoder layers:
Si,j = Similarity (A[: i,:], A[: j,:])

Here, A[:,i,:] and A[:, j, :] are the activation states of tokens t; and ¢; across all layers, respectively.

The result of the function is a tensor S € [0, 1]7*T, where each entry S; ; represents the proportion
of identical entries in the activation states of tokens t; and t; across all layers. This allows us to
quantify the similarity of activation states, even as the token lengths vary during generation.
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Fig. 6. Maximum similarity (y-axis) versus fractional position (x-axis) for recurrent and non-recurrent samples
averaged over all LLMs. Recurrent samples peak above 0.95, while non-recurrent samples remain steady
around 0.85.

5.4 Activation State of Recurrent Generation

Previous work [26] has shown that the activation state of a neural network reflects its internal
information and semantic structure. Building on this assumption, we aim to investigate the similarity
of activation states in recurrent generation in LLMs, with a focus on the following research question:
RQ2 (Characteristics): What are the characteristics of recurrent generation across different
LLMs?

Evaluation Dataset. We first sample 1,000 benign test inputs that do not trigger recurrent genera-
tion. Secondly, we utilize a dataset of 1,000 benign user prompts sampled from ShareGPT [9], a
widely used collection of real-world conversations between users and LLMs, to ensure diversity
and mitigate potential biases from our generated dataset. Additionally, we collect 200 test inputs
per model that trigger recurrent generation across six open-source LLMs, resulting in a total of
1,200 test inputs. These samples enable us to compare activation state similarities in both benign
and recurrent generation scenarios, providing a comprehensive basis for our analysis.
Evaluation Methodology. To evaluate the similarity of activation states during recurrent gen-
eration, we focus on comparing the activation states at each token position within a sequence.
For each token, we record its maximum activation similarity with other tokens in the sequence.
However, since token sequences vary in length, we normalize token positions using fractional
positions (i.e., the token index divided by the sequence length). This normalization allows us to
align token positions across sequences of different lengths and compute average similarities.

For example, consider two samples containing 1,000 and 2,000 tokens, respectively. The 500th
token of the first sample and the 1,000th token of the second sample both have a fractional position
of 0.5 and are thus aligned for comparison. By using fractional positions, we effectively align
sequences of varying lengths for consistent analysis.

Formally, for a language model M, a fractional position x; € [0, 1], and a token sequence X of
length T, we calculate the contribution to the average similarity at xs as follows:
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Fig. 7. Overview of RECURRENTDETECTOR.

(1) Compute the similarity matrix S using the ActivationSimilarity function:
S = ActivationSimilarity (M, X)
(2) Determine the token index corresponding to the fractional position x:
i=|xpxT]
(3) For the token at position i, compute the maximum similarity with any other token in the

sequence:
max S; j
J

We then compute the average similarity score across all fractional positions for each sequence.

This methodology enables consistent comparison of activation state similarities regardless of token
sequence length, focusing on the relationships between token positions in recurrent and benign
generation scenarios.
Evaluation Results. As shown in Figure 6, the activation similarity in all six open-source LLMs
increases sharply when the sequence enters the recurrent section, becoming significantly higher
than in the non-recurrent parts of the output. This indicates that the LLMs’ internal activation
states are replicating earlier portions of the sequence, leading to redundant content generation.

Answer to RQ2: Recurrent generation in LLMs is characterized by a noticeable increase
in activation similarity when the model enters the recurrent section, compared to the non-
recurrent section.

6 RECURRENTDETECTOR: DETECTION OF RECURRENT GENERATION IN LLMS

In this section, as illustrated in Figure 7, we present RECURRENTDETECTOR, a lightweight white-box
detection solution for identifying recurrent generation in LLMs.

6.1 Motivation and Challenges

While some LLMs employ strategies to mitigate redundant content generation, such as repetition
penalties [1, 10, 43], our previous evaluation demonstrates that recurrent generation remains
relatively easy to trigger across different models, even with default repetition penalties enabled.
This reveals the need for a more robust detection technique to identify and prevent recurrent
generation in LLMs effectively.
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To design such a technique, we face two key challenges:

Distinguishing benign from recurrent generation: The first challenge is determining how
to differentiate between benign outputs and those exhibiting recurrent generation accurately. Since
LLMs can generate highly varied content, distinguishing these types of generation is crucial for
reducing computational cost, maintaining throughput, and ensuring a positive user experience
without producing too many false positives.

Real-time detection: The second challenge is achieving real-time detection. Detecting recurrent
generation early in the process is valuable because it allows for an early stop, preventing the model
from unnecessarily generating redundant content.

6.2 Our ldea

We propose a lightweight MLP classifier, RECURRENTDETECTOR, designed for real-time detection of
recurrent generation in LLMs.

As illustrated in Figure 7, RECURRENTDETECTOR works by extracting key features, such as
activation state similarity, from the model’s generation process in real time. The process begins
with a user prompt, which is fed into the model to generate output based on the given context. After
generating a predefined number of tokens (denoted as detection_length), we extract features
from the generated sequence, specifically targeting patterns in activation states and the model’s
output. These extracted features are then passed to the MLP classifier [22].

The MLP classifier, trained to differentiate between recurrent and non-recurrent generation
patterns, produces a prediction. If recurrent generation is detected, the classifier signals a halt,
preventing further redundant output. On the other hand, if the generation is deemed non-recurrent,
the model continues to generate tokens as normal.

The decision to use an MLP classifier stems from its efficiency in processing feature vectors
quickly, making it highly suitable for real-time detection. By keeping feature extraction light-
weight, we ensure that RECURRENTDETECTOR integrates seamlessly into LLMs without introducing
significant computational overhead, preserving the overall performance of the model.

6.3 Implementation of RECURRENTDETECTOR

To implement RECURRENTDETECTOR, we utilize the similarity matrix previously defined. Once the
model generates a sequence reaching the detection_length threshold (e.g., 400 tokens, which
represents the 78th percentile of LLM response length based on the ShareGPT dataset [9]), detection
begins. We iteratively compute the similarity matrix for each generated token, detecting after each
token is produced. For each token position, we extract the maximum similarity value, forming a
vector. This vector is then sorted, and the sorted vector is concatenated with the original unsorted
version to create the feature input for the classifier.

The model architecture for RECURRENTDETECTOR consists of three linear layers, carefully de-
signed to balance efficiency and performance for real-time detection. The input to the model is
a feature vector of dimension d, obtained by concatenating the sorted and unsorted vectors of
maximum similarity values from the token similarity matrix. The first linear layer reduces the input
size from d to %, followed by a second linear layer that further reduces it from % to %. The final linear
layer maps the %—dimensional input to a single output, which passes through a sigmoid activation
function to generate a probability score, classifying the output as either recurrent or non-recurrent.
Layer normalization is applied in the first two layers to stabilize training and improve convergence,
while ReLU activation introduces non-linearity, enabling the model to capture complex patterns.

The architecture is optimized to provide sufficient capacity for distinguishing recurrent patterns
while remaining lightweight enough for real-time applications, minimizing computational overhead
without sacrificing accuracy. The feature extraction step, which sorts and concatenates the maximum
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Models

Metrics Llama3-8B Llama2-7B  Gemma2-2B Vicuna-v1.5-7B Vicuna-v1.5-13B Llama2-13B Average
F1 Score 0.9790 0.7059 0.9309 0.9811 0.9565 0.6667 0.8700
False Positive 0.0160 0.0267 0.0520 0.0227 0.0377 0.0000 0.0259
Recall 0.9859 0.6000 0.9160 1.0000 0.9706 0.5000 0.8288
Accuracy 0.9847 0.8947 0.9320 0.9857 0.9655 0.9518 0.9524

Table 2. Evaluation results of RECURRENTDETECTOR in terms of F1 score, false positive rate, recall, and accuracy.

similarity values with their original order, captures both the magnitude and positional information
of token similarities, enriching the input for the classifier and enhancing its ability to differentiate
between recurrent and non-recurrent generations.

ReLU activation ensures the model can learn non-linear patterns, crucial for capturing subtle
differences in activation similarities. Layer normalization further improves training speed and
stability by mitigating internal covariate shifts. Finally, the sigmoid activation at the output layer
generates a probability score, making the model suitable for binary classification between recurrent
and non-recurrent generations.

7 EVALUATION OF RECURRENTDETECTOR

In this section, we evaluate the effectiveness of RECURRENTDETECTOR by addressing the following
research question: RQ3 (Detection): How effectively can we detect recurrent generation
across LLMs?

7.1 Experiment Setup

LLMs under Test. Unlike the evaluation in § 4, RECURRENTDETECTOR requires access to the
internal states of the models. Therefore, we evaluate RECURRENTDETECTOR on Six open-source
models included in the previous analysis. These models, such as different versions of LLama and
Gemma, were chosen due to their wide adoption and robust performance in natural language
processing tasks. Their diverse architectures make them ideal for assessing the generalizability of
RECURRENTDETECTOR across different LLM frameworks.

Dataset. Our evaluation dataset consists of 3,400 prompts divided into two parts: (1) 1,000 benign
prompts sampled from the real-world dataset ShareGPT [9], (2) 200 benign prompts from failed
attempts to trigger recurrent generation on each of the six LLMs, and (3) 200 harmful prompts from
each of the six LLMs that trigger recurrent generation, resulting in a total of 3,400 prompts.
Evaluation Metrics. We use evaluation metrics including F1 score, false positive rate, recall,
accuracy and inference time to assess the performance of RECURRENTDETECTOR. These metrics
provide a comprehensive evaluation, balancing precision and recall while minimizing erroneous
detections.

Experimental Settings. All experiments were conducted on a system equipped with four NVIDIA
Titan RTX GPUs running Ubuntu 22.04. To train RECURRENTDETECTOR, we used 80% of the dataset
for training and the remaining 20% for testing. The neural network dimension parameter d for
RECURRENTDETECTOR was set to 120. The LLMs were configured according to their respective
instructions. To ensure robustness and mitigate the effects of randomness, each experiment was
repeated ten times.

7.2 Evaluation Results

Effectiveness. Table 2 presents the evaluation results for both detection techniques. As shown,
RECURRENTDETECTOR achieves a low average false positive rate of 2.59% and a high accuracy of
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95.24%. The training process for RECURRENTDETECTOR, which leverages a diverse dataset from
different models, enhances its generalizability across various LLM architectures. An interesting
finding is that newer LLMs (e.g., Llama3-8B vs. Llama2-7B) yield better results. This may be because
newer LLMs have more consistent internal activation patterns, allowing for better understanding
of natural language.

Efficiency. We also collect the average inference time required by RECURRENTDETECTOR. Remark-
ably, RECURRENTDETECTOR takes 0.36 ms on average, which is much less than the usual token
generation time. For instance, GPT-40 generates 40-70 tokens per second [3], taking approximately
14ms to 25ms per token. This demonstrates that RECURRENTDETECTOR offers strong real-time
performance across different models.

Answer to RQ3: Activation similarity in LLMs proves to be an effective feature for identifying
recurrent generation in real-time, as demonstrated by RECURRENTDETECTOR’s high accuracy
and efficiency.

7.3 Threats to Validity

Several threats to validity exist in this study. Internal validity may be impacted by the use of only
six open-source models, which might not represent all LLM architectures, particularly proprietary
ones like GPT-40. Since RECURRENTDETECTOR requires access to internal states, its applicability to
black-box models is limited. External validity concerns arise from our dataset of 4,000 prompts,
which may not fully capture real-world input diversity. Construct validity is threatened by
our reliance on activation similarity, which may not account for all factors influencing recurrent
generation. Lastly, Conclusion validity could be affected by potential implementation errors or
biases in the data. Future work should explore more models and datasets to address these issues.

8 RELATED WORK

Software Engineering in LLM Reliability. Although LLMs are an emerging field, the software
engineering research community has made efforts to address various aspects of their reliability. For
instance, CoSec [24] has been proposed to evaluate and optimize the quality of code generation
from LLMs. Additionally, GlitchHunter [25] detects faults in LLM tokenization, and COSTELLO [20]
tests the reliability of LLM embeddings. In this work, to the best of our knowledge, we take the
first step in studying recurrent generation in LLMs and propose a comprehensive generation
(RECURRENTGENERATOR) and detection (RECURRENTDETECTOR) framework to mitigate the latency
introduced by recurrent generation.

Sponge Examples. Previous work introduced the concept of sponge examples that degrade the
performance of neural networks [12, 33]. However, their gradient-based generation methodologies
rely on instrumenting LLMs to obtain internal states, which is both infeasible—since commercial
LLMs like GPT-40 and GPT-40 mini do not provide internal state access—and computationally
expensive due to the significant runtime overhead introduced by instrumenting LLMs. In our work,
we propose a black-box evolutionary-based method, RECURRENTGENERATOR, to efficiently generate
test inputs that trigger recurrent generation in LLMs, overcoming the limitations of previous
approaches.

Performance Analysis. Performance issues are a significant concern in software engineering, and
various previous works [19, 23, 37] have investigated them from different perspectives. For instance,
Maat [23] detects anomalous performance degradation in cloud services, and CodeDenoise [37]
aims to speed up code generation in LLMs. PerfCE [19] has been proposed to debug performance
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bottlenecks in databases. However, to the best of our knowledge, we are the first to study recurrent
generation in LLMs, which is an internal factor that degrades the latency of LLMs.

9 CONCLUSION

In this work, we have highlighted the under-explored phenomenon of recurrent generation in
LLMs, which leads to significant latency issues affecting users, developers, and service providers. By
developing the black-box evolutionary algorithm RECURRENTGENERATOR, we efficiently generated
2,388 test inputs that trigger recurrent generation across eight top LLMs, including LLaMa-3 and
GPT-40. Our analysis uncovered consistent activation patterns associated with this phenomenon,
enabling us to propose RECURRENTDETECTOR, a practical detection method using a lightweight
MLP classifier. RECURRENTDETECTOR achieved a high accuracy of 95.24%, an F1 score of 0.87, and
a low false positive rate of 2.59%, effectively detecting recurrent generation in real-time with an
average inference time of 0.36ms.

10 DATA AVAILABILITY

To facilitate further research, all relevant code and datasets are publicly available on our website [8].
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