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Abstract

Large language models (LLMs) have demonstrated remarkable performance across
diverse tasks by encoding vast amounts of factual knowledge. However, they are
still prone to hallucinations, generating incorrect or misleading information, often
accompanied by high uncertainty. Existing methods for hallucination detection
primarily focus on quantifying internal uncertainty, which arises from missing
or conflicting knowledge within the model. However, hallucinations can also
stem from external uncertainty, where ambiguous user queries lead to multiple
possible interpretations. In this work, we introduce Semantic Volume, a novel
mathematical measure for quantifying both external and internal uncertainty in
LLMs. Our approach perturbs queries and responses, embeds them in a semantic
space, and computes the determinant of the Gram matrix of the embedding vectors,
capturing their dispersion as a measure of uncertainty. Our framework provides
a generalizable and unsupervised uncertainty detection method without requiring
white-box access to LLMs. We conduct extensive experiments on both external and
internal uncertainty detection, demonstrating that our Semantic Volume method
consistently outperforms existing baselines in both tasks. Additionally, we provide
theoretical insights linking our measure to differential entropy, unifying and extend-
ing previous sampling-based uncertainty measures such as the semantic entropy.
Semantic Volume is shown to be a robust and interpretable approach to improving
the reliability of LLMs by systematically detecting uncertainty in both user queries
and model responses.

1 Introduction

Large language models encode extensive knowledge from massive training data and have shown
remarkable achievements on diverse tasks [10} [1} 41} 13, 16, [18} I5]]. Despite their success, LLMs
still exhibit hallucination: generating information or conclusions that are incorrect, incomplete,
fabricated, or misleading [21} 20,8} (17,11, 9]. These hallucinations can propagate false information,
undermine decision-making, and damage the credibility of Al systems. Detecting the hallucination
is a challenging task, and a growing stream of research leverages the uncertainty in LLMs for
hallucination detection [27} 14} [13} 23] 135} [15} 125} 32, 133} [38]]. Existing methods focus on internal
uncertainty, which generally arises from missing relevant knowledge, conflicting information, or
outdated data in the training corpus, and is assumed to reflect the model’s intrinsic limitations
[27, 14} [13] 25]. Nonetheless, such internal confusion, and consequently hallucinations, can also
stem from external uncertainty, which occurs when the user’s query is ambiguous, such as lacking
context or having multiple possible interpretations due to typos, missing information, or ambiguous
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entities [47, 36, 26| 24} [12| [29]. Cases of external uncertainty should be handled separately by
requesting clarification from the user [47, |36l |26l [29]]. For example, when asked the ambiguous
question “Who played Spiderman?", an LLM should ask the user to specify which movie they are
referring to. It is important to note that internal uncertainty reflects true limitations of the model only
after external uncertainty has been ruled out. To detect external uncertainty (query ambiguity), current
methods often rely on LLMs themselves to assess ambiguity via specialized prompting strategies
[26] 24,12} [47]. In contrast, internal uncertainty (response uncertainty) detection follows two main
paradigms: 1. Probability-based methods that utilize the token probabilities or entropy, requiring
internal access to the model [23] 3538 [22]]. 2. Sampling-based approaches, which sample multiple
responses and propose measures to quantify uncertainty [13} 15} 146l 27, [14} 25/ 132]. A representative
method in this category is the Semantic Entropy, which clusters sampled responses into semantic
equivalence classes and computes entropy across these clusters [27, [14]].

In this work, we introduce a unified sampling-based approach called the Semantic Volume, which
can generally be applied to detect both internal and external uncertainty in LLMs (see Figure [I)).
Our method generates perturbations of queries and responses, obtains their semantic embedding
vectors, and use a mathematical measure that essentially computes the determinant of the Gram
matrix formed by the vectors, in order to quantify the semantic dispersion. Larger dispersion indicates
higher uncertainty. More precisely, for external uncertainty, we prompt the LLM to generate multiple
augmented versions of each query as perturbations, while for internal uncertainty, we sample multiple
responses as perturbations. Then we take the normalized embedding vectors to be their representations.
Putting these vectors as column vectors in a matrix V/, the value det(V T V') mathematically measures
the squared volume of the parallelepiped formed by these vectors. The log of this value essentially
defines our Semantic Volume (see[3.1)). The idea is that if uncertainty is low, all perturbations should
be similar or close to each other, resulting in a small dispersion (i.e., a smaller volume).

We conduct comprehensive experiments on both query ambiguity detection and response uncertainty
detection, demonstrating that our semantic volume method outperforms various baselines in both
tasks. Additionally, we provide theoretical justification showing that our measure essentially captures
the differential entropy of perturbation vectors, effectively quantifying overall semantic dispersion.
Notably, semantic entropy emerges as a special case of our approach, highlighting the broader
generalization of semantic volume over existing sampling-based methods. Our findings suggest
that semantic volume provides a robust, interpretable framework for improving LLM reliability by
systematically detecting and addressing uncertainty in both user queries and model responses. Below
is a list of our main contributions:

* We propose a novel mathematical measure for uncertainty detection, using the determinant
of the Gram matrix (equivalently, parallelepiped volume) of embedding vectors to quantify
semantic dispersion.

* Our method is training-free and black-box applicable (does not require white-box access
to the model’s internal states or token probabilities).

* To the best of our knowledge, this is the first framework to study both external and
internal uncertainty in LLMs.

* We validate our approach through comprehensive experiments on both external and internal
uncertainty detection, demonstrating superior performance compared to various baselines ﬂ

* We provide theoretical interpretations of our semantic volume, linking it to differential
entropy and generalizing existing sampling-based uncertainty measures.

2 Related Work

2.1 Hallucination

LLM hallucinations occur when the model generates incorrect, incomplete, fabricated, or misleading
outputs [21} 20L |8, [17, [11]. Generally the hallucination can be caused by the lack of knowledge
of the LLM itself (internal uncertainty), but could also originate from the ambiguity in the user’s
query (external uncertainty). Most LLMs are not explicitly trained to handle ambiguous queries
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Figure 1: Pipeline for external and internal uncertainty detection using semantic volume. Step 1.
Generate perturbations. For external uncertainty, we augment each query using an LLM, treating
the augmentations as perturbations. For internal uncertainty, perturbations refer to multiple sampled
candidate responses. Step 2. Compute semantic volume (essentially log det(V T V') where columns
of V are normalized embedding vectors). Step 3. Cases with high semantic volume are predicted as
ambiguous queries (external uncertainty) or hallucinated responses (internal uncertainty).

and often generate incorrect responses instead, leading to hallucinations [24]. Addressing external
uncertainty requires a different approach, such as prompting the LLM to ask clarification questions
before generating a response [47} 136,26, [29]]. In contrast, internal uncertainty caused by knowledge
gaps can be mitigated through methods like retrieval-augmented generation for additional context
[30], reasoning-based techniques to improve understanding [43}[18] 37]], or simply turning to stronger
LLMs or human agents.

2.2 External Uncertainty

Query ambiguity detection is typically performed using LLMs with various prompting techniques
[26] 241 136, |47, [12] 45, 29]. For instance, Kuhn et al. [26] use LLM prompting for both detecting
ambiguity and generating clarification questions. Kim et al. [24] prompts LLM to disambiguate
question z itself, and then measure the difference between the x,,¢,, and x. Larger difference above
a threshold indicates ambiguity. Min et al. [36] introduced the AmbigNQ dataset, which contains
ambiguous queries and their answers. Building on this, Zhang et al. [47] proposed a taxonomy
for different types of query ambiguity and released the CLAMBER benchmark, which provides
binary labels indicating whether a query is ambiguous. They further evaluated various models on
ambiguity detection under different settings, including zero-shot vs. few-shot and chain-of-thought
(CoT) prompting vs. standard prompting.

2.3 Internal Uncertainty

There is a growing stream of works proposing an uncertainty measures to detect hallucination
[27, 1141113123, 135,115} 1251132}, 133} 138 (similar to all these studies, we focus on scenarios where the
LLM exhibits high uncertainty when making mistakes, and cases where an LLM hallucinates with
high confidence are beyond the scope of this paper). There are generally two genres: Probability-
based, using information such as the token probability or entropy, and Sampling-based, which
samples more responses and measure the dispersion of the answers.

Probability-based. Last Token Entropy, which essentially uses the entropy of the vocabulary
distribution at the last token, is a widely used measure of uncertainty [35]. Log Probabilities
average the log of the conditional probabilities of the tokens (equivalently the log of the products of
consecutive token probabilities) [35} 38]. Quevedo et al. [38]] tries multiple ways to aggregate the
token probabilities, such as the minimal and averaged token probabilities.



Sampled-based. Kuhn et al. [27] proposed Semantic Entropy to measure uncertainty in natural
language and Farquhar et al. [14] applied it to detect hallucinations in large language models.
Essentially for each query, they generates multiple answers, and then clusters them by the same
semantic meanings. Then discrete entropy calculated from the sizes of different clusters is defined
as the semantic entropy. In Kadavath et al. [23]] and Cole et al. [[13]], they samples multiple answers
and let LLM to judge the uncertainty based on these answers. this method is called p(7rue) in Kuhn
et al. [27)]. The Lexical Similarity method [[15} [16] considers the averaged similarity of the sampled
answers, and lower similarity indicates higher dispersion.

3 Method

3.1 Definitions and Notations:

Denote [k] o {1,2,...,k} for any k € N. For the task of external uncertainty detection, we
denote the query dataset by D = {¢; }ic[n,,]. along with a tiny labeled subset Ly C D¢, (used to
determine optimal semantic volume threshold and each query is assigned a binary label indicating
whether it is ambiguous). For internal uncertainty detection, we define the query-response dataset as
Dr = {(qi,74) }ie[ny) With a labeled subset Lr C Dr. Since our method and analysis apply to both
tasks, we often drop the subscript and use the general notation D = {s;},cn) and £ € D, where s;
represents a query for external uncertainty and a query-response pair for internal uncertainty.

Volume. Given normalized embedding vectors V' = [v1vs ... v,] (each ||v;|| = 1), we define the

squared volume as:
def

Vol?(V) = det(VTV). (1)
The term “volume” originates from the fact that geometrically, y/det(V T V') represents the volume
of the parallelepiped spanned by vectors {v; }. For example, in the three-dimensional case, where
V = [v; v v3), it can be verified that \/det(V T V) precisely computes |v] (v2 x v3)|, which
corresponds to the volume of the three-dimensional parallelepiped formed by {v;, v, v3}. A more
detailed discussion on the geometric interpretation of this measure is provided in Appendix [B).

Semantic Volume. A key limitation of equation|I]is that if duplicate embeddings existin V' (e.g., two
sampled responses or extended queries are identical), then det(V T V') is immediately zero because
V TV is singular. To address this, we introduce a small perturbation eI with ¢ = 10~ '° and compute
det(V TV + eI) to maintain numerical stability (in Appendix @ we show that e is negligible to the
spectral norm ||V T V|| and hence it only serves to ensure numerical stability and does not affect the
quantification). In practice, the absolute values of squared volumes are often small due to the nature
of our perturbations. Therefore we take the logarithm, leading to the formulation

def

log Vol*(V') = log det (VTV +el,) 2)

Moreover, we apply Principal Component Analysis (PCA) to reduce dimensionality by projecting
the vectors onto the top d principal components, obtaining V' = [91Ds ... ¥,,] € R4*", where each
v; def Ppc4v;. Here, Ppc 4 is the projection matrix. This results in the general form of our final

semantic volume measure:

SemanticVolume(V') &ef log Vol*(PpcaV) = log det (VTV +e In) 3)

3.2 Semantic Volume Uncertainty Detection Algorithm:

Our algorithm using semantic volume to detect high uncertainty is outlined below (the overall pipeline
is illustrated in Figure[T]and the detailed pseudocode is provided in Algorithm|T)).

Step 1: Augmentation. For each s € D, we augment it with n perturbations. Precisely, for external
uncertainty, we prompt an LLM to augment/paraphrase each query s to obtain n perturbed versions,
while for internal uncertainty, we sample n candidate responses.

Step 2: Compute semantic volume. We obtain embedding vectors using Sentence-Transformer

[39]], normalize them, and apply PCA dimension reduction, yielding V= [01D3 ... 0,] € R¥*™ for
n perturbations. Then compute the semantic volume according to equation 3]



Step 3: Uncertainty detection. A higher semantic volume indicates greater uncertainty. To determine
the optimal threshold 7*, we use a tiny labeled random subset £ C D with size 100 for threshold
tuningE](the exact formula for 7* is characterized in Proposition E]) Finally, we classify the entire
dataset D by assigning binary uncertainty labels based on the semantic volume threshold.

4 Experiment: External Uncertainty

4.1 Experimental Setup

Data. We use the CLAMBER dataset[47/]], a benchmark for evaluating LLM queries using a well-
organized taxonomy. It is a balanced dataset containing 3K queries, each annotated with a binary
label indicating whether it is ambiguous.

Models. For query augmentation, we use Claude3.5-Sonnet [6]] and the prompt is provided in Ap-
pendix [J} Qwen2-1.5B-instruct [44] is used as the sentence-transformer to generate embeddings.

Evaluation. We conduct experiments for binary classification task on ambiguity of the queries. The
performance is assessed by comparing the predicted binary labels against the ground truth labels,
reporting both accuracy and F1 score.

Baselines. Note that the sampling-based methods discussed in Section[2.3|can be naturally extended
to query ambiguity detection if we can generate analogous perturbations of the queries, similar to how
candidate responses are sampled in response uncertainty detection. Below, we outline the baseline
methods we consider. Some of these were originally designed for response uncertainty, but we readily
adapt their methodology to query ambiguity.

* Type 1: Prompting-based. Directly prompt LLMs to determine whether a given query
is ambiguous. We evaluate the following models: Vicuna-13B [34], Llama2-13B [42]],
Llama2-70B [42], Llama3.2-3B [2], and ChatGPT [1]. Additionally, we include results for
ChatGPT with few-shot learning and chain-of-thought reasoning, as reported in the original
CLAMBER paper [47]].

* Type 2: Probability-based. Using the token probabilities to quantify uncertainty. Note that
these methods typically requires white-box models for access to the internal probabilities.
We consider the follow methods and use L1lama3.2-1B-Instruct [2] to obtain the token
probabilities. (a) Last Token Entropy [23| 7, 35]: computes the entropy of the vocabulary
distributions at the last token of the query. (b) Log Probabilities [35, 38]: measures
uncertainty by computing the log of the product of conditional token probabilities, which is
equivalent to summing the log conditional probabilities across all tokens in the query.

* Type 3: Sampling-based. These methods employ a perturbation approach similar to ours.
The original text is perturbed to generate multiple variations, and the uncertainty is quantified
by measuring the variation among the generated samples. (a) p(True) [23}[13]]: the original
p(True) method quantifies uncertainty based on the probability of the LLM’s output. Instead,
we directly use the LLM’s answer and compare it against the ground truth binary labels. (b)
Lexical Similarity [32] [15]]: computes the averaged pairwise similarity of perturbed queries.
(c) Semantic Entropy [27]: clusters the perturbations into semantic equivalence classes and
computes the entropy over the clusters.

4.2 Results

The performance of our method and baseline approaches on the query ambiguity classification task is
presented in Table[I] Here we choose n = 20 for the augmentations for queries (the discussion on
varying the perturbation size n is provided in Appendix [F]). The original CLAMBER dataset includes
a diverse range of ambiguities, such as queries involving unfamiliar entities, self-contradictions,
multiple meanings, and missing context (e.g., personal, temporal, spatial, or task-specific). We
observe that identifying ambiguous queries remains challenging for LLMs, even for powerful models
like ChatGPT, despite various prompting strategies (few-shot and CoT). Among the baselines,
probability-based methods achieve higher F1 scores but a critical limitation of them is that they

3Note that this labeled subset is only used for finding a more precise threshold. In practice, one can consider
a completely unsupervised setting and use a simpler heuristic threshold such as the median.



require access to token probabilities, which is not provided for most of the close-sourced models.
Among sampling-based methods, semantic entropy generally performs better. Nonetheless, our
semantic volume method significantly outperforms all three categories of baselines, demonstrating its
effectiveness in detecting ambiguous queries.

Method Accuracy | F1

Vicuna-13B (zero-shot) 50.6 39.9
Llama2-13B (zero-shot) 45.6 43.6
Llama2-70B (zero-shot) 50.3 34.2
Llama3.2-3B (zero-shot) 51.5 37.7
ChatGPT (zero-shot) 54.3 534
ChatGPT (few-shot) 51.6 49.2

ChatGPT (zero-shot + CoT) 57.3 56.9
ChatGPT (few-shot + CoT) 53.6 514

Last Token Entropy 52.2 67.3
Log Probabilities 45.5 66.0
pTrue (Llama3-8B) 52.5 533
pTrue (Mistral-7B) 47.1 26.6
Lexical Similarity 52.7 53.6
Semantic Entropy 50.1 62.8
Semantic Volume (ours) 58.0 69.0

Table 1: External Uncertainty: Performance comparison based on Accuracy and F1 score.

S Experiment: Internal Uncertainty

5.1 Experimental Setup

Data. We use a subset of the TriviaQA dataset[47], a reading comprehension dataset containing
questions with reference answers. We generate responses using L1lama3.2-1B-Instruct at zero
temperature and a response y is flagged as a hallucination if the ROUGE-L score with respect to the
reference answer Yy falls below 0.3 (i.e. the label is defined as 1 rouger(y,y,.;)<0.3), following the
same metric used in Kossen et al. [25]]. This process yields the hallucination labels for the dataset.
We retain 2500 data labeled as hallucinations and 2500 labeled as correct, constructing a balanced 5K
dataset with binary hallucination labels.

Models. For sampling-based methods, we generate candidate responses from the same L1ama3.2-
1B-Instruct with temperature 1. For embeddings, we use the same sentence-transformer as in
Section ]

Evaluation. We compare the predicted binary hallucination labels against the ground truth labels and
report both accuracy and F1 score. Furthermore, we also add the evaluation based on the AUROC
(area under the receiver operator characteristic curve) metric, which compares the raw uncertainty
scores against the ground truth labels. In fact, for a given uncertainty measure m(-), the AUROC score
is equivalent to P[m(yhallucinated) > m(ycorrect)]’ where Ynaitucinated and Yeorrect are randomly
chosen hallucinated and correct answers, respectively. Hence a higher AUROC (closer to 1) indicates
that the uncertainty measure more effectively distinguishes hallucinated responses by assigning them
higher uncertainty scores. AUROC is a widely used metric in many existing studies on response
hallucination detection [27} 25! 23]].

Baselines. We adapt the baseline methods from Section 4.1} applying them to sampled responses
instead of augmented queries.

5.2 Results

The performance results are presented in Tables [2[and|3] For sampling-based methods, we set the
response sampling size to n = 20. Notably, our semantic volume method significantly outperforms
all baselines in both accuracy and F1 score. Furthermore, the AUROC results in Table [3| confirm
that our semantic volume serves as a highly effective uncertainty signal for hallucination detection.
Additionally, we observe that when comparing p(True), which includes sampled candidate responses



as context, to direct prompting, the inclusion of context degrades the performance. Moreover, for
methods that rely on prompting LL.Ms (including pTrue), we find that LLMs sometimes exhibit a
strong bias toward answering almost all “Yes” or all “No”. In fact in Table 2] both Prompt Llama3.2-
1B and pTrue (Llama3.2-1B) exhibit this behavior, nearly predicting all response as hallucinations
(further discussions are provided in Appendix [H). This instability highlights another drawback of
such methods that rely on LLM prompting for uncertainty estimation. From both tables, we observe
that sampling-based methods that measure the dispersion of sampled responses (particularly lexical
similarity and semantic entropy) generally outperform probability-based methods, which aligns with
the findings in Cole et al. [13].

Method Accuracy | F1
brompt Llamad88 | 655 | 601 Method AUROC
romp amas- . . L Tok E .
Prompt Mistral-7B 68.7 61.8 L?)Sgt P ro 0;: arllb ililgz(;py gg Z
Last Token Entropy 60.1 59.9 True (Llama3.2-1B) 61‘3
Log Probabilities 60.1 | 62.9 D e (Llama3.8B) 533
pTrue (Llama3.2-1B) 96 640 pT Mistral. 75) i
pTrue (Llama3-8B) 637 | 454 E fue (1 S.ls r.f‘ ! 34
pTrue (Mistral-7B) 629 | 458 exical Similarity :
Lexical Similarity 64.2 72.0 Semanchntropy 734
Semantic Entropy 63.5 69.4 Semantic Volume (ours) 79.6
Semantic Volume (ours) 72.8 75.4 Table 3: Internal Uncertainty: Performance
Table 2: Internal Uncertainty: Performance compar- comparison based on AUROC.

ison based on Accuracy and F1 score.

5.3 Distribution Separation

In this section, we compare the distributions of various uncertainty measures using both visualization
and the Kolmogorov—Smirnov (KS) test [4,40]. Specifically, we plot histograms for the hallucinated
subset (hallucination label = 1) and the correct subset (hallucination label = 0) from our TriviaQA
dataset. Ideally, a well-performing measure should yield two distinct bulks, with greater separation
indicating stronger discriminative power. To quantitatively assess the separation, we perform a two-
sample Kolmogorov—Smirnov test, a non-parametric test that compares two empirical distributions by
measuring the maximum distance between their empirical cumulative distribution functions (ECDFs).
A large KS statistic combined with a small p-value suggests that the two distributions are significantly
different.

The plots and statistics are shown in Figure[2} Combined the KS statistics and the histograms, we
observe that indeed Last Token Entropy and Log Probabilities struggle to effectively separate the two
groups of data, while Lexical Similarity, Semantic Entropy, and our Semantic Volume exhibit stronger
separation. Particularly, we note that the distribution of semantic entropy closely resembles that of
our semantic volume measure. In fact, we will provide theoretical analysis in Section|/|showing that
our semantic volume can be interpreted as the differential entropy of the semantic embedding vectors,
and can be viewed as a more general and continuous version of semantic entropy.

6 Ablation Study and Hyperparameter Analysis

The original embedding dimension from the sentence-transformer is 1536. In the external uncertainty
experiment, we reduce the dimensionality using PCA with d = 10, while in the internal uncertainty
experiment, we set d = 20. To assess the impact of this reduction, we conduct an ablation study,
demonstrating that using the projected vectors V' leads to better performance than the original raw
embeddings V' (see Appendix [E)). This suggests that lower-dimensional projections help separate
perturbation vectors more effectively. Furthermore, we explore various values of d to analyze the
effect of dimensionality on performance. Our findings indicate that the optimal dimension d is
task-dependent, with diminishing improvements beyond a certain point. Nonetheless, it is important
to note that even without PCA dimension reduction, our method still outperforms various baselines in
both external and internal uncertainty detection tasks.
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Figure 2: Distribution of subsets for both labels across different uncertainty measures. Two-sample
Kolmogorov—Smirnov statistics are computed to quantify the separation of two bulks (all p-values of
them are less than 10~ 11).

To demonstrate the generalizability of our method and study the effect of various hyperparameters
and model choices. In Appendix[F] we analyze the effect of varying n, the number of perturbations.
As expected, larger n yields more accurate uncertainty estimation but increases computational cost,
while smaller n reduces cost but may sacrifice accuracy. We choose n = 20 to balance performance
and efficiency. In Appendices |G| and |Hl we examine the impact of different embedding models
and response generation models. We find that larger embedding models provide little additional
performance gain. Furthermore, when detecting hallucinations in responses generated by a larger
LLM, the performance of most methods slightly declines. However, our Semantic Volume method
still outperforms all baselines.

7 Theoretical Analysis

In this section, we present theoretical analyses, with proofs and additional supporting lemmas provided
in Appendix [C] First, we derive the exact formula for the optimal threshold 7* in Proposition [T} Then
in Theorem [I|and Theorem 2] we show that under the assumption that the perturbations follow a
Gaussian distribution, our semantic volume measure effectively computes the differential entropy of
the embedding vectors, using entropy as a measure of uncertainty detection. This insight allows us to
naturally view our method as a generalization of semantic entropy [27]]. Notably, semantic entropy
involves a manual clustering step, and only considers the entropy between clusters while ignoring
discrepancies within clusters (since the responses in the same cluster are semantically similar but
not exactly identical). In contrast, our method more generally captures the overall semantic
dispersion across all sampled perturbations, providing a more comprehensive uncertainty measure.

Proposition 1 (Formula for optimal threshold 7*). Denote L € D as a labeled subset with inputs
{s:} and labels {y; }:

L= {(si,y)HLy with yi € {0,1},
For each s;, denotes its semantic volume as m(s;). Define a classification rule

. 1, m(s;) >,
bilr) = {0, otherwise.

Then the optimal threshold T that maximizes the Fy score on L is given by

def 2 ZAEI 1@-(7’):1/-:1
7% = argmax Fi (1) = arg max T : . (€))
TER TR\ Xz Lgin=1 + Ly=1



Note that the Fy score can be replaced by other metrics, such as the accuracy.

Theorem 1. Denote the embedding vector and normalized embedding vector of the original text
(either a query or a response) as & and v, respectively. Denote the perturbation embeddings as

x¥ [T122 ... 2, € R and the normalized perturbation embeddings as V =4 [Viva...v,] €
RIX" (ie. x; = v;/||v;| for each i € [n]). Assume Gaussian distribution x; ~ N (%, X). Then
in high-dimensional regime, log det(V T V') corresponds to the shifted differential entropy of the
perturbations {x;} yc[n). That is,

logdet(V V) =H(X) + C,

where H(X) Y _Euox [log px (x)] is the differential entropy and C' is a constant offset term.

Then we obtain the following Theorem, which is a direct consequence of Theorem|[I]and Lemmal[I]in
Appendix [C]

Theorem 2. Under the same setting and notations of the Theorem|l| our Semantic Volume method
essentially generates same binary decisions compared to using differential entropy of the perturbation
embedding vectors. That is, denote the Semantic Volume measure and differential entropy measure as
m(-) and m(-) respectively. For the labels

def - def
Yi :" 1m(si)<r* and Yi :e 1771(si))<7~'*a

where T* is the optimal threshold for the differential entropy measure, we have
Ui =vy; foralls; e D\ L.

8 Conclusion

One limitation of our current study is that our work considers the same scope as the references in[2.3}
we focus on the situation where uncertainty aligns with incorrectness, without addressing confidently
wrong responses, meaning an LLM hallucinates with high confidence (low uncertainty). We believe
that addressing such cases requires different strategies, such as factuality checking, detecting self-
contradictions in chain-of-thought reasoning or incorporating external knowledge for verification.
We leave these explorations for future work.

In summary, we have introduced Semantic Volume, a novel and general-purpose measure for detecting
both external uncertainty (query ambiguity) and internal uncertainty (response uncertainty) in large
language models. By generating perturbations, embedding these perturbations as normalized vectors,
and computing the determinant of their Gram matrix, we obtain a measure that captures the overall
semantic dispersion. Extensive experiments on benchmark datasets showed that semantic volume
significantly outperforms various types of existing baselines (prompting-based, probability-based,
and sampling-based) for both ambiguous query classification and response hallucination detection.
Furthermore, from a theoretical standpoint, we established that semantic volume can be viewed as
the differential entropy of the embedding vectors, thereby unifying and extending prior sampling-
based metrics (e.g., semantic entropy). This interpretation highlights why our measure is robust and
comprehensive: unlike purely clustering-based approaches, we account for the overall dispersions in
the embedding space. Moreover, our method is applicable even when only black-box access to the
LLM is available, making it broadly practical across closed-source or API-based models. Overall,
our findings suggest that semantic volume is a promising step toward more reliable, interpretable
uncertainty detection for both external and internal uncertainty of LLMs.
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A Semantic-Volume Uncertainty Detection Algorithm

Here we provide the pseudocode of the Semantic-Volume uncertainty detection algorithm.

Algorithm 1 Uncertainty Detection via Semantic-Volume

Require:
1: e Dataset D = {s;} Y, of queries or query-response pairs.
* A small labeled subset £ C D with binary labels.
* SentenceTransformer model M.
2: for each string s € D do

Extend s via query extension/response sampling to obtain: [sy, 2, ..., SN]
. : : . _ def | M(s1) M(s2) M(sn)
4: Get normalized embedding vectors: V = [vjvs ... vN] = TAtsrT ThMsa > -2 TAon]

5: Apply PCA dimension reduction: vy PpcaV.
6: Compute Semantic Volume:

m(s) < log Vol(PpcaV) def log det (VTV + eIn)

7: end for
8: Threshold Tuning: Using the labeled set £, find the threshold 7* that maximizes the F1 score:

. 21,
7 argmax F1 (1) def arg max ( I§z_1 Ji(r)=y:=1 .
TER ek \ YL 1, oy + 10

9: for each (s, m(s)) do

10: Predict s with:
o 1, ifm(s) > 7%,
Ys 0, otherwise.

11: end for
12: return The fully labeled dataset: {(s,ys) : s € D}.

Time Complexity

Most of the computational cost in our algorithm comes from perturbation sampling, similar to other
sampling-based methods. Using the standard LLM implementation to generate multiple candidate
sequences, the cost is equivalent to one LLM inference per data point. Embedding generation is
highly efficient, taking approximately 5 minutes for our CLAMBER-3K dataset and 3 minutes
for the TriviaQA-5K dataset on a single H100-80GB GPU. The computation of Semantic Volume,
which involves matrix multiplication and determinant calculation for each set of perturbations, is
computationally negligible (typically within seconds for the entire dataset), compared to the sampling
step. This results in an overall complexity of O(n) for our algorithm.

B Geometric interpretation as volume

We illustrate why det(V " V') represents the squared volume using n = 2 and n = 3 as examples
(see Figure . For n = 2, where V' = [v; v2], the volume of the parallelepiped (equivalently, the
area of the parallelogram) is simply sin(6), where 6 is the angle between v; and vs. In this case,

vV — viv, v vy _| 1 cost
'v;vl v;—v2 cosf 1 |

Therefore, \/det(VTV) = /1 — cos? § = sin 6. Similarly, for V = [v; v3 v3], the \/det(VTV)
exactly computes |v; (ve X v3)|, which is the volume of the parallelepiped.

Beyond its geometric interpretation, det(V T V') also quantifies the orthogonality of the vectors and
is closely related to the determinantal point process (DPP) [28]. DPPs favor diverse or orthogonal
subsets by assigning higher probabilities to sets with dissimilar elements, using determinants to
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Figure 3: Parallelogram for n = 2 (left) and parallelepiped for n = 3 (right)

model repulsion among points. The Gram matrix V' T V' is commonly used as the kernel matrix in
DPPs, where the determinant of its submatrices determines subset probabilities. For a more detailed
discussion, see Li et al. [31] and Kulesza et al. [28]]. Moreover, some prior work has considered a
similar volume measure to quantify vector diversity and orthogonality in LLM topics, such as the
second orthogonality measure in [31], which motivates our design of semantic volume.

C Proofs

C.1 Proof of Proposition|]

Proof. The formula equation ] directly follows from the definition of F; scores. Recall we have

TP TP
Precision(7) = ¢, Recall(7) = ¢,
TP(7) + FP(T) TP(7) + FN(7)
where TP(r) = vail 15.(r=1Ayi=1>» FP(7) = Zf\il 15, (r)=1ry;—0» and FN(7) =

Z£1 14, (r)=0ny;=1- F1 score is the harmonic mean of Precision and Recall:
Precision(7) X Recall() 2-TP(7)
Precision(7) + Recall(7) 2 - TP(r) 4+ FP(7) + FN(7)
_ 23001 Ly r)=pem
2 Lmmtamt + Xk Lgun=taui=0 + ity Lis(n=onvi=t
23001 Ly (r)=pm
Yl (L (=1 + 1ym1)

Fl(T) :2

C.2 Proof of Theorem[I]

First, in Lemma [T} we formally justify that our semantic volume measure for uncertainty detection is
invariant under linear transformations applied to the uncertainty measure. This invariance follows
directly from the step of searching for optimal threshold 7* in our method.

Lemma 1 (Invariance of semantic volume method under linear transformation). Our method is
invariant under linear transformation on the semantic volume measure m(-). More precisely, denote
7* as the decision boundary defined in equation[d} we label

def
Yi = 1m(si)<7—* .

Given any linear transformation T (m;) o am; + B (a > 0) applied to the measure m(-), denote
the new labels of our method under the new measure T'(m(+)) as

. def
Ui = L1r(m(s;))<7*-

Then we have
Ui =vy; foralls; € D\ L.
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Proof. If we transform m, to m; = T'(m;), the new threshold 7* that maximizes the same metric
still yields the same partition of the labeled samples. In other words,

m; > 7" <<= T(m;) =m; >T(T"),
a result of the simple fact that m; > 7* <= «a(m;) + 8 > a(7*) + . Thus our new threshold 7*

is effectively T'(7*). Note that here if « < 0 in T'(m;) & wm; + B, then naturally we should flip the

decisions of our method and then the labels still remain the same. O

Lemma 2] below provides the formula for differential entropy of Gaussian vectors. This is a known
result but we include this lemma and provide a proof here for completeness.

Lemma 2 (Differential entropy of Gaussian vectors). For X € R that follows a multivariate normal

distribution
X ~N(p, X).

The differential entropy of X is given by

H(x) = %(log det(X) + dlog(2m) + d).

Proof. By the definition of the differential entropy and the probability density function of the multi-
variate normal distribution, we have

H(X) = - /X p(2) log p(e)dz = —E,ox log p(c)]

= —Elog

;ex 71 x—p)' Bz -
(2m)4 det(X) P < 2( H) 2 N))
=Elogy/(2m)¢det(X) + E [;(w )" (e~ u)}
= %E [dlog(2m) + log det(X)] + %IE [(z—p) 'Sz — p)]
= % (dlog(2m) +logdet(E) + E [(z — p) ' =7 (z — p)])

By the cyclic property of trace, we have

Elz—p)' S (@-—p)] =ETr[(z —p) =7 (z - p)]
_ET[E e - )]
=T 2 'E[(z—p)(z—p)']
=Tr¥'s
=d.

Combine these steps, we get
1
H(X) = i(log det(X) + dlog(2m) + d).
O

Lemma 3 (Eigenvalue distribution of rank-one perturbed matrix). For matrix M € R**? and any

. d
rank-one perturbation S =4 M +uv', we have

log det(S) = log det(M) +log(l — v M ~'u), 6))

Proof. By the matrix determinant lemma [[19], we have
det(S) = det(M +uv ') = det(M)(1 —v' M~ 'u)
— log det(S) = logdet(M) + log(1 — v M~ 'u).
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Next, we combine the results above to derive the proof of Theoremm

Proof of Theorem([l] For each s (either a query or response) with embedding & € R?, we extend
it to get n perturbations x1, T2, ..., x,. Equivalently, {vi}ie[n] are perturbations of v. Assume
the perturbation is Gaussian with covariance matrix 3. Then {@; };c[,) are samples for a Gaussian
vector X ~ N(z,X). Denote \;(A) as the i-th largest eigenvalue of matrix A. Note that V'V and
V'V T are both positive semi-definite matrices and share the same nonzero eigenvalues (can be easily
proved using SVD of V). Similarly for X " X and X X 7. We can diagonalize ¥ as & = QAQ "
where () is an orthogonal matrix and A = diag(\1,..., Aq). Define an isotropic Gaussian vector

Z ~ N(0,1,). Then we can write X = QA'/?Z. Hence we have

E|X|?=E[X X]=E[Z AYV2QTQA?Z] = E[ZTAZ] = Z N Z?
is concentrated around its mean IE||X |? = Tr(X) (particularly
1

X
£/ Tr(X)

d
=Y ME[Z]] = Tr(Z).

for isotropic Gaussian, this is v/ D). Under this regime, we have V& [vl, Vo, ..., U] &

Let & = n/ Tr(3X). Then

1 1
log det(V TV) ~ log det ( XTX) = log det (a . nXTX> = log det (nXTX> +nlog a.

(6)
Since our method sets a threshold 7* on the log-determinant value, searched using a held-out set £ €
D, the final classification is invariant to shifts (and more generally, to any linear transformation. See
Proposition . Hence we can ignore the constant term 7 log o and only focus on log det (nX X )
We have

1
Tr(3X)

Loro . T Loro) oo\ w© Lo ot
log det (nX X) _1og£[1/\i (nX X> _;mg& <nX X) _;mgAi (nXX .

Thus, it suffices to study the eigenvalues of lX X ". Note that we have

XXT —n¥ = <Zw @) ) - (i(wi - ‘)(wi—i)T>

i=1

= Z(a‘:wT —x & +xE)

(Ea) (5o e

~NnTxT' —nxx +nze
=nzT ' .
This implies that
%XXT — Y~z (7)

Thus X is essentially a rank-one perturbation of 1 XX T. By Lemmal we know the differential
entropy of X is:

1
H(X) = i(log det(X) + dlog(2m) + d).
Again due to the invariance of our method to linear transformation, we can only focus on log det(X).
When d is large, by Lemma let M & LX X", we have logdet(X) = logdet M + log(1 +
& M~1z"). Note here & is constant, and recall that M concentrate around a deterministic matrix

S +zz from equationabove (one can show | M — (X + &z )| % 0as n — oo, using standard
random matrix theory tools). Therefore combining all above, we have derived that log det M is
essentially shifted log det(X) in high-dimensional regimes, and hence same for log det %X TX.
This completes the proof. O
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D Numerical Stability with ¢

Here, we present the distribution of the matrix norm ||V T V|| (spectral norm) across our datasets in
Figure@ The histograms indicate that the chosen value of e = 10~ is negligible compared to the
typical magnitude of ||V T V'||. This confirms that € only serves to ensure numerical stability rather
than influencing the quantification. Moreover, in practice, we observe that exact repetition among
sampled perturbations is rare

N
v
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o

=]
N
o

Frequency
Frequency

S o]
[=) t=1
=
o

N
o
[E]

=]

10 12 14. 16 18 20 0 12.5 15.0 17.5 20.0 22.5 25.0 27.5 30.0
Matrix Norm Matrix Norm

Figure 4: Distribution of the spectral norm ||V T V|| for the perturbation embedding vectors (the left
histogram corresponds to queries perturbations and the right is for response perturbations.

E Variation: Reduced Dimension d

In Figure [5| we illustrate the impact of varying d on performance. Additionally, we compare our
method with the Semantic Volume that uses the original embedding vectors instead of the projected
ones. Our results show that projecting to a lower-dimensional space improves performance, possibly
because PCA projections better separate perturbation vectors. Furthermore, our study suggests that
there may be an optimal, task-dependent choice of d. Exploring this further and characterizing the
optimal d is left for future work.

70

69

68

F1

67

661" ——. Without PCA 661 === Without PCA
65 2 3 5 10 20 50 100 500 1000 64 2 3 5 10 20 50 100 500 1000
d d

Figure 5: F1 scores for different dimension d in PCA dimension reduction. The dashed line represents
the F1 score of the semantic volume method without dimension reduction. The left figure corresponds
to the external uncertainty task, while the right figure corresponds to the internal uncertainty task.

F Variation: Perturbation Sample Size n

The perturbation sample size n is a hyperparameter in our method. A larger n provides a more
comprehensive estimate of semantic dispersion but increases computational cost, while a smaller n
may fail to capture sufficient variation, reducing the reliability of uncertainty quantification.

Figure[6]illustrates how varying n affects classification performance. In general, increasing n tends
to improve F1 scores, likely due to a more accurate estimation of dispersion. However, beyond a
certain point, the improvements diminish while the cost continues to rise. To balance efficiency and
performance, we set n = 20 for external uncertainty detection and internal uncertainty detection.
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G Variation: Embedding Models

To examine the effect of different embedding models on our method, we explore two larger sentence-
transformers: Alibaba-NLP/gte-Qwen2-7B-instruct (embedding dimension 3584) from the
same Qwen family as used in our main results, and nvidia/NV-Embed-v2 (embedding dimension
4096) from a different model family. Using the external uncertainty task as a case study, we present
the results in Table {4} Our findings indicate that models from different families but with similar sizes
produce comparable results. Compared to the Qwen-1.5B sentence transformer used in the main
results, performance remains largely similar—while the 7B model achieves slightly higher accuracy
but lower F1 score, this difference may not be statistically significant.

Qwen2-7B NV-Embed
Accuracy | F1 | Accuracy | F1
n =25 57.8 68.0 57.4 67.5
n =20 58.1 68.0 584 67.9
n=15 57.7 68.1 57.9 67.8
n =10 572 67.7 574 67.5
n=>5 56.8 66.9 57.7 67.0

Table 4: Performance with different embedding models.

H Variation: Response Generation Model

To assess the generalizability of our method, we repeat the experiment for internal uncertainty
detection but replaced L1ama3.2-1B with LLama3-8B, a larger LLM. Notebly, with a larger model,
the probability-based methods show higher latency. In our experiment, both Last Token Entropy and
Log Probabilities took more than 4 hours on a H100-80GB GPU. Furthermore, similar to Table @,
we observe that methods relying on prompting the LLM (including pTrue) sometimes exhibit a
strong bias toward predicting almost exclusively “Yes” or “No”. In Table 5] for example, Prompt
Llama3.2-1B and pTrue (Llama3.2-1B) predict nearly all samples as “Yes”, whereas pTrue (Mistral-
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7B) predicts almost all as “No”. This instability highlights another drawback of using prompted
LLMs for uncertainty prediction.

Method Accuracy | F1
brompt Llamad$B | 655 | 640 Method AUROC
rompt Llama3- . .
Prompt Mistral-7B 604 | 543 Eisgt gﬂf&ﬁﬁgpy 2431'491
Last Token Entropy 56.2 55.9 True (Llama3.2-1B) 3 5’1
Log Probabilities 534 51.1 pTrue (Llama3;8B) 52.8
pTrue (Llama3.2-1B) 500 | 666 pT Mistral. 75) B
pTrue (Llama3-8B) 552 | 232 E fue (1 S.ls r.f‘ ! oy
pTrue (Mistral-7B) 508 | 43 exical Similarity :
Lexical Similarity 64.2 72.0 Semant}cEntropy 732
Semantic Entropy 63.5 69.4 Semantic Volume (ours) 79.7
Semantic Volume (ours) 72.0 74.9 Table 6: Internal Uncertainty: Performance
Table 5: Internal Uncertainty: Performance compar- comparison based on AUROC.

ison based on Accuracy and F1 score.

I Hallucination Detection Pipeline using both External and Internal
Uncertainty

In this paper, we conducted separate experiments on external uncertainty detection and internal
uncertainty detection to demonstrate that the Semantic Volume is an effective method that can be
generally applied to both tasks. In practice, these two tasks can be combined into a unified pipeline
for hallucination detection (see Figure[7): First, we perform the internal uncertainty detection. If high
uncertainty is detected in the response, then hallucination is likely to happen. Then at the second
step, we check the external uncertainty: If the query is detected to be ambiguous, the LLM should
ask a clarification question to the user. After clarification is provided or additional information is
provided to resolve the ambiguity in the query, the LLM can then generate the answer to the query.
On the other hand, if external uncertainty is ruled out, then the hallucination is likely caused by
internal lack of knowledge of the LLM. This can be addressed through various methods such as
retrieval-augmented generation (RAG), reasoning-based approaches, or by leveraging stronger LLMs

or human agents.

Handle Query
Ambiguity:

« ask clarification question

S P
What is the / / : 5e0C = ‘Do you mean New York
& lation il . D?ted.: Detect Query P\“\b == State or New York City?”
population in Hallucination Ambioui

New York?

Hallucination
(volume < threshold)

Handle Internal
Uncertainty:

* longer reasoning

* RAG

* turn to Stronger LLM

* turnto human

Return

No hallucination Answer

Figure 7: Complete pipeline for hallucination detection utilizing both external and internal uncertainty.

Moreover, all of our experiments are set up as classification tasks for uncertainty detection, relying on
a threshold-based decision. However, these uncertainty measures can also be applied to comparison
or ranking tasks.
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J Prompts

J.1 Prompt template to extend queries.

Provide a paraphrase of the following question with a contextual expansion,
while maintaining its core meaning. The filled context information should
be diverse but must be concrete and specific (it cannot be a placeholder or
a template). Only reply with the new version of the question and nothing
else.

Question:

{question}

J.2  Prompt template for query ambiguity detection

Is the following question ambiguous? A question is ambiguous if it can

be interpreted in multiple ways or has multiple possible answers. If the
question is ambiguous, then reply ‘Yes’, otherwise reply ‘No’. Only reply
with ‘Yes’ or ‘No’ and nothing else.

Question:

{question}
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