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Abstract

Optimistic rollups rely on fraud proofs — interactive protocols executed on Ethereum to resolve
conflicting claims about the rollup’s state — to scale Ethereum securely.

To mitigate against potential censorship of protocol moves, fraud proofs grant participants a signifi-
cant time window, known as the challenge period, to ensure their moves are processed on-chain. Major
optimistic rollups today set this period at roughly one week, mainly to guard against strong censor-
ship that undermines Ethereum’s own crypto-economic security. However, other forms of censorship are
possible, and their implication on optimistic rollup security is not well understood.

This paper considers economic censorship attacks, where an attacker censors the defender’s transac-
tions by bribing block proposers. At each step, the attacker can either censor the defender — depleting
the defender’s time allowance at the cost of the bribe — or allow the current transaction through while
conserving funds for future censorship.

We analyze three game-theoretic models of these dynamics and determine the challenge period length
required to ensure the defender’s success, as a function of the number of required protocol moves and
the players’ available budgets.

1 Introduction

Optimistic rollups are layer 2 scaling solutions designed to increase the throughput (processed transactions
per second) of the Ethereum blockchain while reducing its costs and inheriting its economic security. At least
from an economic value perspective, optimistic rollups are without a doubt the leading scaling solution for
Ethereum, with the three leading examples Arbitrum, Base and Optimism securing over $30B as of February
7th, 2025.

The main idea of an optimistic rollup is to execute incoming transactions outside the Ethereum main
chain (layer 1), thereby reducing its computational load and enhancing its scalability. To inherit Ethereum’s
security, optimistic rollups implement mechanisms to have their updated state (resulting from executing
these transactions) posted and confirmed on Ethereum, at some pre-determined rate.?

These mechanisms, usually referred to as fraud-proofs or dispute resolution protocols, work as follows: one
party makes a claim regarding the updated state of the rollup chain, by sending a corresponding transaction
to a designated smart contract on Ethereum. The claim is accompanied by a deposit which is locked in
escrow. This claim is not automatically accepted. Instead, it opens the door for any other party, whether
white-listed or not, to challenge its validity by posting a counter claim.

The ensuing challenge protocol is an interactive game where the honest party must make correct moves
to advance the state of the game towards resolution. Each such move is a transaction sent by that party
to one of the smart contracts that govern the protocol on Ethereum. Once the game terminates, one of the
claims is confirmed, the winning party gets her deposit back and the losing parties lose their deposits. Under
ideal conditions, the honest party is guaranteed to win, ensuring the confirmed state’s integrity.

1See 12beat.com for up-to-date numbers.
2In the case of Arbitrum, this happens roughly once per hour.
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However, this system is not without its vulnerabilities, one of which is the potential for a censorship
attack at the base layer. Censorship occurs when a transaction’s inclusion in the canonical Ethereum chain
is prevented or delayed due to malicious activity.

In the context of the challenge protocol, censorship of honest moves can prevent the challenge from being
resolved in favor of the honest party. To mitigate this risk, existing dispute resolution protocols provide a
significant time window for participating parties to submit their required moves before getting eliminated.

A natural question is how big this time window — usually referred to as the challenge period — should
be. On the one hand, the challenge period should be set high enough to attain overwhelming confidence
that the honest claim gets confirmed. On the other hand, the challenge period is a lower bound on the
confirmation time of the challenge protocol. Thus, the lower it can be set without compromising safety, the
better.

In practice, the challenge period in all existing dispute resolution protocols is designed with a particular
type of censorship in mind, usually referred to as “strong” censorship — an adversary can strongly censor
when it has enough control over Ethereum’s stake to allow for complete jurisdiction over which blocks get
accepted as part of the canonical chain [3].

It is widely accepted in the Ethereum community that such an attack cannot occur for more than 7
days without a proper social response, which involves a hard fork of the chain. For this reason, the major
optimistic rollups have set their challenge periods to roughly 7 days.?

However, other forms of censorship are possible and may be more practical to accomplish. To the best
of our knowledge, there has not been a scientific line of inquiry aimed to study these and to provide an
informed answer to the question above.

1.1 Our Contributions

In this paper, we consider economic censorship attacks which exploit the fact that in Ethereum, block
proposers/builders have absolute control over which transactions are included in their block. In such an
attack, the adversary bribes the proposers to exclude the honest party’s moves in the challenge protocol, by
offering them a payment higher than the honest party’s inclusion tip.

The challenge period serves a dual purpose here: it not only provides time for the honest party to
react, but also leverages the economic dynamics of the attack. Since the adversary must continuously
censor transactions across nearly all blocks during this period while the defender can afford to make claims
sporadically, the defender gains an economic advantage. Over time, this advantage can lead to resource
depletion for the attacker, making sustained censorship less viable.

Our goal is to understand these dynamics, the strategies we expect the different actors to use, and the
implications of these for optimistic rollup security and design. In particular, we aim not only to highlight
vulnerabilities, but to also suggest efficient and simple defense strategies in the fraud proof mechanism,
ensuring that optimistic rollups can maintain integrity and resist sophisticated forms of economic attack.

To this end, we study a stylized model of the interaction between the attacker, the defender and the
block proposers, in the form of a multi-round strategic game. Each round corresponds to a block where the
defender wants to submit its next move of the underlying challenge protocol. We study three variants of this
game, which differ according the number of proposers responsible for deciding the current block’s contents,
and the proposers’ assumed behavior. We take a pessimistic view of the game from the defense perspective.
In this view, the attacker can always observe the defender’s action, namely, observe the tip offered by the
defender to the proposers for inclusion and decide on her response after that.

The three variants are parameterized at least by the total number of rounds (corresponding to the length
of the challenge period), the number of those rounds that the defender needs to win (corresponding to the
number of honest moves required to win the fraud proof challenge), and the budgets of the attacker and the
defender. The main question we ask is:

3See a recent discussion on the topic here:
https://ethresear.ch/t/optimistic-rollups-the-challenge-period-and-strong-censorship-attacks /21721



How large does the attacker’s (defender’s) budget have to be with respect to the defender’s
(attacker’s) budget, as a function of the game’s parameters, such that it can guarantee victory
in the game?

We provide answers to this question for each of the variants. En route, we identify optimal and approxi-
mately optimal (but simpler) strategies for both players. In what follows we describe our results for each of
the variants in more detail.

G! Game. First, we look into the most basic version of this interaction where there is a single proposer in
each round, and the round is won by the party that has placed a higher bid. Thus the proposer is assumed to
be myopic, which is reasonable since in practice, the proposer for each block in Ethereum is chosen randomly
from the pool of validators. The round winner gets her budget deducted by an amount equal to her bid, and
the defender wins the entire game if and only if it has won the required number of rounds.

This foundational model allows us to gain initial insights into the strategic dynamics at play, serving as
a crucial building block for understanding more complex interactions.

We identify the players’ optimal strategies, and we find a linear inequality between the attacker and
defender budgets which holds (doesn’t hold) if and only if the attacker (defender) can guarantee victory —
see Theorem 1.

g; Game. Next, we investigate an extension of G! where a round can be either regular or special. In a
special round the attacker is required to outbid the defender by a factor £ > 1 in order to win it. These
special rounds are motivated by the existence of Ethereum proposers that are not rational, but rather
follow the default transaction inclusion policy offered by Ethereum’s execution clients. Under this policy,
transactions are included in the block by decreasing order of priority fee per gas, so long as the block gas
limit is respected.*

To illustrate the implication of this for censorship, let us assume that the honest party’s transaction
consumes ¢g gas units and is specified with a priority fee per gas f which happens to be the highest one
among the current pending transactions. An adversary who wishes to censor that transaction would need
to spend at least (G — g)f in priority fees, where G is the block gas limit, by submitting at least G — g gas
units worth of transactions with priority fee at least f. This is k = (G — g)/g times as much as the honest
party would have paid for inclusion.

In this extended game, the economic cost of censorship increases as the number of special rounds increases,
potentially deterring attackers further while allowing defenders to employ more sophisticated bidding strate-
gies. We analyze how this change impacts the defender’s strategy, the attacker’s strategy, and the overall
balance of the game, providing insights into how the existence of such rounds could be integrated into
real-world fraud-proof bidding strategies to enhance security against economically driven attacks.

First, we assume that the exact number and location of the special rounds is known in advance to both
players. We again identify the players’ optimal strategies and a linear relation between their budgets that
determines the player who can guarantee victory — see Theorem 2.

As opposed to G!, the optimal strategies in this variant are complex and the best bid in each round
changes dramatically as the game progresses. However, we identify simple strategies for both players whose
performance converges to that of the optimal ones in some asymptotic regime of the game’s parameters —
see Theorem 3 and Corollary 1. We remark that in practice, the relevant parameters are indeed situated in
this regime — see section 6 for details.

These results have immediate implications for the randomized version of this game, in which it is assumed
that each round is special with some known probability, that the rounds are independent, and that the parties
learn if some round is special or regular only when it starts. This randomized variant is particularly relevant
in practice, as it is estimated that around 2% of Ethereum’s proposers use the default transaction inclusion
policy. We show that playing the simple strategies from the first version is approximately optimal here as
well — see Proposition 1.

4@as is Ethereum’s universal unit for computational load measurement, and each transaction consumes some amount of gas.
Today, Ethereum blocks cannot contain more than 30M gas worth of transactions.



g™ Game. Finally, we consider a setting where a block’s content is determined by multiple proposers, and
the defender and attacker can interact with any of them. The defender wins a round if at least one of the
proposers includes the defender’s transaction in its suggested “inclusion list”. A variation of this mechanism
named FOCIL [9] is seriously considered for deployment in one of the upcoming Ethereum hard forks.

In this setting the game becomes more intricate since a proposer’s payoff might depend on the behavior of
other proposers, and this introduces uncertainty in the inclusion outcome. This on its own affects censorship
and counter-censorship strategies. We examine how the competition among proposers and its resulting
equilibrium behavior affects the dynamics and outcome of the game. We obtain almost matching conditions
for both players to have a winning strategy. In particular, for the attacker, we obtain a lower bound on its
budget that is almost the number of proposers times higher than the value from the game G!, for it to win
with high probability — see Theorems 4 and 5, and Proposition 2.

We conclude the paper by evaluating our theoretical results under real world parameters (section 6),
followed by a conclusion where we present ideas for future work (section 7).

1.2 Related Literature

Challenge protocols in the context of optimistic rollups are described in [7] and [2]. Verified computation,
that pre-dates fraud-proofs, has been studied in [5] and [41]. [6] studies a similar economic censorship model
to ours in the private-value auction context.

Multiple proposers have received attention by the Ethereum community [8]. In another live Ethereum
Improvement Proposal named FOCIL [9] there is a committee of validators for each of block that propose
inclusion lists, in addition to the main block proposer. While the actual specification allows the main builder
to prioritize the whole block with its own transactions and not include the committee suggested transactions
if the block is already full, such a scenario can only happen rarely due to Ethereum’s gas pricing mechanism,
where consistently full blocks would lead to an exponentially escalating gas price. [10] study an auction
based mechanism for aggregating inclusion lists from committee members.

2 Preliminaries

We model two-player games between a defender Daria and an attacker Alice. Daria has a budget D to play
the game and Alice has a budget A. There are N transactions that Daria needs to publish. The games are
played in rounds, and there are T rounds in total. These correspond to the number of blocks during the
delay period, as described in the introduction. At most one of Daria’s N transactions can be included in a
single round/block.

In the following sections, we describe three versions of the game. In the first game, denoted by G!, a
single block builder determines whether to include or censor Daria’s transaction based on which of the two
players offers the higher bid.

The second game, denoted G} for some parameter k > 1, is similar to G! — the only difference being
that some of the rounds in this variant are “special”’. In a special round, Alice needs to out-bid Daria by a
factor of k in order to win the round (hence, G! and Gi are identical).

In the third game, denoted by G™, there are m block builders or members of the inclusion committee in
each round that participate in the block building process. Daria’s transaction is included in the block if at
least one of the builders or committee members suggests to include it.

In all these games, the builders are assumed to be myopic, in the sense that they only care about
maximizing their pay-off in the current round. This is a reasonable assumption since the identity of the
block builders can change between rounds in practice. G', G} and g™ are formally described and analyzed
in sections 3, 4 and 5, respectively.

3 G! Game

Consider the game G! between Alice and Daria, which is conducted in rounds, with the following parameters:



T - total number of rounds (assume T > 1)

e N - number of rounds that Daria has to win to be victorious (assume 1 < N <T)
e A - Alice’s budget (assume 0 < A)

e D - Daria’s budget (assume 0 < D).

A round is conducted as follows:

1. Daria offers a bid b, which is at most her current budget.
2. Alice observes b and then offers a counter-bid b, which is at most her current budget.
3. Alice wins the round iff b’ > b, and otherwise Daria wins the round.

4. The round winner gets her corresponding budget deducted by an amount equal to her bid, and a new
round begins.

The game ends when Daria wins N rounds or Alice wins T'— (N — 1) rounds (note that only one of these
can and must happen), and the corresponding party wins the entire game.

Note that this game is a finite two-person game of perfect information in which the players move alter-
nately and in which chance does not affect the decision-making process. Therefore, by Zermelo’s Theorem,
one of the players can force victory.

Our goal here is to understand which of the two players has a winning strategy, as a function of the
parameters of the game. In the following theorem, we fully characterize the outcome of G'.

Theorem 1. Alice has a winning strategy in G' with parameters T, N, D, A iff

T-N+1

< A.
N D<A

Proof. We first prove the (counter-positive of the) "only if” direction: if T — N + 1 > ATN, then Daria has
a winning strategy. Consider the following strategy by Daria: in each round i bid b; = %. The cheapest
strategy for Alice against this strategy is to let Daria win N — 1 rounds and win the remaining 7" — N + 1
rounds. Winning the round for Alice means spending at least %, that is, in total Alice spends (T'— N + 1)%,
which, by the assumption is larger than Alice’s budget A. Therefore, this is a winning strategy for Daria.
For the other direction, assume towards contradiction that Daria has a winning strategy but T — N +1 <
ATN. Then, consider the following strategy by Alice: she lets Daria win every round in which Daria bids
more than % and does not let her win any round in which Daria bids less or equal that %. We show that
with this strategy it is, in fact, Alice who wins. Daria cannot enforce the win of N rounds herself as she
needs to pay strictly more than N % = D and she cannot exhaust Alice’s budget by making her pay for
T — (N — 1) rounds since by our assumption (7' — N + 1)% < A. We have reached a contradiction and this
concludes the proof of the theorem. We remark that the "only if” direction can also be proved exactly like

the ”if” direction by switching the roles of Alice and Daria, and having Alice bid T+J1/+1 in every round. [

4 g,i Game

Consider the game g,i between Alice and Daria, which extends the game Gt (as discussed in Section 3)
in the following way. First, it is parametrized by k > 1, called the special round factor. This parameter
stays constant throughout the game execution, as opposed to the rest of the parameters. In addition to the
parameters T, N, D, A as introduced in the previous section, the game G} also has the following parameter:

e A binary string Il = (P,..., Pr) € {S,R}7, specifying a special and regular round configuration. S
and R denote a special and regular (or non-special) round, respectively.



Both players are assumed to know exactly which rounds are special. In other words, both players know the
string II.

The game is conducted in rounds as before. If a round is regular (or non-special), it is conducted and
decided exactly as in G!. A special round is conducted like a regular round, but the round winner is decided
differently. Here, Alice wins the round iff ¥’ > k- b, where b’ is Alice’s bid and b is Daria’s bid.

In what follows we analyze Gj .

4.1 Analysis

We start by introducing some useful notation. The state of the game prior to each round is characterized by
the tuple (t,n,m,d, a), where ¢t is the number of rounds remaining in the game, n is the number of remaining
rounds Daria needs to win, 7 € {S,R}! indicates the remaining special and regular round configuration, d
is Daria’s remaining budget and a is Alice’s remaining budget (the parameter k is fixed throughout, so we
omit it from the description of the state). The state at the beginning of the game is therefore captured by
(T,N,II, D, A).

We can describe the state transition of the game as follows. Given state (t,n,m,d,a), where 1 <n <t
and m = (p1,...,pt) € {S, R}

1. Daria offers bid b < d
2. Alice sees b and offers a counter-bid ¥’ < a.
3. Let mgum be the suffix mgug = (p2,...,pt). U p1 = R:

(a) If &' > b, go to state (t — 1,n, msust, d,a — ).
(b) Otherwise, go to state (¢t — 1,n — 1, meusr,d — b, a)

4. Else (p1 =9S):

(a) If V' > k- b, go to state (t — 1, n, wsus, d,a — V')
(b) Otherwise, go to state (¢t — 1,n — 1, meusr, d — b, a)

Recall that by Zermelo’s theorem, one of the players has a winning strategy given any starting state.
Given the state (t,n,m,d,a), we denote by W (t,n,m,d,a) € {Alice, Daria} the player that has a winning
strategy starting from that state. Note that if W (t,n, 7, d,a) = Alice, then W (t,n,,d,a’) = Alice for any
alternative budget @’ > a — Alice can use exactly the same strategy she would have used with the budget
a. We also note that for any ¢, n,, d, there is some a such that W(t,n,,d,a) = Alice — e.g. with budget
a=1t-k-d, Alice wins by bidding ' = k - d in every round until victory. We thus define, for any ¢, n, r, d:

Arpr(t,n,m,d) ;= min{a | W(t,n,n,d,a) = Alice}
Our goal here is to understand the function Ay x, which we refer to as Alice’s winning threshold.

Theorem 2. Alice’s winning threshold A7x is linear in Daria’s budget d, and it is indifferent to the
internal ordering of the configuration 7, i.e., it depends only on the number of special rounds (equivalently,
regular rounds) in 7. Formally, there exists a function A such that for any 1 < ¢,1 < n < ¢,7,0 < d, we
have

Arur(t,n,m,d) = A(t,n,s) - d,

where s = [{i | p; = S}| is the number of special rounds in 7. Furthermore, A is determined by the following
recurrence relation:

1. A(t,n,s)=At—1,n—1,s—1)- [—k_]&é(:lnﬁfi)l)}

2. A(t,n,s) =A(t—1,n—1,s) - {%}



3. Boundary conditions:

(a) A(t,1,8) =ks+ (t —s)
(b) A(t,n,0) = =2+l

(c) A(t,n,t) =k [+ ]
(d) A(t,t,s) s+k€t—s)

Proof. Let 1 < t,1 < n < t,m € {S,R}!,0 < d. Denote s = |{i | p; = S}|. We start with the boundary
conditions. For part 3-(a), we need to show that if n = 1, then

Arur(t,n,m,d) = [ks+ (t — s)] - d.

If n = 1, then Daria needs to win only one round to be victorious. In that case she might as well bid her
entire budget d in every round, as there is no point in saving part of the budget for future rounds. Alice
wins the game iff she wins all rounds. This can be achieved iff her budget is enough to win all special and
regular rounds, given that Daria indeed always bids d. This holds iff a > [ks + (t — s)] - d, and we are done
with part 3-(a).

As for 3-(b), this is exactly the statement of Theorem 1. 3-(c) is obtained in exactly the same way as
Theorem 1, by scaling the factor by which Alice needs to overbid Daria in the proof of that theorem by k.

As for part 3-(d), if n = ¢ then Alice needs to win only one round to be victorious, and thus she might
as well decide to win any round in which her budget allows for it. Consequently, Daria’s budget must be
enough to allow her to bid strictly more than a in all regular rounds and 7 in all special rounds, where a is
Alice’s budget. We conclude that Daria can secure victory iff d > ¢ - s +a- (t — s). Part 3-(d) is implied by
negating and rearranging this inequality.

We now proceed to prove that A7y is linear in d. Specifically, we prove that there is a function A%,
such that

ATHR(tv n,m, d) = 'A/T’HR(ta n, 7T) ~d.

We prove this by induction on ¢. For the base case, note that if ¢ = 1, then we must also have n = 1 and we
obtain the claim by part 3-(a) which we have already proved above.

We now assume that 2 < ¢. We can also assume that 2 < n < ¢, as the claim has already been proved for
the cases n = 1 and n = t. Let a be Alice’s budget, and consider the round to be played at state (¢, n,m,d, a).
Let msugr = (p2, ..., pt) be the suffix of 7, such that 7 = (p1, Tousr)-

Let us also assume first that the round is special, i.e. p; = S, and that Daria bids b. Alice, having
observed b, has two options:

1. Let Daria win the round, i.e. move the game to the state (t — 1,n — 1, mgu,d — b,a). By induction,
Alice can force victory from here iff

(LZA%—HR(t_1,n_17775uff)(d_b) (1)

2. If a > kb, then she can decide to win the round, i.e. move the game to the state (t—1, n, Tsus, d, a—kb).
By induction, Alice can force victory from here iff

Of the two, Alice might as well choose the option that puts the least strain on her budget according to
Inequalities 1 and 2. Note that the right-hand side of Inequality 1 is a downward-sloping line as a function
of the bid b, whereas the right-hand side of Inequality 2 is an upward-sloping line as a function of b.

Let b% be the bid that equalizes these two functions. If b > b5, then Alice chooses the top option. If
b < b3, then she choose the lower option. In either case, the winning condition is worse for Daria compared
to bidding bg.



Thus, Daria’s best move is to bid b%, and by plugging that into (say) Inequality 1, we get the desired
winning condition for Alice.
To this end we compute bg by equating the right-hand sides of Inequalities 1 and 2:

kb§ + A{T’H'R,(t - 1, n,ﬂ'suﬂ‘)d == A{T’HR(t - 1,” - 1,7T5uﬂ‘)(d - bg) et
bg(k + A{T’HR(t — 1,n — 1,7Tsuff)) = d(A{T’HR(t — 1,” — 1,7Tsuff) — A{T’HR(t — 1,n,7rsuﬂ‘)) <
b = rur(t—1n — 1 mgg) — Ay (t — 1, n,wsug)d 3)

kE+ Ay m(t—1,n =1, mgus)

Plugging the obtained bg into Inequality 1, we get

g t—1 -1 su - A t_la s Tsu
a> Aryr(t —1,n — 1, moum) {1— Tor( 1= L sut) = A7y ( n, T H)]d

k+ Ay m(t—1,n -1, mgus)
k+-A{7’HR(t_17n,7Tbuﬂ') d
kE+ Ay m(t—1,n =1, 7gus)

= AITHR(t - 17” - 177Tsuff) |:

Thus, by recursively defining

k+ Alrg m (t = 1,n, Toug) ] 4

! t = A t S, Tour)) 1= A t—1,n—1,7wg) -
ATy (tn,m) = Apyr (tn, (S, meug)) == ATpr( n Tsutt) |:k+A'/T'HR(t_17n_177TsuH)

)

We have shown, by definition of A7xx, that
Arur(t,n,m,d) = Aryr(t,n,m) - d,

as desired.
We can do an analogous reasoning for the case that the round at the given state is regular, i.e. p; = R.
In this case, the optimal bid by Daria is

bt — ’A'/T’HR(t —-1,n— 177TSUH) - A{T’HR(t - 1anv7rsuff)
® 1+ Ay (t— 1,0 — 1, Tougt)

d, (5)

and the winning condition for Alice in this case is A7y (t,n, 7, d) = Ay r (t, 1, 7) - d, where

14+ A g (t = 1,0, Teum)
T+ Ay (b — 1 — 1, mourt)

A/T’HR(ta n, 7T) - A/T’HR(t’ n, (Ra 7TSUH)) = 'A/T’HR(t -1n-1, WSUH) ’ : (6)
We omit the details of the proofs of these analogous claims.

We now show that the dependence of A%, (t,n,7) on 7 only amounts to the number of special (equiv-
alently, regular) rounds in 7 and not to the internal ordering between the special and regular rounds. That
is, we show the existence of the function A from the theorem statement. Note that this would immedi-
ately imply parts 1 and 2 in the theorem statement, by substituting A%, with A in Inequalities 4 and 6,
respectively. Therefore, this is the only remaining piece of the theorem proof.

To this end, let @ = (p1,...,pt), @ = (p},...,p;) be two different binary strings in {S, R}, with the
same number of special rounds. We need to prove that A%, (t,n,7) = Apyr (8,0, 7).

We first claim that we can assume, without loss of generality, that 7w and 7’ only differ by a single adjacent
switch. In other words, we can assume that there exists some index 1 <7 <t —1 such p; = p} for every
jeA{l,....t}\ {i,i+ 1}, and additionally, one of the following holds:

o (piapi-l-l) = (Rv S) and (p;7p;+l) = (SuR)7 or
o (piapi-l-l) = (Sv ]R) and (p;7p;+l) = (]R,S)



The reason why this is without loss of generality is that between m and 7’ there is a sequence of intermediary
strings such that each two adjacent strings differ by only a single adjacent switch.

To this end, recall that Equations 4 and 6 provide a recursive manner to evaluate A%, .. Note that
in the right-hand side of both of these, all recursive calls to A%, are applied to the suffix binary string
obtained from the input string by removing the first element. The former equation is applied if the first
element of the string is S, and the latter is applied if it is R.

Thus — assuming that 7 and «’ differ by a single adjacent switch and that the divergence between them
occurs at index 1 < i <t —1 — if we take Ay, (t,n,7) and A’y 5 (t,n,7") and evaluate them this way,
then the first ¢« — 1 levels of recursive applications of Equations 4 and 6 are identical in both, producing
the same expression structure. The divergence between the two evaluations happens at the i’th application.
Therefore, denoting 7" = (p;12,...,pt), it is enough to show that

Lemma 1. For all 2 <t and 2 <n <t, we have
‘AITHR(tv n, (Sv Rv T‘JI)) = ‘A{THR(tv n, (Rv Sv T‘—”))
We conclude the proof of the theorem with the proof of the lemma.

Proof. We split the proof to cases. First, if n = ¢ then the claim holds by part 3-(d). We can therefore
assume for the rest of the proof that n < t.

We now add the assumption that 3 < n (so that 1 < n — 2). By applying Equation 4 followed by three
“parallel” applications of Equation 6, we get

’AIT’HR(tv n, (Sv R, ﬂ-”)) =

Arpr(t—1,n—1,(R,7")) - [

k+ Apg g (t— 1,0, (R, 7)) B
E+ Ay m(t—1,n—1,(R,7")) o

1+ A (t—2,n,7"")
1+ Ay g(t—2,n—1, w”)} . b+ Aryr(t—2,n—1,7")- [1+.A/7—:—_:;7(2t 2,n71,7r”):|
L At =2m =200 ]| g A (b= 2,m - 2,77) - | Ehge=inm ]

(7)

Note that the above transitions do not hold when n = ¢, which is why we had to treat that case separately.
Now, by applying Equation 6 followed by three “parallel” applications of Equation 4, we similarly get

%’HR(t - 2,77/ - 277TI/) . |:

’THR

‘A/THR (t7 n, (Rv S, T‘—”)) =

/THR(t—l,n—l,(S,yr”)).[ 1+A7’HR( Ln,(S,m

(
1+‘AT’HR( -1,

))))] _

(S,
k+A (t—2,n,7"")
k+ Aryr(t—=2,n—1,7 } L+ Agyp(t = 2,n = L") |:]€+AITZ—-L:{3Rt_2x"_1;ﬂ'N):|

(
bt Ayt = L4 Ayt = 2,m — 2,7%) - [z )]

(8)
We have verified that the expressions 7 and 8 are indeed equal, using the Wolfram Mathematica software.

Finally, we assume that n = 2. The reason we need to treat this differently is that in this case we have
—2 =0, but A%,z (t—2,0,7") is not defined. Let s be the number of special rounds in 7”. Then, similarly

rur(t—2,n—2,7")- [




to how we obtained Equation 7, we get

A{T’H’R(tvza (SvRaﬂ-”)) =
kot Ay (t = 1,2, (R, 7))
L (t— 1,1, (R, 7)) - IR =
Arur(t = 1,1, (R, 7)) [k—i—A’THR(t—LL(RﬂT”))
_ 1+ AT (t=2,2,7")
k+ A m(t—2,1,7") - {1+A’:zzgt*27117’”)}

ks +(t—1—s)]- k+ks+(t—1-5s) -

Bt lhs+t -2 | Hmmi 220

k+ks+({t—1-5s) ’

[ks+(t—1-9)]- (9)

where here we have also used part 3-(a) from the theorem statement various times. Now, similarly to how
we obtained Equation 8, we get

ITHR(tv 27 (Rv Sv T‘JI)) =

ITHR(t - 1,1, (Sv WI/)) :

1+ Ay (t—1,2, (S,w”))] B
T+ A o (t—1,1,(S,7)]

- ket Ay (t=2,2,7")
14 Ay (t—2,1,7") - [uﬂiwmﬂ]

k(s+1)+(t—1—(s+1))]- T+k(s+ )+ (t—1-(s+1)) N

Lt [ks +t—2— o] - [Bmmlnar) |

I1+k(s+1)+(t—1—-(s+1))

E(s+1)+(t—1—-(s+1))]- (10)

As we did for the proof of the case 3 < n, we have also verified using Wolfram Mathematica that the
expressions 9 and 10 are equal. This concludes the proof of the lemma.
O

O

Observation 1. The proof of Theorem 2 shows that for the sake of winning the game, Daria’s optimal bid
is almost always a fraction of her current budget and does not depend on Alice’s budget (if Daria knows
that Alice’s budget is low enough she could win by bidding less than her optimal prescribed bid, but that
would only affect her leftover budget and not her prospects of winning). The only case where the optimal
bid does depend on Alice’s budget is when ¢ = n, i.e. when Daria has to win all remaining rounds. In that
case Alice might as well bid her entire budget a, and Daria’s best strategy is to bid a + € in regular rounds
and a/k + € in special rounds.

Observation 2. The recursive nature of A calls for a dynamic programming algorithm to compute it. Such
an algorithm would compute A(t,n, s) in O(tn) time, which is practical for realistic values of ¢, n, s. In fact,
the runtime of the algorithm can be reduced to O(sn) or O((t — s)n), due to the boundary conditions for
s =0 and t = s derived in Theorem 2, respectively. See section 6 for numerical details.

Remark 1. Since only the number of remaining special rounds affects A7z and not their interleaving
with the regular rounds, we update the notation of a state from (¢,n,7,d, a) to (t,n,s,d,a) from now on.

Unfortunately, we could not find a closed-form formula for A (despite much effort) and we suspect that
such a formula does not exist. However, we can still analyze the asymptotic behavior of A for some regime
of the parameters. To this end, we first derive lower and upper bounds on A.

10



Theorem 3. Let 1 <t, 1 <n<tand0<s <t such that n —1 <s. Then we have

t+s(k—1)—k(n—-1) < A(tn,s) < t—i—s(k—l)—(n—l)'

n n

Proof. Let t,n, s be as above, and consider the state (¢,n, s,d, a), where d and a are the budgets of Daria and
Alice, respectively. Suppose that, starting from this state and until the end of the game, Daria constantly
bids the same bid b = %. Then, the optimal strategy of Alice is to let Daria win n — 1 special rounds and win
all of the remaining s —n + 1 special and ¢ — s many regular rounds. Therefore, if Alice’s budget a is lower
than %k(s —n+1)+ %(t — 5) then she loses the game. This gives the required lower bound on A(t, n, s).
Now we switch to proving the upper bound. Consider the following strategy by Alice: she bids d/n in
every regular round and kd/n in every special round. To outbid Alice, Daria must spend more than d/n in
every round she wins. Since the total budget of Daria is d, she can win at most n — 1 rounds which is not
enough. Also note that Alice can allow Daria to win n — 1 rounds (which in the worst case are all regular

rounds). Thus Alice wins if her budget is at least (W + %) d. This proves the claim. O

Let TS(t,n,s) = =2+ w be the lower bound from Theorem 3. By the “squeeze” (or “sandwich”)
theorem in calculus, the bounds from the theorem immediately imply the following.

Corollary 1.
TS(t,n,s)

.
S A(t,n,s)

t+(£ﬁl)s
That is, if kn is low enough compared to t + (k — 1)s, the simple strategy by Daria of constantly bidding
d/n performs asymptotically as well as the optimal strategy does, when starting from the state (¢,n, s, d, a).
We remark that for realistic values of t,n, s, k, the expression H(Ziﬁl)s is indeed very small. See section 6
for more details.
Furthermore, this corollary has implications for a probabilistic variant of g;, which we describe in the
next section.

4.2 A Probabilistic Variant of G}

Consider the game g,;p with parameters k,p, T, N, D, A, where k,T, N, D, A are as in G}, and p € [0,1] is
the (known) probability that a given round is special. The different round types are i.i.d., and both players
observe the type of any round only when that round starts. Apart from that, this game is conducted exactly
like G}.

Since T is very large in practice, the probability that the actual (random) number of special rounds is very
different than the (known) expectation is exponentially low due to concentration bounds on the Bernoulli
random variables. Thus, the simple strategy of constantly bidding D/N, as suggested by Corollary 1, is still
approximately optimal with very high probability. In this section we make this intuition precise.

Similarly to G}, the state prior to any round is determined by the tuple (¢,n,d,a). Like the parameter
k, we also omit p from the state description since it is fixed throughout the game’s execution. Note that the
expected number of remaining special rounds starting from state (¢,n,d,a) is tp.

Proposition 1. Consider the game g,i_,p. Let € > 0 and 6 > 0. Let t,n such that % -1l <e

252

TStn.s) _ 1} < e} >1—2e 7.

(such t,n exist by Corollary 1). Then Pr, [ viCEry

Proof. First, we observe that for any = € [[tp — ¢/, [tp + J]], we have

kn - kn
t+(k—1z ~ t+(k-1)(ltp—146])

11



Therefore, for any such x, if s = x then Corollary 1 implies that % — 1| < e. We now use
Hoeffding’s inequality to establish that s € [|[tp — 4], [tp + §]] with probability at least 1 — 2e’¥, and we
are done. O
5 @™ Game

The game G™ is similar to G' and is also parameterized by T, N, D, A. However, unlike G', in the game
G™ there are m block builders in each round which form an inclusion committee. In order for Daria to
win a round, i.e. have her transaction be included in a block, at least one of the builders has to include
Daria’s transaction in that builder’s local “inclusion list”. Builders are myopic: they choose a strategy that
maximizes their expected utility in the current round.

We can model this interaction by specifying payments Daria and Alice offer builders depending on the
number of builders that include Daria’s transaction. We consider anonymous payment rules, i.e. payment
rules that do not depend on builders’ identities. In particular, we assume Daria pays B! in total to the t
builders who include her transaction, for any 0 < ¢ < m (we denote B := 0), and Alice pays C! in total
to the [ builders who do not include Daria’s transaction. Both B! and C' are equally divided between the
includers and the non-includers, respectively.

We consider two natural ways to model competition between Daria and Alice in this setting. In the first
approach, we look at the budget-balanced mechanism, where Daria proposes a total payment of B; in round 1,
independent of the number of builders that include her transaction. All builders that include her transaction
share the payment B; equally. That is, B! = B; is constant for 0 < ¢ < m. Alice’s response is to offer a
fixed payment ¢; to anyone who does not include Daria’s transaction, that is C! = l¢;.

The second approach builds upon the idea of [6]. Daria offers a conditional payment contract of the
following form: in each round i, if exactly one builder includes Daria’s transaction, the builder is paid some
large amount B;. If more than one builder includes her transaction, all including builders are paid some
small amount b; < B;. Builders that do not include her transaction get paid 0. That is, Bf =tb; fort > 1
and B! = B; for t = 1. As before, Alice’s response is to offer a fixed payment ¢; to anyone who does not
include Daria’s transaction, that is C! = le;.

We analyze G under these two mechanisms in the next two sections.

5.1 Analysis of the Budget-Balanced Mechanism

We start by analyzing the behavior of block builders. In particular, we will be analyzing the symmetric Nash
equilibria in this setting, i.e., equilibria in which builders play the same strategy.

Consider some round i. First, if B; < ¢;, implying in particular that each builder gets paid more for not
including as opposed to including Daria’s transaction, then there is a single symmetric equilibrium where all
builders do not include, and Alice wins with probability 1. Next, if B; > m - ¢;, then similarly there is a
single equilibrium where all builders include Daria’s transaction, and Daria wins the round with probability
1. Finally, if ¢; < B; < m-C};, then there is no pure strategy equilibrium of the game G in which all block
builders play the same pure strategy.

Therefore, we look for a symmetric totally-mixed Nash equilibrium solution in which there is some
probability p;, such that each builder includes Daria’s transaction with probability p; and does not include
the transaction with probability 1 — p;. To pin down p;, we need to solve the indifference condition that
the expected utility for some builder obtained from inclusion equals the expected utility from non-inclusion:
Elinclusion] = E[no — inclusion]. The condition is equivalent to:

m—1

m—1\ . B;
(1 —p)™ 1 = 11
}j( ; )px pi)" (1)

J=0

Simplifying the condition using tricks on binomial coefficients gives the equivalent condition:

12



Bi(l — (1 — pi)m) = Mmp;C;. (12)

The probability that Alice wins round 4 is equal to the probability that no block builder includes Daria’s
transaction:
PiA = (1 - pi)m7

and the probability that Daria wins round ¢ is
PP .=1- PA

For the rest of the analysis we assume that in each round the builders play according to the corresponding
symmetric equilibrium.

We now derive a bound on Alice’s budget that is equal to m times the bound from Theorem 1, under
which she can win the entire game G” with certainty.

Theorem 4. If WD < A, then Alice has a strategy with which she wins with certainty.

Proof. Alice applies a similar strategy to the one from the proof of Theorem 1: she always sets ¢; = %.

Note that if B; < %, then Alice wins round ¢ with probability one, and she pays m—J\P in that round. Thus,
if WD < A, then Alice has enough budget to win T'— N + 1 such rounds. However, if B; > %, then

Daria pays more than % if she wins that round. Thus, she cannot win N rounds as that would exceed her
budget. This concludes the proof of the theorem. O

To complement Theorem 4, we derive an almost matching bound to m times the bound in Theorem 1,
under which Daria can win with high probability.

Theorem 5. If A < WD, then Daria has a strategy with which she wins with probability at least
1 — soixy.
26(M)

Proof. Let us assume that A < WD, and consider the following strategy by Daria: in each round
i, she sets B, = B = %. Note that with this strategy Daria can never lose because she ran out of budget,
since she pays at most % when she wins a round and she needs to win N rounds in order to win the entire
game.

To counteract this strategy, in each round Alice either sets a high value for ¢;, which gives a low probability
for Daria to win the round but costs Alice a lot. Or, Alice sets a low value for ¢;, which costs little but
implies a high probability for Daria to win.

Recall that we denote the probability that Daria wins round i by PP. We denote by S = {i | ¢; < B}
the set of rounds where Daria has a positive probability of winning (see the beginning of section 5.1).

Lemma 2. If ¢; < B, then 1 — (%)% < ppP.

Proof. 1f m-c; < B, then, as observed at the beginning of section 5.1, PP = 1 and we are done. We therefore
assume that we are in the regime ¢; < B < m - ¢; in which there is only a single symmetric totally-mixed
Nash equilibrium describing the builders’ behavior.

Let p; be the corresponding probability that a builder includes Daria’s transaction. Then we need to
show that 1 — (%)™ <1—(1—p)™, Whin?h is equivalent to (1 —p;)™ ! < %.

From (12), we have that & = 1=U-p)" Therefore, by plugging in, we need to show (1—p)m 1t <

mp; -
1-(1—p)™

v which is equivalent to

mpi(1—pi)™ 4+ (1 —p)™ < 1.

This indeed holds since the left-hand side is the probability that either a single builder includes Daria’s
transaction or no builder does. O
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Let X; be a Bernoulli random variable, that is equal to 1 if Daria wins round ¢ and 0 if Daria loses it.
Then, Pr[X; =1] = PP. Let X: =), ¢ X; and p:=E(X) =), o PP.
For i € S, Let ¢; be such that ¢; = (1 — ¢;)B. Then,

Ci

B

m

)m :(1—61')7"*1 Sl—ei,

(-p)" < (

where the first inequality holds by Lemma 2 and the last inequality holds since 1 —¢; < 1. Thus, the
probability Daria wins, PP is at least e;.
Consider two cases: First, >, q€¢; > 3N, which implies that 4 > 3N. We apply a Chernoff type bound:

n 2
Pr[X < (1—8)u] <e ', (13)
which holds for any 0 < § < 1. Then, the probability that Daria loses is at most Pr[X < N| which is
equal to Pr[X < (1 — 2)3N] by taking § = 2, and is at most e EFE = e~ from inequality (13).

In the second case, we have Zie g€ <3N. We claim that Daria wins the entire game with certainty
in this case. To this end, let us assume towards contradiction that Alice wins the entire game for some
instantiation of the builders’ behavior, and denote W = {i | Alice won round i}. Then, by definition, we
have |W| > T — N + 1. Note that Alice pays mc; if she wins any round i. Therefore, if Alice wins the entire
game, then she spends at least

chi :chi—i— Z mc;

ieWw i¢s i€eSNW
ZZmB—i- Z m(l—ei)B
i¢s i€SNW
:ZmB—i— Z mB —mB Z €
i¢s i€SNW i€SNW
> Z mB —mB Z €
iEW i€s

>mB(T — N+1)—mB-3N
=mB(T — 4N + 1),
where the first equality holds since for any i ¢ S, Alice wins round ¢ with probability 1. This calculation gives

a lower bound on her budget A. Plugging in B = % in the last expression above gives us A > WD
contradicting the main assumption of the theorem. This concludes the proof. O

)

Remark 2. The proofs of Theorems 4 and 5 specify winning strategies for the corresponding player, which
have two appealing properties. First, they do not depend on the other player’s actions. Second, they are
very simple to calculate.

5.2 Analyis of the Conditional Payment Mechanism

Next, we consider the conditional payment mechanism, and we again start by analyzing the builders’ behavior
in some round ¢. Similarly to the previous section, if B; < ¢;, then there is a single symmetric equilibrium
where all builders do not include Daria’s transaction, i.e. Alice wins with probability 1. If ¢; < b;, then
there is a single symmetric equilibrium where all builders include Daria’s transaction, i.e. Daria wins with
probability 1. If b; < ¢; < B;, then there is no pure symmetric equilibrium. let p; denote the probability
that an individual block builder includes Daria’s transaction. The symmetric totally-mixed Nash equilibrium
indifference condition for a builder is:

(1—p)™ 'Bi+ (1= (1 —p)™ )b = s, (14)
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implying the solution

1
Ci_b’i m—1
1—p; = .
P (Bi—bi)

The probability that Alice wins a round is equal to the probability that no block builder includes Daria’s
transaction:

Ci—bi %
Pz'A ::(1—pi)m:<B__b.) '

and Alice’s expected expenditure is ElA = (1 — p;)mc;. The probability that Daria wins a round is PP :=
1- PZ-A and Daria’s expected expenditure is

EDZ il—im_lB m ﬁl—im_ttbi.
D= mpi(1-pi) +Z(t pi(1 - pi)

t=2

We can obtain the same result in this setting as in Theorem 5.

D(T—4AN+1)m
N

Proposition 2. If A < , then Daria wins with probability at least 1 — ﬁ

D(T—4N+1)m
N

Proof. Let us assume that A < , and consider Daria’s strategy which sets b; = b = 0 and

1
B; =B = % in each round i. In every round ¢ for which ¢; < B we have p;, = 1 — (%) m=1. The proof now
proceeds exactly as the proof of Theorem 5, starting from the point after Lemma 2. O

A result similar to Theorem 4 holds in the conditional payment mechanism case as well, but the proof
gets too complicated and less intuitive.

6 Evaluation

In this section, we discuss the practical implications of our results from previous sections given real world
values for the parameters that define the games G', G{, and G™, and we focus on the case of BoLD [2], the
new dispute resolution protocol for Arbitrum, which has been deployed on Ethereum mainnet on February
12th, 2025.

The one week challenge period in BoLD corresponds to about 7' = 50000 blocks/rounds, since a new
block on Ethereum is created every 12 seconds. As discussed in the introduction, it is estimated that around
2% of the proposers use default software to decide which transactions get included in their blocks. In other
words, around s = 1000 rounds are special.

The block gas limit is 30M gas units at the time of writing, but there is a strong willingness to raise it
to 36 M [1]. A single BoLD transaction by the defender takes up about 0.5M gas units. Thus, in order to
censor a defender’s transaction in a special round, the adversary would need to submit at least 29.5M gas
units worth of transactions, each of which is specified with a priority fee per gas unit that is higher than the
priority fee per gas unit specified by the defender.

Therefore, we estimate the parameter k for the special rounds of Section 4 to be about 60, and soon to be
increased to about 72. The maximum number of transactions that an honest party needs to post in a BoLD
challenge is around n = 60. Let us assume that the attacker can steal all bridged assets from the optimistic
rollup, if she manages to confirm the wrong claim about the rollup state. In the case of Arbitrum, that
would amount to around $10B worth of assets, which gives an estimate for A. To guarantee security against
censorship, Theorem 1 suggests that the defender’s budget D should be at least $12M, in the absence of
special rounds.

For the special round variant, the value A(50000, 60, 1000) is approximately equal to 1786. Therefore,
Theorem 2 implies that D should be at least $5.6M in order to be secure against censorship.

For these t,n, s, the lower bound from Theorem 3, T'S(t,n, s) for s > n — 1 approximates A(t,n, s) by
98.5%. i.e. T7§ ~ 0.985. However, for some parameter instantiations, this bound is not a good approximation.
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For example, when s and n are close, % can reach 35.1%. An example of this is t = 214, s = n = 57 and

k = 25. Then, A(t,n,s) = 9.1 whereas T'S(¢t,n,s) = 3.19. The upper bound derived from Theorem 3 is
equal to 26.8. This means that none of the bounds come close to the optimal value, A. The reason for this
is that the value kn is significant compared to ¢ and s.

With m block builders, the required value for D is simply lowered by a factor of m. A reasonable value
for multiple proposers or FOCIL committee members is around 20, hence the required defender’s budget is
in the order of sub million.

7 Conclusion

This paper studies economic censorship on blockchains, in scenarios that require multiple sequential trans-
actions to be posted by the honest party, a prominent example being fraud proof systems for optimistic
rollups. In three different settings, we derive bounds on the ratio between the budgets of the attacking and
defending parties under which one of them can guarantee victory in the censorship game.

All the analysis in the paper is based on priority fees which resemble auction bids. However, Ethereum
also uses base fees to charge for transactions, in order to handle congestion. Since the base fee grows
exponentially when consecutive blocks are filled, it is not a sustainable strategy for the attacker to outbid
the defender for too long in consecutive special rounds. However, some mixture of priority fee outbidding
and base fee manipulation might prove to be a useful tactic for the attacker. This is unclear and we suggest
to incorporate base fee dynamics into the model for future work.

Another potential future direction is to model a setting in which the attacking party can initiate multiple
challenge games in parallel, each of them at a (high) cost. Arbitrum BoLD is an example of a challenge
protocol that allows this. Doing this increases the number of transactions the defending party might need
to post sequentially, but this comes at a cost for the attacker, who would need to place a large deposit for
each game.
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