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Abstract

Deep neural networks are known to be vulnerable
to well-designed adversarial attacks. Although
numerous defense strategies have been proposed,
many are tailored to the specific attacks or tasks
and often fail to generalize across diverse sce-
narios. In this paper, we propose Tensor Network
Purification (TNP), a novel model-free adversarial
purification method by a specially designed tensor
network decomposition algorithm. TNP depends
neither on the pre-trained generative model nor
the specific dataset, resulting in strong robustness
across diverse adversarial scenarios. To this end,
the key challenge lies in relaxing Gaussian-noise
assumptions of classical decompositions and ac-
commodating the unknown distribution of adver-
sarial perturbations. Unlike the low-rank represen-
tation of classical decompositions, TNP aims to
reconstruct the unobserved clean examples from
an adversarial example. Specifically, TNP lever-
ages progressive downsampling and introduces
a novel adversarial optimization objective to ad-
dress the challenge of minimizing reconstruction
error but without inadvertently restoring adver-
sarial perturbations. Extensive experiments con-
ducted on CIFAR-10, CIFAR-100, and ImageNet
demonstrate that our method generalizes effec-
tively across various norm threats, attack types,
and tasks, providing a versatile and promising
adversarial purification technique.

1. Introduction

Deep neural networks (DNNs) have achieved remarkable
success across a wide range of tasks. However, DNNs
have been shown to be vulnerable to adversarial examples
(Szegedy et al., 2014; Goodfellow et al., 2015), which are

generated by adding small, human-imperceptible perturba-
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tions to natural images but completely change the prediction
results to DNNGs, leading to disastrous implications. The vul-
nerability of DNNs to such examples highlights the signifi-
cance of robust defense mechanisms to mitigate adversarial
attacks effectively.

Since then, numerous methods have been proposed to de-
fend against adversarial examples. Notably, adversarial
training (AT, Goodfellow et al., 2015) typically aims to
retrain DNNs using adversarial examples, achieving robust-
ness over seen types of adversarial attacks but performing
poorly against unseen perturbations (Laidlaw et al., 2021;
Dolatabadi et al., 2022). Another class of defense methods
is adversarial purification (AP, Yoon et al., 2021), which
leverages pre-trained generative models to remove adversar-
ial perturbations and demonstrates better generalization than
AT against unseen attacks (Nie et al., 2022; Lin et al., 2024).
However, AP methods rely on pre-trained models tailored
to specific datasets, limiting their transferability to different
data distributions and tasks. Thus, both mainstream tech-
niques face generalization challenges: AT struggles with
diverse norm threats, and AP with task generalization, re-
stricting their applicability to broader scenarios.

To tackle these challenges, we propose a novel model-free
adversarial purification method by a specially designed ten-
sor network decomposition algorithm, termed Tensor Net-
work Purification (TNP), which bridges the gap between
low-rank tensor network representation with Gaussian noise
assumption and removal of adversarial perturbations with
unknown distributions. As a model-free optimization tech-
nique (Oseledets, 2011; Zhao et al., 2016), TNP depends
neither on any pre-trained generative model nor specific
dataset, enabling it to achieve strong robustness across di-
verse adversarial scenarios. Additionally, TNP can eliminate
potential adversarial perturbations for both clean or adversar-
ial examples before feeding them into the classifier (Yoon
et al., 2021). As a pre-processing step, TNP can defend
against adversarial attacks without retraining the classifier
model or pretraining the generative model. Moreover, since
our method is an algorithm applied to input examples only
and has no fixed model parameters, it is more difficult to be
attacked by existing black or white box adversarial attack
techniques. Consequently, benefiting from the aforemen-
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tioned advantages, it is evident that TN-based AP methods
represent a highly promising direction, offering the trans-
ferability to be effectively applied across a wide range of
adversarial scenarios.

The existing TN methods are particularly favorable for im-
age completion and denoising when the noise is sparse or
follows Gaussian distribution as long as it can be modeled
explicitly. However, the distribution of well-designed adver-
sarial perturbations fundamentally differs from such noises
and often aligns with the statistics of the data (Ilyas et al.,
2019; Allen-Zhu & Li, 2022). Consequently, these pertur-
bations behave more like features than noise, making them
challenging to be modeled explicitly and prone to being
inadvertently reconstructed. To address this issue, we first
explore the distribution changes of perturbations during the
optimization process and initially mitigate the impact of per-
turbations by progressive downsampling. Correspondingly,
we propose an algorithm for TN incremental learning in a
coarse-to-fine manner. Furthermore, a novel adversarial op-
timization objective is proposed to address the challenge of
minimizing reconstruction error but without inadvertently
restoring adversarial perturbations. Unlike classical TN,
given an adversarial example, TNP prevents naive low-rank
representation of the input and encourages the reconstructed
examples to approximate the unobserved clean examples.

We empirically evaluate the performance of our method by
comparing it with AT and AP methods across attack settings
using multiple classifier models on CIFAR-10, CIFAR-100,
and ImageNet. The results demonstrate that our method
achieves state-of-the-art performance with robust general-
ization across diverse adversarial scenarios. Specifically,
our method achieved a 26.45% improvement in average ro-
bust accuracy over AT across different norm threats, a 9.39%
improvement over AP across multiple attacks, and a 6.47%
improvement over AP across different datasets. Further-
more, in denoising tasks, our method effectively removes
adversarial perturbations while preserving consistency be-
tween the reconstructed clean example and the reconstructed
adversarial example. These results collectively underscore
the effectiveness and potential of our proposed method. In
summary, our contributions are as follows:

* We introduce a model-free adversarial purification
framework based on tensor network representation,
which eliminates the need for training a powerful gener-
ative model or relying on specific dataset distributions,
making it a general-purpose adversarial purification.

* Based on our analysis of the distribution changes of ad-
versarial perturbations during optimization, we propose
anovel adversarial optimization objective for coarse-to-
fine TN representation learning to prevent the restora-
tion of adversarial perturbations.

* We conduct extensive experiments on various datasets,
demonstrating that our method achieves state-of-the-art
performance, especially exhibiting robust generaliza-
tion across diverse adversarial scenarios.

2. Related Works

Adversarial robustness  To defend against adversarial at-
tacks, researchers have developed various techniques aimed
at enhancing the robustness of DNNs. Goodfellow et al.
(2015) propose AT technique to defend against adversarial
attacks by retraining classifiers using adversarial examples.
In contrast, AP methods (Shi et al., 2021; Srinivasan et al.,
2021) aim to purify adversarial examples before classifica-
tion without retraining the classifier. Currently, the most
common AP methods (Nie et al., 2022; Bai et al., 2024)
rely on pre-trained generative models as purifiers, which
are trained on specific datasets and hard to generalize to
data distributions outside their training domain. Lin et al.
(2024) propose applying AT technique to AP, optimizing
the purifier to adapt to new data distributions. Although our
framework employs AP strategy, it fundamentally deviates
from these works as we develop a model-free framework
that relies solely on the information of the input example
for adversarial purification, without requiring any additional
priors from pre-trained models or training the purifiers.

Tensor network and TN-based defense methods Ten-
sor network (TN) is a classical tool in signal processing,
with many successful applications in image completion and
denoising (Kolda & Bader, 2009; Cichocki et al., 2015).
Compared to traditional TN methods such as TT (Oseledets,
2011) and TR (Zhao et al., 2016), we employ the quantized
technique (Khoromskij, 2011) and develop a coarse-to-fine
strategy. Recently, PuTT (Loeschcke et al., 2024) also em-
ploys a coarse-to-fine strategy, aiming to achieve better
initialization for faster and more efficient TT decomposition
by minimizing the reconstruction error. In comparison, our
method progresses from low to high resolution, explicitly
targeting perturbation removal and analyzing the impact
of downsampling on perturbations. Furthermore, we pro-
pose a novel optimization objective that goes beyond simply
minimizing the reconstruction error, focusing instead on
preventing the reappearance of adversarial perturbations.

With the growing concern over adversarial robustness, a line
of work has attempted to leverage TNs as robust denoisers to
defend against adversarial attacks. In particular, Yang et al.
(2019) reconstruct images and retrain classifiers to adapt to
the new reconstructed distribution. Entezari & Papalexakis
(2022) analyze vanilla TNs and show their effectiveness in
removing high-frequency perturbations. Additionally, (Bhat-
tarai et al., 2023) extend the application of TNs beyond data
to include classifiers, a concept similar to the approaches of
(Rudkiewicz et al., 2024; Phan et al., 2023). Furthermore,
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Figure 1. Compare the adversarial perturbations in the downsampled images. (a) The distribution changes of adversarial perturbations
during downsampling process. More results are shown in Appendix G. (b) The KL divergence histogram of adversarial perturbations.

(Song et al., 2024) employ training-free techniques while
incorporating ground truth information to defend against
adversarial attacks. However, the aforementioned methods
rely on additional prior or are limited to specific attacks. In
this paper, we aim to achieve robustness solely by optimiz-
ing TNs themselves, establishing them as a plug-and-play
and promising adversarial purification technique.

3. Backgrounds

Notations Throughout the paper, we denote scalars, vec-
tors, matrices, and tensors as lowercase letters, bold lower-
case letters, bold capital letters, and calligraphic bold capital
letters, e.g., x, x, X and X, respectively. A D-order tensor
tensor is an D-dimensional array, e.g., a vector is a 1st-order
tensor and a matrix is a 2nd-order tensor. For a D-order
tensor X € R/ *Ip we denote its (i1, ... ,ip)-th entry
as xj, where i = (41, .. .,ip). Following the conventions in
deep learning, we treat images as vectors, e.g., input exam-
ple x;,, clean example z;,,, adversarial example x4, and
reconstructed example y.

Tensor network decomposition Given a D-order tensor
X € RIvxXIp tensor network decomposition factorizes
X into D smaller latent components by using some prede-
fined tensor contraction rules. Among tensor network de-
compositions, Tensor Train (TT) decomposition (Oseledets,
2011) enjoys both quasi-optimal approximation as well as
the high compression rate of large and complex data tensors.
In particular, a D-order tensor X € R1%--*10 hag the TT
format as 2; = A} A? ... AP, where A} € Rra-1xre,
for d € [D] and iq € [lg]. Then, (1,71,...,74-1,1)
is the TT rank of X. For simplicity, we denote X =
TT(A!,..., AP). When each dimension I, of X is large,
quantized tensor train (QTT, Khoromskij, 2011) becomes
highly efficient, which splits each dimension in powers of
two. For example, a 2 x 2 image can be rearranged into

a more expressive and balanced D-order tensor. For brevity,
hereafter, a 2P x 2P image x p shall be called a resolution
D image, whose quantized tensoris X p = Q(zp).

4. Method

Tensor network (TN) is a classical tool in signal process-
ing, with many successful applications in image completion
and denoising. By leveraging the ¢5-norm as the primary
optimization criterion, which aligns well with the statistical
properties of a normal distribution, these methods (Phan
et al., 2020; Loeschcke et al., 2024) have demonstrated
strong capabilities in removing Gaussian noise.

However, the distribution of well-designed adversarial per-
turbations is essentially different from Gaussian noise and
cannot be modeled explicitly (Ilyas et al., 2019; Allen-Zhu
& Li, 2022), thereby challenging the conventional assump-
tions of TN-based denoising methods, leading to ineffec-
tiveness on adversarial purification for & ,4,,. To minimize
the 1oss ||£qdy — TN(Zadv)||2, TN decompositions fit all
feature components of 4, , including the adversarial per-
turbations. However, in the presence of adversarial attacks,
we aim to restore unobserved x ., from the input x4, that
is: TN(Z4dy) & X1y, rather than .4, .

Based on the above analysis, it is crucial to overcome two
challenges in designing an effective TN method:

Q1. How can we transform the distribution of non-
specific perturbations into well-known distributions?

Q2. How can we avoid overly constraints of reconstruc-
tion error from inadvertently restoring those perturbations?

To address these two issues, we explore how adversarial
perturbations evolve when using average pooling as down-
sampling. Intuitively, the central limit theorem suggests
that as an image is progressively downsampled, aggregated
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perturbations begin to resemble a normal distribution. Thus,
even an {y-based penalty becomes effective in suppressing
the perturbations at lower resolutions.

However, while this insight helps suppress perturbations
at lower resolutions, there remains the challenge of recon-
structing the full-resolution image. When upsampling and
further optimizing using ||Zq4y — TN(Zadv)||2, the pertur-
bations will still be restored. This connects with our second
question, for which we design a new optimization objective.

4.1. Downsampling using average pooling

An intuitive explanation for why downsampling aids in per-
turbation removal can be derived from the Central Limit
Theorem (CLT, Grzenda & Zieba, 2008). When an image is
downsampled by average pooling, the random components
(e.g., pixel-level noise or minor adversarial perturbations)
within those pooling patches are aggregated. We hypothe-
size that, given an adversarial example x4, , downsampling
the x,4, from its original resolution D to a lower resolu-
tion D — 1 will smooth out the adversarial perturbations.
As the downsampling process progresses further, the dis-
tribution of the aggregated adversarial perturbations in the
low-resolution image « p_; is expected to converge toward
a normal distribution, as illustrated in Figure la.

To investigate this hypothesis in real datasets, we compute
the KL divergence between the histograms of adversarial
perturbations and the Gaussian distributions with the same
sample mean and variance across 512 images from Ima-
geNet. As shown in Figure 1b, the distribution of those per-
turbations progressively aligns with that of Gaussian noise
as the downsampling process progresses. Additionally, to
further support our hypothesis of using the average pool-
ing, we compare the influence of different downsampling
methods, as discussed in Appendix A.

4.2. Tensor network purification

Building upon our downsampling-based intuition, we de-
sign a coarse-to-fine process and adopt PuTT (Loeschcke
et al., 2024) as our base model, which employs progressive
downsampling for better initialization of QTT cores. The
workflow of tensor network purification (TNP) for classifica-
tion tasks is illustrated in Figure 2, where the quantized X =
Q(z), TT decomposition X ~ Y = TT(A!,..., AP), and
reconstruction y = Q' () processes are depicted.

Initially, the 2P x 27 input example z  (potentially adver-
sarial example x,4, or clean example z.;,,), whose quan-
tized version is a D-order tensor X p, is first downsampled
to a resolution D — [ example £ p_;, corresponding to a
(D — 1)-order tensor X ;. The QTT cores of X p_; are
optimized by PuTT via backpropagation within a standard
reconstruction error ||Zp—; — yp—i||]2. Once the approx-
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Figure 2. Illustration of tensor network purification.

imation of X' p_; is stabilized, the prolongation operator
P p_i41 is applied to the QTT format of X p_;, producing
a (D — 1+ 1)-order tensor Pp_; 11X p_;. Additionally,
we define the linear function P,4(+) acts on the image level,
with the effect of upsampling from resolution d — 1 to d,
details in Appendix B.2. This serves as an initialization to
find the optimal QTT cores of X p_; 1 and reconstructed
downsampled example yp_;.

Next, the input example x p is once again downsampled to a
resolution D — [ + 1 example £ p_; 1. However, this time,
the QTT cores of X p_;; 1 are optimized using the adver-
sarial optimization objective within a novel loss function
as shown in Eq. (1). Similarly, once the approximation of
X p_;4+1 stabilizes, the upsampling operation is performed.
This process is repeated iteratively until reaching the QTT
approximation Y p of the original resolution X p.

Finally, tensor network purification (TNP) can purify the
potential adversarial examples (€., Or &4, ) before feeding
them into the classifier model f, e.g., f(TNP(z.,)) =
f(TINP(244,)) = y, where y is the ground truth. As a plug-
and-play module, TNP can be integrated with any classifiers.

4.3. Adversarial optimization process

Following the coarse-to-fine process, despite the downsam-
pling with average pooling and subsequent PuTT at lower
resolutions can mitigate adversarial perturbations, the other
challenge arises upon reconstructing the example at the orig-
inal resolution, where minimizing standard reconstruction
error will inevitably restore those perturbations.

Unlike traditional reconstruction tasks, in the context of
adversarial attacks, we can only observe the adversarial
example z,4,, while the goal is to reconstruct a “clean” ver-
sion y closing to the unobserved clean example x.;,,. To
bridge the gap between x4, and x.;,, we propose a new
optimization objective that introduces an auxiliary variable
4 by inner maximization. Additionally, we leverage a recon-
structed downsampled example as a crucial prior to guide
the approximation toward & .;;,.
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Algorithm 1 Adversarial optimization process.

Input: Example x4, number of iterations 7, inner maxi-
mization steps IV, scale « and 7, learning rate 8
Output: Reconstructed examples y4
Initialize § < Pg(ya—1)
fort=1,2,...,T do
Initialize 6 < 0
forn=1,2,...,Ndo
£ Ladv(:{/ + 6,$d)
0 < clip(é + asign(Vyl), —n,n)
end for
0" «clip(y +4,0,1) — g
Gradient descent based on loss in Eq. (1):
Yy y— BVl
end for
returny,; < 9y

Here, we outline the optimization procedure for x4, which
corresponds to the gray box in Figure 2. Formally, given
the resolution d example x4, we attempt to obtain the re-
constructed example y4 by performing gradient descent on
optimization loss functions of

L(x4,y,6") = |lza — @+ 6)]2 + |[Pa(ya—1) — 9ll2,

s.t. 8" = arg max Luq,(§ + 6,24),
lI8ll<n

(1)
where d € [D — [ + 1, D] and 7 is a scale hyperparameter.

The auxiliary variable §* is determined through an inner
maximization process that utilizes a non-convex loss func-
tion L,4,. We employ a perceptual metric, structural simi-
larity index measure (SSIM, Hore & Ziou, 2010), as L4, to
explore more potential solutions and better handle complex
perturbation patterns. While 6™ does not exactly represent
the true adversarial perturbation, bounding ||d|] < 7 can
partially ensure that the misalignment between y and x4,
remains controlled, effectively ensuring that y does not sim-
ply collapse into the adversarial example &4, .

However, also since §* does not represent the true perturba-
tion, minimizing ||, — (§+d™)||2 may not yield the desired
clean reconstructed example. To address this limitation, we
introduce a second loss term ||Pg(y4—1) —9||2. Specifically,
we utilize the reconstructed downsampled example y;_1 as
an additional prior constraint to aid in approximating the
Z ., ). Building upon the observations in Figure 1, we start
from the resolution D—[ example 2 p_;, optimized by PuTT,
and then perform upsampling to the higher resolution to pro-
duce a “clean-leaning” reference, which nudges y toward
a less perturbed distribution. Although the clean example
I, cannot be obtained as a prior for the optimization, we
devise a clever way to provide a surrogate prior and guide
the optimization process. The detailed algorithm of our
adversarial optimization process is shown in Algorithm 1.

5. Experiments

In this section, we conduct extensive experiments on CIFAR-
10, CIFAR-100, and ImageNet across various attack settings
to evaluate the performance of our method. The classifica-
tion results demonstrate that the proposed method achieves
state-of-the-art performance and exhibits strong general-
ization capabilities. Specifically, our method achieved a
26.45% improvement in average robust accuracy over AT
across different norm threats, a 9.39% improvement over AP
across multiple attacks, and a 6.47% improvement over AP
across different datasets. Next, we investigate the effective-
ness of adversarial perturbation removal in denoising tasks
using the existing tensor network decomposition methods.
Among these, only our method successfully removes adver-
sarial perturbations while preserving consistency between
the reconstructed clean example and the reconstructed ad-
versarial example. These results collectively highlight the
effectiveness and potential of our proposed method.

5.1. Experimental setup

Datasets and model architectures We conduct exten-
sive experiments on CIFAR-10, CIFAR-100 (Krizhevsky
et al., 2009) and ImageNet (Deng et al., 2009) to empir-
ically validate the effectiveness of the proposed methods
against adversarial attacks. For classification tasks, we uti-
lize the pre-trained ResNet (He et al., 2016) and WideRes-
Net (Zagoruyko & Komodakis, 2016) models. For denois-
ing tasks, we employ Tensor Train (TT, Oseledets, 2011),
Tensor Ring (TR, Zhao et al., 2016), quantized technique
(Khoromskij, 2011) and PuTT (Loeschcke et al., 2024).

Adversarial attacks We evaluate our method against Au-
toAttack (Croce & Hein, 2020), a widely used benchmark
that integrates both white-box and black-box attacks. Addi-
tionally, following the guidance of Lee & Kim (2023), we
utilize projected gradient descent (PGD, Madry et al., 2018)
with expectation over time (EOT, Athalye et al., 2018) for a
more comprehensive evaluation.

Due to the high computational cost of evaluating methods
with multiple attacks, following the guidance of Nie et al.
(2022), we randomly select 512 images from the test set
for robust evaluation. All experiments presented in the
paper are conducted by NVIDIA RTX A5000 with 24GB
GPU memory, CUDA v11.7 and cuDNN v8.5.0 in PyTorch
v1.13.11 (Paszke et al., 2019). More details in Appendix C.

5.2. Comparison with the state-of-the-art methods

In this section, we evaluate our method for defending against
AutoAttack [, and 5 threats (Croce & Hein, 2020; Croce
etal., 2021) and compare it with the state-of-the-art methods
under all adversarial settings listed in RobustBench. Tables 1
to 4 present the performance of various defense methods
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Table 1. Standard and robust accuracy against AutoAttack [
threat (¢ = 8/255) on CIFAR-10. ("the methods use additional
synthetic images. *use robust classifer (Cui et al., 2024).)

Table 3. Standard and robust accuracy against AutoAttack [
threat (¢ = 8/255) on CIFAR-100 using WideResNet-28-10 clas-
sifier. ("the methods use additional synthetic images.)

Extra Standard ~ Robust Extra Standard Robust
Defense method data Acc. Acc. Defense method data Acc. Acc.
Zhang et al. (2020) v 85.36 59.96 Hendrycks et al. (2019) v 59.23 28.42
Gowal et al. (2020) v 89.48 62.70 Debenedetti et al. (2023) v 70.76 35.08
. T
Rebuffi et al. (2021) xt 87.33 61.72 Wang et al. (2023) xt 7522 42,67
Gowal et al. (2021) x 88.74 66.11 Pang et al. (2022) % 63.66 31.08
Wang et al. (2023) x T 93.25 70.69 Jia et al. (2022) X 67.31 31.91
Peng et al. (2023) x T 93.27 71.07 Cui et al. (2024) X 65.93 32.52
Cui et al. (2024) x T 92.16 67.73 Ours X 62.30 44.34
Nie et al. (2022) X 89.02 70.64
Xlzfrllg Ztt 221111- ((22%22%‘)) § gggi ;:},(1)55; Table 4. Standard and robust accuracy against AutoAttack oo
Linget al. 62024) % 9():62 72:85 threat (¢ = 4/255) on ImageNet using ResNet-50 classifier.
Ours X 82.23 55.27
Ours* X 91.99 72.85 Def thod Extra  Standard  Robust
ctense metho data Acc. Acc.
) Engstrom et al. (2019) X 62.56 31.06
Table 2. Standard and robus} accuracy against AutoAttack /o threat Wong et al. (2020) X 55.62 26.95
(e = 0.5) on CIFAR-10. ("the methods use additional synthetic Salman et al. (2020) X 64.02 37.89
images. *use robust classifer (Cui et al., 2024).) Bai et al. (2021) X 67.38 35.51
Nie et al. (2022) X 67.79 40.93
Chen & Lee (2024) X 68.76 40.60
Defense method %);ttga Stilcczfrd RXEB.H Ours X 65.43 42.77
Augustin et al. (2020) v 92.23 77.93
Gowal et al. (2020) v 94.74 80.53 significant improvement in the robust accuracy observed in
Rebuffi et al. (2021) x| 91.79 78.32 Ours™. Moreover, compared to the used robust classifier,
Ding et al. (2019) X 38.02 67.77 our method futher improves the robust accuracy by 5.12%.
Nie et al. (2022) % 91.03 78.58 These results are consistent across multiple datasets and
Ours X 82.23 68.16 norm threats, confirming the effectiveness of our method
Ours* X 91.99 79.49

against AutoAttack [, (e = 8/255) and l5 (e = 0.5) threats
on CIFAR-10, CIFAR-100 and ImageNet datasets. Overall,
the highest robust accuracy achievable by our method is
generally on par with the current state-of-the-art methods
without using extra data (the dataset introduced by Carmon
et al. (2019)). Specifically, compared to the second-best
method, our method improves the robust accuracy by 1.67%
on CIFAR-100, by 1.84% on ImageNet, and the average
robust accuracy by 0.36% on CIFAR-10.

However, due to the overfitting of WideResNet-28-10
trained on the limited data available in CIFAR-10, we ob-
serve that the results of Ours struggle to reach state-of-
the-art performance, consistent with findings from other
AT methods. To address this issue, these methods incor-
porate additional synthetic data to train a robust classifier.
Following this, we conduct experiments using the robust
classifier trained by Cui et al. (2024), which utilizes an ad-
ditional 20M synthetic images in training. This leads to a

and its potential for defending against adversarial attacks.

5.3. Generalization comparison across various scenarios

As previously mentioned, the existing defense methods are
often criticized for their lack of generalization across dif-
ferent norm threats, attacks, and datasets. In this section,
we evaluate the performance of our method under various
settings to demonstrate its generalization capability.

Results analysis on different norm-threats: Table 6 shows
that AT methods (Laidlaw et al., 2021; Dolatabadi et al.,
2022) are limited in defending against unseen attacks and
can only effectively against the specific attacks they are
trained on. The intuitive idea is to apply AT across all
norm threats or develop more general constraints to obtain a
robust model. However, training such a model is challenging
due to the inherent differences among various attacks. In
contrast, AP methods (Nie et al., 2022; Lin et al., 2024)
exhibit strong generalization, effectively defending against
unseen attacks. The results demonstrate that our method also
possesses strong generalization capabilities against unseen
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Table 5. Standard accuracy (SA) and robust accuracy (RA) against AutoAttack I (€ =
8/255) threat on CIFAR-10 and CIFAR-100 with WideResNet-28-10 classifier. The

pre-trained generative model used in AP is trained on CIFAR-10.

~
I=)

o
=]

CIFAR-10 _ CIFAR-100 Ave. E sof [ == rooreon
Defense method S || —— Autorttack
SA° RA SA RA SA RA <,
Standard Training ~ 94.78 0.00 81.86 0.00 88.32 0.00 N ekt ol
AT (Cuietal., 2024) 92.16 67.73 73.85 39.18 83.01 53.46 ‘ — —
AP (Nieetal., 2022) 89.02 70.64 38.09 33.79 63.56 52.22 , ,
Ours* 91.99 72.85 7148 4453 8174 58.69 Figure 3. Comparison of robust accuracy

against PGD+EOT and AutoAttack.

Table 6. Standard accuracy and robust accuracy against AutoAt-
tack lo (¢ = 8/255) and AutoAttack l> (¢ = 1.0) threats on
CIFAR-10 with standard ResNet-50 classifier.

Type  Defense method SA M

AAl, AAl,

Standard Training 94.8 0.0 0.0
Training with [ 86.8 49.0 19.2

AT Training with [y 85.0 39.5 47.8
Laidlaw et al. (2021) 82.4 30.2 349
Dolatabadi et al. (2022) 83.2 40.0 339

AP Nie et al. (2022) 88.2 70.0 70.9
Lin et al. (2024) 89.1 71.2 73.4

Ours 88.3 73.2 67.0

attacks, achieving performance close to the state-of-the-art
AP methods while significantly outperforming the existing
AT methods. Specifically, compared to the best AT method,
our method improves average robust accuracy by 26.45%.

Results analysis on multiple attacks: Figure 3 shows
the comparison of robust accuracy against PGD+EOT and
AutoAttack with [, (e = 8/255) threat on CIFAR-10 with
WideResNet-28-10. When facing different attacks within
the same threat, AT methods (Gowal et al., 2020; 2021; Pang
et al., 2022) exhibit better generalization than AP methods
(Yoon et al., 2021; Nie et al., 2022; Lee & Kim, 2023).
Typically, robustness evaluation is based on the worst-case
results of the robust accuracy. Under this criterion, our
method outperforms all AT and AP methods. Furthermore,
compared to the state-of-the-art AP method on both attacks,
our method improves the average robust accuracy by 9.39%.

Results analysis on different datasets: Table 5 shows the
generalization of the methods across different datasets. As
previously mentioned, the existing AP methods typically
rely on the specific datasets. When a pre-trained generative
model trained on CIFAR-10 is applied to adversarial robust-
ness evaluation on CIFAR-100, both standard accuracy and
robust accuracy on CIFAR-100 drop significantly. This oc-
curs because the pre-trained generative model can only gen-
erate the data it has learned. Although the input examples

originate from CIFAR-100, the generative model attempts
to output one of the ten classes from CIFAR-10, severely
distorting the semantic information of the input examples
and leading to low classification accuracy. In contrast, TN-
based AP methods rely solely on the input examples rather
than prior information learned from large datasets, allowing
them generalize effectively across different datasets. The
results demonstrate that our method exhibits strong gener-
alization across different datasets, achieving comparable
robust performance on CIFAR-100 as on CIFAR-10. Specif-
ically, compared to the AP method (Nie et al., 2022), our
method improves the average robust accuracy by 6.47%.

5.4. Denoising tasks

In this section, we evaluate the effectiveness of our method
on non-classification tasks through visual comparisons and
various quantitative metrics.

Visualization results analysis: Figure 4 shows the visual
comparison of the denoising task on ImageNet. The top row
in (a) displays the input clean example (CE), and its corre-
sponding reconstructed clean examples (rec. CE) generated
by PuTT and our proposed method, while (b) displays the
reconstructed adversarial examples (rec. AE) for the in-
put adversarial example (AE). Additionally, we create error
maps to highlight differences, as shown at the bottom of
Figure 4: (a) between the rec. CEs and the input CEs, and
(b) between the rec. AEs and the rec. CEs. The results
indicate that while our method does not match PuTT in
reconstructing CEs, it significantly outperforms PuTT in
removing adversarial perturbations from AEs.

Specifically, when processing CEs, the reconstructed exam-
ples generated by PuTT are almost identical to the origi-
nal ones, whereas our method is slightly less effective in
restoring some details. However, when processing AEs, the
reconstructed examples from PuTT remain consistent with
the original ones, leading to the preservation of adversarial
perturbations, as highlighted in Figure 4b. In contrast, our
method better removes those perturbations, ensuring that the
rec. AEs and the rec. CEs retain similar information. More-
over, we evaluate the necessity of the second term in Eq. (1),
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Original image

Rec. image
(PuTT)

(a) Clean example

Rec. image
(Ours, w/o prior)

Rec. image
(Ours)

Original image Rec. image
(PuTT)

(b) Adversarial example

Rec. image
(Ours, w/o prior)

Rec. image
(Ours)

Figure 4. Visual comparison of the denoising task. Top: the original image and corresponding reconstructed image for (a) the clean
example and (b) the adversarial example, using PuTT and our proposed method. Bottom: the error maps are created (a) between the rec.
clean example and the original clean example, as well as (b) between the rec. adversarial example and the rec. clean example.

Table 7. Performance comparison of various methods on the denoising task. We evaluate the accuracy, NRMSE, SSIM and PSNR metrics
using clean examples and adversarial examples on CIFAR-10. Additionally, we compare the differences between rec. AEs and rec. CEs.

Defense CLN: CEs & rec. CEs ADV: AEs & rec. AEs REC: rec. CEs & rec. AEs
method Acc. NRMSE SSIM PSNR Acc. NRMSE SSIM PSNR NRMSE SSIM PSNR
Standard 94.73 - - - 0.00 - - - - - -
TT 87.30 0.0507 0.9526 31.14 36.13 0.065 0.8977 28.99 0.0267 0.9790 39.10
TR 9434 0.0171 0.9938 40.58 0.98 0.0464 0.9210 31.91 0.0322 0.9598 35.51
QTT 84.57 0.0613 09253 2949 5156 0.0724 0.8808 28.06 0.0233 0.9855 39.88
QTR 83.40 0.0613 0.9254 2949 4941 0.0724 0.8785 28.06 0.0231 0.9853 39.96
PuTT 80.86 0.0626 0.9261 29.32 44.14 0.0742 0.8787 27.84 0.0311 09770 38.03
Ours 82.23  0.0644 09203 29.06 55.27 0.0748 0.8707 27.77 0.0218 0.9863 40.37

which serves as a surrogate prior constraint to optimize
the reconstructed examples toward the clean data distribu-
tion. As observed, removing this constraint eliminates prior
information from the optimization process, increasing the
likelihood of significant deviation in the wrong direction.

Quantitative results analysis: Table 7 shows the quantita-
tive results of the denoising task for AEs and CEs of CIFAR-
10. We compare our method with existing tensor network
decomposition methods, including TT, TR, QTT, QTR, and
PuTT. While our method does not achieve the best denoising
performance on clean examples, it still maintains classifica-
tion performance well, achieving 82.23% standard accuracy
with the vanilla WideResNet-28-10 classifier. More im-
portantly, our method outperforms others in the next two
columns. Specifically, when processing AEs, our method
yields the highest NRMSE and the lowest SSIM and PSNR,
achieving the highest robust accuracy. This outcome is ex-
pected, as our goal is to ensure that the rec. AEs differ from
the original AEs (i.e., lower SSIM and PSNR, and higher
NRMSE in the “ADV” column) while rec. AEs closely
resembling the rec. CEs (i.e., higher SSIM and PSNR, and
lower NRMSE in the “REC” column). These results align
well with the visual observations in Figure 4 and consistently
demonstrate the effectiveness of our method highlighting its

potential in adversarial scenarios.

Limitations  One limitation of our method is that, despite
being a training-free technique, TN-based AP method re-
quires additional optimization time during inference. This
overhead stems from the inherent limitations of iterative
optimization processes and impacts their practicality in real-
world applications. Therefore, we leave the exploration of
integrating our TN-based AP technique with more advanced
and efficient optimization strategies for future research.

6. Conclusion

In this paper, we propose a novel model-free adversarial
purification method based on a specially designed tensor
network decomposition algorithm. We conduct extensive
experiments on CIFAR-10, CIFAR-100, and ImageNet,
demonstrating that our method achieves state-of-the-art per-
formance in defending against adversarial attacks while
exhibiting strong generalization across diverse adversar-
ial scenarios. Despite these significant improvements, our
method features an additional optimization cost during infer-
ence. However, further exploration of TN-based AP method
remains an exciting research direction for developing a plug-
and-play and effective adversarial purification technique.
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Appendix
A. Influence of different sampling methods

To support our hypothesis of using the average pooling, we test it with stride sampling, which selects pixels with constant
strides. In principle, the stride sampling would not change the distribution of perturbations. Therefore, it serves as a baseline
to compare the influence of distributions.

We test four types of noise distributions: (1) Gaussian A (0, 0.32), (2) Mixture of Gaussian (MoG), 0.5 - N'(—1.0,0.52) +
0.5 - N'(1.0,0.52%), (3) Beta distribution, Beta(0.5,0.5) — 0.5, and (4) Uniform distribution, Uniform(—0.5, 0.5). For MoG,
Beta and uniform noises, we scale them to have the same signal-to-noise ratio with the Gaussian distribution. We add the
noises on the Girl image (Loeschcke et al., 2024) with resolution 1024 x 1024. First, we show the noise distributions in
Figure 5. As can be seen, the Avg Pooling strategy transforms the non-Gaussian noises into Gaussian-like noises, while the
Stride sampling would not. Second, we run the PuTT algorithm with different sampling methods for 100 times. The violin
plot of denoising results are shown in Figure 6. In Gaussian distribution, the Stride sampling is better than AvgPooling.
While for non-Gaussian noises, the AvgPooling is more robust and better than Stride. The denoising results indicate that the
average pooling can handle different types of noises, which is consistent with our hypothesis. However, as we introduced,
this might not be enough, since we need to deal with the original image and noises in the final stage.
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B. Tensor network decomposition
B.1. Matrix Product Operators

A matrix product operator (MPO) (McCulloch, 2008; Hubig et al., 2017) is the TN representation of a linear operator acting
on a TT format, which makes it highly efficient to handle large operators. Namely, a linear operator A : R/1>-*p
R71%xJp Namely, if Y = AX, then each entry of Y is given as

Iy

Ip
_ } : 2: 1 2 D 132 D
Yi = Aj17i1Aj27i2 "'AjD,iDXi1Xi2 e ‘XiD ’

i1=1 ip=1

B.2. Prolongation Operator

This work uses a specific MPO, known as the prolongation operator P4 (Lubasch et al., 2018), to upsample a QTT format of
an image from resolution d — 1 to d.

Consider a one-dimensional vector £; € R?". The matrix Pya_,5a+1 upsamples T4 to £ 4,1 by linear interpolation between
adjacent points. For example, for d = 2,

1 0 0 0
05 05 0 0

0 1 0 0
p,._|0 0505 0
8= 10 0 1 0
0 0 05 05

0 0 0 1

0 0 0 05

The matrix Pya_,4+1 can be written as an MPO P ;4 1 entry-wise

. _pt d d+1
Dj1,.cjasin,siar: = le,il o 'de,idPid+1 .

The entries are given explicitly (Lubasch et al., 2018) as

Pll,l(l’l) = Pl2,2(171) = Pl2,1(172) = Pl1,2(272) =1Vie [d]
P{TY (1) =1,P3(1) = PETY(2) = 0.5,

and other entries are zero.

The prolongation operator described above applies to the QTT format of one-dimensional vectors. In general, this operator
is the tensor product of the one-dimensional operators on each dimension: ’Pff) = P4 ® P, for 2-dimensions (images) and

'Pf) =Py ® Py ® P,y for 3-dimensions (3D objects). For simplicity, since this work concerns only images, the superscript
is omitted, denoting the prolongation operator as P.

Ultimately, for a resolution d image x4, and X' ; = Q(x4), the upsampled image is resolution d + 1, given as Py(z4) =
Q' (P4X ), where the linear function P4(-) acts on the image level.

B.3. Recap of PuTT (Loeschcke et al., 2024)

A 2D x 2P image, denoted as z p, can be quantized in to a Dth order tensor X , = Q(zp). Firstly, p is downsampled
by average pooling to £ p_;, correspondingly possesing a quantization X' p_;. Then, D — [ QTT cores of X_; can be
optimized by backpropagation, returning Y p—_;. The QTT cores of next resolution X' p_;1 can be optimized similarly,
initialized by the prologation P p_;+1(yp—1). Repeat the process until the original resolution. (Loeschcke et al., 2024)
demonstrates impressive reconstruction capability of PuTT thanks to the QTT structure and coarse-to-fine approach. The
pseudocode is given in Algorithm 2.
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Algorithm 2 PuTT (Loeschcke et al., 2024)

Input: Image « p, number of iterations 7', upsampling iterations (¢1, ..., ;).
Output: TT reconstruction yp = PuTT(zp).
d< D —1 , g < Angool(.’z:D) ,Xd — Q(:):d)
fort=1— T do
ift € (t1,...,1;) then
d<—d+1
x4 + AvgPool(zp)
Xd — Q(:z:d)
end if
Loss £ + MSE(Y,; — X,)
Update QTT cores Y4 by backpropagation
end for

return yp = Q_l(yD)

However, while PuTT aims to obtain better initialization by downsampling for better optimization and reconstruction, it
does not account for adversarial examples or analyze the impact of downsampling on perturbations. Additionally, PuTT also
minimizes the reconstruction loss on the input image, which inevitably results in the reconstruction of the perturbations. In
contrast, we focus on the perturbations and propose a new optimization process introduced in the next section, aiming to
reconstruct clean examples.

C. More details of experimental settings
C.1. Implementation details of adversarial attacks

AutoAttack  We evaluate our method of defending against AutoAttack (Croce & Hein, 2020) and compare with the
state-of-the-art methods as listed RobustBench benchmark (https://robustbench.github.io). For a comprehensive evaluation,
we conduct experiments under all adversarial attack settings. Specifically, we set ¢ = 8/255 and e = 0.5/1.0 for AutoAttack
lint and AutoAttack [y threats on CIFAR-10. On CIFAR-100, we set € = 8/255 for AutoAttack l;,s. On ImageNet, we set
e = 4/255 for AutoAttack li,s.

PGD+EOT We evaluate our method of defending against PGD+EOT (Madry et al., 2018; Athalye et al., 2018) and
present the comparisons of AT methods, AP methods, and our method. Following the guidelines of Lee & Kim (2023), we
set ¢ = 8/255 for PGD+EOT I, threats on CIFAR-10, where the update iterations of PGD is 200 with 20 EOT samples.

C.2. Implementation details of our method

For CIFAR-10, CIFAR-100 with resolution 32 x 32 and ImageNet with resolution 224 x 224, we first upsample them into
resolution 22 x 2P image xp. Based on the initial experimental results, we set D =8,/ =1, =0.1,p=0.land N =1
for the following experiments. The table results presented in the paper are conducted under these hyperparameters. This
trick creates a large enough image to downsample until the perturbations are well mixed into Gaussian noise. Furthermore,
without this initial step, the semantic information can become almost indistinguishable after several downsampling steps,
especially for low-resolution images. For example, if a 32 x 32 image is reduced with the factor of 8, the resolution 4 x 4
image is of poor quality. Additionally, to more clearly observe the denoising effects in visualization results, we upsample
the images to resolution D = 11 with & = 0.05, = 0.1 and N = 3 for the experiments in Figure 4, and comparisons in
different downsampled images in Figure 1. The code will be available upon acceptance, with more details provided in the
configuration files.

C.3. Implementation details of evaluation metrics

We evaluate the performance of defense methods using multiple metrics: Standard accuracy and robust accuracy (Szegedy
et al., 2014) on classification tasks. For denoising tasks, we measure the Normalized Root Mean Squared Error (NRMSE,
Botchkarev, 2018), Structural Similarity Index Measure (SSIM, Hore & Ziou, 2010), Peak Signal-to-Noise Ratio (PSNR)
metrics between a reference image x and its reconstruction y, where pixel values are in [0, 1]. In denoising and reconstruction
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tasks, a lower NRMSE, a higher SSIM, and a higher PSNR generally indicate better performance.

D. Inference time cost

Table 8. Inference time

Methods CIFAR-10 CIFAR-100 ImageNet

AT 0.002 s 0.002 s 0.005 s
DM-based AP 1.49s 1.50s 5.11s
Ours 12.39 s 11.81s 14.10 s

Table 8 shows the inference time of different methods on CIFAR-10, CIFAR-100, and ImageNet, which is measured on
a single image. Specifically, AP method purifies CIFAR data at a resolution of 32 x 32 and ImageNet data at 256 x 256,
whereas our method operates at a resolution of 256 x 256 across all datasets. As a form of Test-Time Training, our method
inevitably increases inference cost. In a comparison at the same resolution of ImageNet, the AP method require 5.11 seconds,
whereas our method takes 14.10 seconds. This overhead stems from the inherent limitations of iterative optimization
processes and affects their practicality in real-world applications. We leave the study of integrating our TN-based AP
technique with more advanced and faster optimization strategies for future research.

E. Zero-shot adversarial defense

AT and AP methods depend heavily on external training dataset, overlooking the potential internal priors in the input itself.
Among adversarial defense techniques, untrained neural networks such as deep image prior (DIP) (Ulyanov et al., 2018) and
masked autoencoder (MAE) (He et al., 2022) have been utilized to avoid the need of extra training data (Dai et al., 2020;
2022; Lyu et al., 2023). However, although such deep learning models achieve high-quality reconstruction results, they
have been shown to be susceptible to revive also the adversarial noise. This section compares two representative untrained
models DIP and MAE.

Table 9. Comparison with untrained neural networks against AutoAttack I threat (¢ = 8/255) on CIFAR-10.

Defense method Acc. NRMSE SSIM PSNR

Clean examples

DIP 9043  0.0464 0.9565 32.13

MAE 88.28  0.0847 0.8842 26.90

Ours 8223  0.0644 09203 29.06
Adpversarial examples

DIP 3828 0.0451 09467 32.53

MAE 1.56  0.0914 0.8472 26.24

Ours 5527 0.0748 0.8707 27.77

Table 9 shows that although DIP and MAE have achieved remarkable standard accuracy and reconstruction quality, they
deteriorate significantly under attack.

F. More discussion

As we all know, the adversarial challenge of attack and defense is endless. This contradiction arises from the fundamental
difference between adversarial attacks and defenses. Attacks are inherently destructive, whereas defenses are protective. This
adversarial relationship places the attacker in an active position, while the defender remains passive. As a result, attackers
can continually explore new attack strategies against a fixed model to degrade its predictive performance, ultimately leading
to the failure of conventional defenses. The introduction of TNP has the potential to address this issue. As a model-free
technique, TNP generates tensor representations solely based on the input information. These representations dynamically
change with each input, preventing attackers from exploiting a fixed model to generate effective adversarial examples. This
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defensive mechanism allows TNP to maintain a more proactive stance in the ongoing competition between adversarial
attacks and defenses.
G. Histogram and kernel density estimation results

Figure 7 shows the histogram and kernel density estimation of adversarial perturbations on 10 images. The distribution of
those perturbations progressively aligns with that of Gaussian noise as the downsampling process progresses.

]

PR S S T
‘
iE
L

El QE E |
N i i. i
H i€ 8 g8 g
o 5' 5- §-

i
L

nnnnnn

......

NNNNNN

?»siEs?E sig s

uuuuu

g,

o tetx gresPEEPE oy .eaeuvuus g vevs
N s o o
H b B B
i 4 4 4
. 1 H i,
§ !x ;2 §:
B 8 §
- = —

;
|
§ i
5
!
- e T vy s PR EEE . . ™ e v v T e PR S TS S SR T S S TP SRE T MJ  J 2
4 ; 4 # ¢ b i t
4 § 4 I [ i E
i : i H H i : :
b b # t ¢ b b
H ¥ § H § § H §
p : : p f : : p
E B E E ¢ ‘ : £
‘E
i
!

i
i

T A T T
¢ ¢ ’
s o o
B B
¢ 4 4
§ s g5
B B

o %% w w 3 ¢ 2 EEE S Y . . s uw yoww P |
A s 4 4
K | i 4
§ ¢ 4 E
N 3 K
4 : E 4
B g B H
f § s :

. ¥ e 5 . .oe s %y ww . s s ¥ o v s
4 4 ’
¢ 4 4

o

s B

L5

i
s
B
i
B

;i
H
]
5
t
P T ] gwox o bEEEE ., ™y A P S RIS BN T T S T T S T M )
s s 4 4 s o s ¢
H ¢ H § ¢ H ¢ ¢
i 4 i N i s
B b H 4 § H i E
4 p N s
H [ 4 4 § H § §
3 § 3 3§ § i 8 §
H 5 B B B H H H
H 8 § § B H E §
¥ 8 L2 L] L] e . 8 ©® ¥ % e . 8 5 ¥ % o & ¥ % & & % o ¥ & 3 %
E & § §
s s
i 8 B
! E H £ !

H H H
N N N
B i B
N B .
§ !i §
H 1 H
H H H

. s e s u s
‘|
s
¢
§
s
;>§

Figure 7. The histogram and kernel density estimation of adversarial perturbations in the downsampled images.

H. Visualization
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Figure 8. Clean examples (Top), adversarial examples (Middle) and reconstructed examples (Bottom) of CIFAR-10.
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