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Abstract

Ensuring fairness in machine learning, particularly in
human-centric applications, extends beyond algorith-
mic bias to encompass fairness in privacy, specifically
the equitable distribution of privacy risk. This is critical
in federated learning (FL), where decentralized data ne-
cessitates balanced privacy preservation across clients.
We introduce FinP, a framework designed to achieve
fairness in privacy by mitigating disproportionate ex-
posure to source inference attacks (SIA). FinPemploys
a dual approach: (1) server-side adaptive aggregation
to address unfairness in client contributions in global
model, and (2) client-side regularization to reduce client
vulnerability. This comprehensive strategy targets both
the symptoms and root causes of privacy unfairness.
Evaluated on the Human Activity Recognition (HAR)
and CIFAR-10 datasets, FinP demonstrates a ~ 20% im-
provement in fairness in privacy on HAR with minimal
impact on model utility, and effectively mitigates SIA
risks on CIFAR-10, showcasing its ability to provide fair-
ness in privacy in FL systems without compromising
performance.
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1 Introduction

The pervasive integration of machine learning (ML)
into daily life demands careful consideration of its fair-
ness and ethical implications. While traditional algo-
rithmic fairness research has primarily focused on pre-
venting bias and discrimination in decision-making [10,
25, 26, 34, 50], a more nuanced approach is needed for
human-centric systems. Existing definitions often em-
phasize equality—the absence of prejudice in algorith-
mic decisions [28]. However, the crucial aspect of eq-
uity—the fair distribution of outcomes and impacts—has
received less attention, particularly in human-centric
contexts [49]. This paper addresses this gap by focusing
on equity in privacy risk distribution.

In human-centric ML systems that collect and pro-
cess personal data, ensuring fairness in privacy risk
is paramount, meaning no individual or group should
be disproportionately exposed. Recognizing that com-
plete prevention of privacy leaks is often infeasible, we
investigate how to equitably distribute the resulting
harm. Promoting fairness in privacy mitigates biases,
prevents discrimination in privacy risk, and fosters trust
between individuals and Al systems, contributing to
ethical Al development and deployment where benefits
and adverse impacts are shared equitably.
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Federated learning (FL) offers a promising privacy-
preserving approach for training ML models on de-
centralized devices. By enabling collaborative learn-
ing without sharing raw data, FL aligns with human-
centric design principles and mitigates certain privacy
risks, making it particularly relevant for sectors with
stringent data privacy regulations like healthcare and
finance. However, FL is vulnerable to privacy attacks
such as Membership Inference Attacks (MIA) [40], where
the attacker aims to determine whether a specific data
point was used in the training set of a machine learning
model. Moreover, regulations such as GDPR [1], with
its Data Protection Impact Assessment (DPIA) provi-
sions, underscore the growing legal emphasis on data
safeguarding, highlighting the critical need for privacy
audits in FL [4], especially in sensitive domains [36].

A recent example is the 2024 National Public Data
(NPD) breach, exposing billions of records, underscores
the critical need for fairness in privacy [41], especially
within federated learning (FL). While affecting millions,
the breach disproportionately impacted vulnerable pop-
ulations like low-income individuals, the elderly, and
those with disabilities, who are more susceptible to the
consequences of data breaches. This highlights a key
limitation of traditional privacy approaches that focus
on average risk, neglecting equitable distribution. In FL,
where data is decentralized, this problem is amplified;
if certain clients, potentially representing vulnerable
demographics, consistently experience higher privacy
leakage due to factors like data heterogeneity or lo-
cal overfitting, new digital inequalities emerge. The
NPD breach emphasizes the importance of frameworks
that prioritize not just overall privacy but also its eq-
uitable distribution among FL participants, preventing
disproportionate harm, particularly from attacks such
as Source Inference Attacks (SIAs) that can trace leak-
age to specific clients [19].

2 Motivation and Contributions

Potential Societal Impact. Acknowledging the near
inevitability of some data breaches—as reflected in the
“zero trust” security model [37]—the focus is shifting
from solely preventing breaches to ensuring equitable
outcomes and risk distribution. This paper directly ad-
dresses this by prioritizing the equitable distribution of
privacy risks, a crucial aspect that is often overlooked.
Demonstrating the feasibility of designing Al systems
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that minimize and fairly distribute unavoidable pri-
vacy leaks builds public trust, which is essential for
wider technology adoption. Furthermore, formalizing
“fairness-in-privacy” within FL provides policymakers
with tangible metrics and frameworks for regulating Al
systems, enabling informed policies that promote equi-
table privacy protection in our increasingly data-driven
world and fostering responsible Al development. This
requires technical frameworks that can quantitatively
measure and assess the fairness-in-privacy and provide
solutions to improve it.

Case Study. Consider the application of Federated
Learning (FL) in the domain of human activity recogni-
tion (HAR), particularly concerning its implications for
fairness and equity. FL offers a compelling paradigm
for developing personalized health monitoring systems
using data from wearable devices while preserving user
privacy [32, 36]. Each user’s device is a client, training a
local model on their activity data without directly shar-
ing the raw sensor readings with a central server [31].
However, this decentralized approach can inadvertently
create or exacerbate existing societal inequalities. For in-
stance, consider deploying an FL-based HAR system to
monitor physical rehabilitation progress. Users with dis-
abilities or chronic conditions might exhibit movement
patterns that deviate significantly from the “average”
user represented in the global model. These individuals
might be more easily re-identified through techniques
like membership inference attacks (MIA) [40] or source
inference attacks (SIA) [19]. This constitutes representa-
tional harm, as these individuals are disproportionately
exposed to privacy risks due to their unique character-
istics. Such disparities in privacy protection can further
marginalize already vulnerable populations. Without
explicitly addressing equitable risk distribution and po-
tential biases embedded within data and algorithms, the
purported benefits of FL. may not be shared equitably,
potentially reinforcing existing social inequalities. This
underscores the need for technical frameworks such as
the one proposed in this paper to quantify and mitigate
risk.

Technical Approach. This paper addresses the criti-
cal challenge of ensuring fairness in privacy FinP within
federated learning (FL). Although FL offers inherent
data privacy by keeping the data localized, it can inad-
vertently create disparities in privacy leakage among
clients due to heterogeneous data and varying local
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training dynamics [38]. To mitigate this, we propose a
novel two-pronged approach that tackles fairness in pri-
vacy both at the server and client levels. At the server,
we introduce an adaptive aggregation strategy that
weights client model updates based on their estimated
privacy risk, quantified using the principal component
analysis (PCA) distance between local and global mod-
els. This prevents highly vulnerable clients from dis-
proportionately influencing the global model. Comple-
menting this server-side intervention, we propose a
client-side collaborative overfitting reduction method.
By estimating each client’s relative overfitting using the
maximum eigenvalue of its local model’s Hessian and
incorporating this information into a local regulariza-
tion term based on the Lipschitz constant, we encourage
clients to learn more generalizable representations, re-
ducing their individual vulnerability to privacy attacks.
This combined approach addresses both the symptoms
(unequal risk distribution) and the root causes (local
overfitting) of the privacy disparity, leading to a more
equitable FL system for FinP. This approach achieves
~ 20% improvement in fairness in privacy with a neg-
ligible effect on task performance. Our contributions
are:

o A formal definition of fairness-in-privacy (FinP)
for human-centric systems.

o Operationalization of FinP within Federated Learn-
ing (FL), focusing on source inference attacks
(SIA).

e A novel adaptive approach to optimize FinPduring
FL server aggregation and client collaboration.

e Evaluating a human-centered system using a hu-
man activity recognition (HAR) dataset and com-
mon learning tasks, such as CIFAR-10.

3 Background and Related Work

Privacy of Human-Centered Systems. Ensuring
privacy in human-centric ML-based systems presents
inherent conflicts among service utility, cost, and per-
sonal and institutional privacy [42]. Without appropri-
ate incentives for societal information sharing, we may
face decision-making policies that are either overly re-
strictive or that compromise private information, lead-
ing to adverse selection [24]. Such compromises can
result in privacy violations, exacerbating societal con-
cerns regarding the impact of emerging technology
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trends in human-centric systems [13, 14, 30]. Conse-
quently, several studies have aimed to establish privacy
guarantees that allow auditing and quantifying compro-
mises to make these systems more acceptable [21, 33].
ML models in decision-making systems have also been
shown to leak significant amounts of private informa-
tion that requires auditing platforms [16]. Various stud-
ies focused on privacy-preserving machine learning
techniques targeting decision-making systems [2, 8, 43,
44]. Recognizing that perfect privacy is often unattain-
able, this paper examines privacy from an equity per-
spective. We investigate how to ensure a fair distribu-
tion of harm when privacy leaks occur, addressing the
technical challenges alongside the ethical imperatives
of equitable privacy protection.

Federated Learning (FL). Federated Learning (FL)
is an approach in machine learning that enables the
collaborative training of models across multiple devices
or institutions without requiring data to be centralized.
This decentralized setup is particularly beneficial in
fields where data-sharing restrictions are enforced by
privacy regulations, such as healthcare and finance.
FL allows organizations to derive insights from data
distributed across various locations while adhering to
legal constraints, including the General Data Protection
Regulation (GDPR) [31, 48].

One of the most widely adopted methods in FL is Fed-
erated Averaging Algorithm (FedAvg), which operates
through iterative rounds of communication between
a central server and participating clients to collabora-
tively train a shared model. During each communica-
tion round, the server sends the current global model
to each client, which uses their locally stored data to
perform optimization steps. These optimized models
are subsequently sent back to the server, where they
are aggregated to update the global model. The pro-
cess repeats until the model converges. Known for its
simplicity and effectiveness, FedAvg serves as the pri-
mary technique for coordinating model updates across
distributed clients in our work. Additionally, we specifi-
cally employ horizontal federated learning, where data
is distributed across entities with similar feature spaces
but distinct user groups [47].

Privacy Risks in FL. Privacy risks are a critical con-
cern in FL, as collaborative training on decentralized
data can inadvertently expose sensitive information.
A primary threat is the Membership Inference Attack
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(MIA), where adversaries determine whether specific
data records were part of the model’s training set [18,
40]. Researchers have since demonstrated MIA’s effec-
tiveness across various machine learning models, in-
cluding FL, showing, for example, that adversaries can
infer if a specific location profile contributed to an FL
model [15, 51]. However, while MIA identifies training
members, it does not reveal the client that contributed
the data. Source Inference Attack (SIA), introduced in
[19], extends MIA by identifying which client owns a
training record, thus posing significant security risks
by exposing client-specific information in FL settings.

The Non-Independent and Identically Distributed
(non-IID) nature of data in federated learning presents
additional privacy challenges, as variations in data dis-
tributions across clients heighten the risk of privacy
leakage. When data distributions differ widely among
clients, individual model updates become more distin-
guishable, potentially allowing attackers to infer sensi-
tive information [52]. This distinctiveness in updates
can make federated models more susceptible to infer-
ence attacks, such as MIA and SIA, as malicious actors
may exploit these distributional differences to trace
updates back to specific clients. This vulnerability is
especially relevant in our work, as we use the Human
Activity Recognition (HAR) dataset, which is inherently
non-IID across clients, thus posing an increased risk
for privacy leakage.

Fairness in FL. Fairness in FL is crucial due to the
varied data distributions among clients, which can lead
to biased outcomes favoring certain groups [12]. Achiev-
ing fairness involves balancing the global model’s bene-
fits across clients despite the decentralized nature of the
data. Approaches include group fairness, ensuring per-
formance equity across client groups, and performance
distribution fairness, which focuses on fair accuracy dis-
tribution [38]. Additional types are selection fairness
(equitable client participation), contribution fairness
(rewards based on contributions), and expectation fair-
ness (aligning performance with client expectations)
[39]. Achieving fairness in FL across these various di-
mensions remains challenging due to the inherent het-
erogeneity of client data and environments. In response
to this heterogeneity, personalization has emerged as a
strategy to tailor models to individual clients, enhanc-
ing local performance [5, 6, 45].
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When considering fairness in FL, it is crucial to ad-
dress the interplay with privacy. Specifically, ensuring
an equitable distribution of privacy risks across clients
is paramount, preventing any group from being dispro-
portionately vulnerable to privacy leakage, particularly
under attacks such as source inference attacks (SIAs).

4 Problem Statement

Federated learning (FL) systems face significant pri-
vacy risks from malicious servers. Even an "honest-but-
curious" server, while adhering to the FL protocol, can
attempt to infer sensitive client information by ana-
lyzing aggregated model updates, potentially revealing
private data points, patterns, or client identities. A key
privacy threat is a two-stage attack: Membership Infer-
ence Attack (MIA) followed by Source Inference Attack

(SIA).

e MIA: The server determines if a specific data
point x was used to train the global model 0,:
MIA(0y, x) = P(x € Dy,), where P(x € Dy, ) is the
probability that x belongs to the training data Dy, .

o SIA:If the MIA suggests x was part of the training
data, the server identifies the contributing client
i: SIA(6;, x) = P(Client; | x, 6;), where P(Client; |
x, 0;) is the probability that client i contributed x
to the model 6;.

As shown by Hongsheng et al. [19], combining these
attacks can severely compromise client privacy. More-
over, prior work has shown the inherent limitations of
auditing MIA [4].

Our work focuses on the disparity in privacy risk
across clients, which we attribute to differences in local
overfitting during training. This threat model under-
scores the need for equitable privacy mechanisms in
FL.

Given this threat model where a compromised server
enables SIA attacks, our objective is twofold:

(O1): Addressing the symptoms: Develop an aggrega-
tion method on the server side to ensure fair pri-
vacy risk distribution among clients.

(02): Addressing the causes: Provide feedback to leak-
ing clients, enabling them to adjust local updates
to reduce overfitting and improve system fairness
in privacy.

Instead of eliminating SIA, we aim to mitigate its
impact by equitably distributing the inherent privacy
risk. We therefore assume a compromised server and
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cooperative clients capable of tuning their local updates
to enhance FinP.

5 Fairness-in-Privacy Framework in
Federated Learning

This section presents our framework, FinP, designed to
improve fairness in privacy within federated learning
(FL), particularly in the context of Source Inference
Attacks (SIAs). Our core principle is that privacy risks
should be distributed equitably among all participating
clients, preventing any single client from bearing a
disproportionate burden.

This disparity in privacy risks among clients can arise
from various factors, including heterogeneous data dis-
tributions, varying computational resources, and dif-
ferences in local training dynamics. Simply preventing
average privacy leakage is insufficient; we must en-
sure that no individual client bears a disproportionate
risk. This motivates our focus on fairness-in-privacy,
which aims to equitably distribute privacy risks across
all participating clients.

An overview of the FinP framework is shown in Fig-
ure 1. We argue that addressing fairness in privacy
requires a two-pronged approach: handling it both at
the server (during aggregation) and at the client (dur-
ing local training). Server-side interventions, specifi-
cally adaptive aggregation, are crucial to mitigating the
impact of existing disparities in privacy leakage. By
carefully weighing client updates based on their esti-
mated privacy risk, we can prevent highly vulnerable
clients from unduly influencing the global model and
further exacerbating the unfairness. However, server-
side interventions alone are insufficient. They address
the *symptoms” of unfairness but not the underlying
*causes™.

The root cause of privacy disparity often lies in dif-
ferences in local training dynamics, particularly local
overfitting. When a client’s model overfits its local data,
it becomes more susceptible to privacy attacks, such as
Source Inference Attacks (SIAs). Therefore, we also ad-
dress fairness in privacy on the client side by introduc-
ing a collaborative overfitting reduction strategy. This
strategy aims to proactively reduce the likelihood of lo-
cal overfitting, thereby minimizing the initial disparity
in privacy risks before aggregation. By ranking clients
based on their estimated relative overfitting and incor-
porating this rank into a local regularization scheme,
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we encourage clients to learn more generalizable repre-
sentations, reducing their vulnerability to the disparity
in privacy leakage.

This two-pronged approach, combining adaptive ag-
gregation at the server and collaborative overfitting
reduction at the client, provides a comprehensive frame-
work for achieving fairness in privacy in FL. By mini-
mizing both the symptoms and the root causes of pri-
vacy disparity, our aim is to create a more equitable and
robust FL system. This can be formalized in Equation 1.

FinP = min(Symptoms, Causes)
= FinPserver + FinPejient (1)

5.1 Formalizing Symptoms of
Fairness in Privacy on Server

Side
We formalize the fairness in privacy problem as follows:
Given an FL system with K clients and a global model
0y, our goal is to achieve fair privacy risk across all
clients against successful SIAs.
We consider the privacy risk py(w) for client k to be

influenced by the aggregation weights w = [wy, wy, ..., Wk ],

where wy represents the weight assigned for the client
k, with the constraint ZIk(:l ay = 1. This allows us to ac-
count for the varying client contributions to the global
model.

We define Fairness in Privacy (FinP) as minimizing
the variance in privacy risks across clients. Our objec-
tive is to find the optimal weights for aggregation w
that minimize the difference between individual client
privacy risks and the average privacy risk. This is ex-
pressed in Equation 2 as:

1 1
FinPgerver = mi —_— 1 +|=17
INEserver \{;rel{\r}/ ||P(W) K P(W) ® II + ”K P(W)”;
(2)

Where:
e p(w) = [p1(W),..., px(w)]T is the vector of pri-
vacy risks for all clients given the aggregation
weights w.

e 1 is a vector of ones of length K.

e W ={weRK| Zlk(:lwk =1, wi > 0 Vk} is the
set of valid aggregation weights.
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Figure 1: Fairness in Privacy FinP framework in federated learning. The framework addresses the causes

and the symptoms to achieve FinP.

The term %]lTp(w) represents the average privacy
risk. Equation (2) minimizes the Euclidean distance be-
tween individual privacy risks and this average, thus
minimizing the disparity in privacy risks. Intuitively,
we seek optimal aggregation weights to achieve a more
equitable distribution of privacy risk, ensuring no client
is disproportionately exposed.

We hypothesize that differences in local overfitting
are a primary cause of unequal privacy leakage among
FL clients. When a client’s model overfits to its local
data, it effectively memorizes sensitive information,
making it more vulnerable to SIAs and leading to an
unfair distribution of privacy risk.

We quantify the *symptoms” of overfitting in the
server by measuring the discrepancy between each
client’s local model update and the global model us-
ing the Principle Component Analysis (PCA) distance
[9]. For client k, this distance, denoted as pi, serves as a
proxy for privacy risk; a larger py signifies a symptom
of greater overfitting and, thus, higher risk.

Our proposed adaptive aggregation method aims to
balance client contributions based on these PCA dis-
tances. By minimizing the variance of pi using the
FinPgerper objective (Equation 2), we reduce the influ-
ence of clients exhibiting high overfitting (high px) and

increase the influence of those with lower overfitting.

This dynamic adjustment, performed in each FL round,
promotes a more equitable distribution of privacy risk.
However, adaptive aggregation alone is insufficient to
eliminate overfitting entirely and achieve full fairness
in privacy; collaborative client-side adjustments are
also required, as will be explained in Section 5.2.

5.2 Formalizing Causes of Fairness
in Privacy on Client Side

To further mitigate local overfitting (*causes®) and en-
hance fairness in privacy, we propose a collaborative
client strategy. This leverages the principle that clients
with higher overfitting benefit from more diverse data.

The top Hessian eigenvalue (Aax) and Hessian trace
(Hr) have been identified as important metrics for char-
acterizing the loss landscape and generalization capabil-
ities of neural networks [23]. Lower values of A, and
Hr typically indicate improved robustness to weight
perturbations, leading to smoother training and better
convergence. This is especially critical in FL, where the
non-IID nature of data across clients creates distribu-
tional shifts that can exacerbate training instability and
introduce fairness concerns. These distributional shifts
can disproportionately impact certain client groups,
leading to biased model performance [29].
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As we are interested in FinP, we determine each
client’s relative overfitting by calculating the average
pairwise difference across the top Hessian eigenvalue
(Amax) and Hessian trace (Hr):

_ 1 k
A = |/1max
j=1j#k
K

- A{naxl’

q 1
k= 7> -
K—-1 4=
j=1j#k
Ag Hy
maxA = maxH

Pk=— """

2
where Ak and A are the top Hessian eigenvalue

of the local models of clients k and j, respectively. Sim-

|HE - HJ|, (3)

ilarly, H’Tc, and H% are the Hessian trace of the local
models of clients k and j, respectively. We used the
normalized average of both Ay and Hy to quantify the
client’s overfitting relative rank (pi), to serve as a proxy
for relative privacy leakage risk. Computing the Hes-
sian eigenvalue and trace are done on the cloud server,
and hence, there is no overhead of their computation
on the client.

We incorporate this overfitting rank into the local
training process using a regularization term based on
the Lipschitz constant, approximated by the spectral
norm of the Jacobian matrix (|| Jx||) [27]. In particular, a
smaller Lipschitz constant implies smoother functions,
less prone to overfitting, and better generalization. The
modified local loss function for client k is:

L= Lot fope il
FinPient = néin L;C (4)
k

where:

o [} is the original local loss function.

® py is an adaptive controlling regularization strength
that depends on the overfitting rank.

o 0 are the local parameters of the client model
that minimize the total loss £}

e [ is the impact factor, which controls the impact
of the Lipschitz constant based on the learning
task.

This penalizes models with large Lipschitz constants,
promoting generalization. The regularization strength
is weighted by py adaptively at each round, applying
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stronger regularization to clients with higher overfit-
ting ranks. This collaborative approach, using pi to
guide local training, preserves privacy while promoting
equitable learning and reducing disparity in privacy
risk.

p is a task-dependent parameter to balance the the
loss L and Lipschitz loss. A larger  greatly impacts
fairness regularization but could make training unstable
and fail to converge. f is a trade-off parameter between
fairness and accuracy while p; changes at every round
to control regularization strength adaptively.

6 Evaluation

6.1 Federated Learning System
Setup

Setup for Human Activity Recognition. We uti-
lized the UCI HAR Dataset [35], a widely used dataset
in activity recognition research, especially in FL [7, 46].
The dataset includes sensor data from 30 subjects (aged
19-48) performing six activities: walking, walking up-
stairs, walking downstairs, sitting, standing, and laying.
The data was collected using a Samsung Galaxy S II
smartphone worn on the waist, capturing readings from
both the accelerometer and gyroscope sensors. Each
subject in the dataset was treated as an individual client
in the FL setup, preserving the data’s unique activity
patterns and non-IID nature. We allocated 70% of each
client’s data for training using 5-fold cross-validation
and 30% for testing, enabling evaluation of the model on
independently collected test data. Data preprocessing
involved applying noise filters to the raw signals and
segmenting the data using a sliding window approach
with a window length of 2.56 seconds and a 50% over-
lap, resulting in 128 readings per window. We selected
the HAR dataset for evaluation FinPdue to its inherited
non-IID structure.

We trained the model in a federated learning setting
using the FedAvg aggregation method over 20 global
communication rounds. Each client trained locally with
a batch size of 64, 5 local epochs per round, a learning
rate of 0.001 using Adam optimizer, and an impact fac-
tor f of 1. These parameters ensured balanced model
updates from each client while maintaining computa-
tional efficiency across the federated network. Each lo-
cal model (one per subject) analyzes its time-series sen-
sor data using Temporal Convolutional Network (TCN)
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model[3]. The TCN model, designed for time-series
data, uses causal convolutions to capture temporal de-
pendencies while preserving sequence order. The ar-
chitecture includes two convolutional layers, each fol-
lowed by max-pooling and dropout, with a final fully
connected layer for classifying the six activity classes.

Setup for CIFAR-10. The CIFAR-10 dataset consists
of 60000 32x32 color images in 10 classes, with 6000
images per class. There are 50000 training images and
10000 test images. We use the Dirichlet distribution
Dir(a) to divide the CIFAR-10 dataset into K unbal-
anced subsets similar to previous work in the litera-
ture [19, 29], with @ = 0.1. Figure 2 shows how the data
are distributed among clients. We created 10 clients
and employed ResNet56 [17] as the model. Similar to
the setup in HAR, we trained the model over 20 global
communication rounds. Each client is trained locally
with the same parameters in HAR and an impact factor
B of 0.05. A smaller § is used here since CIFAR-10 is
a more complicated task than HAR, and a smaller f
can make the model converge easier since the model is
more sensitive to classification loss.

SIA Attack. We used the Source Inference Attacks
(SIA) setup explained in [20], where we randomly sam-
pled training data from each client dataset. We com-
bined those samples in one dataset and used them as
target records. This is a valid assumption, given an al-
ready successful Membership Inference Attacks (MIA)
attack. SIA attacks in Federated Learning represent a
privacy threat beyond Membership Inference Attacks
(MIA). While MIAs determine whether a data instance
was used for training, SIA aims to identify the specific
client who owns that training record. In a practical
scenario, an adversary, such as an honest-but-curious
central server who knows the clients’ identities and
receives their model updates, could leverage this knowl-
edge to trace training data back to its source, thus com-
promising client privacy. To launch SIA in FL setting,
clients send their updated local model parameters to
the server. The server uses each client’s model to calcu-
late the prediction loss on the target record. The client
with the smallest loss is identified as the most probable
source of that target record. This approach exploits the
differences in model performance on the target record
to infer its origin.
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6.2 Metrics for Comparison

Recent work in the literature suggests SIA vulnerabil-
ity wherein an adversary can potentially identify the
origin of a specific record can be achieved by analyzing
the prediction loss of individual client models [20]. In
particular, SIA exploits the observation that the client
model exhibiting the lowest prediction loss for a given
record is most likely to be the source of that record.
We assess our FinPapproach in achieving fairness in
privacy using the following metrics:

1- Reduction of SIA accuracy disparity among
clients . FinP aims to reduce the SIA accuracy disparity
among clients. A balanced SIA accuracy across clients
indicates a more equitable distribution of privacy risk
within the FL system. FinPenhances the overall fairness
in privacy by ensuring that no particular client is sig-
nificantly more vulnerable to source inference attacks
than others.

To assess the fairness of risk of SIA accuracy across
clients in our FL system, we employ the Coefficient of
Variation (CoV). Recognizing that fairness is related to
the variance of shared utility rather than strict equality
[22], we adapt the CoV to measure the dispersion of
SIA accuracy among clients.

For K clients, we define the SIA accuracy for client
i as SIA;. The mean SIA accuracy (p) is calculated as
U= % Z£1 SIA;. The CoV of SIA accuracy CoV(SIA) is
then computed as:

o kK (1A - 2
COV(SIA) = - =
H H
where o is the standard deviation of SIA accuracies.
A lower CoV indicates a more equitable distribution of
SIA accuracy across clients, suggesting greater fairness
in privacy. To facilitate interpretation as a fairness per-
centage between 0 and 1 (where 1 represents perfect
fairness), we use the following Fairness Index (FI (SIA))
transformation:

. 0

FI(SIA) = — ©)
1+ CoV(SIA)

A FI value of 1 indicates perfect fairness (all clients
have the same SIA accuracy), while lower FI values
indicate increasing disparities in SIA accuracy among
clients.
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Figure 2: CIFAR dataset profile for each client after Dirichlet sampling with « = 0.1

2- Reduction of SIA confidence disparity among

clients. Beside reduction of SIA accuracy disparity among

clients, as the SIA approach relies on identifying the
client model with the minimum prediction loss. When
a significant discrepancy exists between the prediction
losses of different client models, an attacker can make
source inferences with higher confidence. FinP aims
to reduce inter-client loss differences so that it can di-
minish the effectiveness of SIA attacks by lowering the
attacker’s confidence in their inferences. We evaluate
the SIA confidence disparity by using the prediction
loss CoV(Loss) and FI(Loss) similarly to Equation 5
and Equation 6.

3- Success rate of SIA. FinP aims to reduce dispari-
ties in both SIA success rate and prediction loss across
clients. However, simply reducing disparity is insuf-
ficient; it is crucial to avoid achieving this by merely
increasing the SIA success rate of less vulnerable clients
to match that of the most vulnerable ones. Such an out-
come would not represent a genuine improvement in
privacy. Therefore, we evaluate the overall impact of
FinP on SIA vulnerability using two metrics: Mean (SIA)
and Max (SIA). In particular, Mean (SIA) represents the
average SIA success rate across all clients and commu-
nication rounds, while Max(SIA) indicates the high-
est SIA success rate observed across all clients and
rounds. Lower values for both metrics signify increased
resilience against SIA attacks.

4- Accuracy Metric. Accuracy is calculated over all
test dataset points for all clients using the formula:

SN 10 = i)

~ )

Accuracy =

where:

e N is the total number of test samples across all
clients,

e §j; is the predicted label for the i-th test sample,

e y; is the true label of the i-th test sample.

We evaluated FinP through two distinct case studies,
using the Human Activity Recognition (HAR) dataset
(Section 6.3) and the CIFAR-10 image classification dataset
(Section 6.4). For HAR, we compared four approaches:
(1) a Baseline Federated Learning (FL) implementation
using FedAvg, adapted from [20]; (2) FinPserver, which
applies adaptive aggregation at the server without client
collaboration (Equation 2); (3) FinPjient, which employs
client-side collaboration to mitigate relative overfitting
but omits adaptive server aggregation (Equation 4); and
(4) the full FinP approach, incorporating both FinPgerver
and FinP jient (Equation 1).

In the CIFAR-10 evaluation, we compared three ap-
proaches: (1) the same Baseline FL using FedAvg from
[20]; (2) FedAlign [29], a state-of-the-art FL method
designed to address data heterogeneity in CIFAR-10;
and (3) the full FinP approach, again incorporating both
FinPgerver and FinP jien: (Equation 1).
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Figure 3: Disparity of SIA accuracy among clients
using HAR dataset.

6.3 FinP Performance on HAR

6.3.1 Impact on the disparity of SIA accuracy among

clients. Our results demonstrate a significant improve-
ment in fairness with minimal impact on overall per-
formance. Figure 3 presents the Coefficient of Variation
of SIA accuracy (CoV(SIA)) and Fairness Index of SIA
accuracy (FI(SIA)), as defined in Equation 5 and Equa-
tion 6, respectively. FinP achieves a CoV(SIA) of 0.596
and a FI(SIA) of 0.739, compared to the Baseline’s
CoV(SIA) of 0.893 and FI(SIA) of 0.617. This repre-
sents a substantial reduction of 33.26% in CoV (SIA) and
a 19.77% improvement in FI(SIA) compared to base-
line, clearly indicating that FinP significantly enhances
the fairness of SIA accuracy.

6.3.2 Impact on the disparity of SIA confidence
among clients. Similarly, our results demonstrate im-
provement in fairness with respect to the SIA confi-
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(a) Coefficient of variation for the prediction loss
CoV(Loss).
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(b) Fairness index of the prediction loss FI(Loss).

Figure 4: Disparity of prediction loss among
clients using HAR dataset.

and FI(Loss) as explained in Section 6.2. As shown
in Figure 4, FinP achieves a CoV(Loss) of 0.778 and
FI(Loss) of 62.8%. Thisrepresents a reduction of 10.95%
in CoV(Loss) and a 19.77% improvement in FI(Loss)
compared to the Baseline, clearly indicating that FinP
enhances the fairness of SIA confidence in prediction
among clients.

6.3.3 Impact on SIA success rate. While Table 1
shows a marginal increase of less than 1% in Mean(SIA)
success rate and less than 0.1% in Max (SIA) success rate,
these gains are secondary to the primary objective of
fairness improvement. The key achievement of FinP is
the demonstrably more equitable distribution of privacy
protection. FinP achieves this by significantly improv-
ing the uniformity of SIA success rates and reducing

dence in prediction among clients represented as CoV(Loss) SIA confidence across clients.
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Figure 5: Global model classification accuracy us-
ing HAR dataset.

Table 1: SIA accuracy performance in HAR
dataset.

Mean(SIA)(%) | | Max(SIA)(%) |
Baseline [20] | 23.78 31.00
FinPgerver 25.22 31.20
FinP dient 25.52 30.20
FinP 24.49 31.10

Furthermore, FinP maintains competitive classifica-
tion performance. As shown in Table 2, the global model’s
testing accuracy only decreases by a 1.02%. This impact
on accuracy is further supported by Figure 5, which
demonstrates that FinP converges at a comparable rate
to the Baseline. Therefore, FinP effectively balances the
critical need for fairness with the practical requirement
of maintaining performance.
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Figure 6: Disparity of PCA distance between the
global model and the client models using HAR
dataset.

Table 2: HAR experiment: global model classifica-
tion accuracy.

Training (%) | Testing (%)
Baseline [20] | 96.52 96.94
FinPeerver | 95.79 95.77
FinP jient 95.67 95.99
FinP 95.05 95.92

6.3.4 Ablation study. We conducted an ablation study
to evaluate the individual contributions of FinP’s server-
side and client-side components. Isolating the server-
side adaptive aggregation (FinPgerver) revealed a nu-
anced impact on fairness metrics. While FinPge yer re-
duced the variation in PCA distance (PCAy) by 1.3% (Fig-
ure 6), it also resulted in a slight shift in both FI(SIA)
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and FI(Loss) by —0.2% and —1.3%, respectively (Fig-
ures 3b and 4b). This suggests that server-side adapta-
tion alone (FinPgerver) primarily influences the distribu-
tion of model distances and has a less direct impact on
the fairness metrics themselves. This observation moti-
vated the investigation of client-side factors, specifically
the variation in overfitting among clients, to further
enhance fairness.

Analysis of Hessian eigenvalues (Aax) and trace (Hr)
revealed a strong correlation (Spearman’s rank correla-
tion coeflicient ~ 1) between these two metrics, both
indicative of how well a local model fits its local data
(Figure 7). Based on this correlation, these metrics were
given equal weight in Equation 3. Focusing on miti-
gating client-side overfitting through FinP jie,: yielded
significant improvements in fairness. Figures 3 and 4
demonstrate the substantial gains in both SIA accuracy
and prediction loss fairness. Specifically, FinPjien: alone
improved FI(SIA) by 16.37% and FI(Loss) by 8.30%
(Figures 3b and 4b). Furthermore, combining FinPgever
with FinP jient resulted in even greater fairness gains,
with an additional 3.13% improvement in FI(SIA) and
2.65% in FI(Loss) compared to using FinP ey alone.
This indicates that while FinPgerver’s primary effect is
on model distance distribution, it contributes synergisti-
cally to the fairness improvements achieved by FinPjjent
when both are employed.

More results related to the adaptation of the aggre-
gation weights W (Equation 2) and the regularization
strength py (Equation 4) are shown in Appendix A.

6.4 FinP Performance in CIFAR-10
dataset

In the CIFAR-10 dataset, FinP demonstrates a significant
improvement in fairness in privacy, with competitive
accuracy. Figure 8 shows the Fairness Index of predic-
tion loss (FI(Loss)) for FedAvg, FedAlign, and FinP
are 68.8%, 58.0%, and 83.3%, respectively. FinP achieves
a substantial increase in FI(Loss) of 21.1% compared
to FedAvg and 43.6% compared to FedAlign. Notably,
despite employing a distillation technique, FedAlign
failed to effectively mitigate SIA risks, exhibiting a
higher CoV(Loss) of 0.862 compared to FedAvg’s 0.674.
This increased CoV(Loss) can empower attackers with
greater confidence in predicting the source client, con-
sequently leading to higher SIA success rates.
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Table 3: SIA accuracy performance in CIFAR-10
dataset with Resnet model.

Mean SIA(%) | | Max SIA(%) |
Baseline [20] | 30.86 38.52
FedAlign [29] | 30.72 38.46
FinP 10.07 10.67

Although FedAlign and FedAvg exhibit similar Mean
and Max SIA success rates (Table 3), FinP effectively
mitigates these risks. As shown in Figure 9 and Table 3,
FinP reduces the Mean(SIA) success rate to 10.07%, ap-
proaching the random-guess probability of 1/10 (10%)
for a 10-class classification task. Specifically, FinP re-
duces the Mean (SIA) success rate from 30.86% to 10.07%
and the Max (SIA) success rate from 38.52% to 10.67%.
As shown in Figure 10, the FinP demonstrates compa-
rable CoV(SIA) and FI(SIA), yet exhibits a substantial
reduction in the average success rate of SIA as men-
tioned above.

Moreover, FinP maintains and slightly improves clas-
sification accuracy. Figure 11 shows that FinP achieves
a testing accuracy of 78.46%, marginally higher than
FedAvg’s 77.62%. This 0.84% improvement is attributed
to the global model’s aggregation of generalized client
models through Lipschitz regularization rather than
models overfit to individual datasets. In summary, FinP
effectively mitigates SIA privacy risks in FL training
in CIFAR-10 by improving client generalization and
reducing loss variation across client models, all while
maintaining or slightly improving classification perfor-
mance.

6.5 Summary of FinP in HAR and
CIFAR-10 results

In summary, our evaluation across HAR and CIFAR-
10 datasets demonstrates the effectiveness of FinP in
achieving fairness in the impact of source inference at-
tacks (SIA) while maintaining or improving model per-
formance. Although FinPsuccessfully achieves a more
equitable distribution of SIA risk among clients in the
HAR dataset, the inherent variability of human activity
data, with each client representing a single individ-
ual exclusively, limits the complete elimination of SIA
vulnerability, as it is difficult for client models to be
completely indistinguishable. Nevertheless, as detailed
in Section 6.3, FinP significantly enhances fairness in
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Figure 7: Scatter figures for Hessian max eigenvalue (1nax) and Hessian trace (Hr). The figure shows the
value of each clients Hessian max eigenvalue and trace in the Baseline method for HAR dataset from
rounds 6 to 11. All the rounds are depicted in Appendix B.

privacy. Conversely, on the CIFAR-10 dataset, FinP effec-
tively mitigates SIA risks as detailed in Section 6.4. This
result is attributed to the non-IID sampling of CIFAR-10
subsets across clients, where all data in each subset are
part of the comprehensive CIFAR-10 dataset. This char-
acteristic enables the regularization of client models to
be indistinguishable and coupled with applying Lips-
chitz constant loss during local training and adaptive
aggregation at the server. These mechanisms collec-
tively promote client model generalization and reduce
loss variation, thereby neutralizing the effectiveness of
source inference attacks (SIA).

7 Discussion of Limitations and
Future Work

Differential Privacy against SIA. Other work in
the literature, including [19], investigated the use of dif-
ferential privacy [11] as a defense mechanism against
SIA in FL. Differential privacy was chosen due to its
theoretical guarantees for privacy protection against
inference attacks. However, their findings revealed that
vanilla DP is not an effective solution for mitigating
SIAs in FL, as it resulted in a significant drop in classi-
fication accuracy with only a minimal decrease in SIA
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accuracy. In contrast, FinP demonstrates that it is possi-
ble to effectively reduce the SIA success rate to random
guesses while maintaining performance.

Limitations. Although FinP represents a step to-
wards fair privacy in FL, it has some limitations. Our
current evaluation relies on a specific type of privacy at-
tack (SIA) and is evaluated over two datasets (HAR) and
(CIFAR-10). Future work should investigate the effec-
tiveness of FinP against other privacy attacks, such as
attribute inference attacks, and on more diverse datasets
that better represent real-world heterogeneity. Further-
more, our client-side approach assumes a degree of
client cooperation. Investigating mechanisms that in-
centivize or enforce client participation in the collab-
orative overfitting reduction strategy is an important
direction for future research.

In this paper, we focus on SIA as a privacy risk. SIA
is only more relevant in non-1ID data where each client
has a distinct private dataset, making this attack more
successful. This is prevalent in human-centric applica-
tions where the data from different humans are non-IID
by nature due to the intrinsic inter- intra-human vari-
ability [49]. However, in other setups where clients in
FL have IID data, this SIA attack may not be as success-
ful [19].
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Figure 8: Disparity of prediction loss among

clients using CIFAR-10 dataset.
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Figure 9: Average SIA accuracy across rounds in
CIFAR-10 dataset.

Future Work and Broader Impact. While we con-
sider the SIA attack in FL as a measure of privacy risk,
our general definition of FinP can be applied to other
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Figure 10: Disparity of SIA accuracy among clients
using CIFAR-10 dataset.

notions of privacy risk beyond the singular decision
setups like FL. In our future work, we will explore the
fairness-in-privacy in setups with sequential decision-
making where the privacy risk is measured over a tra-
jectory of decisions [50] instead of singular decision-
making. Future work will also investigate the potential
for FinP to be integrated with other privacy-enhancing
technologies, such as differential privacy and secure
multi-party computation, to provide even stronger pri-
vacy guarantees. Finally, we aim to investigate the impli-
cations of our work for data governance and regulatory
frameworks, contributing to the broader discussion on
responsible Al development and deployment.

8 Conclusion

Our FinP framework addresses a critical gap in feder-
ated learning (FL): the inequitable distribution of pri-
vacy risks. While traditional FL focuses on preserving
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Figure 11: Global model classification accuracy
using CIFAR-10.

average privacy, it often overlooks the significant dis-
parities that can exist between clients. These dispari-
ties, stemming from heterogeneous data, varying com-
putational resources, and differences in local training
dynamics, can lead to situations where specific individ-
uals or groups bear a disproportionate privacy burden.
This raises significant ethical concerns, as it can exac-
erbate existing inequalities and create new forms of
discrimination based on data ownership and access.
FinP directly tackles this issue by employing a two-
pronged approach: server-side adaptive aggregation
and client-side collaborative overfitting reduction. This
combined approach aims to create a more equitable
and robust FL system, promoting fairness-in-privacy
for all participants. The formalization of our strategy
in Equation 1 highlights the importance of addressing
both the symptoms and causes of the privacy disparity.
Our results showed an average improvement in fair-
ness in privacy by 19.77% of the fairness index in the
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HAR dataset. Moreover, FinP revealed the potential to
reduce the success rate of the SIA to a level comparable
to that of a random guess in the CIFAR-10 dataset while
maintaining minimal impact on performance.
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Figure 12: Aggregation weights W in Federated learning using adaptive controlling regularization
strength p; shows the adaptive controlling based on the PCA distance and overfitting rank in the HAR
dataset experiment.
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B Hessian eigenvalues and Trace
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Figure 13: Scatter figures for top Hessian eigenvalue (1,.x) and Hessian trace (Hr) across rounds using
HAR dataset. They are strongly bonded.
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