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Detecting Content Rating Violations in Android
Applications: A Vision-Language Approach

D. Denipitiyage, B. Silva, S. Seneviratne, A. Seneviratne, S. Chawla

Abstract—Despite regulatory efforts to establish reliable
content-rating guidelines for mobile apps, the process of assigning
content ratings in the Google Play Store remains self-regulated
by the app developers. There is no straightforward method of
verifying developer-assigned content ratings manually due to
the overwhelming scale or automatically due to the challenging
problem of interpreting textual and visual data and correlating
them with content ratings. We propose and evaluate a vision-
language approach to predict the content ratings of mobile game
applications and detect content rating violations, using a dataset
of metadata of popular Android games. Our method achieves
∼6% better relative accuracy compared to the state-of-the-art
CLIP-fine-tuned model in a multi-modal setting. Applying our
classifier in the wild, we detected more than 70 possible cases
of content rating violations, including nine instances with the
‘Teacher Approved’ badge. Additionally, our findings indicate
that 34.5% of the apps identified by our classifier as violating
content ratings were removed from the Play Store. In contrast,
the removal rate for correctly classified apps was only 27%. This
discrepancy highlights the practical effectiveness of our classifier
in identifying apps that are likely to be removed based on user
complaints.

Index Terms—Mobile Apps, Content Ratings, e-Safety, An-
droid, Vision-Language Models, CLIP

I. INTRODUCTION

In recent years, our reliance on mobile services has surged,
whether for entertainment, communication, shopping, travel,
or finance. According to recent reports, 60.42% of the world’s
population owns a smart device [1]. One implication of this
trend is that children of all ages are using smart devices and
apps more than ever.

In 2013, a survey revealed that over 75% of children under
8 years old were using mobile phones [2] and in 2019, 69% of
teens owned a smartphone [3]. This widespread dependence
among young children poses a significant social challenge
whether they are being provided with age-appropriate content,
usually defined by content ratings. For example, the Google
Play Store ratings in the US and Canada are maintained by
the Entertainment Software Rating Board (ESRB), with rating
categories Everyone, Everyone 10+, Teen, Mature and Adult
only, whereas in Australia, games adhere to local content
maturity ratings issued by the Australian Classification Board
(ACB), including G, PG, M, MA15+, and R18+. Similarly,
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rating systems are employed in different regions, such as Pan-
European Game Information (PEGI) in Europe. These guide-
lines use six different content descriptors: themes, violence,
sex, language, drug use (substances) and nudity and asses the
impact depends on the frequency, intensity.

To assist users, especially parents, in finding suitable apps,
the Google Play Store enforces strict developer policies. As a
result, each app page displays critical app information, such
as download counts, requested permissions, content rating,
developer names, and user reviews, allowing users/ parents to
understand the app before downloading. Additionally, all apps
undergo automated inspection and vetting procedures before
being published. Furthermore, in 2020, Play Store introduced
“Teacher Approved” apps, which are published after being
rated by teachers and specialists. They take into consideration
factors such as design, age appropriateness, and appeal when
rating an app [4]. Despite such initiatives, Luo et al. [5]
identified that 40% of apps contained inappropriate content
among 70 children’s apps in 2020. Moreover, children report-
edly spent 27% more screen time for online video platforms,
120% more for TikTok in 2023 compared to 2022 [6] despite
those apps being rated for ages 13 and up. Furthermore, by
analysing 20,000 apps in Google Play Store, Sun et al. [7]
claimed that 19.25% of apps have inconsistent content ratings
across different protection authorities around the world, thus
making them un-generalisable.

One reason why such content rating violations and dis-
crepancies are possible among apps, especially in the Google
Play Store, is its loosely regulated nature. The Google Play
Store relies on an app developer’s completed questionnaire
and self-reported information to automatically determine the
content rating as disclosed by developers [8]. In a profit-
driven app ecosystem with over 3.6 million apps in the Google
Play Store [9], where app engagements matter significantly,
especially those from young children, it can not always
be expected that all developers will play fair. Furthermore,
Google employs different content rating systems based on
geographical locations [8], and there are no clear boundaries
among the categories, to the extent that an average smartphone
user can easily get overwhelmed. On the other hand, the app
vetting process by the Apple App Store is manual [10], and
as a result, it is most likely to have correct content ratings for
apps; however, the downside is that getting apps published in
App Store takes time.

As such, there is a stronger need to develop methods to
automatically assign correct content ratings for given apps.
This requirement is further exacerbated by the fact that reg-
ulatory bodies, such as a country’s e-safety commission, do
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not have the necessary means to identify apps that violate the
country’s content rating guidelines unless end users complain
about specific apps. Currently, such studies by regulators are
mostly carried out manually or semi-manually. For example,
in 2012 the FTC reviewed 200 apps, mostly through manual
processes [11].

To this end, in this paper, we propose a vision-language
approach based on self-supervised learning and supervised
contrastive learning that allows us to identify content rating
violations in app markets. Our approach is based on the
intuition that multi-modality is important in this problem (i.e.,
considering both app descriptions and images such as icons
and screenshots, commonly known as app creatives). Within
creatives, it is crucial to consider both the content and style of
these images. The style information is effective in identifying
the target demographic of an app, as apps designed for children
tend to have cartoon effects and tactile textures like glitter.
More specifically, we make the following contributions:

• We propose a vision-language approach using trained
content, style, and text encoders, along with a cross-
attention module, to predict mobile app content ratings
from descriptions and creatives.

• Using a real-world dataset, we show that our approach
achieves 5.9% and 5.8% relative improvements in ac-
curacy over state-of-the-art CLIP and CLIP fine-tuned
models.

• Upon evaluating the test dataset, our model identified 71
apps (∼17% of the total verified) with potential content
rating malpractices in the Google Play Store and 32 apps
subtly attracting an unsuitable audience. This includes
nine ‘Teacher Approved’ apps, which Google Play claims
to verify manually.

• We conduct extensive experiments on nearly 16,000 apps
to validate the effectiveness of our model. The results
show that 45.7% of identified malpractices and 39.1% of
identified disguises were removed by the Play Store after
nine months of our initial crawl.

II. RELATED WORK

Automatic app maturity ratings: The evaluation of
mobile apps often involves various perspectives. In particular,
identifying mobile app development is consistent with what
is stated in the privacy policy concerning online advertising
and tracking [12], [13], aiding developers in crafting
child-friendly apps concerning both content and privacy
aspects [14], [15]. However, fewer studies aimed at mobile
app maturity rating. Therefore, there is growing concern
regarding inappropriate content and maturity ratings in
mobile apps, which are linked to privacy concerns. Early
work by Chen et al. [16] proposed Automatic Label of
Maturity ratings (ALM), a text-mining-based semi-supervised
algorithm that uses app descriptions and user reviews to
determine maturity ratings. The authors used the content
rating from Apple App Store as the reference standard for
a given app. However, this method uses keyword matching
while ignoring semantic analysis. Using a similar approach
for ground truth establishment, Hu et al. [14] proposed a text

feature-based SVM classifier for content rating prediction
with an online training element. The previous two methods
solely depend on text features despite having access to other
modalities. Liu et al. [2] and Chenyu et al. [17] extended
these works by incorporating image and APK features to
identify children’s apps. However, features were limited to
extracting text using OCR software, colour distribution of
the icon and screenshots, and permissions and APIs. More
recently, Sun et al. [7] identified discrepancies in content
ratings of the same app in different geographic regions
by defining rating system mappings between geographical
regions. However, this research focuses on single modalities
or multiple modalities but treats them independently.

Vision-Language (VL) models: Early image-based con-
trastive representations have made advancements, nearly
achieving the performance levels seen in supervised base-
lines across various downstream tasks such as image clas-
sification and retrieval [18], [19]. Driven by the success of
contrastive learning in intra-modal tasks, there has been a
growing interest in developing multi-modal objectives (e.g.,
Vision-Language), enabling the model to comprehend and
exploit cross-modal associations. Pioneering works such as
CLIP [20] and ALIGN [21] bridged the gap between the vision
and language modalities by learning language and vision
encoders jointly with a symmetric cross-entropy loss which
is an adaptation of InfoNCE loss [22] for cross-model pairs.
CLIP optimises the cosine similarity between text and image
embeddings, while ALIGN employs a similar contrastive
learning setting with noisy training data. Zhai et al. [23]
tuned the text encoder using image-text pairs while keeping
the image encoder frozen. The rich embeddings that these
methods learn are later adapted to various application domains
such as video-text retrieval [24], [25], image generation [26],
and visual assistance [27]. However, [28], [29] point out the
challenges in adapting Large Multi-modal Models (LMMs) for
different domains when the downstream task deviates from the
originally pre-trained task. To the best of our understanding,
ours is the first work to leverage the advances in VL-language
models to detect content compliance malpractices specific to
mobile apps.

III. METHODOLOGY

We propose a customised vision-language (VL) model that
can be trained end-to-end with image and language data for
learning joint representations directly via image patches and
raw text tokens. Fig. 1(a) gives an overview of our model.
It uses mobile app creatives such as app icons/screenshots
and app descriptions as the paired inputs to generate joint
embeddings that are useful for the downstream task of content
rating prediction. We discuss our dataset in detail in Sec. IV-A.

At a high level, we adapt two image encoder-based back-
bones to learn image content and style features separately.
These two encoded features are merged together as image
features. Then, we employ a text backbone to encode text
features in the corresponding image-text pair belonging to an
app. A cross-modal module then extracts relationships between
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Minimise l2
normalised

distance

Exponiential
moving average

parameter update

+
Self-Attention

Add & Norm

Cross-Attention

Add & Norm

Add & Norm

Feed Forward

Self-Attention

Add & Norm

Cross-Attention

Add & Norm

Add & Norm

Feed Forward

Minimise image-
text contrastive

loss

MLP

DASH as fast as you can! DODGE the oncoming
trains! Help Jake, Tricky & Fresh escape from the grumpy

Inspector and his dog. ★Grind trains with your cool
crew! ★ Colorful and vivid HD graphics! ★ Hoverboard

Surfing! ★ Paint powered jetpack! ★ Lightning fast swipe
acrobatics! ★ Challenge and help your friends! Join the
most daring chase! A Universal App with HD optimized
graphics. Originally co-developed by SYBO and Kiloo.

Custom
transformer block

with cross-attention MLP

MLP

Softmax

concatenate

Patch-masked augmented
view for style

Augmented view
for style

Q K V QVK

(a)

App Description

App Icon/
Screenshot

Augmented view
for content

Text
backbone

Image -
Target

Encoder

Image -
Online

Encoder

Content
backbone

Style encoder (b) (c)

Fig. 1. (a): Vision-language model architecture during the training stage. (b): Custom transformer block with cross-attention. (c) Pipeline for the downstream
task of content rating classification.

image and textual features to produce the final image and
textual embedding representations. We use pair-wise Sigmoid
contrastive loss to learn the model parameters.

A. Encoding Visual Information

App icons and screenshots are the most prominent static-
visual information the prospective app users first observe. In
some cases, the style of an app icon alone is enough to
distinguish many popular apps. As an example, app icons from
Google would likely contain four colours: red, yellow, green
and blue (cf. Fig. 2). However, encoding such information
is challenging as they do not contain features a generalised
encoder such as CLIP was pre-trained on. To address this,
we introduce trainable content and style encoder modules that
work together to generate the final image embedding vector.
Their ablation studies are further discussed in Sec. V-B.

App icons often follow a similar styling across developers

Tile
Puzzle
Cakes

[G]
 App icon Screenshots

The
Virus:
Cry for
Help
[PG]

Spin the
Bottle
Game:

AMONG
[MA15+]

Style not related (cartoonish) but content relevant

Google
all [3+]

Rockstar
Games 

all [R18+]

Pocket
Love 

[G]

Dirty Crown
Scandal:

Fantasy BL 
[M]

 App icon Screenshots

Content not related (to puzzle) but style relevant 

App icon and screenshots are drastically different

 App icon Screenshots

Fig. 2. Disparity between the content and style of app icons and screenshots.

1) Style Encoder: Style information (e.g., texture, colour
schemes, artistic choices) is crucial when predicting content
rating as it adds context beyond the objects or elements present
in images. Kid-specific apps often use cartoonish characters,
which are often associated with distinctive shapes and distinc-
tive colour palettes and textures (e.g., bright colours, glitter
texture, non-complex surface reflections), while dark tones
(e.g. blood) or provocative lighting would be inappropriate
for younger audiences, even if the content seems neutral [2].

In Fig. 2, we provide some example cases of apps with
a significant disparity between the content and style of their
creatives relative to the app category and content rating. The
app icon and screenshots for The Puzzle Cakes showcase cake
related content and would have to rely on the style to associate
it with a puzzle game. Conversely, Pocket Love and Dirty
Crown Scandal employ a similar animated, cartoonish style
but are aimed at distinctly different audiences based on their
content ratings. Furthermore, there can be inter-app content
and style disparities as in the examples of The Virus and Spin
the Bottle Game. In both cases, the colour themes of the app
icons are very different from the screenshots.

Therefore, we embedded a separate style encoder module.
We use the CLIP image encoder as the base network for the
style encoder, employing a masked representation learning
task. This involves two identical networks, as illustrated in
Fig.1 (a). First, we uniformly sample an image i from the
dataset D and generate an augmented image xs = ts(i) by
applying an image augmentation ts ∼ T . Next, we randomly
mask three 3 × 3 patches to produce the masked image x

′

s.
The masked image is provided for one network called online,
while the unmasked image passes through another network
called target, a slow-moving average network. This allows the
network to focus on the features that are invariant to masking.
The target network θt uses an exponential moving average
(EMA) of the online network θs to learn lower semantic
features [30], [31]. More precisely, given a target decay rate
τ ∈ [0, 1], after each training step, we update the target
network weights using,

θt ← τθt + (1− τ)θs. (1)

The EMA introduces stability by averaging the network’s
weights over time, smoothing out rapid updates that occur
during the training process. This slows down the learning of
fast-changing, higher-level features and enables the capturing
of lower-level feature. From the masked image x

′

s, the online
network outputs a representation q

′

s = fθs(x
′

s). The target
network outputs qs = fθt(xs) from the augmented view
xs. Finally we define the mean squared error between the
embeddings qs and q

′

s

Lmse = ||qs − q
′

s||22. (2)
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and is added to the final loss, which we discuss later in
Sec. III-D. Furthermore, the generated style embeddings from
the target network are scaled down using the hyperparameter
α and added to the embeddings generated by the content
backbone.

2) Content Encoder: As shown in Fig. 1(a), our image
content backbone, fθc , is built on the CLIP image encoder and
remains active throughout the training process. This branch
operates on augmented images of 224x224 resolution, which
could be derived from an app icon or screenshots. We follow
the augmentation settings defined in CLIP to generate different
views of the image. The content backbone outputs visual con-
tent features, qc and are combined with visual style features,
qs given by the style encoder. We represent this combination
using the equation qi = qc + α.qs where α is empirically
selected as 0.1.

B. Encoding Textual Information

The app description provides an overview of the app’s func-
tionalities, features, and content to the prospective audience.
Often, the text is summarised as app users are reluctant to
read lengthy texts (capped at 4,000 characters; the average
length of an app description in the top 20,000 apps of Google
Play Store is 2,169 words), and Google Play mandated it
to be general audience friendly. We perform randomised text
chunking with four or more consecutive sentences randomly
extracted from the long app description to be paired with
respective app visuals. We used a 110 million parameter
RoBERTa text transformer with maximum 256 tokens marked
as text backbone in Fig. 1(a) to encode this information while
the model parameters are kept frozen during the training.

C. Image-Text Cross Attention

Typical image captioning datasets such as MS-COCO [32]
and Flickr30k [33] have a strong correlation between the
captions and the images. In contrast, app icons/screenshots and
descriptions can exhibit a larger semantic gap, especially in the
context of the content rating prediction problem because: 1)
the description may not perfectly reflect what is depicted in the
app icon or screenshots, 2) these modalities may not always
contain useful information related to the content/age rating,
and 3) App images display complex variations within the same
content rating class. Therefore, we employ a stack of cross
attention layers [34] to align visual and textual tokens to fill the
correlation gap between image patches and words. As shown
in Fig. 1(b), our custom cross-attention module initially has
a self-attention layer followed by a cross-attention layer. This
layer induces text information to the image features. The query
values are derived from the previous image content encoder
layer, and the memory keys and values are obtained from the
hidden layers of the text encoder and vise versa. Text-to-image
cross attention allows every patch of the image to attend over
all tokens in the input sequence. Conversely, in image-to-text
cross attention, the roles are reversed, allowing every token
of the input sequence to attend over all patches in the content
image. Finally, we introduce an additional linear projection
layer, which outputs the final visual and textual embeddings.

D. Loss Function

Given a paired image and text sample (i, j) from dataset D,
two transformations tc and ts are drawn from a distribution
of image augmentation T (cf. III-A), to produce two distinct
views xc = tc(i) and xs = ts(i) of the image i. These
views serve as inputs to the image content backbone fθc
and the image target encoder fθt in the style encoder block,
respectively. The views xc and xs are first encoded by fθc and
fθt into their representations qc = fθc(xc) and qs = fθt(xs),
which are then linearly combined to get the representation
qi. The text j is encoded by a text backbone, gϕ into their
representation qj = gϕ(j). Then, these representations, qj and
qi are mapped by the custom cross attention modules onto the
embeddings zi and zj . The Sigmoid Contrastive Loss [35] is
computed at the embedding level on zi and zj .

As defined in Eq. 3, we adopt a supervised Contrastive Loss,
more specifically, Sigmoid Contrastive loss (SigCL) proposed
by [35] with content rating label, where we consider image-
text pairs with the same rating as positive pairs. This enables
it to distinguish between data points not just based on data
similarity but also according to their categories. Additionally,
the SigCL benefits over Unified Contrastive Loss (UniCL) [36]
in a multi-modal setting because, when N image-text pairs
from the same content rating category are presented in a batch,
UniCL is bounded and the maximum softmax value per pair
is limited to 1/N . Meanwhile, SigCL varies between 0 and 1
for each positive pair. We defined the SigCL between zi and
zj embeddings along the batch B as,

LSigCL = − 1

|P |
∑
i,j∈P

log
1

1 + e(−τzi.zj+b)

− 1

|B|
∑
i∈|B|

∑
j∈|B|\{P}

log
1

1 + e(τzi.zj−b)
(3)

where yi and yj are the labels for a given image and text
pair and P = {k|k ∈ B, yi = yj}, which represents the
image text pairs coming from the same content rating. The b
in Eq. 3 alleviates the heavy imbalance coming from the many
negatives. We also employ Euclidean distance loss, Lmse to
learn low level information such as texture and colour in
image data. Specifically, we take the augmented image xs and
generate a masked version of it. The two views are encoded
by the target and online networks described in Sec. III-A1
into representations ys and y′s, and optimise them using Lmse.
The entire network is optimized by minimising the following
loss function:

L = LSigCL + λLmse (4)

where λ is a positive constant trading off the importance of
the first and second terms in the loss L.

IV. EXPERIMENTAL SETUP

A. Dataset

Our dataset is a snapshot of the Google Play Store, which
includes metadata and creatives for 1.3 million apps. This
dataset was collected using a Python crawler from January
2023 to November 2023. We deployed an extremely slow
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1) Potential
Malpractices

{com.GybeGames.HoneyMoney}

Easy Money 3D!
{com.SaturnVgame.SlidingBlackGirls}

Sliding Black Girls
{com.drug.dealer.weed.mafia.open.world.games}

Drug Mafia 3d Weed ... 
{com.flycowgames.liarsdice}

Liar's Dice VIP
{com.aut.robot.ropehero.crime}

Robot Fighting Games-Robot car

Pred: [R18+]
True: [G]

(a)

Pred: [MA15+]
True: [M]

(e)
Pred: [M]
True: [G]

(c)
Pred: [R18+]
True: [PG]

(d)

Pred: [M]
True: [G]

(b)

{com.vestasoft.weedtycoonhempville

Weed Grower Simulator
{com.crater.choosme} *

Choosme:Wonderful Love Stories
{com.cala.survival.games.state.***.dead.space.resident.of.evil}

Resident State: Survival Evil
{com.AKStudio.SovietProject}

Soviet Project - Horror Game
{com.Minecraft.Games.Studio.Scp}

SCP 096 Game Minecraft Mod

Pred: [R18+]
True: [PG]

(f)

Pred: [MA15+]
True: [PG]

(j)
Pred: [M]
True: [PG]

(h)
Pred: [MA15+]
True: [PG]

(i)

Pred: [MA15+]
True: [M]

(g)

{com.boltstudio.brainlovestory}

DOP : Brain Love Story
{com.citrusgamestudios.promfashionnova}

Prom Fashion Nova
{com.dragonplus.happyhospital}

Happy Hospital: Crazy Clinic
{com.hgg.nail.salon.makeup.project}

Nail Salon Girls Makeup Games

2) Potential
Disguises Pred: [G]

True: [MA15+]

(e)
Pred: [G]
True: [M]

(c)
Pred: [G]
True: [R18+]

(d)
Pred: [G]
True: [PG]

(a)

Pred: [PG]
True: [MA15+]

(b)

{com.iden.LikeNastya2} *

Like Nastya Game 2: Holiday

{com.gam.free.boljump} *

Red ball : love Rainbow
{com.bobolink.dressup.show.games.fore.girls}  *

Dress Up Show Games for Girls
{com.kidgamestudio.***.newborn.babycare}

Mommy Pregnancy + Baby Care
{com.***rrorlegscoloringhuggygamewuggyapp}

Mommy coloring Long Legs huggy

Pred: [G]
True: [MA15+]

(j)
Pred: [G]
True: [MA15+]

(h)
Pred: [PG]
True: [MA15+]

(i)
Pred: [G]
True: [MA15+]

(f)

Pred: [PG]
True: [R18+]

(g)

{com.halffry.beautysalon.***.girlsgames} *

DIY Makeup ASMR-Makeover Salon

Fig. 3. Examples belonging to 1) potential malpractices, and 2) potential disguises. For each app, the image on the left represents the app icon, and on the
right is a screenshot. Red * represents app that removed from the Play store after the initial data crawl in 2023.

crawling rate during this data collection. For this work, we
filtered out and used only the games category, which is more
popular among children and as such, the correct content rating
matters significantly. During our crawl, the crawler’s geo-
location was set as Australia (AU) to be consistent in obtaining
content rating values of G, PG, M, MA15+, or R18+.

We sorted the selected gaming apps by rank, i.e., sorting
in the descending order of number of downloads, star rating
count and final star rating number following similar previous
work [37], [38], and the first 20k games were selected as
training and validation sets (80:20 random split) while the next
10k games were selected as the test set. We specifically did not
mix the former due to the assumption that more popular apps
are well monitored within the community and well maintained
by the developers such that the metadata and content ratings
information are less noisy than in the rest of the order. Due
to the scarcity of games in categories of MA15+ and R18+
within the top 30k, we expanded our search space for them and
appended them into train, validation and test sets. For analysis
purposes, we created another dataset by including apps with
the ‘Teacher Approved’ tag [4]. We report the distribution of
apps by content rating across various datasets in Tab. I.

TABLE I
DATASET SPLIT AND CLASS DISTRIBUTION

Train Valid. Test Teacher Approved
G 4,544 1,139 2,650 2140
PG 4,540 1,130 2,649 30
M 4,530 1,120 2,648 2
MA15+ 2,131 547 1,796 -
R18+ 255 62 255 -

B. Implementation Details

We use the ViT-B/16 CLIP image encoder as our image
backbone for both style and content branches and a frozen
RoBERTa backbone in the text encoder branch. The model is
pre-trained on eight NVIDIA V100 GPUs for 30 epochs with
a minibatch size of 64. We use the Adam optimizer [39] with

learning rate of 10−5, momentum of 0.9, and weight decay of
0.02. The learning rate follows a cosine decay schedule [40],
starting from 0 with 10 warmup epochs and with a final
value of 10−8. We perform a grid search to select the loss
coefficients λ in Eq. 4 and set it to 5.

C. Content Rating Predictions

We train a linear classification head to perform content
rating predictions based on the previous outputs of image
and text embeddings zi and zj . That is, we propagate them
via two separate MLP networks, concatenate the outputs, and
then propagate again via another MLP network, followed by
softmax classification to identify the prediction class. This
stage is shown in Fig. 1(c). As we possess multiple images
(app icon and screenshots) for a given app, we take the
majority voting for the classification outputs for all of such
image and text pairs. Note that we disable back-propagation
in all the steps starting from (i, j) up to obtaining zi, zj during
this classification stage.

1) Performance Metrics: Due to the persistent class im-
balance of our datasets, we report our model’s performance
in macro and weighted versions of precision, recall and
F1 scores. The overall accuracy is calculated based on the
elements of the principle diagonal of the confusion matrix.
Predictions mapping to upper triangular or lower triangular
portions of the confusion matrix are undesirable for app users
and we later evaluate them in Sec. VI-B1 as potential malprac-
tices and in Sec. VI-B2 as potential disguises, respectively.

V. RESULTS

In this section, we first present the performance results of
our model compared against several state-of-the-art baseline
architectures representing image embeddings, text embeddings
and image-text multi-modal embeddings. Next, in the ablation
study, we demonstrate the effect of different components of
our approach by removing each component separately. Further,
we evaluate the effect of using symmetric cross entropy
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TABLE II
PERFORMANCE EVALUATION. LINEAR CLASSIFICATION ON TOP OF THE

FROZEN IMAGE AND TEXT REPRESENTATION AND SUPERVISED BASELINES

Pm Rm Pw Rw Acc
1) Image embeddings only

ResNet50 26.48 45.54 44.07 38.60 38.61
ViT 28.33 35.25 45.18 46.06 46.07
BLIP 40.48 32.74 48.65 45.18 45.19
CLIP 56.88 42.57 51.24 50.02 50.03
CLIP-f.t. 56.64 42.39 51.01 49.80 49.79
Ours 61.18 45.14 53.10 51.14 51.15

2) Text embeddings only
BERT 45.28 47.94 51.06 49.32 49.33
RoBERTa 52.35 46.86 49.82 49.83 49.84
BLIP 38.10 41.20 45.11 39.75 39.76
CLIP 51.08 42.62 47.44 47.65 47.46
CLIP-f.t. 49.25 41.63 46.69 47.08 50.18
Ours 60.58 43.31 52.54 50.45 50.46

3) Image-Text embeddings only
ViT+RoBERTa 33.33 33.87 48.45 50.78 50.78
BLIP 33.26 32.59 47.73 49.13 49.13
CLIP 53.66 45.44 49.97 50.11 50.12
CLIP-f.t. 57.70 45.56 50.60 50.19 50.18
Ours 61.57 46.63 54.80 53.09 53.09

loss (SCE) [20], which is used for CLIP pre-training, uniCL
loss [36] and SigCL loss [35].

A. Performance Comparison with Baselines

We evaluate the performance of our method against pre-
trained and fine-tuned CLIP models in three settings as shown
in Tab. II; 1) using only CLIP image embeddings (zi), 2) using
only CLIP text embeddings (zj), and 3) using both CLIP image
and text embeddings (zi and zj). For 1) and 2), we modify
the experimental setup explained in Sec. IV-C such that either
zi or zj would only propagate via a single MLP network
before obtaining the softmax scores. In 1) and 3), we take
the majority voting output considering all images that come
with an app, but not in 2). This is because one app has only
one text description.
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Fig. 4. Confusion matrix comparing our method against baselines - using
image-text embeddings.

For the pre-trained CLIP model baselines, we initialise the
original parameters for the model and freeze them before
training the content rating classifier. For fine-tuning CLIP, we
use our training dataset consisting of app icons, screenshots
and the respective app descriptions to fine-tune the already pre-
trained CLIP model for an additional 13 epochs using a batch
size of 384. Next, we freeze the fine-tuned model parameters
to train the content rating classifier.

As detailed in Tab. II, our model achieves an accuracy of
∼53.1% in the image-text embedding classifier setting and

outperforms the pre-trained CLIP by a relative percentage
increase of ∼5.9% and the fine-tuned CLIP by a relative
percentage increase of ∼5.8%. We also report other metrics,
such as precision and recall in macro (m) and weighted (w)
settings for further comprehension. Despite a relative decrease
in accuracy by 3.7% for the image-only classifier and 5.0%
for the text-only classifier, our methods outperform CLIP
and CLIP-ft across all evaluated metrics. We attribute this
improved performance to the integration of cross-attention
mechanisms and a style encoder, which enable our model to
learn richer visual and textual features compared to models
leveraging two separate encoders for each modality.

We further portray the confusion metrics in Fig. 4, com-
paring our method against baselines of CLIP and CLIP-ft,
where our predictions are less scattered off-diagonal in the
upper and lower triangles. Based on these results, we can
conclude that our method outperforms both CLIP and CLIP-
ft among all three settings depicted in Tab. II and the best
results are obtained when both image and text embeddings
are considered.

For completeness, we also consider standard image and text
baselines that have been supervised fine-tuned on our training
dataset. These models are trained end-to-end using app cre-
atives (app icons/screenshots and app descriptions ) to predict
content rating labels directly. Specifically, we present image-
only classification results using ResNet50 [41], ViT [42], and
BLIP [43] image encoders as the backbone of the classifiers.
For text classification results, we use BERT, RoBERTa and
BLIP text encoder-based classifiers. For image-text classi-
fication results, we use a concatenation of ViT+RoBERTa
encoder and BLIP text and image concatenated encoder-based
classifiers.

ResNet50 and ViT both perform poorly compared to our
method on average by 20.2%. Comparatively, BERT and
RoBERTa only demonstrate an average accuracy drop of
∼6.6%. This disparity in performance can be attributed to
several factors. App descriptions sometimes provide explicit,
detailed information about the content, usage, and target
audience, directly reflecting the attributes relevant to content
rating.

ViT and RoBERTa concatenated classifier has an accuracy
of 50.78% which is still 4.35% under performing than our
method. Additionally, BLIP image or text or image and text
encoder classifiers are also under performing than our method
in average by 15.81%. These results again establish that,
despite training an end-to-end model to perform content rating
classification, it is not effective compared to our method
in producing more meaningful embeddings that subsequently
produce better content rating classifications.

B. Ablation Studies

Ablations with respect to loss functions: We alter our
contrastive loss function in Eq. 3 in several ways to experiment
with different loss functions in SSL, such as SCE loss, UniCL,
and SigCL. We compare linear classification results trained
on the combination of image and text representations. The
results of Tab. III show that our method trained on SigCL
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TABLE III
PERFORMANCE WITH DIFFERENT LOSSES

Metric SCE UniCL Ours
Macro Precision 56.36 60.29 61.57

Recall 38.52 43.45 46.63
F1 Score 38.17 45.23 49.25

Weighted Precision 49.74 52.63 54.80
Recall 48.59 51.51 53.09
F1 Score 46.77 50.50 52.31
Accuracy 48.59 51.52 53.09

TABLE IV
EFFECT OF INCORPORATING STYLE ENCODER AND CROSS ATTENTION

Metric w/o style w/o cross Ours
encoder attention

Macro Precision 62.60 58.81 61.57
Recall 43.56 46.43 46.63
F1 Score 45.84 49.12 49.25

Weighted Precision 54.91 50.99 54.80
Recall 50.72 50.76 53.09
F1 Score 49.86 49.80 52.31
Accuracy 50.73 50.76 53.09

outperforms SCE and UniCL methods by 9.3% and 3.0%,
respectively.

Ablation of model components: To observe the effect of the
style encoder, we evaluate our model with only the content-
encoder as presented in Tab. IV. The macro average precision
observes a gain of 1.67% without the style encoder (i.e., less
likely to make false predictions but recalls less: -6.58%), yet,
all the other metrics indicate better performance with our
method (macro average F1 score: +7.43%, accuracy: +4.65%).
Next, we augmented our methodology without cross-attention
and replaced it with a self-attention block. Our method
achieves better performance in all the metrics compared to this
setting. Removing cross-attention disproportionately affects
classes, as indicated by a larger drop in the weighted F1 score
compared to the macro F1 score. This suggests that cross-
attention is crucial for maintaining performance in majority
classes like G, PG, and M, helping the model effectively
distinguish between these content ratings. Overall, ablation
study results show that style backbone added with text-image
cross-attention contributes to the increased performance.

VI. RESULT ANALYSIS

In this section, we analyse the results and predictions of our
method from the perspective of the mobile app ecosystem.
First, we observe how deviated the text and visual data are
compared to natural language and text. Next, we present
interesting findings among the lower and upper triangular parts
of the confusion matrix (i.e., apps having a lower or higher
content rating than our predictions).

A. Image-text Cross Attention

In Sec. III-C, we discussed how our image-text cross
attention (CA) design allows every patch of the content image
to attend over all tokens in the text input sequence. Also,
for each image patch, there are 12 attention heads running
in parallel. Therefore, to qualitatively measure how the CA
happens, we select attention-heads of the first layer as lower
layers are often associated with broader attention [44]. Then,
for each image patch, we select the tokens with the highest

R18+M

MA15+ G

(a) (b)

(c) (d)

Fig. 5. Visualisation of image patches attending to text tokens in the custom
cross-attention layer.

numerical attention values after excluding some stop-word and
punctuation mark-related tokens. In Fig. 5, we visualise the
highly attended words in a given input image portion for
some example images. An image portion is a collection of
consecutive patches which we select as a region of interest;
for example, the patches outlining the gun in Fig. 5 (d)
or the heart in Fig. 5 (a). The results show that mobile
app ecosystem-related tokens such as ‘simulator’, ‘game’,
‘upgrade’, and ‘developers’ are now attended by the image
patches, even though those words cannot be identified by
observing the image in a general context. Furthermore, the
tokens representing target audiences such as ‘kids’, ‘children’
and ‘girls’ are now attended. This further demonstrates how
our model has been able to reduce the gap between visual data
and textual data in the mobile app domain.

B. Predictions in the Wild

When our classifier is applied to the test set containing
10,000 gaming apps, two interesting cases emerge, i.e., apps
with a higher or lower labelled rating than our model’s pre-
dictions. These two scenarios lead to potential “malpractices”
and “disguises” that are important from a content safety point
of view.

1) Potential malpractices: When our method predicts a
class label that is higher than the developer-defined label,
we characterise such examples as possible malpractices (i.e.,
having a lower content rating than what the app is supposed to
have). Occurrences belonging to this category could be iden-
tified along the horizontal axis of the confusion matrix, on the
right-hand side to the diagonal. This is more observed in the G
category as any higher prediction, such as PG, M, MA15+, and
R18+, raises a concern. As we go higher in prediction classes,
the possibilities for malpractices decrease, and therefore, the
R18+ category is not susceptible to malpractices.

We manually evaluated 350 apps with predicted labels that
were two classes or more higher than the true label (e.g.,
prediction [M, MA15+ or R18+] when the true label is [G])
and identified 62 (17.7%) of them as potential malpractices
(i.e., possible content rating violations). Also, we highlight
that at the time of writing, 14 of them were removed from
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Play Store, and 20 of them were increased to a higher rating
class compared to the time we crawled the dataset. While we
can’t be exactly sure why these 14 apps were removed from
Google Play Store, previous work has reported that Google
take down apps violating their content policies [37].

We highlight ten exemplary instances that are potentially
linked to malpractices in Fig. 3 (1). Examples (a) and (b) both
represent gambling-related games rated [G] that would at least
require a rating of [PG]. Example (c) depicts shooting and
gun usage, again not suitable for a general audience. (e) and
(j) contain images more suited for an [MA15+] audience, and
(d) and (f) entertain visual and textual cues strongly related
to illegal substances that require a rating higher than [PG].
(g) and (h) contain images with horror themes, blood and
intense cartoon or fantasy violence which are more suited for
[MA15+] audience. These examples suggest that our model
can flag potential content malpractices in the app ecosystem.

2) Potential disguises: Apps belonging to higher content
ratings are likely not to conduct malpractices, but alarmingly,
they could be disguised as a lower-rated app and, as a con-
sequence, could attract an unsuitable audience to the app. As
an example, an R18+ app consisting of cartoonish images and
not-so-alarming textual data could attract underage audiences
due to their natural tendency for curiosity and their interest
in cartoons. From the developer’s perspective, they comply
with the content policies and applicable laws. However, in
such cases, we argue that at least the textual description must
contain information such that someone (e.g., a parent or a
guardian) who misses the content rating label should be able
to figure out the app’s purpose and functionality independently.
We define this category as possible disguises. R18+ is more
vulnerable to disguises that can be identified horizontally left
to the diagonal of the confusion matrix. Being the lowest
content rating, category [G] is not susceptible to disguises. We
checked 131 samples that were predicted [G, PG, M] when the
true class was [R18+], and 203 samples predicted [G] when
the true class was [MA15+] and observed ∼9.3% of them to
be possible disguises.

We demonstrate some of such examples in Fig. 3(2). App
represented by (a) is an app rated for [PG] and our method
predicts even lower as [G]. Observing the images, it is evident
their content is sexual in nature despite the cartoonish theme.
In our test dataset, the average rating for an app with such
sexualised imagery is [MA15+]. Note that in this category,
our model is likely to predict a lower rating as the images or
text is not suggestive of requiring high ratings. Due to such
examples being rare, our model does not know how to predict
them correctly, yet we still can automatically identify them
based on our off-to-left-diagonal results, as explained before.
Apps (b, e, g) and (i), though rated for [MA15+] and higher
based on a storyline related to a ‘fashion and makeup’, is likely
to attract a younger audience due to the visual appearance
similar to the majority of [PG] rated Dress up games. A
similar interpretation can be given to [M] rated examples (c,
h), which are too cartoonish yet contain images related to
mature audiences, such as pregnancy. Furthermore, (f) and (j)
are rated as [MA15+], which contains appealing games for
young audience. Despite measures such as Not designed for

children tagging is available in Google Play [45] to safeguard
users, it doesn’t appear to be used by many developers.

True: M
Pred: G
Descriptors: 
Simulated 
Gambling

Dots

True: M
Pred: G

Descriptors: Sexualised
Imagery

Food Truck Cafe
game for Girls

com.Nitxgames.For***rkingSimulator
Fortuner Car
Simulator Game
3D
True: MA15+
Pred: PG

Descriptors: Strong Violence

com.AKStudio.Dots com.Girls.***.Cooking.Games

Online Interactivity, In-
Game Purchases (a) (b) (c)

Fig. 6. Examples of unverifiable apps with developer defined content rating
descriptors.

3) Unverifiable apps: We further highlight discrepancies in
content rating declarations, as illustrated in Fig. 6. These noisy
instances represent cases where we could not manually verify
the developer-assigned ratings based on the app’s available
metadata, visuals, or descriptions. The app in (a) is rated as
[M] with descriptors indicating simulated gambling, online
interactivity, and in-game purchases. However, compared to
similar games in the dataset, it does not display any visual cues
or textual descriptions to justify such a rating. Therefore, the
absence of gambling graphics or explicit mention of gambling
mechanics justifies the predicted rating of [G]. Similarly, app
(b) and (c) fail to reflect sensitive content such as sexualised
imagery and strong violence in app creatives. Hence, in all
these cases, our model predicted a lower rating than the
original rating. While it may not be explicitly illegal to omit
sensitive descriptors from app screenshots or descriptions,
missing descriptors in visuals hinder the user’s ability to
make informed decisions, leading to unwanted downloads or
unexpected experiences and children and vulnerable users may
unintentionally be exposed to harmful or age-inappropriate
content.

*com.alyaka.***phone com.Mee***Globalcom.usm.ddfkrake
True: PG
Pred: 
MA15+

Every generation, it
lures five kids inside
and never lets them
leave...

This game must be
played in the presence
of a mother or father,
and ...

True: G
Pred: M

A completely
new criminal case for
the three. Suitable for
players aged 10+...

True: G
Pred: M

... playing
with AI, playing with
family members and
playing online...

True: G
Pred: PG

*com.scho***House

(a)
(b)

(c) (d)

Fig. 7. Examples of teacher-approved apps with incorrect content ratings - A
section of the app description is quoted and * indicates this app is no longer
available.

4) Teacher Approved (TA) Apps: Google Play has deployed
the ‘teacher approved’ apps based on consultations with
experts to determine the suitability for kids, and especially
the age appropriateness [4]. Hence, these apps are likely
to be more content appropriate as per the rating labelling.
However, after analysing 2,172 TA apps, we found that our
model predictions deviate from the declared content rating
classifications, with 10.4% of them being flagged for potential
malpractices. Among them, 92% of the instances were flagged
as requiring [PG] despite being declared as [G]. Further eval-
uating their continuity, within a time span of nine months, we
observed that 34.5% of apps that were classified as potential
malpractices have been removed from the Play Store. On
the contrary, only 27.4% of correctly predicted apps were
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removed, which is lower compared to the deletion rate of
apps identified with malpractices. We further discuss why
app removal rate can be a proxy measure of content policy
violations in the next subsection.

As depicted in Fig. 7 we manually verified a portion of apps
flagged before as malpractices based on the available metadata
and identified that nine apps are likely to be not suitable for
children despite being tagged as TA. The presence of violence
(Fig. 7a), horror themes (Fig. 7b) or online multiplayer inter-
actions (Fig. 7d) were the main reasons we identified behind
these content rating discrepancies. The example in Fig. 7
c highlights a contradiction in the app’s description, which
mandates parental presence, despite the app being labeled as
[G] in the Play Store. Overall, the presence of these practices
among ‘teacher approved’ apps is alarming. It shows that
even manually verified apps are not immune to content rating
malpractices, and further rigour is required in app vetting.
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Fig. 8. App deletion rates w.r.t number of downloads.

5) App Deletion Rate: An app can be discontinued in
Google Play for two reasons: the developer could discontinue
the app [46], or Google could remove the app for violating its
policies [47]. As a result, an app being removed from Google
Play can be used as an indication of a possible violation of
Google Play policies.

To this end, we used 15,985 apps that are gathered from
the test set (10,000 apps: c.f. Sec. IV-A) added with 5,985
apps with lower downloads (download count < 100,000 - to
account for a better distribution as our test set consists of
top apps only). Next, we attempted to re-crawl these apps to
check whether they were still there in Google Play. Overall, we
found 45.7% of apps identified as having malpractices, 39.1%
of apps that predicted to be disguises were removed within
the time span of nine months. In comparison only 29.1% of
apps that correctly predicted were removed.

In Fig. 8, we show the percentage of apps that we found as
deleted according to the download numbers and the predictions
of our classifier. At all download ranges apart from ‘< 100’,
we notice that apps we classified as potential malpractices
have a higher deletion rate than apps we classified as correct.
Similar values of ‘< 100’ category can be explained by less
attention and consequently fewer complaints received on those
apps for Google to action.

On the other hand, apps classified as disguises are likely
not to be removed as malpractices, as they are unlikely to be
noticed or complained about by an average audience. Notably,
apps flagged as disguises with more than 1M downloads are
far less likely to be removed as the number of apps with
a higher content rating label (e.g., MA15+, R18+) are not
frequent among the apps.

VII. CONCLUDING REMARKS

In this paper, we proposed a vision-language approach to
detect content rating violations in Google Play Store. Our
model includes multiple trained encoders capturing features
related to app creative styles, content, text descriptions and
their relationships using a cross-attention module. We trained
our model using a large dataset from Google Play Store
focusing on gaming apps. Our method outperformed the state-
of-the-art CLIP model, even when fine-tuned on the same
dataset. We achieved 5.9% and 5.8% relative improvements in
accuracy compared to CLIP and fine-tuned CLIP, respectively.
Even though our method doesn’t achieve perfect accuracy,
apps that deviate from the predicted rating (i.e., potential
malpractices or disguises) can serve as a shortlist for e-safety
regulators and app market operators, thereby reducing manual
effort. By leveraging static information such as images and
text, we can quickly identify apps for further inspection.
Beyond these two categories, we also identified unverifiable
apps that have been assigned higher content ratings, yet even
human reviewers could not justify these ratings based on the
app creatives and descriptions alone. While there is no legal re-
quirement for an app’s creatives to explicitly reflect its content
rating, we emphasize the importance of ensuring alignment
between content descriptors and app creatives/descriptions.
This transparency will help users to make informed decisions.

We applied our model in the wild and found that our model
can detect content rating malpractices in practice. We could
identify 71 (∼17% of what we verified) of such examples.
Some notable examples include gambling apps such as Liar’s
Dice VIP being categorised as G and Drug Mafia 3d Weed
being categorised as PG. In addition to that, within our test set,
16.86% of the apps we identified as violating content policies
are no longer available in Google Play Store due to potential
banning, further justifying the effectiveness of our method.
As an artefact, we also found another interesting behaviour
related to app content ratings in the Google Play Store char-
acterised as potentially disguises. These apps have a correct
content rating. However, their look and feel appear to target
a general audience. For example, an app with a cartoonish
theme but mature content may inadvertently attract children,
for whom the content could be disturbing. We identified 32
such instances. Finally, we conducted an extended evaluation
on 2,172 ‘teacher approved’ apps and identified nine apps with
possible content rating malpractices.

One limitation of our work is the reliance on top apps having
reliable content ratings and representative app creatives. While
several comparable works have used similar ideas in domains
such as spam app detection [37], counterfeit detection [48],
this approach may introduce noise into the CLIP fine-tuning
process. One way to mitigate this limitation is through human
annotation, though this can be costly. Another approach is to
match apps between the Google Play Store and Apple App
Store using a method such as [49], leveraging Apple’s content
ratings, which typically undergo manual verification. However,
Google and Apple use different content rating scales, which
may introduce inconsistencies.

Additionally, incorporating other app metadata—such as
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user comments, data safety declarations, and dynamic app
behaviors—could enhance the framework’s robustness against
unverifiable apps. However, this approach is more resource-
and time-intensive than analyzing text descriptions and app
creatives. As a result, it could serve as a secondary classifier
after identifying potential content rating violations at scale
using our proposed method.
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