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Abstract—In this paper, we investigate the sensing, communi-
cation, security, and energy efficiency of integrated sensing and
communication (ISAC)-enabled cognitive radio networks (CRNs)
in a challenging scenario where communication quality, security,
and sensing accuracy are affected by interference and eavesdrop-
ping. Specifically, we analyze the communication and sensing
signals of ISAC as well as the communication signal consisting
of common and private streams, based on rate-splitting multiple
access (RSMA) of multicast network. Then, the sensing signal-to-
cluster-plus-noise ratio, the security rate, the communication rate,
and the security energy efficiency (SEE) are derived, respectively.
To simultaneously enhance the aforementioned performance
metrics, we formulate a targeted optimization framework that
aims to maximizing SEE by jointly optimizing the transmit signal
beamforming (BF) vectors and the echo signal BF vector to
construct green interference using the echo signal, as well as com-
mon and private streams split by RSMA to refine security rate
and suppress power consumption, i.e., achieving a higher SEE.
Given the non-convex nature of the optimization problem, we
present an alternative approach that leverages Taylor series ex-
pansion, majorization-minimization, semi-definite programming,
and successive convex approximation techniques. Specifically, we
decompose the original non-convex and intractable optimization
problem into three simplified sub-optimization problems, which
are iteratively solved using an alternating optimization strategy.
Simulations provide comparisons with state-of-the-art schemes,
highlighting the superiority of the proposed joint multi-BF
optimization scheme based on RSMA and constructed green
interference in improving system performances.

Index Terms—Beamforming, green interference, integrated
sensing and communication, rate-splitting multiple access, secu-
rity energy efficiency.
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ITH the rapid promotion of fifth generation (5G),
beyond (B5SG) and even six generation (6G) networks
around the world, spectrum scarcity becomes the key limited
factor of next-generation bandwidth-hungry applications [1].
Moreover, the current frequency band utilization is in the range
of 15-20% [2]. Therefore, it is necessary to explore emerging
technologies that refine spectrum utilization and mitigate radio
resource competitions, such as cognitive radios (CRs) [3], [4],
and integrated sensing and communication (ISAC) [5]-[7].
How to optimize sensing and communication of the ISAC
independently or jointly is a hotspot focused by scholars [8]-
[10]. The authors of [11] studied the single-static sensing
performance of the multi-target massive massive input massive
output (MIMO)-ISAC systems, and minimized the sum of
Cramer-Rao lower bounds (CRLBs) of target arrival directions
under a communication rate constraint. The authors stated
that their scheme achieved near-optimal performance with
less complexity through a single optimization of the sensing
signal. In [12], the authors investigated a mobile-antenna-
assisted ISAC system, aiming to improve the communication
rate and echo signal signal-to-cluster-plus-noise ratio (SCNR)
by jointly optimizing the antenna coefficient and antenna
position. An ISAC network assisted by a fluid antenna was
designed in [13]. With the position and waveform of the fluid
antenna jointly optimized, the sum communication rate of all
users was improved. The authors of [14] presented an ISAC
network in which unmanned aerial vehicle (UAV) acted as a
base station (BS). To achieve a balance between sensing and
communication, the position and transmit power of the UAV
were optimized, and then the communication rate and CRLB
of target sensing accuracy were maximized. Li et al. analyzed
an ISAC network in which a mobile UAV served as the sensing
target. Under the communication quality of service (QoS) and
transmit power of the BS constraints, transmit signal BF vector
and target allocation were optimized to improve the echo
signal signal-to-interference-plus-noise ratio (SINR) [15]. In
[16], the author studied ISAC composed of multiple BSs and
multiple users acting as targets and communication users.
Considering that the overall composition in ISAC is rel-
atively complex and there is a non-negligible interference
between the target sensing and the multicast communications,
the scientific community turned its attention towards a variety
of multiple access schemes to attain interference mitigation
in ISAC [17], [18]. The authors of [19] focused on a space
division multiple access (SDMA) scheme that used linear
precoding to distinguish users in a spatial domain, relying
entirely on treating any remaining multi-user interference as
noise. The communication performance gain of the ISAC



based on SDMA was evaluated in [20]. In contrast to SDMA,
non-orthogonal multiple access (NOMA) works with super-
imposing coding at the transmitter and successive interference
cancellation (SIC) coding at the receiver. NOMA superim-
poses users in the power domain, and forces users with better
channel conditions to perform complete decoding through user
grouping and sorting [19] to eliminate interference caused by
other users. Different from NOMA, orthogonal multiple access
(OMA) assigns one resource to one user, resulting in lower
resource utilization. The authors of [21] assessed the OMA-
empowered and NOMA-empowered performance gains of
communication and sensing of the semi-ISAC network based
on the traversal rate and the traversal estimation of information
rate. An uplink transmission scheme was articulated in [22] for
NOMA-ISAC system to mitigate mutual interference between
sensing and communication signals, and enhance communi-
cation convergence rate, reliability, and sensing accuracy. In
[23], the authors documented a joint optimization scheme
of transmit signal BF, NOMA transmission time, and target
sensing scheduling to maximize the sensing efficiency of
ISAC systems, while ensuring a high communication QoS.
A joint precoding optimization problem based on NOMA was
solved in [24], which maximized the security rate of multi-user
through artificial noise (AN), and achieved secure transmis-
sion, while satisfying the sensing performance constraint.

Although studies on SDMA and NOMA to improve the
ISAC performance is gradually deepening, there are some
extremes to conventional multi-access architectures, such as
SDMA and NOMA. Specifically, SDMA treats interference
entirely as noise, seriously reducing the reliability. Instead,
NOMA decodes interference one by one, implying that the
effectiveness is hard to guarantee. Above shortcomings and
deficiencies urge us to find a new scheme like rate-splitting
multiple access (RSMA) [25], adopting rate splitting based
on linear precoding and SIC. As a consequence, RSMA
decodes some interference and treats the remaining as noise,
fully absorbing advantages of both SDMA and NOMA, and
achieves high reliability and high effectiveness. Under the
constraints of data rate and transmit power budget, RSMA
structure and parameters were designed in [26] to minimize
the CRLB of sensing response matrix at radar receivers. The
authors of [27] presented an indicative example of an RSMA-
ISAC waveform design that jointly optimized the minimum
fairness rate among communication users and the CRLB of
target detection under power constraints.

Coexistence of sensing and communication broadens the
prospects for next-generation communication systems, while
increasing the energy consumption. This necessitates the de-
velopment of green ISAC systems simultaneously. In this
direction, the authors of [28] introduced a power consump-
tion minimization policy for the near-field ISAC system. In
particular, the transmit signal BF vector was optimized to
minimize network power consumption under the constraints
of communication SINR, sensing target transmit beam pattern
gain, and interference power. For intelligent reflecting surface
(IRS)-ISAC systems, the authors of [29], [30] maximized
the energy efficiency (EE) by jointly optimizing the transmit
signal BF vector, the IRS reflection coefficient matrix, and the

IRS deployment location. Energy-saving BF design of ISAC
systems that aimed to maximize the EE by appropriately de-
signing transmission waveforms in multi-user communication
and target estimation scenarios was documented in [31] and
[32]. In a multi-BS ISAC network, the energy consumption
was reduced due to optimum task allocation, beam scheduling
and transmit power control [33].

Additionally, due to the inherent open nature of downlink
data transmission and broadcast mechanism, as well as the
resource sharing between perception and communication of
the ISAC network, it is vulnerable to security threats like
eavesdropping and intercepting [34]. Consequently, it is of
great significance and urgency to carry out researches on
physical layer security (PLS) in ISAC networks [35]. The
effort that has been spent on the PLS-ISAC is limited. In
an IRS-ISAC network, the authors of [36] maximized the
minimum communication rate by optimizing the transmit BF
vector, the receive BF vector, and the IRS reflection coefficient
matrix under the constraints of echo signal power and security
rate. For the same system model, BF was designed to maxi-
mize the minimum weighted beam pattern gain under security
rate and transmit power constraints [37]. The authors of [38]
focused on an ISAC network in which UAVs served as BSs to
provided downlink data transmission for multiple users, sense
and interfere with the eavesdropper (Eve) to maximize security
sum rate. The authors of [39] used neural networks to optimize
the transmit signal precoders to minimize the maximum SINR
of the Eve. In a UAV-IRS-ISAC system, the DRL framework
was employed to optimize the transmit signal BF vector and
the coefficient matrix of the IRS loaded by a UAV to maximize
the security sum rate [40]. In [41], NOMA and AN were
adopted to jointly optimize the radar correlation and transmit
signal BF vector to maximize echo signal power.

To sum up, state-of-the-art (SOTA) ISAC works [11], [15],
[26], [37], [41] improved sensing of the ISAC system by op-
timizing echo signal power, SINR, or target detection CRLB.
In [24], [29], [36], [38]-[40], the security or communication
QoS was enhanced by optimizing the communication sum
rate, security coordination rate, security rate, or eavesdropping
SINR. Optimization frameworks for jointly enhancing sensing
and communication. was articulated in [12], [14], [16], [21],
[22], [27]. In [28], [30]-[33], the objective was to refine the
EE. From the above, it gets obvious that joint optimization of
multiple performances like sensing, communication, security,
and EE of the ISAC has not been extensively investigated.

In PLS-ISAC, the dynamic change of channel state and
the non-cooperative characteristics of unauthenticated Eve
make the acquisition of the perfect CSI extremely difficult,
while [24], [37], [38], [40] assume that Eve’s perfect CSI
can be ascertained. Undoubtedly, the assumption of perfect
CSI provides tractability allow the derivation of performance
bound with the cost accuracy and applicability as it. The
aforementioned contributions on the PLS-ISAC [36]-[41] take
insufficient advantage of the inherent interference in networks.
From the perspective of security, AN improves the security
rate. Meanwhile, it results in notable power overhead and
computational complexity increase.

Based on the aforementioned discussions, this paper focuses



on cognitive radio networks (CRNs) where ISAC and multicast
communications coexist. We articulate a joint BF optimization
scheme based on RSMA and constructed green interference
in order to jointly enhance sensing SCNR, communication
capabilities, as well as security energy efficiency (SEE) . In
more detail, our contributions can be summarized as follows:

1) Despite adverse conditions such as interference, eaves-
dropping, and Eve’ imperfect CSI are confronted, we
introduce novel PR-ISAC CRNs architecture supporting
both ISAC and multicast communications, which in-
creases the utilization of limited spectrum resources and
improves performances. Building upon this, we quantify
sensing, communication, security, and EE through echo
signal SCNR, communication rate, security rate, and EE.

2) We propose an optimization framework designed to
maximize the SEE by optimizing both the transmit BF
vectors and the echo BF vector. Our approach leverages
RSMA and ISAC signals to generate green interference
from multicast communication signals. This green inter-
ference is strategically designed to minimize interference
for Bob while increasing interference for Eve; thereby,
enhancing security rate. Unlike AN, green interference
is an inherent component of the system’s energy, elim-
inating the need for additional power consumption and
computational complexity. Consequently, this approach
contributes to the overall improvement of SEE.

3) We recognize that the original optimization objec-
tive and its associated constraints are inherently non-
convex. To address this challenge, we propose an op-
timization algorithm that leverages Taylor series ex-
pansion, majorization-minimization (MM), semi-definite
programming (SDP), and successive convex approxi-
mation (SCA). This approach systematically transforms
the originally non-convex and intractable problem into
three more manageable sub-optimization problems. By
employing an alternating iteration strategy, our method
effectively converges toward a solution for the original
optimization problem.

4) We carry out Monte Carlo simulations to validate
the efficiency of the proposed multi-BF scheme. Full
comparison with previously published works highlights
the superiority of the proposed joint BF optimization
scheme based on RSMA and green interference in
enhancing sensing, communication, security, and EE.

The remainder of the paper is organized as follows: The
channel model, PR-ISAC CRNs architecture, and signal mod-
els accompanied by performance indicators are provided in
Section II. Section III formulates the optimization problem,
and present the corresponding solutions. Numerical results and
simulations are provided in Section IV. Section V concludes
this paper by summarizing its main message and key remarks.

Notations: Matrices and vectors are denoted as 1}11ppercase
boldface and lowercase boldface, respectively. (-), Tr(-),
rank (-), and [|-||, are the Hermitian transpose operation, trace
operation, rank operation, and 2-norm operation. C**¥ stands
for the 2-dimension complex space. I represents the Z x Z
identity matrix, I, represents the (Z x 1)-dimension unit
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Fig. 1: PR-ISAC CRNs architecture.

vector, ® denotes the Kroneker product of two matrices, O is
computational complexity, and [z]" = max {0, z}.

II. SYSTEM, CHANNEL, AND SIGNAL MODELS

To facilitate the formulation and solution of the optimization
problem, we describe the architecture, Rician-shadowed fading
channel, legitimate communication signal and unauthenticated
eavesdropping signal in the ISAC, the RSMA-based multicast
communication signal, and the sensing signal in the ISAC.

A. System Model

As shown in Figure 1, in CRNSs, there are two sub-networks,
namely ISAC as primary network and multicast communi-
cations as secondary network. In the primary network, BS;
is equipped with M; antennas provides the downlink data
transmission service to Bob while sensing the target’s location
status information. Meanwhile, Eve, an unauthorized external
eavesdropper equipped with a single antenna, attempts to
wiretap confidential information that BS; transmits to Bob.
In the secondary network, BSy equipped with M, antennas
employs the RSMA scheme to provide highly reliable and
low-interference downlink data transmission for N users.
Obviously, in the PR-ISAC CRNs, the signal transmitted by
BS; interferes with N communication users’ received signals,
while the signal transmitted by BSs affects both Bob’s and
Eve’s signal reception.

B. Channel Model

In the primary network, a portion of the line of sight (LoS)
component is refracted and scattered by buildings and trees,
forming the non LoS (NLoS) component that coexists with the
LoS component. Therefore, the downlink channel can be mod-
eled as the superposition of a predominant LoS component and
a sparse set of single-bounce NLoS components. This situation
can be accurately characterized by the Rician-shadowed fading
channel model in [42], which is taken into account to capture
the statistical characteristics of communication and sensing.
Specifically, we have

hlz p (Yo, wo)aouy (Yo, po) ® ue (Yo, o) +
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where p (U, ) is the antenna directivity pattern, uy, (9, ¢)
and u, (J,¢) are horizon and elevation steering vectors,
respectively, cvg and a; are path-loss parameters of the LoS
and the ¢-th NLoS components, ¢ and ¢ are the azimuth and
elevation angles of departure, respectively, and 7" is the number
of NLoS components. uy, (¢, ¢¢) and u, (9, ;) obtained as
in (2) and (3), given at the top of this page, where n is the
phase constant, I, and [, are distances between two adjacent
antenna feeds of horizon direction and elevation direction, and
My = M1 x M ».

In what follows, it is necessary to point out that unless other-
wise specified, all channels considered are with the magnitudes
of their elements following Rician-shadowed distributions by
default.

C. Communication Signal Model

For BS1, let x},, and x, represent the communication signal
transmitted to Bob and the sensing signal transmitted to target,
respectively. wp, € CM*1 and wy, € CM*! are the BF
vectors of xp, and xy,, respectively. Before transmitting xp,
and xy,, BS; superimposes xy,, and i, together. Thus, the
final signal transmitted by BS; can be expressed as

X1 = WhoTbo T Wtalta- (4)

Additionally, given that BS, uses the RSMA scheme to
implement multicast communications, all signals transmitted
by BS; to N communication users can be divided into two
parts, i.e., common stream and the private stream, namely
{z§,20}, {25,285}, - , {zjcv, zf’N}, respectively. Then, N
common streams, {z§,z5,--- , 2%}, are extracted, combined,
and encoded as the common information, s. via a code-
book shared by N communication users. Private streams,
{z],25,--- 2%}, are encoded separately as private infor-
mation {s1, S2,---, SN}, respectively. It is assumed that the
signals Zpo, Tta, Sc, and s, are uncorrelated with zero mean
and unit variance. Then, we assume that o, € CM2*1 and
0, € CM2X1 are beamformers of the common information
si,c and the private information of the n-th communication user
Sy € {1,2,--- | N}, respectively. The signal transmitted by
BS; can be

N
X2 = OcSc + Zn:l Op,Sn.- (5)

Let hy, € CM*1 h, € CM1*! and h,, € CM*! represent
the channels from BS; to Bob, Eve, and the n-th user.
Likewise, gp, € CM2*1 g ¢ CM2x! and g, € CM2x1
represent the channels from BS; to Bob, Eve, and the n-
th user. npo, Ne, and n, are independent and identically
distributed complex random Gaussian noises with mean being

0 and variance being o2 at Bob, Eve, and n-th user. The
received signals at Bob, Eve, and n-th user are given by

H
Ybo = hbowbombo + Nbo

N (6)

+hgowtamta + glk;loocsc + Zn:l glk;IOOnSna

ye:hgwbol‘bo + Ne
N (7)
H H H
+he WtaZta + 8e OcSc + anl 8e OnSn,
H H
Yn = 8, 0cSc + 8, 0n8n + Ny,

(8)

H H H
+ E o Bk OK Sk + h,, WhoTho + hy, WiaTta,

respectively. Since Eve is foreign, unauthorized, and non-
cooperative to BS; and BSs, they ascertain Eve’s imperfect
CSI. As such, we have

he = hes + herv (9)

e = Bes T Zer (10)

respectively, where hos and ges are the estimated CSIs of
the BS;-Eve and BSs-Eve links, h,, and g, represent the
differences between the real and estimated CSIs of the BS;-
Eve and BS,-Eve links, respectively, of which the 2-norms
satisfy

(1)
(12)

0 S ||hel"||2 S €h,
0< ”gcr”Q < eg,

respectively, where ey, and e, are the upper bounds of 2-norms
of h, and g.,. To quantify the CSI uncertainty of the BS;-Eve
link, there exist

08wyl = WiL (hesh + Ay) Wi, (13)
[hEwe |5 = wh (heshf + Ay) wia, (14)

where Ay, = heshll +ho hll +h hil is the CSI error matrix
of BS;-Eve link, and satisfies the compatibility and triangle
inequality constraint. Then, we can get a range of values for
the 2-norm of Ay, ie., [|Aplly, <ef + 2en||hell, = enus,
where ey, yp is the upper bound of 2-norm of Ay. Similarly,
we obtain Hg?ocHz = ol! (gesgll + A) o, and Hg?onHi =
0} (8es8lL + Ag) On, Where Ay = gosglh + SorBl + Bor&hr
is the CSI error matrix of the BS,-Eve link, and satisfies the
compatibility and triangle inequality constraint. Then, we get
a range of values for the 2-norm of Ay, ie., [|Agll, < e? +
2e;||ger || = €g,uB, Where eg U is the upper bound of 2-norm
of Ag.

In the ISAC, the decoding order is (i) sensing and (ii)
communication signals. Hence, it is assumed that the chan-
nel gain of the sensing signal is greater than that of the

communication signal, i.e, |h§0wbo||; < ||h§0wta||§ and
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The sensing SINR at Bob can be obtained as

[ weall

Ybo,ta =

ol + et + X alon 02
To employ SIC and remove sensing signals and reserve
communication signals, the following condition needs to be
satisfied: Ybota > 7tn, Where <y is the required SINR
threshold for decoding sensing signals successfully. Then, with
sensing signals eliminated at Bob, the communication SINR
at Bob can be represented as

thl;lowbon . (16)
HggoOCHE + 27]:[:1 HgEOOWHE + 02

Similarly, the sensing SINR at Eve is

“Tbo,bo =

[ wia |

b wiol3 + llgiocll; + o0, llgHonll; + 02(17)
In contrast to Bob, the Eve is constrained to be failed to decode
the targets message, obtaining the communication signal with
the sensing signal interference, and thus degradating the eaves-
dropping SINR, the following condition needs to be satisfied:
Ybo,ta < Yeh- Therefore, the communication SINR at Eve can
be respectively expressed as

’Yc,ta -

Ye,bo = :
oWl + lgeot |2+ N, ngos|\§+02(

Thus, the security rate is given by Rs = [Rpo, — Re]+, with
Ryo = logy (1 + Ybo,bo) and Re = log, (1 + 7e bo) being the
legitimate rate at Bob and eavesdropping rate at Eve.
Meanwhile, BSy; provides RSMA-based downlink data
transmission to N users. According to RSMA, the common
information s. is decoded into a common stream first, and
the private information s,, is regarded as interference. Then,
by applying SIC, the common stream is recoded, pre-encoded,
and removed from the received signal. The private information
Sp of the n-th user is decoded into a private stream, and
private informations of other users is treated as interference.
Consequently, the SINRs of the common and the private
streams of the n-th user can be respectively expressed as

e |gtioc|;
¢ b
S ligHonlls + [hEwio|l5 + [hH w3 + o2
\ (19)
- |gton|;
-
2 jsn ||gj OJH + ||hHWb0||2 + ||h Wta”z + 0'2

The corresponding common and private stream rates can
be respectively given by R. = logy (1 +7.) and R, =
logy (1 +7n)-

D. Sensing Signal Model

Since BS; is fully aware of its own transmit signal xi,
which is composed of the sensing signal wi,zi, and the

communication signal wy,,21,, X1 can be used to detect the
target. Meanwhile, sensing is affected by clutter from the
environment. Therefore, the echo signal received at BS; can
be expressed as

Yb1 = ghtahg (Wboxbo + Wtazta) (21)
+IM1><1hg (Wboxbo + wtawta) + npg,

where h;, € CM1*1 is the channel from BS; to the target and
h, € CM1x1 {5 the channel from the environment to BS;. Ad-
ditionally, £ is the radar cross section (RCS) coefficient with
the mean square value being x%, and np; ~ CN (0,0%Iz, x1)
represents the complex random Gaussian noise at BS; with a
mean being 0 and a variance being 0. We model the clutter
from the environment as complex random Gaussian noise with
a mean being 0 and a variance being o2 [43].

Then, a radar receiver filter vector at BS; is defined as
a € CMx1 and thus the further processed echo signal and

SCNR can be respectively obtained as

H H
= gablhtahta (Wboxbo + Wtazta)
H H H
+ab11M1 thcl (Wbozbo + Wtaxta) + ap Ny,

H
a,1Yb1

2, H H
atlhy,hil (Wpowiy + wiawih ) hithiaa

b1 = (23)

202ala
Likewise, to successfully decode the echo signal at BS;, the
following condition should be satisfied: yb1 > 7Vih-

III. OPTIMIZATION FORMULATION AND SOLUTION

We aim at jointly enhancing the system’s sensing, commu-
nication, security, and SEE. To this end, we design a joint
BF optimization scheme to reduce the interference exerted on
Bob, suppress Eve’s eavesdropping, and improve the sensing
accuracy and energy utilization based on RSMA and the
constructed green interference. Specifically, our objective is
to maximize the SEE of the entire PR-ISAC CRNs. The opti-
mization objective SEE is related to Ryo, Re, and P+ P+ F.
Optimization of a reduces P; while BS; can successfully
decode the echo signal. Optimization of wy,, leads to a larger
Ry, optimizing wy, can reduce P; and R., o, and o,, are
optimized to increase the multicast communication rate and
reduce R.. The optimization problem can be mathematically
expressed as

RS (Wb07 Wta, OCa On)

P1. max

a,Who,Wta,0c,0n Pl (Wbm Wta) + PQ (Oca On) + PO
(24a)
s.t ||Wb0||§ + ||Wt'1||§ = Pl < Pl ,maxs (24b)
loc]l5 + Z lonll3 = P2 < Py max, (24c)
Rg > Is & R, >I &RnZIp, (244d)
B wiol; < [[hlwiall; (24e)
[bwio [ < [bwwa[; (24f)
’Ybo ta = Vth & Ye,ta < Vth; (24¢)

Hhtahta (wbowbo + wtawta) h Naa
2 H > Yth,
CT aa

(24h)



where (24a) is the optimization objective on SEE maximiza-
tion. (24b) and (24c) are constraints of BS; and BS; power
consumptions, P max and Ps 1, are maximums of P; and
P,, Py is constant circuit power consumption. (24d) are
constraints on security rate, common stream rate, and private
stream rate, respectively. Is, I., and I, are thresholds of
security rate, common stream rate, and private stream rate.
(24e) and (24f) are constraints on the decoding sequence of
the sensing signal and the communication signal. (24g) are
constraints that Bob and BS; successfully decode sensing
signals and Eve fails to decode its received sensing signal,
deemed as interference for Eve. What’s more, we define
Psum:Pl+P2+P0'

It can be observed that there is a deep coupling relation-
ship between the variables to be optimized in P1 and the
optimization objective and corresponding constraints, which
brings notable challenges for effectively and reliably solving
P1. To this end, we present an alternative iterative optimization
algorithm based on Taylor series expansion, MM, SDP, and
SCA, respectively. In particular, we decompose the original
non-convex and intractable targeted optimization P1 into three
sub-optimization problems. The first sub-optimization problem
focuses on the optimization of the echo signal BF vector at
BS; . The second one considers the optimization of the transmit
BF vector at BS;. The last one is the optimization of the
transmit BF vector at BS,. In what follows, it is defined
X; = xix?. The fractional form of the objective and the
coupled variables a, Wy, Wiy, O, 0, render problem (24)
intractable. Therefore, we split the original problem into three
sub-problems, and propose an alternating optimization scheme
to solve it.

A. Optimization of the Echo Signal BF Vector at BS;

To optimize the echo signal BF vector at BS; a, we keep
Who, Wta, Oc, and 0,, fixed, and we present the equivalent form
of the constraint (24h) as

2 oH H pyH
k* a” (Hp—piwpiwy, Hi, ) a
P2.1. max — ( t bi™ ta bl)
a 202

st (24b)- (24g).

(25a)
(25b)

ala

where Hy, b1 = hiahll € CM>*Mand wy,; = [Who, Wia] €
CMl X2
Herein, S is a Hermitian matrix, which can be expressed as

H
2 H H H H
K“heahiy (wbowbo + wtawta) hi hi, _s

st =
202

(26)
We diagonalize the Hermitian matrix S, define the eigenvalue
diagonal matrix of S as S = diag{Ai, s, -, A\n,} €

CMixMi - define the eigenvector matrix of S as Q =
{qla q2,: - 7QM1} S CMixMi with QQH = I]V11><M1~ Then,
(25) can be rewritten as
aHQgQHa
P2.2. _— 27
mgx aQQa (27a)
st (24b)- (24g). 27b)

Besides, let Q = Q"a = {&1,Gs, - ,dar, } - By applying

Q to (27), we obtain

M ~
Zj:ll Aj‘l?

P2.3. max = (28a)
j=19j
st (24b)- (24g). (28b)
Then, after defining A\pax = max{A;, Ao, -, Ar,} and
Amin = min {1, Ag, -+, Apg, }, we obtain
M\ =~ M - M ~
> i1 )‘jq? < 21 Amaxq? ~ Amax > jm1 Q? )
My ~o — M, ~o - M1 ~o = Amax;
Zj:l q; ijl q; Ej:l q; 29)
M,y =~ M - My ~
Zj:ll )\jq? > ijll )\minq? . Amin Zj:l1 q? )\
My ~2 — My ~92 - M, ~o — /\min-
219 > -1 9 219
(30)
Finally, (25) can be simplified as
HS
P2. max o = Apas (la)
a afa
st (24b)- (24g). (31b)

In this case, the optimization variable a is equivalent to the
eigenvector corresponding to the maximum eigenvalue of S,
ie., Sa = Apaxa. We use QR decomposition to compute
the maximum of the target optimization, i.e., the maximum
eigenvalue of S, and the corresponding eigenvector, i.e., the
optimization variable a. The corresponding calculation process
is provided in Algorithm 1.

B. Optimization of the Transmit BF Vectors at BS;

For fixed a, o, and 0,,, we optimize Wy, and wy, in P1
jointly. The security rate in P1 can be rewritten as

Rs =Ry — Ry+ Rz — Ry
= 10g2 (TI‘ (Hbowbo) + abo)
—logsy (Tr (HeWho) + Tr (HoWi,) + )
+log, (Tr (Ho Wi, ) + o) — logs (ano)

where ap, = Tr (GpoO.) + 25:1 Tr (G,,0,,) + o2, and
ae = Tr (GeO.) + 32N Tr (G.0,,) + o2 are constants.

According to the MM, the following equality is satisfied:
logy (2) < 2220 + log, (20), where zg is a specific value of
variable z. Therefore, the second item and the third item in
(32) can be upper-bounded as

Tr (chbo) —Tr (chbo,i)
(Hewbo,i) + Tr (Hewta) + (679
Tr (HoWy,) — Tr (Hewta,j)
Tr (HeWho,i) + Tr (HeWia ) + e
+logy (Tr (HeWho i) + Tr (H Wy ) + ),

(32)

Ry < T
(33)

and Tr (H,W,,) — Tr (H.W
R3< ( e ta)_ ( e ta,i)

o Tr (Hewta,i) + Qe
+logy (Tr (HeWha i) + ),
where Wy, ; is the ¢-th iteration result of Wy,,, and Wy, ;
is the j-th iteration result of Wy,. Based on (13) and (14),
we obtain the minimum of Ry in (35) and the maximum of

(34)



Tr (Hc,minWbo) —Tr (Hc,mawao,i)

Tr (Hc,minwta) —Tr (Hc,maxwta,j)

R min —
> Tr (He7maXWbo,i) +Tr (He7maxwta) + Qe Tr (He7mawao,i) +Tr (He,maxwta7lj) + Qe (35)
+10g2 (TI' (He,minwbo,i) + Tr (He,minwta,j) + ae) )
Tr (He matha) —Tr (He minWta i)
R3 max = . ’ = + log, (Tr (He max Wiai) + Qo) 36
3, Tr (He,minwta,i) + Qe 2o ( ( , ta, ) ) ( )
Algorithm 1 Optimization of echo signal BF vector at BS;. R, .+ R, R  Then, Pl is transformed into
Require: Given Wy, Wy,, 0, and 0,,, and related variables in R (Who, Wia)
the defined models. P3.1. max S,max 1 T'bo; Tta (37a)
Ensure: Optimal echo signal BF vector a. Who:Wia P) (Who, Wta) + Po + P
s.t  (24b) - (24h). (37b)

1: Set the mean square value of RCS &, iteration threshold
6,e=0, Ao =0, A_1 =0, and tolerance threshold J;
2: while all constraints in (31b) are satisfied do
3: repeat
Solve the optimization objective in (31) to obtain
the maximum eigenvalue \.;
Update a. = QR (S, \.);
ce=¢ec+1;
until A\, — \._; < 6;
end while
Calculate optimal echo signal BF vector a at BS; with
QR decomposition based on maximum eigenvalue, A ax;

e

R A

Algorithm 2 Optimization of the transmit BF vectors at BS;.

Require: Given a, o., and o0,, and related variables in the
defined models.
Ensure: Optimal transmit signal BF vectors wy, and wg,.
1: Set auxiliary variables r, and s,, iteration threshold 4,
e =0, SEE; =0, and SEE_; = 0;

2: while all constraints in (42b) are satisfied do

3 Set ¢ = 0, and initialize 7,0, and s, 0;

4: repeat

5 t=1+1;

6 Solve the optimization objective in (42) to obtain

maximum SEE = (2ra RS max (1) — rgPsum>;

7: Update Wyoc, Wia,e, 72,0, and sa,0,43

8: until SEE, — SEE._; < §;

9: Obtain solutions Wy, and Wy,;

10: Set Wbo,s+1:Wbo and Wta,s+1:Wta;

11: while Wy, .1 = Wy, ., and Oy, .1 = O,, . are not
satisfied do

12: e=¢e+1;

13: end while

14: end while

15: Employ singular value decomposition (SVD) to Wy, .
and Wy, ., and then the transmit signal BF vectors wy,
and wg, are ascertained, respectively;

Rs in (36) at the top of this page, where He¢ ax = Hes +
en,uBlar xa, and He min = Hes — e uBlar, <, -
The maximum Rg can be expressed as Rgmax = Ri —

As shown in (37a), we need to increase Iigmax and de-
crease P} to maximize SEE through optimization of wy,, and
Wia. Given optimization function in (37) is fractional and
intractable, with a slack variable r and an auxiliary variable
r, introduced, the equivalent sub-optimization of (37) is given
by

max

P3.2. | max 2ray/Rsmax— 73 (P4 P2+ F)  (38)
s.t  (24b)-(24h), (38b)
Rs >logy (1+7). (38¢c)

Since (38c) is non-convex, we introduce an auxiliary variable

S, to transform inequality constraints into equality ones. Then,
(38c) can be rewritten as

253. \V 1 + Ybo,bo — 52 (1 + ’Ye,bo) Z T.

Let us define the i-th iteration of wy,, and w, are defined as
Who,i and Wy, ;; then corresponding approximate matrices are
given by

(39)

(40)
(41)

H H H
Wbo,i = Who,iWpo T WboWho,i = Wbo,iWho,i»
H H H
Wta,i = Wta, Wiy + WitaWia i = Wta,iWey -

Finally, the non-convex targeted optimization P1 can be rewrit-
ten in a convex form as follows

P3. 2 a R max - 2I:)sum 42
wbo,rv{,liﬁmsa r m re (42a)
st (24b) - (24h), and (39). (42b)

Corresponding calculation process is summarized in Algo-
rithm 2.

C. Optimization of the Transmit BF Vector at BS,

For the third sub-optimization, we need to increase Rg max
and decrease P, to maximize SEE through optimization of
o. and o,. For given a, wy,, and w,, and then o, and o,
are optimized in P1. For the sake of simplicity, we define:
Hiz b1 = Hta,bng’bla Hy,, = hbohgoa H. = heh?7
Wi = Whowil, and Wy, = wy,wil, respectively. Then,
we hold that

max Tr (HeWho) = Tr [(Hes + en,usIng xary) Whol ,
(43)



min Tr (HoWh,o) = Tr [(Hes

es

—enuBlar <) Whol, (44)
where I, represents the identity matrix with rank being M;.

Proposition 1. The constraint on the security rate in (24d)
can be converted to

(1 — 1) U1 Us > 7T [Hipo Wiyo] Tt [HoWpo |
Uy = Tr (HyoWho) + (1 —17) o?
N
F(1—7)Tr <GbOOC + G 0n> , @O

(45)

n=1
-
T—1
N
+Tr [Geoc + G anl

U, =

Tr [HeWbo] + o

’ 47)
On} + Tr (HeWta) ,

respectively, where T = 275,

Proof. For brevity, the proof of proposition 1 is provided to
Appendix A. O

Proposition 2. The right part of (45) can be rewritten as

2

Tt [Hpo Who] Tr [HeWho] = Tr[hpohf Wy, |7 (48)

Proof. Please refer to Appendix B. O
Proposition 3. The following inequality holds:

2¢/7/(1 = 1)Tr (hpoh Wi,)

U+ Uy > e 49

1+ 2_H U, +Us , (49)

Proof. Please refer to Appendix C. O

Based on (11) and (47), the range value of Us can be
expressed as Uy yg > U > Us 1,5, Where

v
Us,us = - 1Tr [(Hes + en,uBIn xan ) Whol
N
+Tr [Teoc + T, Z On} 102 (50)
n=1
+Tr [(Hes + en,usIng xary) Wia)
and
v
Uz = - 1Tr [(Hes — en,uIaz, xar,) Who)
(51

N
+Tr [Teoc +Tey on} + 02
+Tr [(Hes — en,uBIan xar, ) Wia) -

Proposition 4. Based on (49), (50), and (51), the following
inequality holds:

Uy + Vg > || 2V DI (AW | o)
—Ui +Uzus 9
where H = hbohgS + en,uBlan x o, -
Proof. Please refer to Appendix D. O

Let x = {x1, 2,3, 24,25, 26,27} be a set of auxiliary
variables further introduced, and the equivalent form of P1

can be expressed as

P4.1. Omoaxxxl (0c,0n) (53a)
st X9 —x3— 14 > 127, (53b)
Tr (Wp1) + Tr (Oc,n) < 27, (53¢)
Tr (HpoWp1) + Tr [GpoOcn] > (272 — 1) 0%, (53d)
Tr [GpoOe.n] < (272 — 1) 02, (53e)
Tr [(Ges +eg UBIa sy ) Oc,n] < (276 — 1) 02, (530)

Tt [Ges,minOc,n] + Tt [Heg min Wh1] > (272 — 1) 02,
(53g)
— (2% — 1) f(0,) +Tr (G, 0.) > 0, (53h)

N
— (2 —1) f(oj)+Tr( ) Gn0n> >0, (53i)
T5 — %6 < T, (53j)
rank (Wy;) = rank (O.) = rank (O,,) =1, (53k)
(52), (24b), (24c), (331)

where f(0,) = [Tr (zfj:l GnOn) T (H, W) + oﬂ
and O;,, = O+ ZnN:1 QO,,. Notice that (53b) is non-convex;
thus another variable zg is provided to convert (53b) into zo —
x3 — x4 > 23 and f (x7,28) = 2] a7 'w > 1, which leads
to

To — T3 — T4 — 1

2
s

(54)

I2I3$4+1>‘
2 =

2

Proposition S. For fixed x7 and xg, x7, and xg, taken into
account, the following inequality holds:

2 2
2737,0378,0338 > T7,0%1 + g 0T7- (55)

Proof. Please refer to Appendix E. O

Derivation of (55) enables (53e) and (53f) to be respectively
expressed as convex forms as follows:

Tr {Gbo (oc S on)] <

0?20 (z3In2 — 23002+ 1) — 1],

N
Tr [(Ges +eg uBlan ) | Oc + anl On>:| 57)

0?2769 (261In2 — 260 In2 + 1) — 1].

Let us define the ¢-th iteration of o. and o,, are defined as
o¢,; and o, ;. Then, the corresponding approximate matrices
can be obtained as O.; = o, Z0 + 0c0f; — oc 0l and
0,; = 0,0l + onogz 0y, ;01 Flnally, the non-convex
targeted optimization P1 can be rewrltten in a convex-form as

(56)

P4. max x; (58a)
Oc,0n;, X

s.t (24b), (24c), (53c), (53d), (53g) (53k), (58b)
(52), (55), (57). (580)

The calculation process of (58) is presented in Algorithm 3.
Finally, the complete algorithm for solving (24) is outlined in



Algorithm 3 Optimization of the transmit BF vectors at BS,.
Require: Given a, wy,, and wy,, and related variables in the
defined models.

Ensure: Optimal transmit signal BF vectors o., and o,,.

1: Set a set of auxiliary variables x and xg, iteration thresh-
old 9, e =0, SEE; =0, and SEE_; = 0;

2: Set positive values ey, eg, €n,UB, €g,UBs L85 Lcs Ips Pimaxs
and P2,max;

3: Initialize O and O,, . to satisfy constraints in (58b) and
(58¢);

4: while all constraints in (58b) and (58c) are satisfied do

5: Set 7 = 0, and initialize 2,0,i> £6,0,i> £7,0,i> and 8,0,i5

6: repeat

7: t=1+1;

8: Solve the optimization objective in (58) to obtain
maximum SEE;

9: Update O ¢, O e, T2,0,i» T6,0,i> T7,0,i> and Tg o,

10: until SEE, — SEE._; < J;

11: Obtain solutions O. and O,,;

12: Set O¢.c+1=0. and Oy, .41=0,;

13: while O, .1 = O, and O,, .1 = O, are not

satisfied do
14: ce=¢ec+1;
15: end while

16: end while
17: Employ SVD to O.. and O, ., and then the transmit
signal BF vectors o. and o,, are ascertained, respectively;

Algorithm 4 Optimization of the SEE in (24) based on
Algorithms 1, 2, and 3.

Require: Initialization values of a, Wy, Wia, 0c, and o,
and related variables in the defined models, the number of
iterations ¢, and tolerance threshold 4, respectively.

Ensure: BF vectors a, wy,,, Wi, Oc, and 0, respectively.

1: repeat
Carry out Algorithm 1 to obtain a.; with Wy ¢,
Wta,a 0(:,57 and On,s;

n

3: Carry out Algorithm 2 to obtain Wi, .41 and 0¢ o1
with a.41, 0c ., and 0y, ;

4: Carry out Algorithm 3 to obtain 0.1 and 0, .1
with ac 1, Wiaeq1, and 0¢cq1;

5: e=¢e¢+1;

6: until Variation of adjacent iteration results is less than &;

7: Employ QR decomposition to obtain echo signal BF
vector a, employ SVD to Wy, ., Wia e, Oc e, and Oy, ¢,
and then the transmit signal BF vectors Wy, Wi, 0Oc, and
0,, are ascertained, respectively;

Algorithm 4, where Algorithms 1-3 are alternately executed
in each iteration.

D. Complexity analysis of Algorithm 4

For Algorithm 4, there exist M7+ M3 (N + 1) +1 original
variables, (N + 6) slack variables, 2 M;-size linear matrix
inequality (LMI) constraints, (N+1) Ms-size LMI constraints,
(N + 8) I-size LMI constraints, and (N + 1) 3-size SOC

constraints. Therefore, the computational complexity of Algo-
rithm 4 is given in (59) at the top of the next page, where
D =M+ (N+1)M;+(N+7).

IV. NUMERICAL RESULTS AND DISCUSSIONS

In this section, Monte Carlo simulations are performed to
illustrate the effectiveness of the presented PR-ISAC CRNs
and the BF optimization scheme. The key simulation param-
eters are set as: The bandwidth f,, = 80 MHz, the carrier
frequency f.= 18 GHz, the coverage region of a cell r = 120
m, numbers of transmit antennas M;=12, Ms=12, number
of communication users N=4, thresholds of security rate,
common and private stream rates, decoding sensing SINR
Is=1 bit/s/Hz, I.=1 bit/s/Hz, I,=1 bit/s/Hz, and ~;,=0.5,
noise power at BS;, Bob, Eve, n-th user 0%=-80 dBmW,
maximum transmit power at BS; and BSy P jmax=10 dBW
and P max=10 dBW, respectively. The rest of this section is
structured as: Firstly, we show the convergence performance
of Algorithm 4. Next, the sensing SCNRs realized by different
echo signal BF vector schemes are illustrated. Effects of differ-
ent multiple access schemes on the security, power, and SEE
of the PR-ISAC CRNs are provided. We give the realizable
SEE under different Eve’s CSI uncertainty parameters. We
compare the achievable SEEs under different transmit signal
BF optimization schemes. Finally, we provide the common
and private stream beampatterns based on RSMA.

The convergence performance of the SEE improvement in
the PR-ISAC CRNs is shown by the solid line in Fig. 2, and the
traversal algorithm is depicted by the dashed line in contrast.
For a fixed M, the SEE gradually increases with the increase
of the number of iterations. After an acceptable number of iter-
ations, SEE converges. For a given number of iterations, SEE
increases gradually with the increase of M, since the transmit
power carried by a single antenna is constant. The greater M,
is, the greater the maximum transmit power becomes, which
is translated to an increase of the spatial degrees of freedom
and BF design accuracy and efficiency, leading to a greater
Rg for a fixed transmit power. Then, SEE also increases. As
M increases, the number of iterations required to solve the
SEE gradually increases. This is because as M; increases,
the computational complexity of the solution also increases;
thus the number of iterations increases. For Algorithm 4 and
traversal algorithm, as M increases, the numbers of iterations
required to achieve convergence are 24, 30, 39, and 30, 40,
and 52, respectively. Obviously, compared with the traversal
algorithm, under similar reliability condition and for fixed M,
Algorithm 4 requires fewer iterations to achieve convergence,
achieving better convergence performance and effectiveness.

In Fig. 3, we show the relationship between 1 and P jax
under different BF optimization schemes. It can be seen that
under the same BF scheme, 73,1 increases with the increase
of Pi max, since the signal power received by the target and
reflected to BS; increases with the increase of P; nax for a
given RCS. Meanwhile, the clutter power and noise power in
the environment are relatively stable, and thus ~,; enhances. In
addition, the proposed RSMA-based BF scheme outperforms
NOMA in [23], TDMA in [43], and non-optimized echo signal



(’){\/2M1+(N+1)M2+(N+8)D[Mf(M1+D)+(N+1)M22><(M2+D)+(N+8)(1+D)+3(N+1)+D2]}7
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in [40]. This is because the proposed SEE BF optimization
scheme continuously receives the echo signal in the time
dimension, optimizes the BF vector of the echo signal in the
space dimension, and simultaneously uses the sensing signal
and the communication signal for sensing the target in the
power dimension. However, the other three schemes either
neglect to optimize the BF vector of the echo signal, or do
not continuously or stably receive the target information, or
only use the sensing signal for target identification. Therefore,
the proposed multi-BF optimization scheme outperforms the
contributions of [23], [40], [43] in terms of sensing.

Fig. 4 illustrates the relationship between Rg and P5 yax
under four different multiple access schemes. It is obvious
that for a fixed multiple access scheme, Rg increases as
P max increases. This is because the multiple-access-based
BF realizes that BSy accounts for the downlink transmission
services for N users, while increasing the interference power
towards Eve and reducing the interference to Bob. Therefore,
with the increase of P nmax, Bob is affected by relatively
limited interference, and the change of Bob’s receiving SINR
is small, but the interference at Eve is significantly increased,
and Eve’s eavesdropping SINR also significantly deteriorates,
leading to the improvement of Rg. Besides, given the fixed
Ps max, the RSMA scheme adopted in this paper has a superior
Rg to NOMA [23], OMA [21], and SDMA [19].

Fig. 5 depicts the relationship between P .« and Rg for
four different multiple access schemes. It is obvious that, for
a given multiple access scheme, P 1.« increases gradually as
Rg increases. This is because the deterioration effect of green



interference on Eve’s eavesdropping channel is more powerful
than that on Bob’s side. Therefore, a higher Rg requires a
larger P ,,.x. However, with the increase of Rg, the power
consumption also increases, since P» max 1S an exponential
function of Rg. This improvement is evident in a certain power
range, rather than in the entire power range. Meanwhile, for
a given Rg, Ps max required for SDMA, OMA, NOMA, and
RSMA decreases successively, because the RSMA rationalizes
common and private streams to meet different needs with
utilizing interference and cutting down power budget, which
neither NOMA nor SDMA can do.

Fig. 6 presents the relationship between SEE and P5 yax
under different multiple access schemes. Under the same
multiple access scheme, with the increase of P ax, SEE
shows a change process of first increasing and then decreasing.
This phenomenon is reasonable and based on the definition of
SEE [44]. The second derivative of SEE with respect to P yax
is less than 0, implying SEE is a convex function of P pax.
For a given Ps ,,x, RSMA obtains the best SEE among four
multiple access schemes, as presented in Figs. 4 and 5.

Fig. 7 demonstrates the relationship between SEE and
P> max under different CSI uncertainty parameters. Herein,
we define e = ey/||hesll, = €g/[|8es|l, to quantitatively
characterize the uncertainty of the channel estimation. For
a given P ., SEE increases with the decrease of e. The
smaller e is, the more accurate and reliable the channel
estimation is, and the closer the calculation result is to the
theoretical upper bound. The smaller the uncertainty of the
Eve’s CSI estimation is, the better knowledge of the Eve’s
CSI characteristics BS; and BSs has, and the stronger the
suppression effect of BF optimization for Eve’s channel is,
improving Rg and SEE.

Fig. 8 presents the relationship between SEE and P jax
under different transmit BF optimization schemes. For a fixed
multiple access scheme, as P ,.x increases, the SEE shows
a change process of first increasing and then decreasing. The
effect of P; max on SEE can be referred to that of P jnax
on SEE. For a given P iax, compared with the optimization
of Wy, in [26], optimization of wi, in [37], and no opti-
mization in [43], the proposed joint optimization of w}, and
Wi, achieves a higher SEE. Optimization of wy, transforms
the harmful interference that affects communication into the
green interference that affects eavesdropping with a smaller
eavesdropping rate. Optimization of wy,, improves the signal
quality received by Bob and Rg. Finally, the proposed joint
optimization of wy,, and wy, fully demonstrates the advantage
in enhancing SEE compared to schemes in [26], [37], [43].

In Figs. 9, 10, 11, and 12, yellow, red, green, and blue
dots are positions for Bob, Eve, users, and the user wanting
this private stream. Figs. 9 and 10 depict three-dimensional
(3D) and two-dimensional (2D) beampatterns of the common
stream. There are 4 significant and relatively close amplitude
gains with values greater than 0 dB. This is because BS, serves
4 communication users, all of whom require the common
stream. Therefore, the amplitude gain of the common stream
for 4 users is greater than 0 dB, ensuring that the power of the
transmit common stream gets amplified. On the other hand,,
amplitude gains of common stream transmitted to Bob and

Eve is close to 0dB. In summary, the optimization of o, in
this paper improves the signal power received by each user,
and overcomes the fading problem in the signal transmission
process. Therefore, each user obtains the common stream re-
liably while the interference from the common stream exerted
on the signal reception of Bob and Eve is limited.

Figs. 11 and 12 illustrate 3D and 2D beampatterns of the
private stream. In Figs. 11 and 12, it can be found that among
6 amplitude gains, the amplitude gain of the fourth user is
significantly greater than 0dB, and the amplitude gains of
other uses are close to or less than 0dB. This is because a
private stream is only useful for one user and harmful to other
users. Therefore, when a private stream is provided to the
fourth user, it is necessary to increase the amplitude gain of
the fourth user and enhance the signal power received by the
fourth user. Meanwhile, the amplitude gains of the other users
is cut down, decreasing the received interference power, and
thus improving the received SINR. In addition, the amplitude
gain for Bob is less than 0dB, and the interference received
by Bob is suppressed, while the amplitude gain for Eve is
greater than 0dB, causing a stronger interference to Eve to
improve the SEE. Therefore, the optimization of o,, improves
the SINR of users and SEE of the system.

V. CONCLUSION

This paper presented the PR-ISAC CRNs employing ISAC
wireless techniques, multicast communication approaches.
Given the challenges posed by interference and eavesdrop-
ping, we derived key performance indicators for sensing,
communication, security, and EE. To enhance these metrics,
we developed a green interference scheme by leveraging the
ISAC sensing signal and the RSMA communication signal,
which was realized in the form of multi-BF optimization
at the mathematical level. Since the original optimization
problem was highly non-convex, posing significant challenges
for reliable and efficient solutions, we decomposed it into
three tractable sub-optimization problems using Taylor series
expansion, MM, SDP, and SCA, and then solved it with
alternating optimization. Finally, simulations validated the
superiority of our designs in achieving secure and green
sensing and communications in the challenging scenario with
interference and eavesdropping to existing methods.

Studying green interference is promising, since interference
in complex networks is inevitable, and energy allocated to
the network gets increasingly limited. Thus, it becomes rea-
sonable and urgent to turn some of interference into treasure,
improving network performances, such as sensing accuracy,
communication rate, security rate, and energy efficiency. This
is the motivation as well as main contribution of this paper.

APPENDIX A
PROOF OF PROPOSITION 1

Based on Rg = [Rpo — Re}+, (24e) can be rewritten as
Tr (H,o Who
r (HooWho) (7 —

Tr (GbOOC,n) + o2
Tr (HoWh,)

Tr (HeWta) + Tr (Geoc,n) + o2 .

1) >
(60)
.




Then, we transform (60) into a LMI as

Tt (HpoWho) [Tr (HeWy,) + 02 + Tr (GeOe.,1)]
— (1= 1) [Tt (GpoOc,n) + 0] 61)
x [Tr (HeWya) + Tr (GeOc ) + azj

> 7Tr (HeWbo) [TI‘ (Gbooc,n) +o ] .

After some algebraic manipulations, we obtain

UL U, > %Tr (HpoWho) Tr (HoWo) . (62)
p—

This concludes the proof.

APPENDIX B
PROOF OF PROPOSITION 2

]H 7yM2]H’

Let hbo - [l‘laan"' s LM ) he - [ylayQ?”'

H
and Wyo = (21,22, -+, 20m,]

Tr [Hpo Who] Tr [HoW M (s :
[ bo bo] I‘[ e bo] - Zi:l Tizg Zj:l Yjzj )
L " (63)
H 2 2
Tr [hpohl W, | = Zi:l Ti%i ijl Yz (64)
Obviously, based on (63) and (64), we obtain
2
Tr [HpoWp1] Tt [He W] = Tr[hyohf W], (65)

which concludes the proof of Proposition 2.

APPENDIX C
PROOF OF PROPOSITION 3

Based on Proposition 1 and Proposition 2, we hold that

(Ul + U2)2 — (—U1 + U2)2 =4U U,

> T [Hyp W] Tr [H Wi
= Ty b W) ©0
= [2 7/(r— 1T (hbohEWbo)] 2,
or equivalently
Ui+ U; >
\/{2 7/(r = 1)Tr (hboh}jWbo)r + (UL + U2)%,
(67)

According to the definition of second order cone (SOC) and
(67), we obtain (49). This concludes proof of Proposition 3.

APPENDIX D
PROOF OF PROPOSITION 4

According to (43) and (67), we get
Tr (hpohlTWh,) < Tr [(hpoh!L + hyohll) Wi, ]

S
< Tr [(hpohel + enushnolixar ) Wio)
S Tr [(hboh(I;IS + eh,UBIMl X]Vfl) Wbo] == Tr (HWbO) .

(68)

To ensure that the constraint on the security rate in (49) is
always satisfied, based on Proposition 3, (50), (51), and (68),
(49) can be rewritten as

Ui +Uzip >

_ 2
\/|:2 7'/(7' — 1)TI‘ (HWbO)} + (—Ul + UQ,UB)Q.
(69)
Afterwards, based on the definition SOC, we can get (52).
This concludes the proof.

APPENDIX E
PROOF OF PROPOSITION 5

Herein, considering a binary function

f (@7, w8) = 2/ (v127),

which is presented before (54), we obtain the Taylor series
expansion expression of (70). Then, with the first-order Taylor
series expansion reserved and other items ignored, we get

(70)

f(x7,28) = f (27,0,28,0) + (z7 — 27,0) for" (%70, %8,0)
+ (28 — 28,0) fas (27,0,78,0) -

(71)

By substituting the expression of (70) into (71), we obtain

x2 x2
[ (z7,28) = 80 (r7 — 270) 28’0
7,071 7071 (72)
+ (28 — 28,0) 80 >
Z7,0T1

By simplifying (72), we get (55). This concludes the proof.
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