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Abstract

As Generative AI (GenAI) continues to gain prominence and utility across various sectors, their integration into the realm of
Internet of Things (IoT) security evolves rapidly. This work delves into an examination of the state-of-the-art literature and practical
applications on how GenAI could improve and be applied in the security landscape of IoT. Our investigation aims to map the current
state of GenAI implementation within IoT security, exploring their potential to fortify security measures further. Through the
compilation, synthesis, and analysis of the latest advancements in GenAI technologies applied to IoT, this paper not only introduces
fresh insights into the field, but also lays the groundwork for future research directions. It explains the prevailing challenges within
IoT security, discusses the effectiveness of GenAI in addressing these issues, and identifies significant research gaps through MITRE
Mitigations. Accompanied with three case studies, we provide a comprehensive overview of the progress and future prospects of
GenAI applications in IoT security. This study serves as a foundational resource to improve IoT security through the innovative
application of GenAI, thus contributing to the broader discourse on IoT security and technology integration.

Keywords: Generative AI for Cyber Security, Large Language Models for Cyber Security, Artificial Intelligence for Cyber
Security, Internet of Things Security, MITRE ATT&CK ICS Mitigations

1. Introduction

The development of Generative AI (GenAI) and Large Lan-
guage Models (LLMs) signifies an advancement in artificial in-
telligence, distinguished by its capability to generate diverse
content, including texts, images, and code. This capability has
brought GenAI tools into the spotlight, facilitating their integra-
tion into daily life to address various pertinent issues and tasks.
Given their utility in tasks such as data analysis and content
generation, GenAI and LLMs are actively explored for their
potential in more complex applications. GenAI has garnered
significant attention in the field of cyber security, with recent
studies underscoring its potential to enhance security measures,
simulate attacks for training and testing, and refine threat de-
tection systems through advanced data analytics. Examples in-
clude studies conducted by Sedjelmaci et al. [1], Gupta et al.
[2], and Hassanin and Moustafa [3], all of which focus on the
potential advantages that GenAI could offer as a tool to auto-
mate various complex security tasks.

Internet of Things (IoT) is increasingly recognized as a criti-
cal area requiring detailed attention and innovative approaches,
as IoT devices become more integrated into daily life and indus-
trial systems. As IoT devices are heterogeneous in nature, the
security of these devices requires specialized knowledge and
expertise. GenAI has the potential to enhance existing methods
or develop new approaches for IoT security, thereby reducing
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the need for specialist knowledge to implement advanced se-
curity solutions. Consequently, GenAI represents a promising
tool for future IoT security research, which could improve both
the security and usability of IoT systems. In the coming years,
significant research is anticipated to be conducted on the use of
GenAI to improve IoT security.

This paper presents a comprehensive survey of current state-
of-the-art work on the application of GenAI to IoT security. We
begin by providing a foundational understanding of IoT sys-
tems along with the core principles of Generative AI (GenAI),
with a primary focus on LLMs. As part of our analysis of the
current use of GenAI in enhancing IoT security, we explore the
application of each model. Subsequently, we analyze potential
further applications, identifying areas where GenAI could be
beneficial with three case studies. Our evaluation is articulated
through the use of the MITRE ATT&CK Mitigation framework
for Industrial Control Systems (ICS).

1.1. Internet of Things (IoT)

IoT is a transformative concept in connectivity, where an ex-
tensive network enables devices ranging from household ap-
pliances to medical equipment to connect directly to the In-
ternet, facilitating seamless data exchange without human in-
tervention. This innovation has broad applications in smart
homes, healthcare, transportation and urban development, sig-
nificantly improving operational efficiency Kimani et al. [4].
Alwahedi et al. [5], Chui et al. [6] present a similar perspec-
tive, who describe the IoT as a network that connects physical
objects through embedded sensors and software. This config-
uration not only facilitates the exchange of real-time data, but
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also transforms physical data into digital information, provid-
ing a comprehensive means of managing diverse systems. The
framework underscores the ability of the IoT to digitalize physi-
cal entities, fostering an intelligent and interconnected environ-
ment.

As described in a study by Hassija et al. [7], the IoT ecosys-
tem consists of four essential layers: the foundational layer that
uses sensors and actuators for data collection, followed by a
communication layer that transmits the data. The middleware
layer then bridges the data flow between the network and ap-
plication layers, allowing processing and integration. The final
layer hosts various IoT applications, such as smart grids and
smart factories, demonstrating the structured and integrated ap-
proach of IoT systems in various sectors.

1.2. IoT Security Challenges

The potential vulnerabilities of IoT devices pose a significant
security threat to IoT ecosystems. Their interconnected nature
exposes them to a variety of cyber threats, data breaches, and
privacy violations Hassija et al. [7]. Insufficient security up-
dates, inadequate security measures, and difficulties in manag-
ing dynamic device configurations are among the most common
security issues. These vulnerabilities mainly consist of commu-
nication vulnerabilities, operating system vulnerabilities, and
software vulnerabilities. There is an ongoing research effort to
enhance the overall security of IoT to effectively address these
issues.

The diverse application of IoT devices, from home automa-
tion to medical systems, makes them an attractive target for ma-
licious activity. Therefore, it is imperative to implement protec-
tive measures such as authentication protocols, intrusion detec-
tion systems, and machine learning algorithms to fortify these
networks against potential threats. Various methods have been
employed to address these issues, including deep learning Hus-
sain et al. [8] and blockchain technology Sultan et al. [9].

1.3. Generative AI and Large Language Models

In the context of GenAI development, LLMs could be viewed
as a breakthrough in AI innovation due to their ability to gener-
ate, classify and reason based on the datasets with which they
are trained Jo [10]. Through advancement in algorithms and
computational power, GenAI has become increasingly impor-
tant in a wide range of domains, including cyber security. With
the capability to generate novel data instances from learned pat-
terns, this technology offers a revolutionary approach to data
analysis and simulation, demonstrating its potential for trans-
formative applications in the digital world. LLMs, such as
ChatGPT OpenAI [11] and Gemini Wu et al. [12], represent a
significant advancement in GenAI, particularly in the process-
ing and generation of natural language. These models have
evolved to understand context, generate coherent responses,
and even detect anomalies in text, making them invaluable tools
that extend beyond simple communication. LLMs demonstrate
the increasing sophistication of AI’s ability to handle complex,
nuanced tasks, mirroring human-like understanding and inter-
action with large volumes of data.

Digital defense strategies have been transformed by the inte-
gration of GenAI, specifically LLMs, into cyber security. LLMs
are well-positioned to enhance security for interconnected dig-
ital systems, including IoT. The use of these technologies for
security purposes is gaining traction, indicating a promising
direction for addressing security threats. The emerging field
of GenAI, particularly through the lens of LLMs, represents
not only a technological advancement but also a transformative
force in cyber security. These AI models generate realistic sim-
ulations and learn complex patterns providing significant bene-
fits.

2. Background

In recent years, cyber threats have highlighted the importance
of developing adaptive defense mechanisms against evolving
attack vectors to prevent situations such as a botnet attack by
advanced persistent threat (APT) Daws [13]. As the cyber se-
curity landscape evolves, GenAI has emerged as an essential
tool for enhancing security measures. GenAI, characterized by
its ability to produce new content that mimics real-world phe-
nomena, facilitates a spectrum of security applications, from
passive threat detection to active mitigation.

In the realm of security, the evolution of GenAI has under-
scored its role as a double-edged sword. On the one hand, these
technological advances represent a significant step forward in
digital transformation, enhancing security through automated
responses, threat intelligence, and malware detection Gupta
et al. [2]. Their ability to generate highly realistic content across
various mediums illustrates the potential to increase threat de-
tection and response measures. On the other hand, the same ca-
pabilities that contribute to security enhancements also present
new vulnerabilities, as GenAI models have been exploited by
rogue actors for offensive purposes. This includes generat-
ing deepfake videos for disinformation campaigns, crafting
convincing phishing emails, and spreading misinformation on
social media, introducing new challenges and risks Eze and
Shamir [14], Mitra et al. [15].

2.1. Evolution of AI in Security

In this section, we briefly review the landscape of AI within
cyber security research.

2.1.1. Machine Learning (ML)
Detection methods in network security initially relied on tra-

ditional machine learning algorithms in the early days. These
methods process large volumes of log data, identify specific
patterns, and perform verification. Techniques such as linear re-
gression and decision trees effectively handle massive data and
work well in practical applications. For example, some machine
learning-based intrusion detection systems (IDS) analyze user
or device behavior to identify abnormal patterns. Security op-
eration centers (SOC) use machine learning to detect abnormal
activities that deviate from normal behavior. These methods en-
hance efficiency and flexibility in security monitoring, enabling
real-time threat detection. However, the analysis of patterns and
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anomalies is static and requires retraining and tuning should the
threats change, especially in the field of cyber security Zeadally
et al. [16].

2.1.2. Deep Learning (DL)
With larger and more complex behaviors being collected, the

limitations of traditional ML methods become apparent in terms
of the models’ capabilities to predict, classify, and learn effec-
tively. There arises a need to solve more robust, comprehensive,
and large-scale problems that ML algorithms would have diffi-
culty solving. The evolution of ML is followed by the devel-
opment of deep learning (DL) algorithms, which address more
complex problems such as image recognition Alzubaidi et al.
[17], sentiment analysis Zhang et al. [18], deep anomaly detec-
tion Pang et al. [19], and natural language processing Ghosh
et al. [20]. The ability of deep learning to solve more complex
problems has become a foundation for further improvements.

2.1.3. Generative Adversarial Networks (GANs)
Following the adoption of DL, Generative Adversarial Net-

works (GANs) have introduced a novel dimension to cyber se-
curity. The application of GANs is twofold: enhancing se-
curity defenses by increasing their ability to detect sophisti-
cated threats Park et al. [21], Yinka-Banjo and Ugot [22], and
contributing to the development of complex threats such as
AI-driven malware or phishing emails. A growing number
of attacks are leveraging AI-driven techniques as threat actors
evolve their strategies. This approach, when combined with
conventional attack methods, enables attackers to inflict even
greater damage Kaloudi and Li [23].

2.1.4. Recent Application of GenAI
Generative Pre-trained Transformers (GPTs) represent the

latest advancement in this evolution, extending the capability
of AI into natural language processing. This development has
a notable contribution to security, as it could be used to en-
hance security, for example, by developing robust security poli-
cies to protect against ransomware attacks. A study compar-
ing GPTs with conventional policy-making sources found that
GPT-generated policies outperform those derived from security
vendors and government agencies in terms of effectiveness and
ethical compliance, particularly with tailored input and expert
oversight McIntosh et al. [24]. GPTs could also be used to in-
vestigate the potential for AI misuse Renaud et al. [25], such
as generating malware using LLMs Pa Pa et al. [26], Greshake
et al. [27]. Indirect prompt injection facilitates remote exploita-
tion of LLM-integrated applications, posing threats such as data
theft and contamination of information ecosystems. Several
practical demonstrations emphasize the risks associated with
the execution of arbitrary code and the manipulation of func-
tionality.

2.2. Applications of GenAI in Security
GenAI has significantly transformed security practices by in-

troducing advanced capabilities for threat detection, simulation,
and data protection. The applications of GenAI in this domain
include, but are not limited to, the following:

Enhanced Threat Intelligence: The GenAI model is able to
analyze large amounts of data to predict and simulate emerging
threats, providing security professionals with information on
potential vulnerabilities and attack vectors Gupta et al. [28], Al-
wahedi et al. [5]. Organizations must understand the character-
istics of new and evolving threats to prepare more effectively
and ensure that they remain one step ahead of cybercriminals.

Sophisticated Phishing Attack Simulations: GenAI assists in
the development of more effective training programs due to its
ability to generate convincing phishing emails and social engi-
neering tactics Bethany et al. [29]. Employees are educated
about the nuances of phishing attacks through these simula-
tions, thereby significantly reducing the likelihood of successful
breaches.

Automated Security Testing: GenAI could automate the cre-
ation of test cases for secure software, ensuring that applica-
tions are robust against a wide range of attacks Hilario et al.
[30], Deng et al. [31]. This involves generating malicious in-
puts to test the resilience of systems to injection attacks and
other vulnerabilities. This capability is crucial in sectors such
as banking and e-commerce, where identity theft poses signifi-
cant risks.

Synthetic Identity Fraud Detection: GenAI models could
help in designing algorithms that detect and prevent fraudu-
lent activities by understanding patterns of synthetic identity
fraud Ahmadi [32].

Adaptive Defense Mechanisms: GenAI models are capable
of simulating a variety of attack scenarios, enabling security
systems to create dynamic defensive strategies Neupane et al.
[33], Kucharavy et al. [34]. This approach helps to develop
resilient systems that could defend against sophisticated and
adaptive threats. Sai et al. [35] describe ten security products
that leverage GenAI to enhance their security measures. These
include Google Cloud Security AI Workbench, Microsoft Se-
curity Copilot, and SentinelOne Purple AI. Additionally, 11
applications of GenAI were identified in the security domain,
including threat intelligence, security questionnaires, bridging
the gap between technical experts and non-experts, vulnerabil-
ity scanning and filtering, and secure code generation.

2.3. Applications of GenAI in IoT Security

As researchers explore applications and investigations in-
volving GenAI, we observe early works, though emerging, on
the use of GenAI in IoT security given the increasing prevalence
of IoT devices and their vulnerabilities. Therefore, further in-
vestigation is necessary on how GenAI could be integrated to
improve IoT security measures and strategies. Relevant pub-
lications have been gathered to compile and explore this area,
examining how GenAI could address IoT security. Our find-
ings highlight useful ideas and set the stage for future research
in this area.
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3. Survey Methodology

Our research methodology focuses on gathering papers from
conferences, journals, workshops, and publications centered
on or related to our investigation on the application of GenAI
for IoT security. Our search process includes several different
search methods, databases, and search engines to ensure that
we collect as much relevant work as possible.

3.1. Search Methods
We used a structured approach in our literature search to have

a comprehensive coverage and relevance of our survey on the
intersection of GenAI and IoT security.

OWASP Framework Insights: Our search strategy was en-
rched by the inclusion of keywords from the OWASP IoT Top
10 and GenAI-related terms, such as “weak passwords + IoT +
Large Language Model”. This approach uncovers research ad-
dressing the security challenges identified by OWASP and areas
yet to be explored by GenAI solutions. By analyzing the find-
ings from these searches, we evaluated the potential role that
GenAI could play in enhancing IoT security.

MITRE ATT&CK Framework Integration: We also in-
corporated the MITRE ATT&CK framework, focusing on tac-
tics and techniques pertinent to Industrial Control Systems
(ICS). The application of ICS matrix from this framework
provided a structured approach for identifying and analyzing
threats specific to the Industrial Internet of Things (IIoT) sec-
tor. Keywords such as “hardcoded credentials + IoT + LLMs”
were employed to refine our search, ensuring a focused exami-
nation of the literature.

3.2. Sources
As part of the compilation of our sources for the application

of GenAI in IoT security, we systematically gathered research
from various conferences and journals, enhanced by contribu-
tions from leading academics and expanded searches in public
repositories. During the selection process, we sought to include
works that have made significant contributions to cyber security
and IoT, which have been subjected to rigorous peer reviews
and are relevant to our study.

Academic Publications: We prioritized the sourcing of
conferences and journals well known for their contributions to
cyber security and IoT. This included key venues such as IEEE
Transactions on Dependable and Secure Computing (TDSC),
Transactions on Information Forensics and Security (TIFS), In-
ternational Journal of Critical Infrastructure Protection (IJCIP),
Transactions on the Internet of Things (TIOT), IoT Journal,
Computers & Security, and ACM Transactions on Privacy and
Security (TOPS). Each source was selected for its relevance,
rigorous peer review, and ability to provide the most recent and
impactful research findings.

Other Sources: Considering all the recent research on
GenAI, there are likely many studies yet to be accounted for in
publications. As such, papers available on arXiv are considered
as a possible source of contributions if the papers have relevant
implementations and results. We have also looked into possible

GitHub repositories to account for related works. This allows
us to include works that have not yet been published as part of
the possible application of GanAI in improving IoT security.

4. Source Analysis Using MITRE ATT&CK ICS Mitiga-
tion Techniques

We rely on ATT&CK ICS Mitigations framework MITRE
[36] to categorize the techniques used in the sources as illus-
trated in Figure 1. IoT systems have similar, if not all, methods
to compromise them as ICS. Although sources may not directly
address the issue in the context of IoT, they are included due to
their relevance.

In the following subsections, we first explain the details and
findings about the mitigation techniques. It should be noted
that there are some overlaps, as a study might address more
than one mitigation technique. Subsequently, we provide the
potential for using GenAI to secure IoT networks and systems.
Each work is discussed according to the following capabilities:

• External Threat Detection (ETD) refers to the ability of
GenAI to detect or prevent external threats, be malicious
or aimed at scanning vulnerabilities (e.g., fuzzing).

• Internal Anomaly Detection (IAD) measures GenAI’s
ability to identify and detect anomalies within the system,
such as secure coding practices, vulnerabilities in software
or hardware components.

• Response Automation (RA) measures the ability of
LLMs to generate an automated response based on their
functions. These responses could take the form of alerts,
documents, or software patches, ultimately improving the
security of the IoT system.

• Research Maturity (RM) measured by the security field
that GenAI addresses and potentially improves. Each
GenAI focuses on a specific security niche and aims to
resolve existing issues within that niche. If the field is
not well explored, it indicates low research maturity and is
ripe for exploration and development. In contrast, if estab-
lished standards or tools are available to improve system
security, the niche exhibits high maturity.

• Development Potential (DP) measures GenAI’s poten-
tial for further development of the current implementation
evaluated based on the tool’s ability to address specific
security functions. In particular, GenAI application with
high DP implies that the application itself has the poten-
tial to be scaled or extended towards other security func-
tion while low DP means the application is self-contained
and rather complete.

• Impact on Security (IS) refers to the significance and
scope that the proposed GenAI tool is capable of address-
ing in the security field.

It is important to note that certain capabilities are mutually
exclusive. For instance, a particular GenAI application may
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exclusively focus on ETD without addressing IAD, and vice
versa. We reviewed 33 state-of-the-art works and provided our
analysis on the potentials and impact of application of GenAI
in IoT security. In Table 1, a full circle indicates that the pro-
posed GenAI application is comprehensive for one of the six
capabilities, whereas a half circle means that the GenAI appli-
cation addresses the capability with certain limitations. Lastly,
an empty circle indicates that the GenAI application does not
cover a particular capability. For each work, we provided jus-
tifications for the evaluation of each of the six capabilities in
Table A.2 without being too text-heavy.

4.1. Application Developer Guidance

This section discusses the use of GenAI to guide software de-
velopers in creating secure software from the outset. The tool
helps developers by providing guidance on secure software de-
velopment or preparing development policies for software se-
curity. Since most IoT devices and systems consist of a signif-
icant portion of software, this would benefit developers of IoT
devices and systems.
LLMSecGuard Kavian et al. [37] focuses on minimizing
vulnerabilities and hard-coded credentials in production code.
Through the use of a static code analyzer, LLMSecGuard itera-
tively analyzes the code to identify vulnerabilities. The code
and analysis results are then presented to developers to cre-
ate secure software that demonstrates the capabilities of LLMs.
A fine-tuned LLMSecGuard could be used to assist in secure
software development for IoT systems. For example, incorpo-
rating LLMSecGuard as part of the testing phase during soft-
ware development ensures code security for software in the IoT.
This enables developers to create secure software without hard-
coded credentials or keys oversight. The impact of LLMSec-
Guard on the security field is limited to automating the patching
process.
LLift Li et al. [38] investigated Use Before Initialization (UBI)
variables within the Linux kernel to uncover any bugs. LLift
has a 50% precision rate, with 5 out of 10 reported positives
being true vulnerabilities. It also has a 100% recall rate, as
it did not misidentify any real bugs in the Rnd-300 dataset Li
et al. [39]. LLift helps users create secure code by identifying
UBI bugs. LLift could be implemented for IoT systems running
embedded Linux, effectively identifying UBI bugs. By fine-
tuning LLift, developers could remove UBI bugs during testing
and production, enhancing coding security, and mitigating risks
in IoT systems.

The development potential for LLift includes adding an auto-
mated patcher and improving explainability and live detection.
UBI bugs are critical in Linux kernels, potentially leading to
privilege escalation and information leakage. LLift is among
the few tools that address UBI bugs and its role in detecting
these bugs is crucial for IoT security, especially given the use
of embedded Linux by various vendors. With further improve-
ments, LLift could significantly impact IoT security by effec-
tively patching UBI bugs.
HuntGPT Ali and Kostakos [40] : GenAI, LLMs in partic-
ular, remains a black box in terms of its training and decision-

making process. To ensure that LLMs provide alerts with mini-
mal false positives and are understandable by experts, it is nec-
essary to explain why LLMs generated the alerts. HuntGPT was
developed for this purpose, trained in the KDD99 dataset Taval-
laee et al. [41] as an anomaly detector for benchmark attacks
and standardized cyber security certification exams. HuntGPT
has a success rate of more than 70% in these exams, demon-
strating its knowledge and understanding. It includes a dash-
board that explains the attacks in the dataset, creating an ex-
plainable AI for cyber security experts to assess the reasoning
behind the generated alerts. Using IoT-related datasets such as
NSL-KDD Tavallaee et al. [42] or IoT attack benchmarks Neto
et al. [43] could make attacks and anomalies explainable for
IoT with HuntGPT, possibly with fine-tuning. This helps ex-
perts quickly understand problems in IoT systems. Implement-
ing LLMs to generate a dashboard explaining anomalies could
definitely be applied to IoT.

HuntGPT is highly automated and capable of detailed analy-
sis and recommendations. It has advanced automated response
capabilities for IoT security, a field that is still emerging and
integrating with other systems. More IoT datasets could further
fine-tune the tool for specific applications. HuntGPT has sig-
nificant potential for development into a live IDS, capable of
addressing both external and internal threats. In general, Hunt-
GPT significantly impacts security by automating the analysis
and classification of data sources, streamlining the process of
identifying and understanding potential threats.

4.2. Exploit Protection

This section describes the application of GenAI to protect
systems from exploits. Protection could be achieved by block-
ing code execution and automated scripts. LLMs could high-
light important components and automate the hardening of sys-
tem security in IoT environments.

LLMind Cui et al. [44] is an assistant that could perform com-
plex tasks on an IoT network, acting as a gateway to control
various devices. It is used to control a Wi-Fi router, a mobile
robot, and security cameras in a smart home system. Imple-
mentation of LLMind is similar to giving prompts to a secre-
tary, who then executes tasks based on generated finite-state
machine code. The study shows that LLMind successfully per-
formed tasks such as object detection, human recognition, and
report generation. Although not directly related to security, LL-
Mind has the potential to protect systems from exploits by ex-
ecuting device-specific security hardening techniques. For ex-
ample, it could update the allowed IP list for a security camera
if an unauthorized remote connection is detected. This poten-
tial of LLMind to receive prompts, generate scripts, and execute
them could be exploited for the security of IoT. LLMind is able
to complete tasks autonomously for the given queries and could
be improved to execute security-specific tasks. The tool’s cur-
rent impact on security is limited due to its specific capabilities
in physical and network protection.

Wang et al. [45] experimented with preventing attackers from
escalating privileges by creating an LLM to identify user
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Figure 1: Mapping GenAI Applications for Cyber Security to MITRE ATT&CK ICS Mitigations Framework

privilege-related variables (UPR) through fine-tuning with spe-
cific UPR knowledge. The LLM identified the UPR with a
13.49% false positive rate in typical programs where the UPR
score was more than 80%. This LLM helps security analysts
prioritize security enhancements for UPR variables, potentially
creating more secure systems. In IoT systems, it could be im-
plemented in devices or network edges to secure critical code,
such as OS-level programs. With fine-tuning and IoT domain
knowledge, the LLM could assist in the identification of UPR
and help prevent privilege escalation, making it a valuable tool
for mitigating attacks from exploits. In terms of response au-
tomation, this LLM identifies UPR variables and prompts the
user with minimal human intervention. Extensive research on
security of these critical variables leaves little room for further
improvements. However, this implementation could be a pi-
oneering tool for identifying critical variables within IoT sys-
tems. The security impact of the tool is significant as it could

identify vulnerable UPR variables.

NVISOsecurity Raman [46] is an advanced LLM tool de-
signed to protect vulnerabilities using an adversary emulation
platform called Caldera. Developed with Microsoft’s Auto-
Gen Wu et al. [47] framework, it employs two LLMs to auto-
mate tasks in predefined scenarios, such as generating vulnera-
bility reports or adversary profiles. Although not directly imple-
mented in IoT security, its customizability allows exploit pro-
tection. Caldera plugins, such as Caldera OT, could be added
to address MITRE ICS techniques relevant to IoT. NVISOsecu-
rity executes tasks via the terminal or PowerShell, altering the
machine’s state. It blocks or terminates anomalous processes,
demonstrating its potential to mitigate attacks through exploit
protection. NVISOSecurity requires minimal human interac-
tion, generates automated responses, and executes commands
to prevent external attacks. The research maturity is growing
with ongoing research in MITRE ATT&CK and automated ex-
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ecution. Its impact on security is significant, as it automates
attack-defend simulations, streamlines the defense process, and
allows security personnel to focus on other tasks.

Cyber Sentinel Kaheh et al. [48] was developed to create an
LLM that could explain its actions (Explainable AI) and per-
form tasks to improve system security (Actionable AI). It pro-
cesses conversational queries to generate actions for security
tasks. In the study, Cyber Sentinel successfully analyzed user
prompts to retrieve and block IP addresses connected to a ma-
chine within the last three hours. Although simple for humans,
this task requires multiple steps. The results showed improved
threat detection, operational efficiency, and real-time collabo-
ration. This demonstrates the potential of LLMs such as Cy-
ber Sentinel for IoT. With more domain-specific training, Cy-
ber Sentinel could perform IoT-specific tasks, such as blocking
of IP addresses or automated updates, to secure networks, high-
lighting the potential of LLMs in securing IoT systems.

Cyber Sentinel prevents external exploitation, demonstrating
its ability to detect and act on external threats. It automates se-
curity tasks based on user queries and requires minimal human
input. In terms of research maturity, Cyber Sentinel is part of an
emerging field focused on automated task execution based on
user queries. The development potential includes adding more
task executions and improving its capabilities for IoT systems.
Future research could also explore its use in IoT penetration
testing. The security impact of Cyber Sentinel is significant,
enabling automation for both blue and red teams.

4.3. Limit Hardware Installation

LLMs could be utilized to restrict additional installations in
an IoT system by employing an observer, such as a CCTV,
to ensure the integrity of the physical installation and prevent
unauthorized USB devices from being inserted. Although not
all studies directly address this mitigation technique for IoT,
this section explores its potential use based on existing research.

VIoTGPT Zhong et al. [49] : To limit the installations of
rogue devices, the traditional method uses CCTV to monitor the
system. However, this lacks intelligent alerts to detect anoma-
lies. VIoTGPT combines LLM with a vision-based model to
handle tasks involving images and text queries. It uses tools
for face recognition, vehicle re-identification, anomaly detec-
tion, and action recognition, all fine-tuned with specific domain
knowledge. The output includes decisions, recommended tools,
and tool output descriptions. Fine-tuned with public video
datasets, web-scraped data, and self-made datasets, VIoTGPT
identifies and describes tasks such as anomaly detection and
action analysis with 30-50% accuracy in the test set and 60-
70% accuracy in the validation set. By integrating LLM and
image-based models, VIoTGPT could create descriptions and
recommend tools for certain tasks.

For IoT systems, VIoTGPT’s anomaly detection could mit-
igate insider threats by identifying actions like inserting rogue
devices. This allows VIoTGPT to alert users of potential threats
and limit hardware installations, preventing rogue devices with
malicious programs from being connected to the IoT system.
VIoTGPT requires human prompts and automatically provides

visual and analysis results. Possible improvements include
automated task execution to prevent suspicious activities and
other enhancements such as sound and speech analysis, ac-
tive physical defense, and preventive actions on open ports in
a physical IoT system. However, its current implementation is
limited to alerting and analyzing actions within an image.

4.4. Mechanical Protection Layers

This section discusses the application of LLM to enhance
the protection of the mechanical layer in IoT, pertaining to the
hardware of IoT devices. This encompasses the security of the
design and physical safeguarding of IoT devices exploring the
potential of LLM to aid in designing secure hardware.
Saha et al. [50] : A critical aspect of IoT systems is hardware
design, which could inherently contain vulnerabilities. A vul-
nerable design could be exploited at the hardware level, mak-
ing it difficult for software to prevent access by malicious ac-
tors. In their study, Saha et al. trained an LLM to critique the
design of system-on-chip (SoC) integrated circuits to evaluate
their security. Although not specifically focused on IoT, this
study demonstrates the potential of LLM to assess the security
of SoC design. Tests such as security verification, countermea-
sure development, security assessment, and vulnerability inser-
tion were conducted to create a more secure SoC. These tests
are crucial because SoC security depends on a human-mistake-
free and vulnerability-free initial design. LLM’s adaptability
allows for dynamic implementation of security tasks in SoC
design. The study also suggests that LLM could improve the
security of current and future SoC designs, helping to patch
hardware design vulnerabilities in IoT devices and systems.

The proposed tool addresses T0880 tactic and prevents vul-
nerabilities and exploits from hardware design. Its response
automation capabilities depend heavily on user instructions and
security rules. In terms of research maturity, very few works
address hardware design to improve security. The development
potential includes full automation of design critique to mini-
mize user inputs and support diverse security standards. Design
critique and improvement could defend against zero-day vul-
nerabilities from hardware weaknesses and prevent hardware
exploits and side-channel attacks. This is the only LLM im-
plementation that addresses possible exploits in an IoT setting
using Mechanical Protection Layers.

4.5. Network Intrusion Prevention

This section explains how LLM protects IoT systems from
network intrusions in ICS by using network intrusion detection
or prevention modules. Although not all studies focus on IoT,
their potential for IoT implementation is discussed.
BERTIDS G. Lira et al. [51] is a LLM-based tool for net-
work intrusion detection. It processes and understands net-
work log data to identify and classify anomalies. BERTIDS is
adaptive and continuously learns new behavior to combat new
threats, allowing it to detect network attacks that evade rule-
based detectors. Using the NSL-KDD dataset Tavallaee et al.
[42], BERTIDS achieved the highest accuracy, precision, and
F1 score (above 98%) compared to other methods. Although

7



not directly implemented in IoT datasets, BERTIDS could be
adapted to IoT by using the IoT attack benchmark dataset to
identify attacks such as DoS, web-based, and Mirai. As IoT
evolves, LLMs such as BERTIDS could be adapted to under-
stand network communication patterns. BERTIDS shows sig-
nificant potential for developing LLM implementations in de-
tecting network intrusions.
Guastalla et al. [52] conducted a study to detect DDoS at-
tacks using LLM. They trained and fine-tuned an LLM with
CICIDS2017 and Urban IoT datasets to identify DDoS attacks.
The results demonstrated that the LLM achieved more than
90% accuracy for both datasets when trained with few-shot
learning methods. However, the study has not been tested in
a real network setting, which could impact its accuracy. De-
spite this, the research shows potential for using and improving
LLMs to detect network intrusion anomalies, such as DDoS at-
tacks, within IoT systems. The proposed tool is automated and
requires minimal human intervention. Its development poten-
tial lies in the ability to detect different types of attacks. In
terms of its impact on security, this was among the early works
using LLM as an anomaly detector or IDS.
SecurityBERT Ferrag et al. [53] utilizes BERT to create a
lightweight model for IoT. The study used network data to
generate anomaly detection within the system, focusing on
DDoS, information gathering, malware, injection, and man-
in-the-middle attacks. SecurityBERT outperformed traditional
ML and DL techniques with 98.2% accuracy, while other tech-
niques were around or below 97%. It was integrated into a real-
life setting, using internal network traffic within the IoT system.
This implementation demonstrates that SecurityBERT is a suc-
cessful anomaly detector to identify different types of attack
within an IoT system. SecurityBERT is able to classify exter-
nal threats based on network traffic features and autonomously
generates classification results. It is already trained with an IoT-
related dataset. A possible research direction for SecurityBERT
is to create an agent that acts on the classification results.
IDS-Agent Li et al. [54] is a very recent work on the intru-
sion detection system for IoT, using LLM to improve detection.
Unlike traditional IDS methods, it combines reasoning and ac-
tion for better performance and zero-day attack detection. In
experiments, IDS-Agent outperformed state-of-the-art machine
learning-based IDS and previous LLM-based methods, achiev-
ing F1 scores of 0.97 on the ACI-IoT benchmark and 0.75 on
the CIC-IoT benchmark. IDS-Agent is able to detect zero-day
attacks with a recall of 0.61 surpassing previous approaches
specially designed for this task. The IDS-Agent automatically
detects and classifies attacks targeting the IoT. Though it was
validated using two datasets, it could be further developed and
extended towards live detection and become a more impactful
security tool for first line of defence.
HuntGPT Ali and Kostakos [40] serves as an anomaly de-
tector to create an Explainable AI for users. As described in
Section 4.1, it detects attacks in the dataset and displays them
on a dashboard for user understanding. The attack details help
explain and understand the context. Identifying attacks and
anomalies, HuntGPT improves security, allowing users to ad-

dress these issues. This implementation of HuntGPT functions
as both an anomaly detector and a tool for Explainable AI.

4.6. Software Update

This section outlines studies and experiments aimed at mit-
igating attacks and enhancing security by patching vulnerabil-
ities and updating software within IoT systems. Although not
all studies directly address improving IoT security using LLM,
there is potential for further research and exploration to con-
tribute to IoT security.
Islam et al. [55] proposed an LLM-based tool to patch vul-
nerable code. The LLM is trained using semantic reward and
reinforcement learning. It takes C code as input and produces
a patched version with fewer or no vulnerabilities. The study
shows successful patching of vulnerabilities that improve the
security of IoT devices by preventing initial access points for
attackers. There is potential in this work to ensure that IoT
software, possibly at the firmware or operating system level,
has minimal vulnerabilities. The study demonstrates that the
patch fixes common and known vulnerabilities, indicating a fur-
ther potential for LLM to improve in terms of fixes. The LLM
could be trained using open source datasets, such as Automated
CVEFixes by Bhandari et al. [56], that focus on IoT. With
datasets specializing in IoT, the LLM can be further trained to
patch software that prevents the exploitation of public-facing
devices. LLM could be applied as a tool for automated vulner-
ability patching to address security weaknesses in the context
of the IoT. The tool is capable of autonomously patching vul-
nerable code with minimal human input. Potential for further
improvements include additional modules for automated imple-
mentation or replacement tasks. Its impact on security is high,
increasing efficiency and effectiveness in software security im-
provement.
DefectHunter Wang et al. [57] is another LLM-based imple-
mentation for patching vulnerabilities. It serves a similar pur-
pose to Islam et al. [55] since both use LLMs to repair and
patch vulnerable code. However, DefectHunter differs in its de-
sign, utilizing attention models instead of reinforcement learn-
ing and semantic rewards. Both studies demonstrate that cur-
rent LLMs could effectively patch vulnerable code when given
as prompts. To apply LLM to IoT, it is necessary to incorporate
IoT-specific training datasets, such as the QEMU dataset Zhou
et al. [58], Pongo-70B Jin [59], and CWE-754 dataset NVD
[60]. This would enable the LLM to understand and patch IoT-
specific vulnerabilities and defects. Potential improvements
include modules to optimize processing time and training the
model with IoT-specific dataset. Its impact on security is sig-
nificant due to the automation of vulnerability patching, which
allows faster software review and more efficient code produc-
tion, leading to a more secure system.
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LLift Li et al. [38] is another LLM-based tool for patching vul-
nerabilities. As mentioned in Section 4.1, it is used to identify
UBI bugs and could be applied during the development phase
or to identify vulnerabilities in a running Linux kernel. LLift
performs a static analysis to find unpatched vulnerabilities, al-
lowing users to patch them. Despite a precision of 50%, LLift
is effective in identifying vulnerabilities, making it a useful tool
for patching them. This LLM implementation could help miti-
gate IoT attacks by updating software to patch vulnerabilities.

4.7. Threat Intelligence Program
This section outlines the research conducted on LLMs to mit-

igate attacks by developing threat intelligence policies. These
mitigation efforts encompass various approaches, including the
formulation of security policies for organizations and incident
response plans.
AttackGen Adams [61] is an LLM-powered incident response
tool that helps organizations prepare for cyber attacks by un-
derstanding possible attack vectors. It automatically generates
these scenarios based on industry type, attack vectors, and or-
ganization size. AttackGen uses these parameters to create de-
tailed incident response scenarios, with OpenAI as the default
model. In its default setting, AttackGen could generate general
incident response plans and evaluation metrics. It is a viable
tool for generating threat intelligence to mitigate attacks. Ex-
tending it to IoT systems would involve modifying the prompt
to focus on the IoT context. This could help generate specific
incident response plans for IoT. AttackGen helps prevent ex-
ternal threats by providing incident reports and playbooks for
user training, addressing potential attacks and protection meth-
ods with potential for further specialization and contextual rel-
evance. Its impact on security is high due to its pioneering role
in automated report generation and playbook creation, signifi-
cantly affecting the field of security. Section 5 discusses a case
study on AttackGen with the necessary modifications for IoT
implementation.
McIntosh et al. [24] investigated whether GPTs could generate
better cyber security policies than humans. Using a ransomware
attack as a case study, they found that GPTs outperformed hu-
mans in terms of completeness, effectiveness, and efficiency.
GPTs scored higher on these metrics, indicating that they could
generate more secure policies. Although not yet tested in IoT,
the results suggest that GPTs could also be effective in this con-
text. Transfer learning could also further enhance the LLM fo-
cus on IoT, potentially leading to GPTs outperforming human
policies in this area. Its impact on security is significant due to
its novelty and effectiveness.

4.8. User Training
This section explains how LLMs have been used in studies

to improve human skills in IoT security, similar to concepts in
generic cyber security. LLM applications focus on improving
awareness of common exploitation methods, such as phishing
emails and social engineering.
Bethany et al. [29] implemented LLM to generate spear-
phishing emails to gain access to the system. Over 11 months,

they found that more than 10% of the staff in an educational or-
ganization were vulnerable to LLM-generated attacks and gave
out their credentials. The study concluded that user training
and awareness are needed to prevent such attacks. The study
also resulted in an application to defend against LLM-generated
phishing emails, achieving an F1 score of 98.96%. In IoT sys-
tems, user training is crucial to prevent spear-phishing. Train-
ing and fine-tuning the LLM could create a program based
on its e-mail detection capabilities. Common signs of LLM-
generated emails could be compiled into a database to help
users identify and avoid such attacks. This demonstrates the po-
tential of LLM in detecting and training users to mitigate spear-
phishing attacks. The proposed tool mimics attacker methods
and functions as a protective tool to prevent external threats.
The LLM operates autonomously with minimal human input,
focusing solely on email generation. Its main goal is to im-
prove the efficiency of phishing content generation. Although
it contributes to security training, its impact is limited due to
the well-established nature of phishing awareness and existing
preventive measures.

Yamin et al. [62] emphasized the need for personnel training to
gain experience during cyber attacks. Since real attacks are hard
to predict, cyber exercises are used for training. The authors
created a scenario generation tool using LLM to produce exer-
cise scenarios based on various criteria, following the concept
of digital game-based learning Prensky [76]. This tool could
generate scenarios for both known and emerging security is-
sues. In IoT systems, specific prompts can be used to generate
threats as exercise scenarios. This demonstrates the potential
of LLM as a tool for IoT security training, enhancing the ca-
pabilities of IoT security personnel. For example, a compro-
mised smart home scenario could be simulated as an exercise.
The tool does not generate playbooks or handle OS/software
anomalies, focusing solely on human training. The LLM au-
tonomously creates scenarios based on user queries. Although
it improves training efficiency, its impact on security is limited,
as it does not provide implementation guidance. The tool ad-
dresses a developing field in security, with potential improve-
ments mainly in content generation effectiveness.

4.9. Vulnerability Scanning

This section explains how LLMs could enhance IoT security
by identifying and fixing vulnerabilities in devices. It covers
both finding and fixing these vulnerabilities, including secu-
rity testing during development to prevent issues before deploy-
ment.

LLM4Vuln Sun et al. [63] studied the reasoning abilities of
LLM to identify vulnerabilities and understand the key com-
ponents affecting this process. The authors focused on smart
contracts and identified knowledge retrieval, tool invocation,
prompt schemes, and instruction following as critical factors.
The experimental results showed that knowledge retrieval is
crucial and that GPT-4 performed best among LLMs. Us-
ing LLM4Vuln, nine zero-day vulnerabilities in bug bounty
programs were identified. This work suggests that applying
LLM4Vuln to IoT could help improve LLM’s ability to identify
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vulnerabilities in IoT security. LLM4Vuln operates with mini-
mal user interaction, autonomously discovering vulnerabilities
based on its training. It addresses the evolving field of vulner-
ability exploration, indicating the potential for further develop-
ment. Future improvements could include an automated task
executor to fix vulnerabilities and additional contextualization
for specific security fields. This autonomous agent could im-
prove system security, particularly in the IoT context.

AutoAttacker Xu et al. [64] uses LLM to automate attack
launching, serving as a red-team tool. It is a jailbroken LLM
that could execute complex tasks such as lateral movement and
obtaining credentials on Windows and Linux platforms, lever-
aging GPT-4 and Metasploit. It successfully executed all bench-
mark attack tasks. Fine-tuning AutoAttacker with a dataset like
CICIoT2023, which includes various attacks targeting IoT de-
vices, could create a specialized LLM. This would enable Au-
toAttacker to focus on IoT-specific attack scripts and enhance
security testing and defense mechanisms for IoT. AutoAttacker
could successfully exploit known vulnerabilities, highlighting
areas for defense improvement. It addresses the evolving field
of defense capabilities, with potential for further improvement
to handle more complex tasks and discover new vulnerabili-
ties. AutoAttacker’s impact on the security field is significant,
though limited to discovering known vulnerabilities. It im-
proves defense through vulnerability discovery, but lacks the
ability to find new ones.

Tóth et al. [65] implemented an LLM to scan and find vul-
nerabilities in web environments, focusing on PHP code and
common web attacks such as XSS and SQL injection. The au-
thors used GPT-4 to generate PHP code and GPT-3.5 with static
code analysis to find vulnerabilities. The LLM identified 78%
of static file upload vulnerabilities, 50.15% of prepared state-
ment vulnerabilities, 38% of code audit vulnerabilities, 11.16%
of XSS or SQL injection vulnerabilities, and 8% of vulnera-
ble code manually. This approach could be adapted for IoT
by modifying the code generation and classification steps. Al-
though IoT software differs from web applications, this frame-
work shows the potential to find vulnerabilities in AI-generated
code, helping mitigate attacks. The tool operates with minimal
human input, focusing on scripts and code related to web ap-
plications. Broadening its scope to include different contexts
could improve its capabilities. This could involve adding other
datasets and developing an automated executor based on identi-
fied vulnerabilities. The tool’s impact on security is limited due
to its focus only on web-based security.

Oliinyk et al. [66] present a new method for creating a se-
curity testing tool, specifically a fuzzer. Their study used a
trained LLM to fuzz BusyBox, a tools suite that combines many
Unix utilities. The LLM effectively crashed the environment
and identified weaknesses without traditional fuzzing methods.
This shows that LLM could test the security of Unix-based sys-
tems, which is relevant for IoT devices, since they often use
Unix-like operating systems (e.g. embedded Linux). The study
suggests that LLM could automate and streamline the fuzzing
process for IoT devices, making security testing more efficient.
This allows more time for additional security tests before de-

ployment. Therefore, this approach could improve the effec-
tiveness and efficiency of security testing for IoT devices. The
tool generates automated inputs for fuzzing with minimal hu-
man input, continuously testing until new vulnerabilities are
found. Although the field is mature, further research could im-
prove the tool by expanding its application beyond embedded
Linux systems to other types of systems. The tool’s impact on
security is limited to fuzzing, increasing the efficiency of vul-
nerability discovery without providing solutions to patch them
or protecting the system afterwards.

Happe et al. [67] use LLM for privilege escalation, func-
tioning as a red-team tool in a controlled environment. They
focus on escalating privilege once inside the system. Fine-
tuned LLMs, specifically Llama-2 and GPT-4, were tested
on a Linux privilege-escalation benchmark, with GPT-4 per-
forming better. The LLM runs commands to escalate the at-
tacker’s privilege. Limitations include the LLM running the
same commands repeatedly. In IoT testing, this LLM imple-
mentation could help create defense mechanisms to identify
and block LLM-generated commands attempting privilege es-
calation. The tool fully automates the privilege escalation pro-
cess with initial queries and inputs, increasing efficiency and
effectiveness. However, it repeats the same query without hu-
man intervention, which is a weakness. Privilege escalation is
a well-researched field, and while the tool improves process ef-
ficiency, its impact on security is limited to this specific area.
The development potential includes overcoming the repetition
issue to enhance automation.

Wang et al. [68] improved the efficiency and effectiveness
of software testing using LLM for fuzzing. The authors ad-
dressed limitations such as unknown message formats, unre-
solved dependencies, and lack of testing evaluations. The pro-
posed model, LLMIF, uncovered 11 vulnerabilities, including
eight new ones, in Zigbee devices. This makes LLMIF use-
ful for discovering vulnerabilities in IoT systems, helping secu-
rity experts identify and patch them in the future. LLMIF au-
tonomously generates input to test the defenses of the IoT sys-
tem with minimal user intervention, achieving relatively com-
plete automation of the fuzzing process. The tool addresses the
well-established field of fuzzing, with potential for further de-
velopment through LLM. LLMIF’s impact on the security field
is significant within the fuzzing niche, as it can discover new
vulnerabilities more effectively than humans. Despite its niche
focus, its ability to find new vulnerabilities highlights its im-
pact.

ChatAFL Meng et al. [69] is an LLM-based protocol fuzzer
to test protocol implementation correctness and vulnerabilities.
A protocol fuzzer is defined as a tool that generates message
sequences following the required structure and order of a pro-
tocol. ChatAFL performed faster and covered more branches
than other benchmark fuzzers such as AFLNet Pham et al. [77]
and NSFuzz Qin et al. [78]. The addition of LLM to the pro-
tocol fuzzing improved efficiency and coverage. Although not
tested on IoT, ChatAFL has potential as a security testing tool
if fine-tuned with an IoT dataset. This could enable ChatAFL
to perform protocol fuzzing on emerging IoT protocols such as
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Matter, serving as a red-team tool for vulnerability scanning.
ChatAFL autonomously generates messages in the given pro-
tocol format, requiring minimal user intervention. It addresses
the emerging field of protocol fuzzing, which has gained at-
tention since 2019. The development potential for ChatAFL is
tied to the evolving field of protocol fuzzing. Further training
and improvement depend on advancements in the field due to
the lack of a standardized dataset. ChatAFL’s impact on the
security field is significant, particularly in IoT, as it enhances
the efficiency and effectiveness of protocol fuzzing through au-
tomation.

FIAL Ma and Cui [70] is an implementation of LLM as a
fuzzing tool for IoT devices. It uniquely employs an Android
device for execution, combined with taint analysis results to
generate suitable trigger functions for fuzzing. The Android de-
vice extracts network packets, sends them to the LLM and data
analyzer, and receives a crash code to test on the IoT system.
If the system crashes, a successful vulnerability exploitation is
identified. The experiment results identified 14 vulnerabilities,
including 3 injection and 11 overflow vulnerabilities, of which
5 being new. This demonstrates a unique LLM implementation
using an Android device for fuzzing and finding vulnerabilities
in IoT systems, successfully implementing a tool for vulnera-
bility scanning. FIAL is able to discover new vulnerabilities au-
tonomously, but is limited to network attack vectors. It requires
minimal human intervention, with the main interface being an
Android device, which limits the types of input and commands.
Fuzzing is a mature research field but continues to evolve with
software advancements. In IoT security, automation, and re-
search through LLM, as seen with FIAL and CHATAFL, im-
prove the fuzzing process. The development potential for FIAL
includes creating a more mobile and stealthy device for run-
ning tests. There is also potential for developing a similar tool
for iOS devices. FIAL’s impact on security is significant, es-
pecially in fuzzing and testing. The use of an Android device
allows for stealth testing and fuzzing, which could lead to new
research directions for prevention and detection.

Fang et al. [71] demonstrated a method for an automated at-
tacker using LLM to secure IoT systems. The study showed
that an LLM trained with GPT-4 executed 87% of known at-
tacks when given the CVE description, but only 7% without
it. This highlights the potential of LLM tools for security test-
ing. With further research, this tool could automate vulnera-
bility exploitation in cyber exercises or training. Additionally,
there is potential for LLM to eliminate one-day vulnerabilities
by patching them immediately upon discovery. It effectively
addresses external threats and could find new vulnerabilities
without CVEs. The tool autonomously exploits vulnerabilities
with given CVEs and to a limited degree without them, fulfill-
ing its purpose with minimal human intervention. Simulated
attack tools are a mature research topic, and this tool improves
automation and vulnerability exposure capabilities. The devel-
opment potential includes improving the discovery of new vul-
nerabilities without CVEs. The impact of the tool on security is
limited to its automated attack capabilities.

mGPTFuzz [72] is a first-of-its-kind Matter fuzzer to find bugs

and vulnerabilities in Matter-compatible IoT devices. The au-
thors leverage LLM to transform the human-readable specifica-
tion, over a thousand pages, to machine-readable information
in the form of finite state machines (FSMs). It is a blackbox
fuzzing tool and mGPTFuzz is able to find stateful, non-crash
and crash bugs. mGPTFuzz was evaluated with 23 Matter de-
vices leading to the discovery of 147 new bugs, including 61
zero-day vulnerabilities and three CVEs. While the fuzzer it-
self is limited to Matter-compatible devices, this work has sig-
nificant impact on IoT security due to increasing support and
adoption of Matter-certified smart home devices.

PentestGPT Deng et al. [31] used LLM, such as GPT-4 and
Bard, to automate the penetration testing process. It lever-
ages the knowledge of pre-trained LLMs to conduct these tests.
PentestGPT was tested against benchmark attacks and divided
tasks to compare LLM performance. It was 228.6% more ef-
fective than other LLMs and applicable to real life challenges.
Fine-tuned PentestGPT significantly improved task execution
and results. PentestGPT also enhances the penetration testing
process by relating steps for a more effective execution. This
study demonstrates a practical and effective implementation of
LLM for automated penetration testing. The tool automates the
penetration testing process with minimal human input, outper-
forming human users in benchmark tests. Penetration testing
is a constantly evolving field that offers potential for improve-
ment in defense mechanisms. The development potential in-
cludes further training for different contexts such as IoT or ICS.
Its impact on the security field is significant as it improves the
effectiveness of protection mechanisms through efficient vul-
nerability discovery.

Net-GPT Piggott et al. [73] used LLM as a red-team tool
to launch automated man-in-the-middle attacks on unmanned
aerial vehicles (UAVs). It claims an efficacy of more than 90%
in hijacking UAVs after fine-tuning Llama GPTs and more than
70% with other smaller LLMs. Net-GPT assumes that the at-
tacker has access to the network, compromises a UAV, and in-
tercepts communications between the UAV and ground control.
For IoT, a specific man-in-the-middle attack dataset is needed
to fine-tune the LLM, allowing it to learn IoT-specific behav-
iors. In addition, a benign IoT device must be compromised to
act as a foothold to observe, modify, and compromise the IoT
network, similar to the UAV implementation. Net-GPT mimics
network packets and act as a man-in-the-middle between two
devices in the system. The tool addresses the established field
of man-in-the-middle attacks, which already has early detec-
tions and mitigations. Development potential includes further
contextualization and expanding the scope of the LLM’s appli-
cation. Net-GPT’s impact on security is specific to man-in-the-
middle attack vectors, exposing vulnerabilities to this type of
attack but not others.

Happe and Cito [74] addressed both high-level penetration
testing planning and low-level execution using LLM. The LLM
gained root privilege and obtained passwords on a compro-
mised Linux machine using the “sudo -l” command and reading
“/etc/passwd”. It could also create a reverse shell, though less
consistently. This suggests that LLM can automate penetration
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testing tasks and planning. Given the experimental environ-
ment was a compromised Linux system, commonly used by
IoT devices, it has potential for automated penetration testing
of IoT systems running Linux. The tool operates with mini-
mal human response, increasing the efficiency of the penetra-
tion testing process. Penetration testing is a mature field that
continues to grow with advances in security. The development
potential includes improving the model to increase the variety
and consistency of simulated attacks for vulnerability exposure.
Another direction is to contextualize attacks for the IoT field,
extending current tests on Linux systems. The tool’s capability
is limited to network-based penetration testing, restricting the
attack vectors that could be tested.

Yang [75] studied the use of LLM and static code analysis to
identify and constrain vulnerabilities in IoT systems through
user prompts. Their study showed a 66.67% success rate in
identifying vulnerability types with an average of 9 prompts
and an 83.33% success rate in identifying specific code lines
with an average of 4 prompts. Prompt engineering was found
to be at least 60% effective in both tasks. This work highlights
the potential of prompt engineering to scan for vulnerabilities
in IoT systems. Further research could improve the effective-
ness of this approach in identifying vulnerabilities. The tool
autonomously executes tasks to constrain the type of vulnera-
bility with minimal user intervention. It functions within the
mature research field of static code analysis, automating the
process to increase security. Potential improvements include
automated execution of vulnerability fixing and enhanced de-
tection capabilities for more efficient and effective queries. The
impact of the tool on security is limited to increasing the ef-
fectiveness and efficiency of static code analysis, as it does not
handle other protection or detection methods, limiting its over-
all impact.

5. Case Study

This section discusses three case studies: AttackGen Adams
[61], NVISOsecurity Raman [46], and ChatIoT Dong et al.
[79] along with their potential implementation for IoT secu-
rity. AttackGen, an LLM-based Incident Response Plan Gen-
erator, shows potential in generating IoT-related incident re-
sponse plans. NVISOsecurity, using AutoGen Wu et al. [47] as
its backend and Caldera agents as executors, demonstrates po-
tential through its performance in executing complex tasks with
pre-defined prompts. ChatIoT is an LLM-based assistant de-
signed to facilitate IoT security and threat intelligence by lever-
aging the versatile property of retrieval-augmented generation
(RAG) illustrating a promising new direction in integrating the
advanced language understanding and reasoning capabilities of
LLM with fast-evolving IoT security information. We provide
details on the case studies and their potential implementation
for IoT security in the following sections.

5.1. AttackGen

A case study on AttackGen Adams [61] was conducted to
evaluate its potential to implement LLM in the mitigation of

threat intelligence programs. The inputs to AttackGen are the
LLM model, industry, and the size of a hypothetical organiza-
tion. To assess AttackGen’s potential in creating incident re-
sponse plans for IoT systems, the following modifications were
made. Firstly, the MITRE ATT&CK Enterprise matrix was re-
placed with the ICS matrix to support the generation of incident
response scenarios tailored to industrial and critical infrastruc-
ture environments, as the closest matrix for IoT. The prompt
template was then modified to focus on incident response for
IoT. Subsequently, the assistant module was specified to refine
and identify critical IoT devices within the organization. After
the modifications, AttackGen was used to generate an incident
response plan focused on IoT with the GPT-4o model, targeting
the energy sector with the Dragonfly group MITRE [80].

In this case study, human experts evaluated the relevance,
clarity, and specificity of the generated plan. Relevance was
measured by how much the plan related to the Mitigation Tech-
nique for the specific threat group and business sector. Clarity
was measured by the plan’s ability to create a test plan that hu-
man testers could follow, with detailed steps for testing Mitiga-
tion Techniques. Specificity was measured by the plan’s abil-
ity to specify vulnerable devices within the system, including
device type, model, brand, or system architecture. An extra
prompt: “Can you specify this in the context of a possible IoT-
powered PLC that is critical to the company and is connected
to the Internet?” was added to the AttackGen Assistant module
in order to generate a more refined plan.

AttackGen generated coherent plans from both the origi-
nal and edited prompts without additional domain-specific IoT
training. Both plans focused on ICS Mitigation Techniques for
the threat group, without mentioning specific attack vectors, for
example, a vulnerable HVAC system or compromised machine.
The generated response provides an overview of potential at-
tacks by the Dragonfly group through a theoretical supply chain
compromise, indicating known attack methods. Although rel-
evant for incident response testing, both plans lacked focus on
the specified energy domain. Neither plan provided clear and
specific instructions to test possible vulnerabilities. The re-
sponse mentioned steps, triggers, and responses testing without
elaborating on domain-specific techniques. Both plans received
scores of 3 out of 5, as neither clearly showed specific steps and
instructions for humans to follow.

The refined response generated a plan more related to the IoT
context, although it did not mention specific devices or system
architecture. The original plan as provided in Figure B.2 fo-
cused on ICS Mitigation Techniques related to Dragonfly with-
out mentioning IoT or specific devices. The refined plan in
Figure B.3, using the ICS Mitigation Techniques as a base, in-
cluded IoT. This shows that the added prompt helped to make
the plan more specific. Without domain-specific training, the
LLM model could only create generic incident response plans
as a starting point for further refinements. Even with details of
the possible attacker and added focus on IoT, the pre-trained
GPT-4o could not generate a tailored incident plan for an IoT
context. This shows the potential for improvement and research
to enhance the specificity of the generated content, demonstrat-
ing the potential for LLMs to be used as tools in the creation of
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threat intelligence programs for attack mitigation.

5.2. NVISOsecurity Cyber Security Agent

In this case study, we focus on NVISOsecurity’s ability to ex-
ecute commands to list the privileges available for the Caldera
agent. The tool operates by specifying a series of prompts (ac-
tions) to the task coordinator agent, which then transmits
them to the caldera agent. An environment for Caldera was
first created with two default agents deployed to simulate com-
munication through TCP (Manx) and HTTPS contacts (Sand-
cat). These agents were kept alive while a pair of LLMs were
started.

Using the predefined commands, HELLO CALDERA, DETECT
AGENT PRIVILEGES, and TTP REPORT TO TECHNIQUES were
executed to gather necessary information. In HELLO CALDERA,
the LLM pair could access PowerShell or the terminal and run
a command to display a text box with a string. This func-
tionality serves as a simple prototype for further commands
that the worker agent could execute. COLLECT CALDERA INFO

tasked the LLM pair with collecting user privilege informa-
tion for the Caldera process, which runs at an administra-
tive level. This allowed the worker agent to execute a com-
mand to view the user privileges of the Caldera agent process.
TTP REPORT TO TECHNIQUES download a file from Microsoft,
change its format, and identify MITRE techniques. The worker
agent’s capabilities include running complex commands to ac-
cess storage, identify, and format MITRE techniques within
documents.

NVISOsecurity demonstrates the potential of LLMs to pro-
tect IoT systems through exploit protection by accessing
administrative-level commands and obtaining privileged infor-
mation. In the IoT context, this means that connected devices
could be continuously monitored and protected from anoma-
lous processes. By adding a custom command to NVISOse-
curity and setting up the Caldera OT plugin as the agent, the
LLM could block the execution of commands at the admin-
istrative level. This suggests that NVISOsecurity could serve
as a semi-autonomous agent, continuously observing and pro-
tecting the system from malicious processes. Additionally, the
TTP REPORT TO TECHNIQUES command shows that LLMs can
identify specific items, such as MITRE techniques, from text
documents. This indicates the potential for LLMs to act as re-
port generators, taking logs from the worker agent to prevent
anomalous processes in an IoT context.

5.3. ChatIoT

This case study focuses on the capability of ChatIoT to pro-
vide reliable, relevant and technical answers to different types
of users about IoT security Dong et al. [79]. This IoT security
and threat assistant is built upon RAG, which retrieves exter-
nal IoT security and threat data and feeds them into LLM to
improve the quality of answers. At a high level, ChatIoT in-
tegrates multiple datasets from different sources, including IoT
vulnerabilities and exploits, MITRE ATT&CK TTPs, threat re-
ports, and cyber security labels of IoT devices. These datasets
are pre-processed into the system, and during the service, i.e.,

when a user submits a query, only the relevant data are retrieved
into LLM to synthesize the final results. Moreover, Dong et
al. proposed a data processing toolkit to convert datasets of
various formats into documents for LLM processing and user
role-specific prompts to dynamically retrieve data and generate
answers aligned with users’ expertise levels.

We rely on LLM-as-judges to evaluate the reliability, rele-
vance, technicality, and user-friendliness of the answers. Reli-
ability measures the trustworthiness of each answer, relevance
assesses how well the answer addresses the specific question
and meets the user’s needs, technicality is used to judge the
appropriateness and precision of technical language, including
IoT research, standards, protocols, and relevant technical as-
pects, and user-friendliness determines how easy the answer
is to comprehend, focusing on clarity for the user’s role and
background. An extra prompt: ”Instructions: 1) Criteria: The
descriptions about Reliability, Relevance, Technical, and User-
friendliness. 2) Score: i) Provide a score for each answer
across the metrics above. Scores should range from 0 to 5, with
5 being the highest and 0 being the lowest; ii) Scores should
reflect how well each answer meets the criteria, particularly in
alignment with the user role’s background and needs. 3) Output
Format: Present a table that includes the names of all answers
and their scores for each metric. You can score differently for
different metrics.” was added to guide the LLM-based judge for
evaluation.

IoT security is constantly evolving with new vulnerabilities,
exploits, and security protocols. ChatIoT automatically extracts
the latest information from different sources to aid in LLM’s un-
derstanding and reasoning. At the same time, retraining or fine-
tuning LLM is costly, resource intensive, and LLMs become
out-of-date quickly. ChatIoT provides a versatile and effective
approach to combining LLM’s capabilities with up-to-date IoT
security and threat intelligence. In conclusion, ChatIoT shows
the potential of using large language models to effectively facil-
itate IoT security assistance to various key users of IoT ecosys-
tems in an understandable and actionable manner to provide
better IoT security guarantees.

6. Future Directions and Open Research Problems

This section discusses open research directions and practical
applications of GenAI to enhance IoT security. To categorize
potential research directions, we use ICS Mitigation Techniques
as a starting point, identifying techniques not addressed in ex-
isting sources. Subsequently, we explore methods to address
these topics.

Access Management (M0801): A potential research direction
to address this issue is training an LLM to autonomously en-
force authorization policies and decisions, ensuring user iden-
tification and verification. Current LLM implementations have
not directly addressed authorization policies for IoT systems,
making it an open research problem. The current capabilities
of IoT devices may not support this function, requiring external
support within or connected to the network to enforce user au-
thorization and prevent compromise. One possible approach is
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to use communications as inputs to LLM and verify the source
and destination of IoT devices within the ecosystem.
Encrypt Network Traffic (M0808): To establish secure com-
munication between PLCs, LLMs could execute complex tasks
to improve communication security. This research leverages the
ability of LLMs to perform complex tasks based on prompt re-
quirements, as demonstrated by NVISOsecurity Raman [46].
LLMs could execute various lightweight cryptography algo-
rithms, adding controlled randomness to network encryption.
For instance, the LLM might execute RSA encryption for one
message and elliptic curve encryption for the next. This dy-
namic approach ensures secure communication, as the encryp-
tion algorithm changes based on the LLM’s directives.
Operating System Configuration (M0928): While existing
LLMs could configure and secure system configurations, there
is no implementation that automates configuration across all de-
vices within an IoT ecosystem. A practical application could in-
volve using LLM as an agent to execute commands and change
configurations based on available devices. The LLM, connected
to the network, would identify devices and send device-specific
commands to modify configurations across different operating
systems, improving security. This approach presents a potential
research avenue for using LLMs to improve the security of the
IoT system through configuration changes.
Supply Chain Management (M0817): A potential research
direction involves the use of LLM to manage the supply chain
of IoT devices. Management here means coordinating accord-
ing to a given policy to minimize the risks of supply chain com-
promises. Studies show that LLMs could generate policies and
cyber-exercise scenarios, indicating their ability to produce a
detailed, domain-specific response to enhance security. In sup-
ply chain management, LLMs could generate policies to verify
the validity of the supplier. Trained with vast datasets, LLMs
could leverage historical data on entities, including potential
IoT device suppliers. This capability allows LLMs to create
purchase or usage policies and recommendations to improve
the security of the IoT ecosystem. A study by Li et al. [81]
optimized the management process but not the security of the
supply chain. Using this study as a starting point, there is po-
tential to fine-tune the model to include security considerations,
such as vendor risk profiles, hardware design, and supply chain
attacks, allowing LLMs to mitigate risks effectively.
Validate Program Inputs (M0818) : LLMs could validate
user input on IoT devices to determine their validity. They take
advantage of vast knowledge to identify patterns in user inputs.
By learning patterns of valid and invalid behaviors, LLMs could
potentially replicate actions to validate inputs and learn valid
user behaviors. If input comes from invalid IP addresses, they
could be classified as malicious. However, if the input comes
from a valid device but does not match the learned behaviors,
a trained LLM could identify and reason whether the input is
valid. Munley et al. [82] developed a compiler validation test
suite using LLMs to generate test cases. This concept could
be adapted to create behavioral test cases for LLMs to validate
program input. Research could explore using LLMs to differ-
entiate valid inputs based on user behavior.

7. Key Takeaways

In conclusion, current GenAI implementations address IoT
security improvements. LLMs have been used in various ways,
such as finding vulnerabilities and creating cyber exercise sce-
narios, to improve cyber security and directly improve IoT se-
curity. Although these implementations are robust, there are
inherent limitations, such as the lack of a publicly available
repository for LLM security issues. However, this does not
prevent LLMs from being further research to address identified
gaps, potentially securing the IoT ecosystem, its network, and
its human aspect. The 33 state-of-the-art works serve as start-
ing points for further research. Accompanied with three case
studies, this survey paper inspires the application of GenAI to
secure IoT systems, be it hardware, software, or network secu-
rity.
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Appendix A. Evaluation of State-of-the-Art Works

We discussed each state-of-the-art work according to the six
capabilities as described in Section 4. Table A.2 provides justi-
fications and evaluation results for 33 state-of-the-art works.
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ót
h

et
al

.[
65

]

E
T

D
D

et
ec

ts
ex

te
rn

al
th

re
at

s
su

ch
as

X
SS

an
d

SQ
L

in
je

ct
io

n
bu

ti
s

lim
ite

d
to

w
eb

-b
as

ed
ap

pl
ic

at
io

ns
.

IA
D

D
et

ec
ts

vu
ln

er
ab

ili
tie

s
in

w
eb

ap
pl

ic
at

io
ns

.
R

A
A

ut
om

at
es

vu
ln

er
ab

ili
ty

de
te

ct
io

n
w

ith
m

in
im

al
hu

m
an

in
pu

t,
an

al
yz

in
g

co
de

fo
rs

ec
ur

ity
fla

w
s.

R
M

W
eb

se
cu

ri
ty

is
a

m
at

ur
e

fie
ld

w
ith

ex
is

tin
g

be
st

pr
ac

tic
es

,l
im

iti
ng

th
e

no
ve

lty
of

th
is

w
or

k.
D

P
H

ig
h

de
ve

lo
pm

en
tp

ot
en

tia
lt

o
ex

te
nd

be
yo

nd
W

eb
se

cu
ri

ty
an

d
en

ha
nc

e
au

to
m

at
io

n.
IS

L
im

ite
d

im
pa

ct
as

it
pr

im
ar

ily
au

to
m

at
es

vu
ln

er
ab

ili
ty

de
te

ct
io

n.

23
O

lii
ny

k
et

al
.[

66
]

E
T

D
Pr

ev
en

ts
ex

te
rn

al
th

re
at

s
by

ex
po

si
ng

vu
ln

er
ab

ili
tie

s
th

ro
ug

h
fu

zz
in

g.
IA

D
O

nl
y

te
st

s
in

pu
ts

th
at

m
ay

ca
us

e
cr

as
he

s.
R

A
Fu

lly
au

to
m

at
es

th
e

fu
zz

in
g

pr
oc

es
s,

ex
ec

ut
in

g
cr

as
h

te
st

s
w

ith
m

in
im

al
hu

m
an

in
pu

t.
R

M
W

hi
le

fu
zz

in
g

is
w

el
l-

es
ta

bl
is

he
d,

ne
w

op
po

rt
un

iti
es

em
er

ge
w

ith
re

ce
nt

ad
va

nc
em

en
ti

n
G

en
A

Ia
nd

L
L

M
s.

D
P

L
im

ite
d

de
ve

lo
pm

en
tp

ot
en

tia
ld

ue
to

its
fo

cu
s

on
em

be
dd

ed
L

in
ux

.
IS

In
cr

ea
se

s
fu

zz
in

g
effi

ci
en

cy
bu

td
oe

s
no

tp
ro

vi
de

so
lu

tio
ns

fo
rd

is
co

ve
re

d
vu

ln
er

ab
ili

tie
s.

21



24
H

ap
pe

et
al

.[
67

]

E
T

D
Id

en
tifi

es
an

d
m

iti
ga

te
s

ex
te

rn
al

th
re

at
s

eff
ec

tiv
el

y
th

ro
ug

h
pe

ne
tr

at
io

n
te

st
in

g.
IA

D
D

oe
s

no
td

et
ec

ti
nt

er
na

ls
of

tw
ar

e
vu

ln
er

ab
ili

tie
s

or
sy

st
em

an
om

al
ie

s.
R

A
Fu

lly
au

to
m

at
es

se
cu

ri
ty

te
st

in
g

an
d

at
ta

ck
si

m
ul

at
io

ns
w

ith
m

in
im

al
hu

m
an

in
te

rv
en

tio
n.

R
M

A
ut

om
at

ed
se

cu
ri

ty
te

st
in

g
is

an
ev

ol
vi

ng
fie

ld
w

ith
si

gn
ifi

ca
nt

on
go

in
g

re
se

ar
ch

.
D

P
H

ig
h

de
ve

lo
pm

en
tp

ot
en

tia
lt

o
re

fin
e

de
te

ct
io

n
m

et
ho

ds
an

d
ex

te
nd

ca
pa

bi
lit

ie
s.

IS
Fo

cu
se

d
on

pe
ne

tr
at

io
n

te
st

in
g,

bu
td

oe
s

no
te

xt
en

d
to

br
oa

de
rs

ec
ur

ity
so

lu
tio

ns
.

25
L

L
M

IF
W

an
g

et
al

.[
68

]

E
T

D
D

et
ec

ts
ex

te
rn

al
th

re
at

s
by

ex
po

si
ng

vu
ln

er
ab

ili
tie

s
in

pr
ot

oc
ol

im
pl

em
en

ta
tio

n
th

ro
ug

h
fu

zz
in

g.
IA

D
D

oe
s

no
ta

na
ly

ze
in

te
rn

al
an

om
al

ie
s,

as
it

is
lim

ite
d

to
ne

tw
or

k
fu

zz
in

g.
R

A
Fu

lly
au

to
m

at
es

ne
tw

or
k

pr
ot

oc
ol

fu
zz

in
g

w
ith

m
in

im
al

us
er

in
pu

t.
R

M
Fu

zz
in

g
re

se
ar

ch
is

st
ill

on
go

in
g,

bu
tL

L
M

-d
riv

en
fu

zz
in

g
re

m
ai

ns
re

la
tiv

el
y

ne
w

.
D

P
C

an
be

ex
pa

nd
ed

w
ith

ad
di

tio
na

lf
uz

zi
ng

te
ch

ni
qu

es
an

d
br

oa
de

rp
ro

to
co

ls
up

po
rt

.
IS

D
em

on
st

ra
te

s
th

e
fe

as
ib

ili
ty

an
d

eff
ec

tiv
en

es
s

of
au

to
m

at
ed

pr
ot

oc
ol

fu
zz

in
g.

26
C

ha
tA

FL
M

en
g

et
al

.[
69

]

E
T

D
E
ff

ec
tiv

el
y

de
te

ct
s

pr
ot

oc
ol

-b
as

ed
se

cu
ri

ty
fla

w
s

th
ro

ug
h

au
to

m
at

ed
fu

zz
in

g.
IA

D
D

oe
s

no
tf

oc
us

on
in

te
rn

al
vu

ln
er

ab
ili

tie
s

be
yo

nd
pr

ot
oc

ol
-l

ev
el

is
su

es
.

R
A

Fu
lly

au
to

m
at

es
pr

ot
oc

ol
fu

zz
in

g,
ge

ne
ra

tin
g

st
ru

ct
ur

ed
in

pu
tc

as
es

in
de

pe
nd

en
tly

.
R

M
T

he
ni

ch
e

fie
ld

is
st

ill
re

la
tiv

el
y

yo
un

g,
du

e
to

its
re

ce
nt

em
er

ge
nc

e.
D

P
H

ig
h

po
te

nt
ia

lf
or

ex
pa

nd
in

g
in

to
di

ve
rs

e
ne

tw
or

k
pr

ot
oc

ol
s

an
d

re
fin

in
g

at
ta

ck
st

ra
te

gi
es

.
IS

E
na

bl
es

st
ea

lth
te

st
in

g
vi

a
m

ob
ile

de
vi

ce
s,

in
sp

ir
in

g
fu

rt
he

rr
es

ea
rc

h
in

off
en

si
ve

an
d

de
fe

ns
iv

e
se

cu
ri

ty
.

27
FI

A
L

M
a

an
d

C
ui

[7
0]

E
T

D
D

et
ec

ts
ex

te
rn

al
th

re
at

s
th

ro
ug

h
ne

tw
or

k
fu

zz
in

g
bu

tl
im

ite
d

to
ne

tw
or

k
at

ta
ck

ve
ct

or
.

IA
D

D
oe

s
no

td
et

ec
ti

nt
er

na
lt

hr
ea

ts
or

ex
po

se
vu

ln
er

ab
ili

tie
s

in
th

e
sy

st
em

ar
ch

ite
ct

ur
e

or
in

te
rn

al
co

m
po

ne
nt

s.
R

A
Fu

lly
au

to
m

at
es

ne
tw

or
k

fu
zz

in
g

w
ith

m
in

im
al

hu
m

an
in

te
rv

en
tio

n
th

ro
ug

h
an

A
nd

ro
id

de
vi

ce
.

R
M

Fu
zz

in
g

is
a

w
el

l-
es

ta
bl

is
he

d
re

se
ar

ch
fie

ld
,b

ut
on

go
in

g
re

se
ar

ch
us

in
g

L
L

M
s

to
en

ha
nc

e
its

au
to

m
at

io
n.

D
P

H
ig

h
de

ve
lo

pm
en

tp
ot

en
tia

lt
o

ex
te

nd
ex

ec
ut

io
n

m
et

ho
ds

be
yo

nd
A

nd
ro

id
(e

.g
.,

iO
S

an
d

ot
he

rd
ev

ic
es

).
IS

A
ut

om
at

es
pe

ne
tr

at
io

n
te

st
in

g
bu

td
oe

s
no

td
ir

ec
tly

st
re

ng
th

en
de

fe
ns

iv
e

m
ea

su
re

s.

28
Fa

ng
et

al
.[

71
]

E
T

D
D

et
ec

ts
an

d
pr

ev
en

ts
ex

te
rn

al
th

re
at

s
by

au
to

m
at

in
g

at
ta

ck
si

m
ul

at
io

ns
an

d
di

sc
ov

er
in

g
vu

ln
er

ab
ili

tie
s.

IA
D

D
oe

s
no

ta
na

ly
ze

in
te

rn
al

co
nfi

gu
ra

tio
ns

or
de

te
ct

in
te

rn
al

an
om

al
ie

s.
R

A
Fu

lly
au

to
m

at
es

at
ta

ck
ex

ec
ut

io
n,

la
un

ch
in

g
ex

pl
oi

ts
w

ith
m

in
im

al
hu

m
an

in
pu

t.
R

M
Pe

ne
tr

at
io

n
te

st
in

g
is

a
w

el
l-

es
ta

bl
is

he
d

re
se

ar
ch

fie
ld

,b
ut

L
L

M
-b

as
ed

au
to

m
at

io
n

in
tr

od
uc

es
ne

w
re

se
ar

ch
op

po
rt

un
iti

es
.

D
P

D
ev

el
op

m
en

tp
ot

en
tia

li
nc

lu
de

s
its

ab
ili

ty
to

di
sc

ov
er

vu
ln

er
ab

ili
tie

s
w

ith
ou

tC
V

E
s.

IS
E

xp
an

ds
fu

zz
in

g
ca

pa
bi

lit
ie

s
bu

td
oe

s
no

td
ir

ec
tly

pr
ot

ec
ts

ys
te

m
s.

29
m

G
PT

Fu
zz

M
a

et
al

.[
72

]

E
T

D
D

is
co

ve
rs

vu
ln

er
ab

ili
tie

s
th

ro
ug

h
fu

zz
in

g.
IA

D
H

ig
hl

y
eff

ec
tiv

e
at

de
te

ct
in

g
in

te
rn

al
vu

ln
er

ab
ili

tie
s.

R
A

Fu
lly

au
to

m
at

ed
w

ith
m

in
im

al
hu

m
an

in
te

rv
en

tio
n.

R
M

Fu
zz

in
g

is
a

w
el

l-
es

ta
bl

is
he

d
m

et
ho

d
w

ith
lim

ite
d

ne
w

re
se

ar
ch

po
te

nt
ia

l.
D

P
D

ev
el

op
m

en
tp

ot
en

tia
lt

o
ex

te
nd

be
yo

nd
M

at
te

rt
o

ot
he

rp
ro

to
co

ls
.

IS
R

em
ai

ns
fo

cu
se

d
on

fu
zz

in
g

w
ith

ou
tb

ro
ad

er
se

cu
ri

ty
ap

pl
ic

at
io

ns
.

22



30
Pe

nt
es

tG
PT

D
en

g
et

al
.[

31
]

E
T

D
D

et
ec

ts
an

d
pr

ev
en

ts
ex

te
rn

al
th

re
at

s
by

si
m

ul
at

in
g

at
ta

ck
s,

ac
hi

ev
in

g
hi

gh
eff

ec
tiv

en
es

s.
IA

D
E

xp
lo

its
in

te
rn

al
vu

ln
er

ab
ili

tie
s

bu
td

oe
s

no
th

av
e

th
e

ab
ili

ty
to

pa
tc

h
or

fix
th

em
.

R
A

Fu
lly

au
to

m
at

es
pe

ne
tr

at
io

n
te

st
in

g,
re

qu
ir

in
g

m
in

im
al

hu
m

an
in

te
rv

en
tio

n.
R

M
Pe

ne
tr

at
io

n
te

st
in

g
re

m
ai

ns
an

ev
ol

vi
ng

re
se

ar
ch

fie
ld

,w
ith

co
nt

in
uo

us
im

pr
ov

em
en

ts
in

de
fe

ns
e

m
ec

ha
ni

sm
s.

D
P

D
ev

el
op

m
en

tp
ot

en
tia

lt
o

ex
te

nd
its

ca
pa

bi
lit

ie
s

to
sp

ec
ia

liz
ed

ar
ea

s
su

ch
as

Io
T

or
IC

S.
IS

Im
pr

ov
es

pe
ne

tr
at

io
n

te
st

in
g

effi
ci

en
cy

an
d

st
re

ng
th

en
s

sy
st

em
de

fe
ns

e.

31
N

et
-G

PT
Pi

gg
ot

te
ta

l.
[7

3]

E
T

D
D

et
ec

ts
ex

te
rn

al
th

re
at

s
th

ro
ug

h
m

an
-i

n-
th

e-
m

id
dl

e
(M

itM
)a

tta
ck

s
to

un
co

ve
rs

ys
te

m
vu

ln
er

ab
ili

tie
s.

IA
D

O
nl

y
fo

cu
se

s
on

ne
tw

or
k-

ba
se

d
vu

ln
er

ab
ili

tie
s.

R
A

Fu
lly

au
to

m
at

es
th

e
ge

ne
ra

tio
n

an
d

ex
ec

ut
io

n
of

ne
tw

or
k

pa
ck

et
M

im
ic

ry
fo

rM
itM

at
ta

ck
s.

R
M

U
si

ng
L

L
M

s
fo

rM
itM

in
tr

od
uc

es
ne

w
ex

pl
or

at
io

n
op

po
rt

un
iti

es
.

D
P

H
ig

h
de

ve
lo

pm
en

tp
ot

en
tia

lt
o

ex
te

nd
be

yo
nd

U
AV

dr
on

e
ne

tw
or

ks
to

ot
he

rs
ys

te
m

s,
in

cl
ud

in
g

Io
T.

IS
L

im
ite

d
to

ex
po

si
ng

M
itM

vu
ln

er
ab

ili
tie

s.

32
H

ap
pe

an
d

C
ito

[7
4]

E
T

D
Id

en
tifi

es
an

d
m

iti
ga

te
s

ex
te

rn
al

th
re

at
s

eff
ec

tiv
el

y
th

ro
ug

h
pe

ne
tr

at
io

n
te

st
in

g.
IA

D
D

oe
s

no
td

et
ec

ti
nt

er
na

ls
of

tw
ar

e
vu

ln
er

ab
ili

tie
s

or
sy

st
em

an
om

al
ie

s.
R

A
Fu

lly
au

to
m

at
es

se
cu

ri
ty

te
st

in
g

an
d

at
ta

ck
si

m
ul

at
io

ns
w

ith
m

in
im

al
hu

m
an

in
te

rv
en

tio
n.

R
M

A
ut

om
at

ed
se

cu
ri

ty
te

st
in

g
is

an
ev

ol
vi

ng
fie

ld
w

ith
si

gn
ifi

ca
nt

on
go

in
g

re
se

ar
ch

.
D

P
H

ig
h

de
ve

lo
pm

en
tp

ot
en

tia
lt

o
re

fin
e

de
te

ct
io

n
m

et
ho

ds
an

d
ex

te
nd

ca
pa

bi
lit

ie
s.

IS
L

im
ite

d
to

fo
re

ns
ic

te
st

in
g

bu
td

oe
s

no
tp

ro
ac

tiv
el

y
pr

ev
en

tn
ew

at
ta

ck
s.

33
Y

an
g

[7
5]

E
T

D
D

oe
s

no
te

xp
lo

it
vu

ln
er

ab
ili

tie
s

th
ro

ug
h

ne
tw

or
k

or
ex

te
rn

al
at

ta
ck

ve
ct

or
s.

IA
D

D
et

ec
ts

in
te

rn
al

th
re

at
s

us
in

g
st

at
ic

co
de

an
al

ys
is

.
R

A
A

ut
on

om
ou

sl
y

co
ns

tr
ai

ns
vu

ln
er

ab
ili

tie
s

w
ith

m
in

im
al

us
er

in
te

ra
ct

io
n,

ac
hi

ev
in

g
hi

gh
de

te
ct

io
n

ac
cu

ra
cy

.
R

M
St

at
ic

co
de

an
al

ys
is

is
a

m
at

ur
e

re
se

ar
ch

fie
ld

,a
nd

th
is

to
ol

do
es

no
ti

nt
ro

du
ce

no
ve

lr
es

ea
rc

h
di

re
ct

io
ns

.
D

P
D

ev
el

op
m

en
tp

ot
en

tia
lt

o
au

to
m

at
e

vu
ln

er
ab

ili
ty

fix
in

g
an

d
im

pr
ov

e
de

te
ct

io
n

effi
ci

en
cy

.
IS

L
im

ite
d

to
im

pr
ov

in
g

effi
ci

en
cy

in
st

at
ic

co
de

an
al

ys
is

bu
td

oe
s

no
tc

on
tr

ib
ut

e
to

br
oa

de
rs

ec
ur

ity
so

lu
tio

ns
.

E
T

D
:E

xt
er

na
lT

hr
ea

tD
et

ec
tio

n.
IA

D
:I

nt
er

na
lA

no
m

al
y

D
et

ec
tio

n.
R

A
:R

es
po

ns
e

A
ut

om
at

io
n.

R
M

:R
es

ea
rc

h
M

at
ur

ity
.

D
P:

D
ev

el
op

m
en

tP
ot

en
tia

l.
IS

:
Im

pl
ac

to
n

Se
cu

ri
ty

.

23



Appendix B. Example Responses/Outputs for AttackGen Case Study

Figure B.2 provides the incident response plan generated with AttackGen Adams [61] without any modifications whereas Fig-
ure B.3 shows the incident response plan with IoT-specific modifications.

Incident Response Testing Scenario: Dragonfly Supply Chain Compromise

Overview
This incident response testing scenario is designed to evaluate the company’s incident and response capabilities against a sophisticated cyber attack by the threat actor group Dragonfly. The attack vector is a supply chain
compromise, which is a common tactic employed by Dragonfly to gain initial access to their targets.

Objectives
1. Assess the company’s ability to detect and respond to a supply chain compromise.
2. Evaluate the effectiveness of communication and coordination among incident response team members.
3. Test the procedures in place for mitigating and recovering from a supply chain compromise.
4. Identify areas for improvement in the company’s incident response plan.

Scenario Details
Company Profile
• Industry: Energy/Utilities
• Size: Medium (51-200 employees)

Threat Actor Group
• Name: Dragonfly
• Tactics, Techniques, and Procedures (TTPs): Utilizing supply chain compromise to gain initial access

Kill Chain Phase
• Initial Access: Supply Chain Compromise (T0862)

Scenario Timeline
Phase 1: Preparation
Objectives:
• Ensure all incident response team members are aware of their roles and responsibilities.
• Verify that all necessary tools and resources are available and operational.

Actions:
1. Conduct a briefing session with the incident response team.
2. Review the company’s incident response plan, focusing on supply chain compromises.
3. Check the availability of forensic tools, communication channels, and backup systems.

Phase 2: Detection
Objectives:
• Test the company’s ability to detect anomalies activities associated with a supply chain compromise.

Simulated Event:
• A third-party vendor supplying software to the company is compromised. The software update sent to the company contains a malicious payload.

Actions:
1. Deploy the compromised software update to a test environment.
2. Monitor network traffic and system logs for signs of the compromise.
3. Use indicators of compromise (IoCs) such as unusual network connections, unexpected file changes, and system behavior anomalies.

Phase 3: Containment
Objectives:
• Evaluate the company’s capability to contain the threat and prevent further damage.

Simulated Event:
• The malicious payload attempts to establish a connection to an external command and control (C2) server.

Actions:
1. Isolate the affected systems from the network.
2. Block outgoing connections to the identified C2 server.
3. Notify relevant stakeholders of the incident.

Phase 4: Eradication
Objectives:
• Test the company’s ability to remove the threat from affected systems.

Actions:
1. Perform a thorough analysis of the compromised systems to identify all malicious components.
2. Remove the malicious payload and any associated malware.
3. Apply patches and updates to close the vulnerability exploited by the attacker.

Phase 5: Recovery
Objectives:
• Assess the company’s procedures for restoring normal operations.

Actions:
1. Restore affected systems from clean backups.
2. Monitor the systems to ensure that no residual threats remain.
3. Gradually reconnect the systems to the network.

Phase 6: Lessons Learned
Objectives:
• Review the incident response process to identify strengths and areas for improvement.

Actions:
1. Conduct a debriefing session with all incident response team members.
2. Document the incident and response actions taken.
3. Update the incident response plan based on the lessons learned.

Evaluation Criteria
1. Detection:

• Time taken to detect the compromise.
• Accuracy in identifying IoCs.

2. Containment:
• Speed and effectiveness of containment measures.
• Communication and coordination among team members.

3. Eradication:
• Thoroughness in removing all malicious components.
• Effectiveness of patching and updating procedures.

4. Recovery:
• Efficiency in restoring normal operations.
• Monitoring for residual threats.

5. Lessons Learned:
• Quality of the post-incident analysis.
• Implementation of improvements to the incident response plan.

Conclusion

This incident response testing scenario provides a comprehensive framework to evaluate the company’s readiness against a supply chain compromise by Dragonfly. By following the outlined phases and actions, the company can

identify strengths and areas for improvement in their incident response capabilities, ensuring they are better prepared for future threats.

Figure B.2: Incident Response Testing Scenario for Dragonfly Supply Chain Compromise using AttackGen without Modifications
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Incident Response Testing Scenario: Dragonfly Supply Chain Compromise with IoT-Powered PLC

Overview
This incident response testing scenario is designed to evaluate the company’s readiness and response capabilities against a sophisticated cyber attack by the threat actor group Dragonfly. This attack vector is a supply chain
compromise, which is a common tactic employed by Dragonfly to gain initial access to their targets. The scenario will specifically focus on the compromise of an IoT-based Programmable Logic Controller (PLC) that is
critical to the company’s operations and is connected to the internet.

Objectives
1. Assess the company’s ability to detect and respond to a supply chain compromise involving an IoT-powered PLC.
2. Evaluate the effectiveness of communication and coordination among incident response team members.
3. Test the procedures for monitoring and recovering from a supply chain compromise affecting critical IoT devices.
4. Identify areas for improvement in the company’s incident response plan.

Scenario Details
Company Profile
• Industry: Energy / Utilities
• Size: Medium (51-200 employees) Critical Asset: IoT powered PLC connected to the internet

Threat Actor Group
• Name: Dragonfly
• Tactics, Techniques, and Procedures (TTPs): Utilizing supply chain compromise to gain initial access

Kill Chain Phase
• Initial Access: Supply Chain Compromise (T0862)

Scenario Timeline
Phase 1: Preparation
Objectives:
• Ensure all incident response team members are aware of their roles and responsibilities.
• Verify that all necessary tools and resources are available and operational.

Actions:
1. Conduct a briefing session with the incident response team.
2. Review the company’s incident response plan, focusing on supply chain compromise scenarios, particularly those involving IoT devices.
3. Check the availability of forensic tools, communication channels, and backup systems. Ensure proper monitoring mechanisms are in place for IoT devices, especially the PLC.

Phase 2: Detection
Objectives:
• Test the company’s ability to detect anomalous activities associated with a supply chain compromise of an IoT device.

Simulated Event:
• A third-party vendor supplying firmware to the IoT-powered PLC is compromised. The firmware update sent to the company contains a malicious payload.

Actions:
1. Deploy the compromised firmware update to a test environment with an IoT-powered PLC.
2. Monitor network traffic, system logs, and PLC activity for signs of the compromise.
3. Identify indicators of compromise (IoCs) such as unusual network connections, unexpected firmware changes, and anomalous PLC behavior.

Phase 3: Containment
Objectives:
• Evaluate the company’s capability to contain the threat and prevent further damage, particularly to critical IoT devices.

Simulated Event:
• The malicious payload attempts to establish a connection to an external command and control (C2) server and manipulate the PLC’s operations.

Actions:
1. Isolate the affected PLC and any other compromised systems from the network.
2. Block outgoing connections to the identified C2 server.
3. Notify relevant stakeholders of the incident, emphasizing the critical nature of the compromised IoT device.

Phase 4: Eradication
Objectives:
• Test the company’s ability to remove the threat from affected systems, including the critical IoT powered PLC.

Actions:
1. Perform a thorough analysis of the compromised PLC and other affected systems to identify all malicious components.
2. Remove the malicious payload and any associated malware from the PLC.
3. Apply patches and updates to close the vulnerability exploited by the attacker, ensuring the integrity of the firmware on the PLC.

Phase 5: Recovery
Objectives:
• Assess the company’s procedures for restoring normal operations, focusing on the critical IoT-powered PLC.

Actions:
1. Restore the PLC from a clean backup, ensuring its firmware is uncompromised.
2. Monitor the PLC and other systems to ensure that no residual threats remain.
3. Gradually reconnect the PLC and other affected systems to the network.

Phase 6: Lessons Learned
Objectives:
• Review the incident response process to identify strengths and areas for improvement, with a focus on IoT devices.

Actions:
1. Conduct a debriefing session with all incident response team members, emphasizing the response to the compromised IoT-powered PLC.
2. Document the incident and response actions taken, particularly those involving IoT devices.
3. Update the incident response plan based on the lessons learned, including specific measures for protecting and responding to incidents involving IoT devices.

Evaluation Criteria
1. Detection:

• Time taken to detect the compromise.
• Accuracy in identifying IoCs, especially those related to IoT devices.

2. Containment:
• Speed and effectiveness of containment measures.
• Communication and coordination among team members, with a focus on IoT device management.

3. Eradication:
• Thoroughness in removing all malicious components.
• Effectiveness of patching and updating procedures, particularly for IoT devices.

4. Recovery:
• Efficiency in restoring normal operations.
• Monitoring for residual threats, especially in IoT devices.

5. Lessons Learned:
• Quality of the post-incident analysis.
• Implementation of improvements to the incident response plan, including IoT-specific considerations.

Conclusion

This updated incident response testing scenario provides a comprehensive framework to evaluate the company’s readiness against a supply chain compromise by Dragonfly, with a specific focus on a critical IoT-powered PLC. By

following the outlined phases and criteria, the company can identify strengths and areas for improvement in their incident response capabilities, ensuring they are better prepared for future threats.

Figure B.3: Incident Response Testing Scenario for Dragonfly Supply Chain Compromise Using AttackGen with IoT-Specific Modifications
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