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Abstract
The recent surge in advanced generative models,
such as diffusion models and generative adversar-
ial networks (GANs), has led to an alarming rise in
AI-generated images across various domains on the
web. While such technologies offer benefits such
as democratizing artistic creation, they also pose
challenges in misinformation, digital forgery, and
authenticity verification. Additionally, the uncred-
ited use of AI-generated images in media and mar-
keting has sparked significant backlash from on-
line communities. In response to this, we intro-
duce DejAIvu, a Chrome Web extension that com-
bines real-time AI-generated image detection with
saliency-based explainability while users browse
the web. Using an ONNX-optimized deep learn-
ing model, DejAIvu automatically analyzes images
on websites such as Google Images, identifies AI-
generated content using model inference, and over-
lays a saliency heatmap to highlight AI-related arti-
facts. Our approach integrates efficient in-browser
inference, gradient-based saliency analysis, and a
seamless user experience, ensuring that AI detec-
tion is both transparent and interpretable. We also
evaluate DejAIvu across multiple pretrained ar-
chitectures and benchmark datasets, demonstrating
high accuracy and low latency, making it a practi-
cal and deployable tool for enhancing AI image ac-
countability. The code for this system can be found
at https://github.com/Noodulz/dejAIvu.

1 Introduction
Generative AI models such as diffusion models [Sohl-
Dickstein et al., 2015] and GANs [Goodfellow et al., 2014]
have reshaped the digital landscape by enabling seamless,
high-quality image generation. However, their widespread
accessibility raises critical concerns about attribution, au-
thenticity, and ethical use. [Hagendorff, 2024; Zhang et
al., 2020]. Such unauthorized or uncredited use of AI-
generated images in media, marketing, and online platforms
has led to widespread misinformation, digital forgery, and
artist displacement. Moreover, there is growing public de-
mand for increased accountability and transparency regard-

ing the use of AI-generated images [Solaiman et al., 2024;
Shaikh et al., 2023].

Although there are many AI image detection methods [Guo
et al., 2025; Li et al., 2024; Zhong et al., 2024], they are often
hampered by real-world applicability or lack thereof. Addi-
tionally, most detection models operate as black-box classi-
fiers, providing no explainability on why an image is consid-
ered AI-generated [Yan et al., 2024; Gaintseva et al., 2024;
aio, 2025]. This lack of interpretability reduces trust in de-
tection methods, further exacerbating concerns over misin-
formation and algorithmic opacity.

We introduce DejAIvu, a browser-based extension en-
abling real-time detection of AI-generated images while pro-
viding saliency-based explainability to enhance transparency
and interpretability [Simonyan et al., 2014]. The extension
allows for automatic analysis of images on popular image
sharing sites without requiring manual uploads or additional
effort. DejAIvu leverages an ONNX-optimized deep learn-
ing model, which is converted from a TensorFlow-trained
convolutional neural network (CNN) to enable efficient in-
browser inference [Jin et al., 2020]. By running locally within
the Chrome extension, it eliminates the need for server-side
computation, ensuring low-latency performance and preserv-
ing user privacy [Wang et al., 2024; Hidaka et al., 2024].
The model has been trained on a curated dataset of more
than 270,000 human and AI-generated artworks, incorporat-
ing various styles and sources to enhance detection accuracy
[Kholy, 2024b; Kholy, 2024a]. Beyond classification, De-
jAIvu introduces explainability by generating gradient-based
saliency maps [Smilkov et al., 2017; Selvaraju et al., 2017;
Bach et al., 2015; Sundararajan et al., 2017], which highlight
regions of an image that contribute most to the model’s classi-
fication decision. By visualizing these areas, users can better
understand which image features influence AI-generated de-
tection.

2 DejAIvu Overview
2.1 Architecture and Workflow
DejAIvu operates by dynamically intercepting images on
webpages, passing them through an ONNX-optimized AI
model for classification, and generating saliency maps to
highlight AI-specific artifacts [Jarrett et al., 2025; Simonyan
et al., 2014]. As demonstrated in Figure 1, the system follows
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Figure 1: Overview of DejAIvu Pipeline.

the following pipeline:

1. Image Interception: The content script identifies im-
ages (<img> elements) dynamically as a user browses
the web.

2. Preprocessing & Model Inference: The image is re-
sized to 256 × 256 pixels, normalized, and fed into the
ONNX model for classification.

3. Saliency Heatmap Generation: If the model detects an
image as AI-generated, a gradient-based saliency map is
computed.

4. Overlay Visualization: The saliency map is blended
with the original image in real time, allowing users to
visually interpret AI artifacts.

2.2 Model Training & Optimization

Original Dataset # Images Class Dim. Format
DiffusionDB Large 39,322 AI 512×512 .png
DiffusionDB Small 26,212 AI 224×224 .jpeg
AI-ArtBench LD 62,092 AI 256×256 .jpeg
AI-ArtBench SD 62,923 AI 768×768 .jpeg
WikiArt 81,444 Human Variable .jpeg

Table 1: Datasets used for AI-generated and human-created art clas-
sification from [Kholy, 2024b]

Computational Resources The DejAIvu tool was trained
using a high-performance computing setup consisting of two
NVIDIA RTX 6000 Ada GPUs (each with 48GB VRAM)
and 1TB of system RAM. The training pipeline leveraged
CUDA 12.2 and was optimized with mixed-precision train-
ing to maximize memory efficiency. Training was con-
ducted on high-resolution images (256×256 pixels), with gra-
dient accumulation and automatic mixed precision (AMP) en-
abled to accelerate convergence [Micikevicius et al., 2018;
Jia et al., 2018].

Datasets As seen in Table ??, the underlying AI model
for DejAIvu is trained on a curated dataset of 271,993 AI-
generated and human-created artworks sourced from [Kholy,
2024b] via combined datasets from Kaggle and other open
source datasets across the web [Wang et al., 2022; Liao et al.,
2022; wik, 2025]. This dataset is highly imbalanced, with a

majority of samples being AI-generated images. To address
this imbalance, we apply log-based bias initialization to pre-
vent the model from disproportionately favoring the dominant
class [Karpathy, 2019; Haixiang et al., 2017]. Specifically,
we initialize the final classification layer using a log-ratio bias
adjustment, computed as:

b = log

(
AI-Generated Samples
Human-Made Samples

)
= log

(
190, 549

81, 457

)
(1)

This bias is then incorporated into the model, setting its ini-
tial predictions to align with the dataset’s actual distribution.

Dataset Splits To ensure robust model generalization, the
dataset is split into training, validation, and test sets follow-
ing a stratified partitioning strategy. Specifically, the training
set comprises 60% of the available dataset and is augmented
with transformations such as horizontal flipping, slight rota-
tions, and contrast adjustments to mitigate overfitting. The
remaining 40% of the dataset is allocated to validation and
test sets. To further ensure a reliable evaluation protocol, the
validation and test sets are equally split from this subset, with
each receiving 20% of the original dataset. This results in a
final 60%-20%-20% training-validation-test distribution.

Preprocessing Pipeline The preprocessing pipeline en-
sures that input images are properly prepared before being
fed into the model. First, all images are resized to a fixed di-
mension of 256 × 256 pixels to maintain consistency across
inputs. To ensure numerical stability during inference, pixel
values are normalized by scaling them to the range [0,1].
Additionally, data augmentation techniques are applied to
improve the model’s generalization and robustness [Xu et
al., 2023]. These augmentations include horizontal flipping,
slight rotations, and contrast adjustments, which help prevent
overfitting and enhance the model’s ability to handle varia-
tions in input data [Shorten and Khoshgoftaar, 2019]. Finally,
the trained model is converted to the ONNX format, allowing
efficient execution directly in the browser using ONNX.js,
which optimizes performance and compatibility with web-
based applications.

3 Experimental Results & Performance
To assess the performance of DejAIvu’s AI detection model,
we compare it against various state-of-the-art architectures,



evaluating accuracy, precision, recall, loss, and model size.
With this we aim to optimize detection accuracy while ensur-
ing real-time efficiency in the browser.

Model Performance Comparison Table 1 summarizes key
metrics for multiple architectures. ResNet50 [He et al., 2015]
achieves the highest accuracy of 97.1% with a reasonable file
size of 90.6MB, an improvement from the model of [Kholy,
2024b] which attained an accuracy of 95% with 163.8MB.
Utilizing a vision transformer [Dosovitskiy et al., 2020] also
demonstrates competitive performance (96.0%) at an excep-
tionally small size of 1.7MB in contrast to ResNet50 and
[Kholy, 2024b]’s models. While lighter models like Mo-
bileNetV2 (9.2MB) and DenseNet121 (28.3MB) [Sandler et
al., 2018; Huang et al., 2017] offer reasonable performance,
they fall short in precision and recall compared to larger mod-
els.

Model Acc. Loss Prec. Rec. Size (MB)
ResNet50 0.971 0.081 0.981 0.978 90.6
VisionTransformer 0.960 0.113 0.968 0.974 1.7
ElKholy model 0.950 0.145 0.970 0.958 163.8
VGG16 0.929 0.190 0.941 0.958 56.2
DenseNet121 0.919 0.214 0.928 0.959 28.3
MobileNetV2 0.882 0.284 0.897 0.939 9.2
Xception 0.782 0.586 0.921 0.754 80.1
NASNetMobile 0.767 0.496 0.826 0.846 18.9

Table 1: Performance comparison after training with standard and
custom architectures.

Latency Comparisons ResNet-50 was selected as the
backbone model for DejAIvu due to its strong balance be-
tween accuracy and computational efficiency. To ensure real-
time performance, conversion to ONNX.js was chosen over
TensorFlow.js (TF.js) for web-based inference. Table 2 shows
that by leveraging ONNX.js instead of TensorFlow.js, De-
jAIvu achieves an approximate 35ms reduction in latency per
image on average, significantly improving real-time inference
speed while also preserving accuracy [Wang et al., 2024].

Model Avg. Latency
ResNet-50 (ONNX.js) 95ms
ResNet-50 (TF.js) 130ms

Table 2: Performance Benchmarks for ResNet-50

4 Demonstration
To illustrate the real-world applicability of DejAIvu, we
demonstrate its functionality across Google Images, high-
lighting its ability to seamlessly activate with search results.
The extension runs in the background, intercepting image re-
quests, detecting AI-generated content, and overlaying ex-
plainability heatmaps in real time.

4.1 User Interaction Flow
The user experience with DejAIvu is designed to be intuitive
and requires minimal setup. Upon installation, the extension

Figure 2: Google Images results of ”fluffy cat” before toggling de-
tection

Figure 3: Google Images results of ”fluffy cat” after toggling detec-
tion

becomes active in the background. When the user navigates
to an image-heavy website, DejAIvu automatically detects all
displayed images, analyzes them in real time, and overlays
a Vanilla Gradient heat map on each image inferred as AI
generated. Figure 2 and Figure 3 demonstrate the usage and
overlay of Vanilla Gradients upon toggling the extension on a
Google Images result when the user looks up cats.

5 Conclusion and Future Work
DejAIvu introduces a novel approach to AI-generated im-
age detection by providing a fully browser-integrated solu-
tion with real-time inference and saliency-based explainabil-
ity. Unlike existing detection methods that rely on manual
uploads or cloud-based inference, DejAIvu operates locally
using ONNX.js, ensuring low-latency performance and en-
hanced user privacy. Through its integration with online plat-
forms such as Google Images, it enables users to transpar-
ently identify AI-generated content without disrupting their
browsing experience. Our results show high classification
accuracy while maintaining computational efficiency. Fu-
ture work will focus on optimizing inference speed, quanti-
fying latency across image sets, conducting large-scale user
testing, and expanding dataset coverage to improve gener-
alization across diverse art styles. Additional features such
as adjustable detection thresholds, heat map customization,
and per-site detection preferences are also planned to enhance
user experience and flexibility.
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Isabella Duan, Ellie Evans, Felix Friedrich, Avijit Ghosh,
Usman Gohar, Sara Hooker, Yacine Jernite, Ria Kalluri,
Alberto Lusoli, Alina Leidinger, Michelle Lin, Xiuzhu
Lin, Sasha Luccioni, Jennifer Mickel, Margaret Mitchell,
Jessica Newman, Anaelia Ovalle, Marie-Therese Png,
Shubham Singh, Andrew Strait, Lukas Struppek, and
Arjun Subramonian. Evaluating the social impact of
generative ai systems in systems and society, 2024.

[Sundararajan et al., 2017] Mukund Sundararajan, Ankur
Taly, and Qiqi Yan. Axiomatic attribution for deep net-
works. In Proceedings of the 34th International Con-
ference on Machine Learning (ICML), pages 3319–3328,
2017.

[Wang et al., 2022] Zijie J. Wang, Evan Montoya, David
Munechika, Haoyang Yang, Benjamin Hoover, and
Duen Horng Chau. Diffusiondb: A large-scale prompt
gallery dataset for text-to-image generative models. arXiv
preprint arXiv:2210.14896, 2022.

[Wang et al., 2024] Qipeng Wang, Shiqi Jiang, Zhenpeng
Chen, Xu Cao, Yuanchun Li, Aoyu Li, Yun Ma, Ting Cao,
and Xuanzhe Liu. Anatomizing deep learning inference in
web browsers. arXiv preprint arXiv:2402.05981, 2024.

[wik, 2025] Wikiart. https://www.wikiart.org/, 2025. Ac-
cessed: February 11, 2025.

[Xu et al., 2023] Mingle Xu, Sook Yoon, Alvaro Fuentes,
and Dong Sun Park. A comprehensive survey of image
augmentation techniques for deep learning. Pattern Recog-
nition, 137:109347, May 2023.

[Yan et al., 2024] Shilin Yan, Ouxiang Li, Jiayin Cai, Yanbin
Hao, Xiaolong Jiang, Yao Hu, and Weidi Xie. A sanity
check for ai-generated image detection, 06 2024.

[Zhang et al., 2020] Baiwu Zhang, Jin Peng Zhou, Ilia Shu-
mailov, and Nicolas Papernot. On attribution of deepfakes.
arXiv preprint arXiv:2008.09194, 2020.

[Zhong et al., 2024] Nan Zhong, Yiran Xu, Sheng Li,
Zhenxing Qian, and Xinpeng Zhang. Patchcraft: Explor-
ing texture patch for efficient ai-generated image detec-
tion, 2024.

https://www.wikiart.org/

	Introduction
	DejAIvu Overview
	Architecture and Workflow
	Model Training & Optimization

	Experimental Results & Performance
	Demonstration
	User Interaction Flow

	Conclusion and Future Work

