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Scalable Distributed Reproduction Numbers of
Network Epidemics with Differential Privacy
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Abstract—Reproduction numbers are widely used for the
estimation and prediction of epidemic spreading processes over
networks. However, conventional reproduction numbers of an
overall network do not indicate where an epidemic is spreading.
Therefore, we propose a novel notion of local distributed re-
production numbers to capture the spreading behaviors of each
node in a network. We first show how to compute them and then
use them to derive new conditions under which an outbreak can
occur. These conditions are then used to derive new conditions
for the existence, uniqueness, and stability of equilibrium states
of the underlying epidemic model. Building upon these local
distributed reproduction numbers, we define cluster distributed
reproduction numbers to model the spread between clusters
composed of nodes. Furthermore, we demonstrate that the local
distributed reproduction numbers can be aggregated into cluster
distributed reproduction numbers at different scales. However,
both local and cluster distributed reproduction numbers can
reveal the frequency of interactions between nodes in a network,
which raises privacy concerns. Thus, we next develop a privacy
framework that implements a differential privacy mechanism to
provably protect the frequency of interactions between nodes
when computing distributed reproduction numbers. Numerical
experiments show that, even under differential privacy, the
distributed reproduction numbers provide accurate estimates of
the epidemic spread while also providing more insights than
conventional reproduction numbers.

Index Terms—Reproduction numbers, differential privacy, net-
work spreading models

I. INTRODUCTION

Reproduction numbers are critical metrics in infectious
disease epidemiology [1], as they are easily understood by
policymakers and the public. These numbers also help design
control interventions during pandemics [2], [3]. There are two
common types of reproduction number: the basic reproduction
number, which represents the number of secondary infections
caused by one infected case in a fully susceptible population,
and the effective reproduction number, which reflects the
number of secondary infections caused by one infected case in
a mixed susceptible and infected population [1]. The critical
threshold for the reproduction number is one, as epidemic
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behavior changes significantly when the reproduction number
is above or below this value.

Reproduction numbers have been used to model and design
epidemic mitigation strategies [4]-[6]. Recent studies establish
threshold conditions to analyze both transient and steady-state
behaviors in disease spreading models, based on whether the
reproduction number is above or below one [7]-[10]. This
concept has been extended from classic SIS models [11]
to more complex network models, such as network bi-virus
systems [12] and coupled network spreading models [4].

Nonetheless, viral spread often exhibits high heterogeneity
across different sub-populations, making it difficult to use
the reproduction number of an entire spreading network to
quantify the behavior of individual entities. For example,
the spread of COVID-19 varied significantly across regions
in the United States, with differences in infection growth
and peak dates [13]. As a result, it is challenging to use a
single network-level reproduction number to make inferences
about specific communities, counties, states, and/or countries
in highly heterogeneous spreading networks [14].

To address this issue, we propose the notion of distributed
reproduction numbers to capture epidemic spreading at various
scales within a network. Then, we develop threshold condi-
tions based on these distributed reproduction numbers under
which outbreaks can occur in the classic network SIS and
STR models. Typically, infectious disease spreading networks
are modeled with edges that represent transmission rates
between nodes. However, absolute transmission rates alone
do not directly capture the dynamics of spreading behavior
between nodes, such as whether infection cases are increasing
or decreasing. Furthermore, it is unclear how to aggregate
the transmission rates from the node level to the cluster level
directly in a network spreading model. Alternatively, we can
represent the spreading network with edges corresponding to
distributed reproduction numbers across the network, using
the threshold value to indicate disease spread within and
between nodes. Additionally, we can aggregate the distributed
reproduction numbers at the node level into distributed repro-
duction numbers at different cluster levels. These clusters are
composed of multiple nodes, and their cluster-level distributed
reproduction numbers allow us to model the spreading network
at different scales, providing a more comprehensive set of tools
for understanding the spreading dynamics. Thus, similar to the
network-level reproduction number, distributed reproduction
numbers at different scales provide simple but informative
threshold metrics that effectively convey the severity of the
spread across the network.

Constructing spreading network models involves privacy-



sensitive spatio-temporal data related to human activities,
such as contact tracing [15], traffic flow [16], and mobile
data [17]. Tt is well-known that revealing even aggregate
statistics of such information can compromise the privacy of
individuals [18]-[22], which makes it undesirable to share
distributed reproduction numbers exactly. Accordingly, we
propose a privacy framework that uses differential privacy
[23] to provide formal privacy guarantees for the sensitive
data that is used to compute distributed reproduction num-
bers. Differential privacy offers strong, formal protections for
sensitive network data and allows for post-processing without
harming its protections [23]. It has been successfully used
to privatize a range of dynamical and control systems [24]-
[27], and we therefore seek to bring these same benefits to
this domain. To do so, rather than sharing the exact values
of the distributed reproduction numbers for final analysis,
we perturb them by adding properly calibrated noise before
sharing them, thereby ensuring that this process provably
provides differential privacy.
To summarize, our contributions are:

o We introduce a new group of local distributed reproduc-
tion numbers for spreading networks (Definition 8)

o We use the local distributed reproduction number to an-
alyze the transient and steady-state behaviors of network
spreading processes (Theorem 2 and Corollary 1)

o We propose a method to derive cluster distributed repro-
duction numbers at various scales for clustered entities
within the network, enabling the exploration of spreading
behaviors between these clusters (Definition 11, Theo-
rem 3, and Corollary 2)

o We develop a privacy framework to compute privatized
local and cluster distributed reproduction numbers (Algo-
rithm 1 and Mechanism 1)

« We explore privacy-accuracy trade-offs that quantify the
expected deviation of privatized distributed reproduction
numbers from their non-privatized counterparts (Theo-
rem 4)

o We use real-world epidemic data to demonstrate the appli-
cation of distributed reproduction numbers in analyzing
spreading networks and the use of privatized reproduction
numbers to protect sensitive information within these
networks (Section V)

The rest of the paper is organized as follows. We intro-
duce background and problem statements in Section II. In
Section III, we introduce and study distributed reproduction
numbers. In Section IV, we design the differential privacy
framework that for the distributed reproduction numbers. Sec-
tion V illustrates the results by analyzing real-world network
spreading scenarios. Section VI concludes.

In our previous work [28], we defined the distributed repro-
duction number at the entity level (Definition 8) and demon-
strated how distributed reproduction numbers can be used to
study the spreading behavior of individual entities (Theorem 1)
and the overall spread within the network (Theorem 2 and
Corollary 1). Building on these results, in this work, we further
propose a method to generate and study distributed repro-
duction numbers at various scales. This approach provides a
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scalable method to compute and aggregate local distributed
reproduction numbers and lays the foundation for proposing
a scalable differential privacy mechanism. Additionally, we
implemented differential privacy mechanisms on the transmis-
sion matrix of the spreading network in [29]. We studied how
differential privacy applied to the edges of the transmission
graph affects the accuracy of the network-level basic repro-
duction number. Building upon the scalable local distributed
reproduction numbers, we propose a novel framework in this
work that incorporates differential privacy on local effective
distributed reproduction numbers and demonstrate how this
framework is implemented in real-world distributed effective
reproduction number sharing. Furthermore, we investigate the
impact of privacy on the accuracy of the distributed effective
reproduction numbers at different scales.

Notation

We use R to denote the real numbers, R>q to denote
the non-negative reals, and R to denote the positive reals.
We use Ny to denote the positive integers, Z to denote
the integers, and Zy> to denote all integers greater than or
equal to k € Z. For a random variable X, E[X] denotes
its expectation and Var[X] denotes its variance. Let 1p()
denote the indicator function of set I". We use n to denote the
index set {1,2,...,n} for n € N5. For a real square matrix
M = [my;] € R"*™ with i, j € n, we use p(M) to denote its
spectral radius. For any two matrices A := [a;;],C := [¢;5] €
R**" we write A > C if Qjj > Cij, A > Cif Qjj > Cij
and A # C, and A > C if a;; > ¢, for all 4, j € n. These
comparison notations between matrices apply to vectors as
well. For a vector v € R", we write diag(v) € R™*" to
denote the diagonal matrix whose ¥ diagonal entry is v; for
each i € n. We use || - || to denote the Frobenius norm of a
matrix.

We use G = (V,E,W) to denote a directed, strongly
connected, and weighted graph with node set V, edge set F,
and weighted adjacency matrix W := [w;;] € RL;", where
w;; > 0 denotes the i j'" entry of the weighted adjacency
matrix . Let | - | denote the cardinality of a set. For a given
matrix W, we use nw = [{w;; > 0:4,j € n}| to denote the
number of positive entries in W. We use G,, to denote the set
of all possible directed, strongly connected, weighted graphs
G on n nodes.

II. BACKGROUND AND PROBLEM FORMULATION

In this section, we introduce background on network epi-
demic spreading models, differential privacy mechanisms, and
problem statements.

A. Network Epidemic Models

We consider network susceptible-infected-susceptible (S15)
and susceptible-infected-recovered (S1R) models to study dis-
ease spread over connected sub-populations at various levels,
whether globally, nationally, regionally, or within a commu-
nity. The entire population consists of a set of n entities, where
n € Zx>3. Bach entity can represent either an individual or a



group of individuals, ranging from a small community, such
as a neighborhood or social club, to a large population group,
including a county, state, or country.

Let G = (V,E,B) € G, denote an epidemic spreading
network that models an epidemic spreading process over these
n connected entities. Let V' and E denote the entities and
the transmission channels between them, respectively. We use
s(t), z(t),r(t) € [0,1]™ to represent the susceptible, infected,
and recovered state vectors, respectively. That is, for all < € n,
the value of s;(t) € [0,1] is the susceptible portion of the
population of the i*" entity at time ¢, the value of z;(t) €
[0,1] is the size of the infected proportion of the population
of entity ¢ at time ¢, and the value of r;(t) € [0,1] is the
size of the recovered proportion of the population of eneity ¢
at time t. We use B := [3;;] € RLy", with 3;; € [0,1]
for all i,j € n, to denote the transmission matrix and I' =
diag([y1,72,---,Yn]) € R™™, with 4; € (0,1] for all i €
n, to denote the recovery matrix. Further, we use B as the
adjacency matrix of the spreading graph G. Thus, 3;; captures
the transmission process from the ;" entity to the i*" entity,
while ~v; captures the recovery rate of entity ¢, for all ¢, j € n.

The network SIS and SIR dynamics are

SIS {%’(t) = —diag(s(t) Ba(t) + Ta(t),
x(t) = diag(s(t))Bx(t) — T'x(t),
and
5(t) = —diag(s(t) Ba(t),
SIR: ¢ &(t) = diag(s(t))Bz(t) — T'xz(t), (2)

7 (t)
respectively. For all ¢ € n, we have that s;(t), x;(t),r;(t) €
[0,1], and s;(t) + =;(t) + r:(t) = 1 [30].

= Ta(t),

Assumption 1. The graph G is strongly connected.

Inspired by using the next generation matrix to derive the
basic reproduction number for network SIS and SIR spread-
ing models [31], researchers have defined W = I''!B as
the next generation matrix to characterize the global behavior
of network SIS and SIR models in (1) and (2) [7], [8],
[32], respectively. These threshold conditions derived from
W =T"1B are defined in terms of the reproduction number
of networks (namely the network-level reproduction number).

Definition 1. (Network-Level Reproduction Number) Given an
epidemic spreading network G = (V,E,B) € G, and the
next generation matrix W = T 7'B, for the network SIS
and S1R models, the basic reproduction number is defined as
RY = p(W) and the effective reproduction number is defined
as Rt = p(diag(s(t))W). O

Definition 1 implies that we can compute the network-level
reproduction number when having access to the transmission
matrix and the recovery matrix. However, the network-level
reproduction number may fail to capture the spreading behav-
ior of individual entities within a network. To illustrate this
point, Figure 1 (Top) presents the infected proportion of each
community in a network SIR model over ten communities,
with z; showing the infected proportion of community 4.
The dashed line indicates the weighted sum of the infected
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Fig. 1: (Top) Infected proportion of each node in a network
S1R model over ten entities. The red dashed line indicates the
weighted sum of the infected cases thp x, where wt—; e R, is
the normalized left eigenvector corresponding to the spectral
abscissa of the matrix diag(s(t,))B — I' with ¢, being the
peak infection time where R, = 1 at time ¢, [32, Definition 2].
(Bottom) The corresponding network-level effective reproduc-
tion number R! of the spreading dynamics. The effective
reproduction number R' > 1 until roughly timestep 25.
However, the infected proportions of most entities, including
entities 1, 2, 3, 4, and 9, have already significantly decreased
by timestep 25 in Figure 1.

cases w ' x, where w € RY, is the normalized eigenvector

corresponding to the eigenvalue p(W).

Figure 1 (Bottom) shows the corresponding network-level
effective reproduction number, i.e., R'. The effective repro-
duction number R? > 1 until roughly timestep 22. However,
the infected proportions of most communities, including com-
munities 1, 2, and 6, have already significantly decreased by
timestep 22. Therefore, if we aim to analyze a single entity
or a subnetwork of connected entities, then the network-level
reproduction numbers R® and/or R* may fail to capture the
spreading behavior at that level of granularity, since thresholds
for each type of reproduction number only characterize overall
network-level spreading, which can be quite different from
local spreading.

B. Problem Statement Part 1: Distributed Reproduction Num-
bers

Motivated by this discussion of the reproduction numbers
of networks, we formulate the following problems.

Problem 1. Consider an epidemic spreading network over
G = (V,E,B) € G, as defined in (1) and (2). For each



edge e € FE (including self loops), develop a notion of
local distributed reproduction number that characterizes the
spreading for the transmission interaction between the two
entities that are connected by the edge e. O

The goal of using local distributed reproduction numbers
is to provide a method to study spreading behaviors in a
decentralized manner. Simultaneously, as indicated in Def-
inition 1, the network-level reproduction number provides
a global understanding of disease spread across the entire
network, summarizing the spread of an epidemic in a single
scalar value. Next, we seek to demonstrate that the local
distributed reproduction numbers can also provide insights into
the overall network spreading process.

Problem 2. Given an epidemic spreading network over G =
(V,E,B) € G, as defined in (1) and (2) and the correspond-
ing distributed reproduction numbers for all edges in F, study
the spreading behavior of the entire network through the local
distributed reproduction numbers. O

The local distributed reproduction number captures the
spread between entities at the highest resolution within a net-
work, while the network-level reproduction number describes
the overall spread across the entire network, i.e., at the lowest
resolution. In real-world scenarios, it is often necessary to
have intermediate-level information to model and characterize
the spread between grouped populations, i.e., clusters. For
example, when an entity represents a household in a spreading
network of a large city, obtaining intermediate-level transmis-
sion knowledge — such as between different regions based on
administrative divisions — can be crucial for analyzing and
informing policy decisions during outbreaks. This intermediate
information is essential, as it provides insights into the spread
at a scale that lies between individual entities and the entire
population.

Consider partitioning the n entities in the spreading
network G into m grouped entities, defined as clusters.
For ¢ € m, we define the ¢*" cluster as the collection of
entities whose indices are contained in the set x, (xq 7# @),
where |x,| is the number of the entities in cluster g. We
use X = {x1,...,Xm} to represent all of the clusters that
comprise the network, with

Uxe=n and x4 Nxe=2
qgeEmM

3)

for all distinct sets Xq,,Xq, € X. We are next interested in
modeling cluster-level spreading using the local distributed
reproduction numbers.

Problem 3. Let an epidemic spreading network over G =
(V,E,B) € G, as defined in (1) and (2) be given, along with
the corresponding local distributed reproduction numbers for
all edges in E. Let m denote the number of clusters from (3),
each one of which contains one or more entities in G. Then,
find the cluster distributed reproduction numbers that capture
the spreading behavior between these clusters in terms of the
local distributed reproduction numbers. O

Problem 3 formulates the scalable properties of distributed
reproduction numbers: it should be possible to use the local
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distributed reproduction numbers at a finer level to compute
distributed reproduction numbers at a coarser cluster level.
Additionally, this relationship also enables researchers/analysts
to analyze the spread between clusters by post-processing
these local distributed reproduction numbers without needing
access to the sensitive raw data that was used to compute them.
In the following subsection, we explore how this property
relates to privacy-preserving analyses.

C. Problem Statement Part 2: Privacy-Enhanced Distributed
Reproduction Numbers

Thanks to the decentralized property of distributed repro-
duction numbers, we can analyze the spreading network at
different scales. However, sharing the distributed reproduction
numbers may raise privacy concerns. While it may seem sur-
prising that scalar-valued queries (such as cluster distributed
reproduction numbers in our case) can leak information about
local data, this principle has been firmly established in the
graph privacy literature [18]-[22]. It has also led to the devel-
opment of privacy-preserving methods for computing a wide
array of graph properties, including spectra of graph adjacency
matrices [33], properties of graph Laplacians [22], counts of
subgraphs [18], degree sequences [20], and others [34], [35].
Each of these works has anticipated a type of graph analysis
and applied privacy to it, and we do the same in this work.

Similar to the transmission rates between any pair of nodes
in the network, the local distributed reproduction number
also reveals the frequency of interactions between nodes in a
network. For example, to construct a disease contact network
at a French primary school [36], based on the accumulated
contact time between any pair of students on campus during
one day, all the students’ guardians had to sign a privacy
release statement. This example highlights that sharing the
frequency of interactions (e.g., modeled by transmission rates
and/or local distributed reproduction numbers) may violate
the privacy of entities in the network. Therefore, to mitigate
the privacy risks associated with the distributed reproduction
numbers, we apply differential privacy.

Consequently, we introduce our privacy framework based
on the communication network depicted in Figure 2. This
figure illustrates the reporting of local distributed reproduction
numbers from entities to, for example, public health officials,
elected leaders, and other decision-makers.

Definition 2. Consider a spreading network of n € Ny
nodes that represents m entities. For each entity i € n,
we define its local authority as a local organization that
has access to the local distributed reproduction numbers of
entity i, as shown in Figure 2. We then define the central
authority as an organization of the overall spreading network
to which policy-makers have access. To retrieve the cluster
distributed reproduction numbers between m < n clusters,
the local authority of each entity computes its local distributed
reproduction numbers corresponding to other entities within
the network. Then, the local authorities within the same
cluster share their local distributed reproduction numbers with
the unique shuffler of the cluster, as shown in Figure 2.
After applying a shuffling mechanism to the local distributed



Shuffler 1

Aggregator 1

Central Authority
of the Network

Cluster m

Fig. 2: Structure of the network framework: The local author-
ities of the same cluster are responsible for collecting and
reporting their local distributed reproduction numbers to the
shuffler and then to the aggregator of the same cluster. The
shuffler is responsible for anonymizing the local distributed
reproduction numbers and randomly shuffling them to elim-
inate any usefulness in their order. The aggregator decodes
and groups the local distributed reproduction numbers into
cluster distributed reproduction numbers. The central authority
collects the outputs of all central aggregators for analysis and
is implemented independently of the central aggregators.

reproduction numbers, the shuffler sends the output to the
aggregator of the same cluster. That cluster aggregator then
generates the cluster distributed reproduction number. We
define the combination of a shuffler and an aggregator of
the same cluster as the central aggregator of the cluster. At
last, all m central aggregators send their cluster distributed
reproduction numbers to a data center, which subsequently
shares these reproduction numbers with the central authority
of the network for further analysis. %

We note that local authorities and central aggregators are
not controlled by the central authority. Therefore, the central
authority has permission only to read the outputs from the
central aggregators but does not have permission to inspect
the privacy mechanisms implemented by them. Further, to
simplify the framework, we consider that the central aggrega-
tors are managed by their corresponding clusters in this work.
However, the central aggregators can also be separated from
their clusters, adding an additional layer of security.

Figure 2 shows the structure of the network communication
framework defined in Definition 2. This communication frame-
work isolates the central authority from the entity-level (local)
data: the central authority only has access to cluster distributed
reproduction numbers after they have been aggregated and
privatized (which we describe in detail below).

For the communication network in Figure 2, we implement
two forms of differential privacy to process the local dis-
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tributed reproduction numbers. The communication network
in Figure 2, together with our implemented differential privacy
mechanism, comprises our privacy framework for distributed
reproduction numbers. One form of the differential privacy is
the local model [37], where differential privacy is implemented
by a local authority for the local distributed reproduction
numbers, and such setups are often referred to as using a “local
randomizer.”” The local randomizer is a minimal trust model
because it does not require trusting any external entity with
sensitive information. The other form of differential privacy
model is the central model, which is implemented at the central
aggregator to further amplify the differential privacy guarantee
of the local model against any curious or malicious individuals
at the central aggregator. We elaborate on both models below.

1) Local Randomizer: The local randomizer adds uncer-
tainty (calibrated random noise in our case) to the data in order
to privatize it before sharing. Intuitively, the local randomizer
must produce outputs that are approximately indistinguishable
from each other [38] when applied to input vectors that are
adjacent.

Definition 3 (Adjacency). Fix a vector ¢ = [(i];c,, € D™
where D™ C RY, is its domain. Then another vector
¢ = [¢licn € D™ is adjacent 1o ¢, denoted ¢ ~ (', if
1= Clly = VDoieq (G —¢))? < k, where k > 0 is a user-
specified parameter. O

Definition 3 states that two vectors are adjacent if they
have the same dimension and the ¢5-distance between them is
bounded by k. The goal of differential privacy is to render all
such adjacent pairs of vectors approximately indistinguishable,
which is enforced by a local randomizer according to the
following definition.

Definition 4 (Local Randomizer [37]). Let ¢g > 0 be given
and fix a probability space (Q, F,P). Then, given a domain
D™ C RY,, a local randomizer R : Q x D™ — D™ is €o-
differentially private if. for all adjacent vectors ¢ and ¢’ in
D™, it satisfies P[R(¢) € S| < e -P[R () € S] for all
sets S in the Borel o-algebra over D™. O

Intuitively, a local randomizer guarantees that given an
output ¢, a malicious individual cannot reliably tell which
candidate vector (i.e., ¢ or ¢’) generated f . Therefore, the in-
formation in the vector ¢ that we want to protect is concealed,
in the sense that it is approximately indistinguishable from any
other adjacent vector ¢’. The privacy parameter €y controls the
strength of privacy, and a smaller ¢y implies stronger privacy.
Typical values of €y range from 0.01 to 10 [39].

We consider that each local authority of an entity, defined
in Definition 2, implements a local randomizer on its local
distributed reproduction numbers before sharing them with
the central authority at the cluster level. Generally, each local
randomizer is allowed to choose its own privacy level, i.e.,
different values of ¢;. However, for simplicity, we consider
each local authority using the same privacy parameter, €,
for its local randomizer. Based on this setting, we have the
following goal.

Problem 4. Develop a local randomizer that ensures differen-



tial privacy for local distributed reproduction numbers shared
by local authorities with other parties. O

2) Central Differential Privacy: According to the commu-
nication network in Figure 2, the local authority uses its local
randomizer to generate and share privatized local distributed
reproduction numbers with the cluster-level central aggrega-
tors, which operate independently of the central authority.
Consequently, we introduce the central model of differential
privacy. The central model of differential privacy can be
applied to a centrally-held dataset for which privacy is needed,
e.g., to conceal the identities of all private local distributed
reproduction numbers of the cluster, from curious or malicious
individuals at the central authority. In order to explain the
central model, we first introduce neighboring databases.

Definition 5 (Neighboring Databases). Let a database X =
[Cilien denote a set of vectors received from local authorities.
Then two databases X and X' are neighboring if they differ
on a single record ¢;, C!. O

We point out that the notion of “adjacency” in Definition 3
applies to two vectors that differ by one entry, while the notion
of “neighboring” in Definition 5 applies to two collections
of vectors that differ in one of the vectors that they contain.
Next, we use neighboring databases to further introduce central
differential privacy.

Definition 6 (Central Differential Privacy [23]). Let ¢ > 0
and 6 € (0,1) be given and fix a probability space (2, F,P).
Then given a domain D™™ C RZJ", an algorithm M :
D™ x Q — D" is (e, 6)-differentially private if, for all
neighboring databases X and X', it satisfies P[M(X) €
S] < ef- ]P’[./\/l (X') e S} + 0, for all sets S in the Borel
o-algebra over D™, O

Central differential privacy ensures that outputs from neigh-
boring databases, which differ by only a single vector from
any local authority, remain statistically similar. This property
makes it difficult to infer high-confidence information about
individual vectors, such as the privatized local distributed
reproduction numbers that they contain. Furthermore, we aim
to establish an amplified differential privacy guarantee, i.e.,
that (e, 0)-differential privacy holds with some ¢ < ¢, by
leveraging the central differential privacy model.

Problem 5. Implement a central differential privacy mech-
anism at each central aggregator in a way that strengthens
the privacy of the privatized cluster distributed reproduction
numbers before they are shared with the central authority.

Differential privacy mechanisms add calibrated noise to data
to obscure its true values, with higher privacy levels resulting
in larger variance of noise. However, high-variance noise can
produce semantically invalid data, such as negative reproduc-
tion numbers. Thus, our ultimate goal is to investigate the
trade-off between privacy and the accuracy of the privatized
data.

Problem 6. Quantify the accuracy of private distributed
reproduction numbers as a function of their privacy level.
Demonstrate that, despite privacy protections, these reproduc-
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tion numbers still provide valuable insights for analyzing an
epidemic spreading process. %

We address Problems 1, 2, and 3 in Section III, where we
further discuss the benefits of using distributed reproduction
numbers at different scales. In Section IV, we introduce our
privacy framework by incorporating distributed reproduction
numbers at different scales to address Problems 4, 5, and 6.

D. Probability Background

This section briefly defines a probability distribution that is
used later.

Definition 7 (Truncated Gaussian random variable [40]).
The truncated Gaussian random variable, written as
TrunG(p, 0,1, u), that lies within the interval (I,u], where
—00 < I < u < 400, and centers on p € (l,u] is defined
by the probability density function prg with

e(=34)
W) ()

1
o
0 otherwise

pro) = if x € (I, u]

and o > 0, where
1 1,
T) = exp | —=x and
o) = = o ()
1 2 (V3
Pz)==(14+4—= —t2)dt
(x) 2<+ﬁ/0 exp >>

denote the probability density function and the cumulative
distribution function of the standard normal distribution, re-
spectively. %

III. DISTRIBUTED REPRODUCTION NUMBERS AND
NETWORK SPREADING BEHAVIOR

In this section, we first define local distributed reproduction
numbers for the networked SIS and STR models to solve
Problem 1. We then use these reproduction numbers to study
the transient and steady-state behaviors of the spreading mod-
els, thus providing a solution to Problem 2. We also link
the local distributed reproduction numbers to the network-
level reproduction number in Definition 1. Furthermore, we
show that the local distributed reproduction numbers can
be aggregated as cluster distributed reproduction numbers at
various scales to capture interactions between different clusters
in the spreading network, which solves Problem 3.

A. Local Distributed Reproduction Numbers

One way to study epidemic spreading processes is to use
the reproduction number to indicate the change of the infected
population (e.g., increasing, decreasing or unchanging.). As
indicated in [30], [32], [41], the network-level reproduction
number can capture the overall spreading behavior. However,
the spreading behavior within a single entity in the network
will most likely not be captured by the network-level re-
production number. Instead, one could envision distributed
reproduction numbers for the local spread that are (i) greater
than one when the infected proportion in the local spread is



Fig. 3: Local distributed effective reproduction numbers. The
network on the left depicts a spreading network with three
nodes ¢, j, k, where the network is modeled by the transmission
rates within and between the entities, and the recovery rate
within entities, and the network on the right depicts how to
model the system using local distributed ERNs.

increasing, (ii) less than one when the infected proportion is
decreasing, and (iii) equal to one when the infected proportion
remains unchanged. Building on this intuition, we introduce
the following.

Definition 8 (Local Distributed Reproduction Numbers). Let
Assumption 1 hold. Consider the network SIS and SIR
models that capture the spread over n entities as described
in (1) and (2), respectively.

e Foreach i € n, define RY, = i as the local endogenous
basic reproductzon number (BRN) within entity 1 itself,
and define R = —17 as the local exogenous BRN from
entity j to entzty i f(;r each j € n.

o For each i € n, define Rl 5B g4 the local
endogenous effective reproductlon number (ERN) within
entity i, and define R = ‘”(i)’g“ for each j € n as the
local exogenous pseudo -ERN from entity j to entity 1.

o We define I;;(t) = 218)) with z;(t),z;(t) € (0,1] as the
infection ratio of the infected proportion of entity j to the
infected proportion of entity 1.

o We define the local exogenous ERN from entity j to entity
i as Rl; = R!1;;. The local endogenous ERN of entity
11s deﬁned as R = Rl I; = RY,.

Together, these local endogenous and exogenous BRNs and
ERNs are referred to as the local distributed basic repro-
duction numbers and local distributed effective reproduction
numbers, respectively. We refer to all of them collectively as
the local distributed reproduction numbers.

In order to explain the intuition behind Definition 8, we
consider the group compartmental SIS and SIR models
without a network with S and  being the transmission and
recovery rates, respectively [7]. The two models admit g

and 282 a5 the basic and effective reproduction numbers,
respectively. Based on these terms, we then choose to use
RO = *i” and Rj; = 2084 for the local exogenous basic
and pseudo- effectlve reproductlon numbers of the infected
proportion z;;(t), where z;;(¢) denotes the infected proportion
of the i'" entity that has been infected by the infected
proportion of the j** entity for all i,j € n. Therefore, we
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can define
Skij (t) = Si(t)ﬂijwj(t)

According to Definition 8, we have s;(t)5;;x;(t)—viz:(t) > 0
if and only if R!; > 1, and we have s;(t)B;x;(t) —vizi(t) <
0 if and only 1f Rt < 1. Thus, Rt characterizes the local
interaction between the infection process of z;;(t) within z;(t)
and the recovery process within z;(¢). Consequently, even if
Rﬁj < 1, it is still possible to have &;;(¢t) > 0 in (4), as Rf«j
models the relationship between the infection process of x;;(¢)
and the recovery process of x;(t), rather than the infection and
recovery processes of x;;(t) itself.

— i (t). 4)

Remark 1. Definition 8 proposes local distributed reproduc-
tion numbers by separating the infected cases generated in the
it" entity in two ways: (i) the new cases that are generated
through the infected cases within the entity itself, defined
as endogenous infections, and (ii) the new cases that are
generated through the infected cases from neighboring entities,
defined as exogenous infections. Hence, we use two types
of local reproduction numbers, namely the local endogenous
reproduction numbers (RY, and R!,) and the local exogenous
reproduction numbers ( R?j and jo ) to capture the two
types of local transmission processes. Furthermore, the local
exogenous ERN Rfj is defined with respect to the recovery
process of the overall infection within the entity, represented
by ~ix;(t), rather than the recovery of infections generated
by individual sources, represented by ~y;x;;(t). In addition,
similar to the reproduction numbers of group compartmental
models, we have R!; = s;(t)RY, within entity i for all i € n.
For the local exogenous pseudo-ERNs from entity j to entity
i, we have that R}; = s;(t)RY); for all i,j € n with i # j.

Definition 8 proposes a way to explain spreading processes
through the local endogenous and exogenous distributed repro-
duction numbers, as illustrated in Figure 3. For the purpose
of characterizing the spreading process of individual entities
locally, we further define the local basic reproduction number
and local effective reproduction number of an entity in the
network, through the local distributed reproduction numbers
in Definition 8.

Definition 9 (Local Reproduction Numbers). For all © € n,
let RY denote the local basic reproduction number (LBRN)
of entity i, and let R! denote the local effective reproduction
number (LERN) of entity i, where

ZRW 5)

= Z Rl; =Y RiIL;. (6)
j=1 j=1

Remark 2. The local reproduction numbers defined in (5)
and (6) unify the endogenous and exogenous infections of
entity 1. Specifically, the LBRN and LERN are built upon
the local distributed reproduction numbers from Definition 8.
Equation (5) indicates that the LBRN of entity i within the
network is the sum of the local distributed BRNs of entity .



Similarly, (6) indicates that the LERN of entity ¢ within the
network is the sum of the local distributed ERNs of entity 1.

Unlike the network-level ERN, where R! is determined
by the transmission rates B, the recovery rates I', and the
susceptible proportions diag(s(t)), the LERN of the i'" entity
is determined by its local endogenous and exogenous ERNS,
namely, its distributed ERNs. Based on Definition 8, the local
exogenous ERNs are determined not only by the transmission
rates, recovery rates, and susceptible proportions, but also by
the scaling factor given by the infection ratio between entity
j and entity i, represented by I;;(t), for all i,j € n. For
instance, at time t, if entity i has a lower infected proportion
than entity j (i.e., x;(t) < x,(t)), then the local exogenous
ERN from entity j to entity i will be scaled up by I;;(t).
Hence, the local ERN of entity i (R) can be high, even if its
local endogenous ERN (R!,) and the local exogenous pseudo-
ERNs from entity j to entity i ( Rfj ) are low, since the weight
I;;(t) that is also critical can be large.

B. Properties of Local Distributed Reproduction Numbers

Through the local distributed reproduction numbers intro-
duced in Definition 8, we can compute the local reproduction
numbers of an entity through the sum of its local distributed
reproduction numbers, as shown in Definition 9. Compared to
the network-level ERN (R?), the local ERN of an entity (Rf)
can facilitate the study of the spreading behavior of entity
for all ¢ € n.

Theorem 1. Consider the network SIS and SIR models
in (1) and (2), respectively. When the infection in entity i is
nonzero for all i € n, i.e, x(t) > 0, the LERN of entity i
given by R! satisfies the following properties:

e R! > 1ifand only if the infected proportion x; increases;

. Rf < 1 if and only if x;(t) decreases;

e R! =1 if and only if z;(t) remains unchanged.

Proof. We show the first statement since the proofs of the
other statements follow the same procedure.

<= Recall the definition of the LERN of entity i, namely
Rf = Y0_| Ri;I;;(t), for all i € n. Hence, R} > 1 gives
Rf = 370 Ri;1;;(t) > 1. Then, through Definition 8, it

is true that 377, =% 5 1 which leads to 250 =

dt
Z?:l 5i(t)Bijx;(t) — vizi(t) > 0, for all ¢ € n. Hence, x;(t)
is increasing.

=: If the infected proportion of entity ¢ increases, then

dmét(t) = E?:l sifijxi(t) — viwi(t) > 0, and re-arranging
terms immediately gives R! = i % > 1, since
we have z;(t) > 0. O

Theorem 1 demonstrates that LERNs exhibit threshold
behavior at a value of one, allowing us to use them to
capture individual entities’ spreading behaviors. In addition,
the network-level ERN of the network SR dynamics, namely
R?, is monotonically non-increasing as a function of ¢, since
for all i € n, the value of s;(t) is monotonically non-increasing
[7]. However, for all ¢ € n the value of R;? can be non-
monotonic.
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Lemma 1. Consider the network SIS and SIR models in (1)
and (2), respectively. For all i € n, the LERN of the i*" entity
given by R! can be non-monotonic. If xj(t) decreases no
slower than x;(t), and s;(t) is monotonically decreasing for
all t € [t1,ts], then the LERN of the ith entity Rt decreases
monotonically with respect to t, for all t € [ty,ts].

Proof. The LERN R! of entity i is a weighted sum of its
local distributed ERNs Rj; with the weights I;;. Based on
Definition 8, jo = % is monotonically decreasing for
network SIR dynamics, since s;(f) is monotonically non-
increasing. However, REJ- = S(fyi is non-monotonic for
the network SIS dynamics due to the fact that s;(t) is non-
monotonic. Further, the weights I;;(t) are determined by the
ratio between the infected proportions of entities j and ¢ for
all ¢,j € n. The weights I;;(t) can be non-monotonic, and
therefore, for all ¢ € n, the LERN Rﬁ can be non-monotonic
for both the network SIS and SIR models.

Further, consider the " entity for ¢ € n. Under the
condition that x;(t) for all j € n and j # ¢ decreases
no slower than z;(t), for all ¢ € [t1,%3], we have that
L;(t) = fj 8 is a monotonically non-increasing function of ¢
for all ¢ € n. In addition, we have that s;(¢) is monotonically
non-increasing, for all t € [t1,t2]. Thus, the LERN R! is also a
monotonically decreasing function of ¢, for all ¢ € [t1,t2]. O

Theorem 1 and Lemma 1 demonstrate that we can leverage
LERNSs to capture spreading behaviors at the entity level in
the network. Hence, we have answered Problem 1. In order
to answer Problem 2, we connect LERNSs to the network-level
reproduction numbers, namely R° and R* in Definition 1. First
we define the local distributed reproduction number matrices.

Definition 10 (Local Distributed Reproduction Number Matri-
ces). The local distributed basic reproduction number matrix,
local distributed pseudo-effective reproduction number matrix,
and local distributed effective reproduction number matrix are
defined as

REl))l R?)Q Rg"
RO — Ry Ry -+ Ry,
Ry Ri, - R,
RL, R.,, --- R.
Rt = diag([s1,...,s.)RO= | == 2 o
R, Ry - Ry,
- . 1 1 £ 1
R = diag([—, ..., —])R'diag([z1, ..., xn))
X1 In
Ry Ri, - R,
Ry Ry - RY,
| : ) ol )
R;l RZQ e szn

respectively.



Remark 3. The local distributed BRN matrix R° = T~'B
is the next generation matrix [31] of the network SIS/SIR
models. Thus, the local distributed pseudo-ERN matrix R*
is equal to diag(s(t))R°. The advantage of viewing R°
and RY as the composition of local distributed reproduction
numbers defined in Definition 8, is that we can construct these
matrices through the local distributed reproduction numbers.
We illustrate the benefits of this formulation in Section V. In
addition, this construction lays the foundation for the proposed
differential privacy framework introduced in Section IV.

Remark 4. We explain the structure of R! in a detailed
manner. The off-diagonal entries of the i" row of R' are
the local exogenous ERNs of the it entity, as defined by
RE; in (6), while the diagonal entry of the i*" row of R
is the local endogenous ERN of the it" entity, as defined by
Rl in (6). Therefore, the i*" row of R', denoted as R},
comprises the local distributed ERNs of entity i, as defined
in Definition 8. We further name ﬁ’,f as the local distributed
effective reproduction number vector of the i" entity, for
all © € n. Consequently, the local authority of entity i can
leverage its own infection data, such as primary infected
cases that cause secondary infections (via contact tracing)
and the current susceptible proportion within the entity, to
compute its local distributed ERN vector, ﬁf According to
the communication framework introduced in Figure 2, the
local authorities within the same cluster can share their local
distributed ERN vectors with the central aggregator of the
cluster, enabling a distributed approach to constructing R.
We further introduce the usage of the local distributed ERN
vectors in Section IV.

Based on Definition 1, it can be observed that R =T'~1B
and R? = diag(s)I'~! B. Hence, the spectral radius of the local
distributed BRN matrix, denoted by p(R?), is the network-
level BRN, i.e., p(RY) = R°. Meanwhile, the spectral radius
of the local distributed pseudo-ERN matrix, denoted p(R?), is
the ERN of the network, i.e., p(R?) = R!. Consequently, for
all i € n, the i*" row sum of the local distributed BRN matrix
is the LBRN of the i*" entity, i.e., we have >0 [R%];; =
R?. The " row sum of the local distributed ERN matrix,
R, is equal to RY, ie., the LERN of the i*" entity. Note
that the i*" row of the local distributed ERN matrix is also
the local distributed ERN vector the of i" entity. Through
studying the spreading behavior of the network, we connect
the network-level effective reproduction number to the local
effective reproduction numbers of the entities in the network,
which are defined in Definition 9.

Theorem 2. For all i € n, if x(t) > 0, then the following
statements hold:

. ]?f =1 for all i € n only if p(R') = 1;
« R <1 forallié€nonlyif p(R) <1
o Rl >1 foralli€nonlyif p(RY) > 1.

Proof. We start by proving the first statement. If R =1
and z;(t) > 0 for all ¢ € n, then we have that the
matrix diag(x(t))~'R'diag(x(t)) is a row stochastic matrix;
this can be seen by noting that the i*" row sum is R! =
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> j—1 R;1i;(t) = 1. Hence, based on the fact that the spectral
radius of a row stochastic matrix is one, we have

p(diag(m(t))_1thiag(x(t))) ~ 1

Further, it is true that p (diag(z(t)) 'Ridiag(z(t))) =
p(RY) = 1, since similarity transformations preserve eigen-
values, i.e., diag(x(t)) ' R'diag(x(t)) and R have the same
spectrum. Therefore, if R’; = 1 for all ¢ € n, then we must
have p(R?) = 1.

Next we show the second statement. If R! =
>l Ri;li; < 1 for all i € n, then, using the fact that R}
is equal to the i*" row sum of diag(x(t))~'R'diag(x(t)),
we see that we must have [(diag(x(t)) " 'Ridiag(z(t))];; €
[0,1) for all i¢,j € n. Now suppose for the sake of con-
tradiction that p (diag(x(¢)) ' R'diag(z(t))) = p(R") > 1.
Then, by increasing some non-zero entries of the matrix
diag(z(t))"'Rtdiag(z(t)) through changing Rf, we can con-
struct a new matrix diag(z(t))"'R'diag(x(t)) such that
diag(z(t)) "' R'diag(x(t)) is a stochastic matrix, i.e., its row
sums equal 1. Thus, p (diag(x(t))_17~€tdiag(x(t))> =1

According to Assumption 1, the transmission matrix B is an
irreducible matrix since the transmission network is strongly
connected. Further, the model parameters j3;; and -; for all
1,7 € n along with the infected state x;(¢t) for all i € n
are positive. Thus, the matrices diag(z(¢)) 'R 'diag(z(¢)) and
diag(z(t)) "' R*diag(x(t)) are nonnegative and irreducible.

Based on [42, Thm. 2.7 and Lemma 2.4], the spectral radius
of a non-negative irreducible matrix will increase when any
entry of the matrix increases, which gives

p (diag(z(t)) "' R'diag(xz(t))) <
P (diag(x(t))—%tdiag(x(t))) ~ 1

This result contradicts the aforementioned hypothesis that
p (diag(z(t)) "' R'diag(x(t))) = p(R') > 1. Therefore, we
must have p (diag(z(t)) "' R'diag(z(t))) = p(R") < 1.

We can use the same techniques to show the third statement.
Hence, we complete the proof. O

Remark 5. Theorem 2 bridges the gap between the network-
level ERN R' and the LERNs R!. Definition 9 and Remark 4
indicate that a local authority can compute its own LERN
by aggregating its local distributed ERN vector. Theorem 2
ensures that the central authority of the overall network can
use the LERNs provided by the local authorities to assess the
network’s overall spreading behavior. This approach elimi-
nates the need for the central authority to gather detailed
network information, such as the transmission matrix B, the
recovery matrix T, and the susceptible proportions diag(s(t))
across the network.

Corollary 1. If z(t) > O, then the following statements hold:
e Rl =1 forallicn only if p(RY) = 1;
o R <1 forallicmnonlyifp(Rt)<1;
e Rl >1 forallié€nonlyif p(R*) > 1.

Corollary 1 leverages the condition in the proof of Theo-
rem 2 where the spectrum of the local distributed pseudo-ERN



matrix p(R?) is the same as that of the local ERN matrix
p(R?), under the condition that x(t) > 0. Therefore, we omit
the proof. In addition, we can use p(R?) to characterize the
spreading behavior of the network SIS and SIR models,
as defined in (1) and (2), respectively. Hence, Theorem 2
establishes the conditions under which we can switch from
p(RY) to p(R?) to analyze the spreading network.

Remark 6. As discussed in Remark 3, the advantage of
leveraging Rt instead of R' is that the i row of Rt is
given by the local distributed ERN vector of the it" entity
in the network, where i € n. In contrast, the it" row of R
is given by the local distributed pseudo-ERNs. Definition 8
states that the threshold of Rﬁj, rather than Rﬁj, at the value
of one captures the infection dynamics from entity j to entity
i for i,j € n. Additionally, according to Corollary 1, Rt not
only captures the network-level reproduction numbers in the
same way as R, but it also provides the local distributed
ERN vectors of the entities. Therefore, constructing the local
distributed ERN matrix Rt in (7) provides more valuable
information for analysis and is more practical for real-world
implementation (illustrated in Sections IV and V). We leverage
this connection to effective reproduction numbers to design the
privacy framework for local authorities sharing their local
distributed ERNs with higher authorities in Section IV.

Theorem 2 and Corollary 1 address Problem 2, demonstrat-
ing that local distributed effective reproduction numbers not
only aid in analyzing the behavior of individual entities but
also offer insights into the overall spreading dynamics of the
network, through their connection to both the local distributed
pseudo-effective reproduction number matrix R, the local
distributed effective reproduction number matrix Rt, and the
local effective reproduction number vector 7@57:, for all 7 € n.

C. Cluster Effective Distributed Reproduction Numbers

In real-world epidemic spreading processes, data can be
collected and shared at various scales by different authorities.
The local distributed ERN matrix in (7) that is composed of
the local distributed ERN vectors provides a mechanism for
local authorities to share their distributed ERN vectors with the
higher authorities of the network. However, it is reasonable
for local authorities to first share their information with an
intermediate higher authority for better data management and
aggregation. For example, it can be overwhelming for the
central authority of the network, e.g., at the country-level,
to process all the information at the highest resolution, i.e.,
directly from local authorities at the county- or community-
level. This intermediate-level procedure not only aids in man-
aging data but also isolates the local distributed ERNs from the
central authority, providing an additional layer of privacy. Note
that, according to the discussion on the distributed ERNs in
Remark 6, starting from this section, we focus on the effective
reproduction number. We do not consider the basic or pseudo-
effective reproduction numbers.

Recall from Figure 2, we consider the central aggregators of
the clusters as defined in Definition 2, where each central ag-
gregator aggregates only the local distributed ERN vectors of
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the entities within its respective cluster. We demonstrate that,
by using the local ERNs and local distributed ERNs defined
in Section III-A, we can define the ERN and distributed ERN
at the cluster level, namely, the cluster effective reproduction
number and the cluster distributed effective reproduction num-
ber. Thus, we provide a method for the central aggregators of
the clusters to generate their cluster distributed ERNs using
their own local distributed ERNs. Furthermore, we show that
the cluster ERN and the cluster distributed ERN can model
and describe the spreading behavior among clusters, thereby
addressing Problem 3.

Consider partitioning the node set V' of a spreading graph
G with n nodes into m clusters. Let 7 : V — X, =
{X1,---,Xm} denote a map that partitions the node set V'
into a set of distinct nonempty clusters x4, where p,q € m,
such that U;n:1 Xq =V and x, N x, = @ for all p # q.

Definition 11 (Cluster Effective Reproduction Num-
ber (CERN)). Consider the cluster Xy € Xz = {X1,---, Xm}
and xq # @ for each ¢ € m. Under the condition
that xz(t) > 0, the cluster effective reproduction number
(CERN) of x4 that captures the overall spreading behavior
of the cluster is given by

Ao Diexy %xi(t)Rﬁ.

Xa Ziqu vixi(t)
Remark 7. Similar to the LERN of individual entities in Def-
inition 9, the CERN of the cluster x, given by R;q captures
the aggregated spreading behavior of the group of entities that
comprise X4. According to Definition 11, the CERN of the
cluster x4 can be computed by aggregating the LERNs of all
entities within the cluster, i.e., by aggregating R! for all i € Xgq
via its central aggregator (Figure 2). This aggregation process
also requires the infected proportions x; and recovery rates *y;
of entity i, for all © € x4. Note that the infected proportion x;
and the recovery rate vy; are typically not considered sensitive
information in the context of disease spreading. Infection
proportions, rather than the identities of individual cases, are
often publicly reported during pandemics, and recovery rates
can typically be estimated based on the average duration of
infection observed in such outbreaks. We further discuss this
point in Section V.

Theorem 3. For all ¢ € m and x(t) > 0, the CERN of the
cluster x,, given by R! o satisfies the following properties:

. ]?;q =1lifand only if 37, #(t) =0;

. 1?7;(1 > 1ifand only if 3, &i(t) > 0;

« R <1ifand only if Y iey, Ti(t) <O
Proof. We consider the first statement. We show the necessary
condition first. Consider |x4| = m < n clusters within the

spreading network. According to (1), the clustered spreading
behavior of the total m entities is captured by

Z &i(t) = — Z Yizi(t) + Z Zsi(t)ﬁijxj(t)-

1€Xq i€Xq 1€xq j=1



If > 2c,, #i(t) =0, then

= )+ Y Y si(t)Bia(t) =

i€xq i€xq j=1
which indicates that
Sien, W) Siey, Sy sit)Bija (1)
[Ti—i e (t) a Hk:l Y (t)

513 x]
= Z Z si(t )

Hk 1,k#i Yk (t ’Yzl’z
= RE.
Z Hk 1,k#4 Y (t Z
! Rt
n
b [Tzt s YR (2)

We use the fact that the LERN of entity ¢ is given

n ij % (¢ n D, S .
by > iy Szl(_fn) B”Zm;((t))(: >_j—1 Ri; = R}. Further, by multi-
plying by Hiiiee)
obtain that

on both sides of the equation, we

Diex, ViTi(t) R _ A
ZiEX( szz(t) Xa

Therefore, we have shown that Zzex z;(t) = 0 will re-
sult in Rt = 1. We can reverse the process to show that,
when Rt = 1 the sum of the infected proportions within the
clustered entities is zero, i.e., >, @;(t) = 0. Additionally,
we can show the second and third statements using the same
approach, and we omit their proofs. O

1=

Remark 8. Theorem 1 indicates that the LERN of entity i,
denoted as R, effectively captures the spreading behavior of
that entity. Similarly, Definition 11 bridges the gap between
the CERN of the cluster xg, given by th, where ¢ € m,
and the LERNs of the individual entities that comprise the
cluster, given by R, for all i € Xq- When local authorities
compute the local distributed ERNs of individual entities, they
can report these reproduction numbers, along with the infected
proportions and recovery rates, to their corresponding central
aggregators, as illustrated in Figure 2. This framework allows
those central aggregators of the clusters to further compute
their CERNS.

When x = n, i.e., when all n entities are considered as one
cluster, the CERN of the n clustered entities, namely R, is not
equivalent to the overall network-level effective reproduction
number p(R'). The network-level ERN captures the change
in the weighted average of the infected proportions across all
entities, whereas the CERN captures the change in the total
sum of infected proportions. When we have the LERNs from all
local authorities of the entities across the spreading network,
we can formulate a distributed framework to aggregate the
LERNSs to update R!, in order to assess the overall spread of
the network. However, if we are only interested in analyzing
the overall spreading behavior, the network-level ERN p(R?)
is sufficient to determine the network-level equilibrium prop-
erties [7], [8].
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Based on Definition 11 and the proof of Theorem 3, we
provide a method for obtaining the CERNs by aggregating
the LERNs. The CERN is calculated as a weighted sum of
the LERNSs of its corresponding entities. We further develop
the following result to demonstrate that we can compute the
CERN at different scales.

Consider another mapping that partitions the node set V
of the spreading graph G with n into a set of distinct non-
empty clusters, such that 7 : V' — X, ={X1,--., Xm} where
Uge1 Xg = V and X, N Xq = @, for all p,q € 1 and p # g.
We further consider a mapping from X, — X, that maps
each cluster in the partition X, = {x1,..., Xm} to a cluster
in X, = {X1,---, X} where 2 < 1 < m. Therefore, we can
say that X is a finer partition of X, in V. We demonstrate
that the CERNS of the clusters in the coarser partition X, can
be derived from the CERNSs of the clusters in its finer partition
X given the mapping X, — X .. Without loss of generality,
we specify one map in presenting the following result.

Corollary /2. Consider the cluster X, € X, 0 € 1, where

Xo = U;n:l Xq Where 2 < m/ < m. Under the condition
that x(t) > 0, the CERN of X, satisfies
1€Xq

Z Zzexo '71551( )

Proof. Based on (8) and the proof of Theorem 3, we have that

’szz )th
Xa (8)

Z iex, Vi%i(t) Yiey, %iti(8) R
ZleXo il (t) ZiEXq Yilq (t)
'LGXq ’YZ Z t)R,f;

a Z Zzéxo Yiwi(t)

B Ziexo Yii(t) R}
Diex, Yiwi(t)

which is the definition of R%O given in Definition 11. O

Corollary 2 provides a method for using the CERNs of
the clusters of a finer partition X, to calculate the CERNs
of the clusters of the corresponding coarser partition X,
This calculation enables aggregation at lower cluster levels,
allowing them to report their CERNs to higher cluster levels,
forming a hierarchical structure. Without loss of generality, we
only consider one level of cluster aggregation in this work,
performed by the central aggregator of the cluster (Figure 2).
However, Corollary 2 provides a foundation to generalize
the framework in Figure 2 to include additional intermediate
aggregators for clusters at different scales.

Similarly to how we construct local distributed ERN matri-
ces to describe connections between individual entities using
local distributed ERNs, we define the cluster distributed effec-
tive reproduction numbers via the cluster distributed effective
reproduction number matrix to capture interactions between
clusters. Again, we consider X, = {x1, ..., Xm},» Where each
cluster x, with ¢ € m represents a group of |x,| entities,

m

where p, ¢ € m, such that |J,_, xq =V and x;,, Nx, = @ for
all p # q.



Definition 12 (Cluster Distributed Effective Reproduction
Number Matrix). The cluster distributed effective reproduction
number matrix is

Dt Dt . Pt
12(1»(1 @%(10(2 @%(laXm
X2,X1 X2,X2 X2,X
Rt — .7 '7 .’ m , (9)
217 Dt .. Dt
By B B xm
where we define
s Dt
Rt _ Ziexq (vizi(t) ZjeXT Rij) (10)
Xq>Xr

Diex, ViTi(t)

as the cluster distributed effective reproduction number from
cluster x, to cluster x4, for all r,q € m. We further define
R;qqu for all ¢ € m as the cluster distributed effective
reproduction number of from the cluster X, to itself.

Definition 12 addresses Problem 3 by modeling the aggre-
gated interactions between any pair of the clusters x, and X,
through the cluster distributed ERN R;q’xr, for all ¢,r € m.
We use Figure 4 to illustrate the connection between the local
and cluster distributed ERNs at different scales. Similar to the
construction of the local distributed ERN matrix RY, the off-
diagonal entries of the ¢'" row of RY are defined as the cluster
exogenous effective reproduction numbers of the ¢ cluster,
defined as Rf,_ , while the diagonal entry of the ¢"" row of
RY; is defined as the cluster endogenous effective reproduction
number of the ¢ cluster, defined as R;qqu. Thus, R;qqu

represents the endogenous transmission within the ¢** cluster,

while R;WXT captures the exogenous transmissions from the
rt" cluster to the ¢'" cluster, where ¢,r € m. Together,

the ¢*" row of RY includes the cluster distributed effective
reproduction numbers of the cluster x,, which models the en-
dogenous and exogenous spreading behavior of the ¢ cluster
in the network. We name the the ¢'" row of RY., denoted
by R&qu:, as the cluster distributed effective reproduction

number vector of ¢'" cluster, for all ¢ € m. We further explain
the entries of the matrix R through the following corollary.

Corollary 3. For ¢ € m, the CERN of cluster x, given in
Definition 11 can also be obtained by R;q = Z;nzl R;mXT,
for all r € m.

Proof. Based on (1), the change in the infected proportions of
the cluster X, can be viewed as the sum of (i) the infections
generated by the infected cases within the cluster (endoge-
nous transmissions) and (ii) the infections generated by the
infected cases from other clusters (exogenous transmissions).
Therefore, we have that

Do) == wwt)+ Y Y siBiyws(t)

1€Xq 1€Xq 1€Xq JE€EXq

endogenous transmissions

D D0 D sibu(D).

TEM,TF#qIEXq JEXr

exogenous transmissions
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Fig. 4: Cluster distributed effective reproduction numbers. The
network on the left depicts a spreading network with six nodes
f. g, h, i, j, and k, where the network is modeled by local
distributed ERNs and LERNs. The network can be partitioned
via a finer partition mx such that X = {xp, x4, X} and its
coarser partition 7 ¢ such that X, = {Xp, Xq}> as depicted in
the figures on the top right and bottom right, respectively. For
example, we can use the local distributed ERNs and LERNs
of entities ¢ and k to compute the cluster distributed ERNs and
CERN:S of the cluster x, = {7, k} in X. Additionally, we can
use the local distributed ERNs and LERNS of entities h, i, j,
and k to compute the cluster distributed ERNs and CERNs
of the cluster x, = {h,?,j,k} in X . Further, according to
Corollary 2, we can also aggregate the CERNS in the figure on
the top right, such as R! and R! to obtain the CERNS of the
corresponding cluster in the coarser partition, given by R;p,
in the figure on the bottom right. It can be verified that the
cluster distributed ERNs can also be aggregated from clusters
of the finer partitions to their corresponding clusters in the
coarser partitions using a similar aggregation approach.

Then, if ), @;(t) = 0, we have that

Ziexq Zjexq Siﬂijxj (t> Z Ziexq ZjGXr Siﬁija:‘j (t)
z:iEXq Vidi (t) rém,r#q ZiEXq Vil (t)

Diexy SiPijz;(t)
I

Ziexq Yils (t)

> jexy SiBijm;(t)

+ ) Diex, V%) =TT
D iy, ViTi(t)

rem,r#q
_ Ziexq Yiwi(t) Zjexq ng
a ZiEXq Yizi(t)
. Z Ziexq Yiwi(t) ZjEXT Rfj
Diex, YiTi(t)

rem,r#q

_ pt Dt _
- RXquq + Z RXq»Xr =1

rEM,T#q



By comparing the equation above with Definition 11 and the
proof of Theorem 3, we see that the CERN of cluster x, can be
computed by summing the entries in the ¢*" row of the cluster
distributed ERN matrix RtX in (9), i.e., the cluster distributed
ERN vector R&Xqﬁ. O

In the local distributed ERN matrix R?, the sum of the it
row (i.e., the local distributed ERN vector) corresponds to the
LERN of entity 4, as shown in (6). Similarly, Corollary 3
establishes that the sum of the qth row (i.e., the cluster
distributed ERN vector) in the cluster distributed ERN matrix,
defined in Definition 12, represents the CERN of cluster .
Definition 12, along with Corollary 3, provides a method to
aggregate local distributed ERNs into cluster distributed ERNs,
which further characterize spreading interactions at the cluster
level. Hence, they address Problem 3.

Further, according to Definition 11 and Corollary 2, the
central aggregator of cluster Y, can request all relevant infec-
tion information from its local authorities. This information
includes local distributed ERNs, recovery rates, and suscepti-
ble proportions of the entities within cluster x,, which can be
used to construct its cluster distributed ERN vector foxq’:
Additionally, similar to the local distributed ERN vector, the
cluster distributed ERN vector reflects the coupling strength
between clusters to some extent. This information raises
privacy concerns about revealing sensitive information, such
as the frequency of interactions between clusters. Therefore,
we proceed in the next section to propose a differential privacy
framework to protect the local and cluster ERN's before sharing
them with the policymakers in charge of the central authority.

IV. DIFFERENTIAL PRIVACY FOR DISTRIBUTED
EFFECTIVE REPRODUCTION NUMBERS

In this section, we solve Problems 4, 5, and 6. In Sec-
tion IV-A, we provide an overview of how local distributed
ERNs are aggregated into private cluster distributed ERNs.
We briefly mention the differential privacy mechanisms in
Section IV-A, with a more detailed introduction of these
mechanisms, including the local randomizer and shuffle model,
provided in Section IV-B and Section IV-C, respectively.
Finally, Section IV-D analyzes the privacy-accuracy trade-off
between the distributed ERNs and the privatized distributed
ERNs using the proposed privacy-preserving communication
framework.

Assumption 2. For the spreading dynamics over the graph
G, the susceptible and infected state vectors s(t) and x(t),
as well as the recovery matrix I' are publicly available. The
local authority of entity © only has access to the transmission
rates related to itself, given by the it" row of the transmission
matrix, ie., B; ., for all i € n.

Remark 9. Assumption 2 further clarifies the sensitive in-
formation we aim to protect, specifically the transmission
rates between entities. It is reasonable to suppose that s(t)
and x(t) are publicly available and non-sentitive, since dur-
ing pandemics the number of infected cases and the total
population of regions are often shared openly. Furthermore,
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the recovery rate of each entity, represented by the recovery
matrix T, can be determined from the average duration of the
infection window, which is typically provided by public health
authorities.

However, transmission rates across the network, which are
often proportional to the duration or frequency of interactions
between entities, are sensitive information. It is reasonable to
assume that the local authority of entity © only has access
to the transmission rates related to itself. For example, as an
individual, one could use sensors or a smartphone to record
the duration of interactions with others during a fixed time
window, which would remain unknown to others. As a region,
a local authority could record the population flow within and
into the region via transportation hubs.

According to Definition 8, the local authority of entity i
can use s(t), x(t), I', and B; ; to compute its local distributed
ERNs. Based on (10), the central authority of the cluster can
use s(t), x(t), T, and the local distributed ERNs of its entities
to further compute its cluster distributed ERN. Therefore, the
local and cluster distributed ERNs and their aggregations also
reveal B;.. Thus, we design a privacy framework to protect
the local distributed ERNs and then to protect the cluster
distributed ERN.

A. A Privacy-Preserving Communication Framework

As illustrated in Figure 2, consider a spreading network
with n entities, each corresponding to a local authority. These
n entities are divided into m clusters, where each cluster is a
non-empty set with a central aggregator. The central authority
of the network is interested in investigating the spreading
dynamics using the cluster distributed ERN matrix R% be-
tween m clusters (m < n). Meanwhile, we will implement
differential privacy mechanisms to protect the original RY,. We
first present the following algorithm to provide an overview
of our privacy framework.

We explain Algorithm 1 step-by-step. As given by Step 1
in Algorithm 1, the central authority sends a request to all
local authorities, including the number of clusters in the
network, denoted by m, and the identities of the entities in
each cluster. After receiving the request, in Step 2, the i'"
local authority, with ¢ € n in cluster x, and ¢ € m, uses its
locally stored information given in Assumption 2 to compute
the local distributed ERNs R% (Definition 8), for all j € n.
Then, the i*" local authority forms its local distributed ERN
vector R!  in (7).

In Step 3, the i*" local authority computes the following
local aggregated effective reproduction number using the
cluster identity information for the overall network provided
by the central authority:

R, = xi(t) Z Rl for all i € 4.
kexr

Y

By summing R;xy» over all ¢ € x4, the local authority
can recover the numerator of the ¢*"r*" entry of the cluster
distributed ERN matrix in (10). Using publicly available infor-
mation in Assumption 2, such as the total infected proportion
within each entity and the recovery rate of each entity, the



Algorithm 1 The Private Cluster Distributed ERN Matrix
Inputs: Local distributed ERNs
Qutput: Private cluster distributed ERN matrix

1: Step 1: The central authority sends a request to all local
authorities.

2: Step 2: Each local authority computes its local distributed
ERN vector (R! . in (7)).

3: Step 3: Each local authority computes its local aggregated
ERN vector (¢; in (12)).

4: Step 4: Each local authority applies a local randomizer
(Section IV-B) to add differential privacy to the local
aggregated ERN vector (¢; in (13)).

5: Step 5: Each local authority sends its privatized local
aggregated ERN vector to the corresponding shuffler of
its cluster, which then shuffles the vectors (Section IV-C)

6: Step 6: The central aggregator of the cluster receives
shuffled privatized vectors @ (Section IV-C) and aggre-
gates them to generate the cluster distributed ERN vector
in (14).

7: Step 7: All central aggregators send their cluster dis-
tributed ERN vectors to the data center, and the data center
generates the cluster distributed ERN matrix and shares it
with the central authority.

local authority can compute the ¢!"r*" entry of the cluster

distributed ERN matrix, given by R in (10). Furthermore,
the i*" local authority stacks the local aggregated ERNs
with respect to all clusters into a local aggregated effective
reproduction number vector, given by

Gi=[R!

1,X17 " "

LRy ERT, (12)

with the 7 entry of ¢; being R} in (11), for all 7 € m and
1 € n. The reason for performing this pre-aggregation step is
to reduce the length of the vectors needed for privatization for
local authorities and to improve accuracy.

In Step 4, the local authority of entity ¢ implements a local
randomizer (to be detailed in Section IV-B) to privatize the
local aggregated ERN vector ¢; € R™, for all © € n. We
denote the private local aggregated ERN vector of entity ¢ as

G =[R!

,X17 "

., R

i) ER™, (13)
for all ¢ € n. Further, for is the private local aggregated
effective reproduction number. .

Then, in Step 5, for each ¢ € n, local authority ¢ sends (; to
its corresponding trusted shuffler at its own central aggregator
of the cluster it belongs to. Recall from the introduction that
the central authority of the network has permission only to
read the outputs from the central aggregators but does not have
permission to inspect the privacy mechanisms implemented
by the central aggregators. In addition, in this work, we
consider that the central aggregators to be implemented by
the authorities of the clusters.

For a total of m clusters, there are m shufflers implemented
at the central aggregators, each of which is responsible for
anonymizing the private local aggregated ERN vectors C~i
reported to it, as well as applying a random permutation to
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remove any information in their order. The detailed shuffling
mechanism will be introduced in Section IV-C.

Based on Definition 12, in Step 6, the central aggregator
of the cluster x,, for all ¢ € m, leverages its own private
aggregated local ERN vectors, i.e., @ for all ¢ € x4, to
construct the private cluster distributed effective reproduction

number vector, denoted as RtXX , where
g

R = RBnase o Byl

Xg>X17? 7T X g Xm
and where -
R = o e
’ Ekexq ’kak(t)

is defined as the private cluster distributed effective repro-
duction number for all ¢q,r € m. Note that RE(X ~is the
o

(14)

privatized version of the ¢ row of the cluster distributed
ERN matrix Rg( in (9), i.e., the cluster distributed ERN
vector Rtqu,;- In addition, we did not take any additional
steps (such as adding noise) to privatize the cluster distributed
ERN R;q%, According to (14), the private cluster distributed

ERN of cluster x4, for all ¢ € m, given by R;mxr’ for all
r € m, can be computed from the entries of the private
local aggregated ERN vectors G in (13), for all i € Xq-
Then, all central aggregators at their clusters send their own
private cluster distributed ERN vectors to the central authority.
Consequently, the central authority will form the private
cluster distributed effective reproduction number matrix 7itX,
where [RY],.» = ]f?;q’xr, for all ¢, € m. The private cluster
distributed ERN matrix is a privatized version of the cluster
distributed ERN matrix R in Definition 12, which captures
the transmission coupling through the private entries Ié;
between the clusters x, and x;.

asXr

Remark 10. Based on Assumption 2, the proposed commu-
nication framework in Algorithm 1 is a distributed, privacy-
enhanced method for obtaining the private cluster distributed
ERN matrix whose entries are defined in (14). We discuss in
the following sections how the framework can conceal the lo-
cal and cluster distributed ERNs by using differential privacy.
If we ignore the privatization step in Algorithm 1, then we will
recover the cluster distributed ERN matrix in Definition 12. We
use Figure 5 as an example to further illustrate Algorithm 1,
which defines a communication framework for the central
authority of a spreading network to retrieve its private cluster
distributed ERN matrix R

B. Local Randomizer Design

In this section, we introduce the local randomizer imple-
mented by local authorities in Step 4 of Algorithm 1. Let
D be the domain of the aggregated local distributed ERNS,
as introduced in (11). Based on its local aggregated ERN
vector (; = [R;Xr}qem € D™, the local authority 7 € n uses
the local randomizer to generate a private local aggregated
ERN vector {; = [Rﬁ,xiqem by implementing the bounded
Gaussian mechanism for (;. Since local authorities seek to
share a privatized form of (; itself, from a privacy perspective

we must privatize the identity mapping acting on (;, which
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Fig. 5: Construction of the private cluster distributed ERN matrix of a disease spreading network with seven entities. The seven
entities are managed by their own local authorities, labeled from 1 to 7. In addition, these seven authorities are organized into
three clusters: x1 = {1,2}, x2 = {3,4}, and x3 = {5,6,7}. We use three different colors to mark the entries that belong to
these three clusters. This example illustrates the seven steps in Algorithm 1. 1) The central authority of the network sends out
a request that will reach the local authorities of the seven entities in the spreading network, along with necessary information
such as the identities of the other entities, the clusters they belong to in this network, and the information in Assumption 2. 2)
The local authority of entity ¢, for all ¢ € 7, computes its local distributed ERNs Rt given in Definition 8, for all j € 7. Then,
the local authority of entity i forms its local distributed ERN vector R! . given 1n (7). For example, Rl = [RY,..., Rt
formed by the local authority 1 is given by the first row of the matrix in Step 2 in this figure. 3) Using the 1nf0rmat10n from
the central authority, and according to (11), the local authority i computes its local aggregated ERN vector (Defined in (12)),
for all i € 7. For example, we have (; = [R! X1 Rt wal Xs] As illustrated by the aggregation process in the first row of
the matrix in Step 3, the local authority i only requires its own local distributed ERN vector, thanks to (11). 4) The i*" local
authority implements the local randomizer (See Section IV-B) to its own (; to obtain the private local aggregated ERN vector
Gi. For example, the local authority 1 privatizes ¢, = [R} | ,Ri R} ]as ¢ = [R! o B R xs)- 5) Starting from this
step, all processes will be performed by the central aggregators of the clusters. The local authorities send their privatized local
aggregated ERN vectors to the shuffler of their corresponding clusters. The shuffler hides the identities of its local aggregated
ERN vectors (See Section IV-C). For instance, the shuffler of Cluster 3 collects the local aggregated ERN vectors from the
local authorities of its entities, denoted as (;, i € {5,6, 7}. Then, the shuffler shuffles these three vectors and generates three
anonymous vectors, Ce, C t, and Cg These anonymous vectors, which conceal the true identities of the local authorities, will
be used for further aggregation. 6) The central aggregator of the cluster x,, for all ¢ € 3, then uses its anonymous private
local aggregated ERN vectors to compute its private cluster distributed ERN vector ﬁtxx ~according to (14). For instance,

o
the central aggregator of the cluster y; can use the first entries of the vectors fa and 55, to generate the first entry of its private
cluster distributed ERN vector Rx +x:» thanks to (14). Following the same procedure, the central aggregator of the cluster x
can obtain its private cluster distributed ERN vector, given by 7:\5,’}()( 7) All central aggregators eventually share their private
cluster distributed ERN vectors with the central authority. Thus, the central authority can stack them into the private cluster
distributed ERN matrix for further analysis.

is sometimes called “input perturbation”. We will use the bounded Gaussian mechanism to implement input perturbation



differential privacy, and, to do so, we calibrate its parameters
to the identity mapping.

Towards such an implementation, we first define the notion
of sensitivity, which quantifies the maximum possible differ-
ence between two adjacent local aggregated ERN vectors, as
defined in Definition 3.

Definition 13 (L»-sensitivity of local aggregated ERN vec-
tors). Fix an adjacency parameter k > 0. Consider two
local aggregated ERN vectors (;,¢, € RZ, at local au-
thority i that are adjacent in the sense of Definition 3.
Then the Lo-sensitivity of the identity mapping with respect

to this adjacency relation is As(;, defined as As(; =
maxe, ~c; \/Z (RL. — (R, \Ci| is the
number of clusters in the network, and where each R! N IS
computed from ; and each (Ri,xr)/ is computed from ! as

in (12). O

Remark 11. By using Definitions 3 and 13, we can see
that the sensitivity of the identity mapping acting on a local
aggregated ERN vector is As(; = k, where k is the user-
specified adjacency parameter.

))?, where m =

We use the Lo-sensitivity to calibrate the variance of noise
that is added for privacy, and we next define the bounded
Gaussian mechanism.

Mechanism 1 (Bounded Gaussian mechanism [43]). Fix a
probability space (Q,F,P). For a local aggregated ERN
vector ¢; = [Rf,m]rem € D7 with D™ = [[X, Dy, and
Dy = [Lir, wir] at local authority i € n, the bounded Gaussian
mechanism Mpc : D} x Q — D} generates private local

aggregated ERN vectors C; = [R! xoJrem € DI with

i X liryuir)7 lfR
0, if Rt

>0,
=0.

s {TrunG(Rt e

X

This mechanism is a local randomizer that satisfies €-
differential privacy for ey > 0 if

( \/Z (wir = 1ir)? - 1r, (Rf,m))
€0 — log(AC(o, ) ’

15)

where

u7r_l'm‘_(17 ) _

) 1R>0 (Rf Xr)

=175

and c € Rgo is an offset vector. The vector ¢ can be found
by solving the optimization problem in [43, (3.3)]. O

u” 7l” ) _

Remark 12. The minimal value of o that satisfies (15) can
be found using [43, Algorithm 2]. Note that (15) implies that
a larger € gives weaker privacy and leads to a smaller 0.

Mechanism 1 defines a privacy mechanism that generates a
private local aggregated ERN vector ¢; = [R! o rem Wwithin
a bounded domain Dj around the original local aggregated
ERN vector ;. Conventional unbounded mechanisms, e.g., the
standard Gaussian and Laplace mechanisms, can generate re-
production numbers that are negative or implausibly high [23].
Conversely, the bounded Gaussian mechanism prevents such
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infeasible values, maintaining both their credibility and use-
fulness in analysis (See Section V).

Remark 13. An aggregated local ERN vector Rﬁer =0
indicates that there are no direct transmissions from cluster
Xr to entity i. A benefit of using the bounded Gaussian mech-
anism is that it always preserves these zero vectors, leaving
non-existing transmission interactions unchanged. Thus, the
bounded Gaussian mechanism does not alter the presence or
absence of transmission interactions in the network, though it
does alter values of transmissions when they exist in order to
implement privacy.

In summary, following Step 4 in Algorithm 1, after gen-
erating the local aggregated ERN vector ¢; = [}?ﬁ’xr]%m at
local authority ¢, where ¢ € n, the local authority uses the
local randomizer to generate a private version of the local
aggregated ERN vector, denoted ¢; = [R! v, Jqem- This private
vector is then shared with the corresponding central aggregator
at its cluster. Once the central aggregator at the ¢*" cluster
receives all necessary private local aggregated ERN vectors
¢; for all i e Xgq» it groups these vectors to generate its
private cluster distributed ERN vector, as introduced in Step 6.
To further enhance privacy, the central aggregator at each
cluster applies a shuffling mechanism before grouping the local
aggregated ERN vectors from its own local authorities.

C. Shuffler Design

We introduce the shuffle mechanism for privacy in this
section. There is one shuffler per cluster, and, within cluster g,
local authority 7 sends its private local aggregated ERN vector
¢ = [Rf,xr]fem to the shuffler at the central aggregator.
The shuffler at cluster ¢ anonymizes all of these vectors, and
randomly shuffles their order before they are aggregated by the
central aggregator. Therefore, when using (14) to aggregate
the private local aggregated ERN vectors into private cluster
distributed ERN vectors in Step 6 of Algorithm 1, the shuffling
mechanism ensures that the aggregation process within the
cluster cannot distinguish the identity of the local authority that
produced each of the private local aggregated ERN vectors.

The shuffle model introduces additional randomness when
data is grouped at the central aggregator, offering significantly
stronger privacy guarantees compared to directly sharing the
private local aggregated ERN vectors with the central aggre-
gator [44]. We use the following result to quantify the privacy
of the shuffler implemented in Algorithm 1.

Lemma 2 (Shuffle Model). Fix a cluster x4. For each i € X4,
let R; : Q; x D" — D™ denote the eo-differentially private
bounded Gaussian mechanism at local authority i. Given a
collection of sensitive vectors {¢; € D" | i € xg}, let M :
Q x D™ — D" (i) generate private outputs {{; € D™ | i €
Xq}, where §; = R;(¢;) for each i € x,, (ii) anonymize the
vectors, and (iii) sample a uniform random permutation  over
Xq and output {éﬂ(i) | i € Xxq} Then M is (e, 6)-differentially
private in the sense of Definition 6, with

oy (2RO 4
e<In <1+(e 1)( (eeo+1)|xq|+lxq|>>



and any § € (0,1) such that ey < In (W - 1). O

We use the shuffler design from [44] to directly obtain
Lemma 2 by applying our setting to their results. Therefore,
we omit its proof.

Intuitively, any recipient of privatized data, including the
central aggregator and any downstream recipients, is restricted
to seeing a uniformly random permutation of the private local
aggregated ERN vectors received from the local authorities,
making it challenging to link any vector back to its sender.
In addition, the computational mechanism of the private clus-
ter distributed ERN vector in (14) ensures that the random
permutation of the private local aggregated ERN vectors does
not affect the value produced by the aggregation step. As a
result, the differential privacy guarantee provided to each (; is
amplified by the shuffler in Lemma 2. For an adversary to infer
information about (;, which contains interaction frequencies
for the ¥ entity, they must not only extract information from
the noisy version ¢;, but also identify ¢; within the shuffled

set {Criy |4 € Xq} Of [xq| vectors.

D. Accuracy Analysis at the Central Aggregator

As introduced in Step 6 of Algorithm 1, once the local
private vectors are shuffled at their designated shufflers, the
central aggregator will aggregate them into its private cluster
distributed ERN vector Rt , where each entry can be
computed using (14). We next t bound the error that privacy in-
troduces into private cluster distributed ERNs RX .. in (14),
which will answer Problem 6. Before that, we ﬁrst introduce
the following result on truncated Gaussian random variables.

Lemma 3. [40, Chapter 3] For each Z ~ TrunG(u, 0,1, u),
we have

G e e

HE S T G ) e o)

o2 |1 BB —ap(a)  (e(@) e (B)\?
W=t 1=~ (s o) ] ’
where o = FT’L B = “=E, and ®(-) and ¢(-) are defined
in Section II-D. n

Theorem 4 (Accuracy of Private Cluster Distributed Ef-
fective Reproduction Numbers). The first and second mo-
ment of the private cluster distributed effective reproduction
numbers R;qv)(?‘ given by the entries in the private cluster

distributed effective reproduction number matrix 7~€§( in (14)

are
Siex, N (DE [ R ]
ZzE(UX )71937( )

i i(t)Var |R; .
Var{ xqm«} Z E%Ziguxq)%ffi[(t) ) } )

where E [R’;XT} and Var |:Ri7X7‘:| can be computed by
Lemma 3. ]

E | Ry, x| = Z
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We can obtain Theorem 4 by applying the linearity of ex-
pectation to (14). The result follows from the fact that qu}xy,
is a bounded Gaussian random variable and from the known
expressions for its expectation and variance given in Lemma 3.
Therefore, we omit the proof. In differential privacy analysis,
a larger value of € provides weaker privacy protections and,
as stated in Remark 12, corresponds to a smaller . Note
that (15) quantifies that the lower bound of o increases if ¢
increases, and vice versa. Consequently, both the expectation
and variance in Theorem 4 become smaller as e grows, which
agrees with the intuition that weaker privacy requires lower-
variance noise.

Remark 14. Theorem 4 provides a framework for calibrating
privacy levels based on acceptable error tolerance. Unlike typ-
ical differential privacy implementations that use unbounded,
zero-mean noise, Theorem 4 indicates that the mean of the
private cluster distributed ERNs, given by E[éxq7xr]’ differs
from the value of R, .. This deviation is an inherent
trade-off when using the bounded mechanism described in
Mechanism 1. Nevertheless, the analytical expressions derived
in Theorem 4 are valuable for assessing the accuracy of the
private cluster distributed ERNs. We use real-world examples
in Section V to demonstrate the effectiveness of the private
cluster ERNs generated through Algorithm 1, as well as to
show that the private ERNs can still provide useful information
for analyzing the spreading network.

V. SIMULATION AND APPLICATION

In this section, we present a real-world example to demon-
strate how distributed reproduction numbers can be used to
analyze disease spread across different regions in a disease
spreading network in the United States. We then showcase the
implementation of the proposed privacy framework to protect
transmission interactions between regions, emphasizing how
privacy can be ensured while maintaining the utility of dis-
tributed reproduction numbers.

A. Data Processing and Local Distributed ERNs

Consider a disease spreading network that models the spread
of COVID-19 across regions in the United States. Mobility
data between pairs of regions are used to reflect and compute
the transmission coupling strength. The mobility data are
provided by SafeGraph [45], which tracked the location of
approximately 20 million cell phones in the United States
from August 9, 2020 to April 20, 2021. The data include
information for over 200,000 Census Block Groups (CBGs).
Each cell phone is assigned a primary residence based on
where it spends the majority of its time, and daily visits
to other locations are recorded. The CBGs are then mapped
to their corresponding local authorities, defining the regions
under each authority’s jurisdiction. The transmission rates
[Bi;] between these regions are computed using the approach
outlined in [16], based on the mobility data stored by the
local authorities. Using spatial-temporal data, we consider
1,023 local authorities across the country, as illustrated by the
colored markers in Figure 6a. Each authority is responsible for



storing and managing the mobility data of individuals within
the region under its jurisdiction.

1000

Subauthority Index

Alaska

Virgin Islands

Hawaii &

(a) Total of 1,023 local authorities in the USA. Each local authority
aggregates a number of Census Block Groups (CBGs).

Subauthority Index

Alaska

Hawaii Virgin Islands

0

(b) Total of 100 areas in the USA. The central aggregator of each
area aggregates a number of local authorities.

Fig. 6: The centroids of the jurisdictions of local authorities
and the areas that are of interest.

From August 9, 2020, to April 20, 2021, the daily confirmed
COVID-19 case numbers were obtained from the Center for
Systems Science and Engineering (CSSE) at Johns Hopkins
University [46]. Using these daily confirmed cases, along
with total population data, we computed the susceptible and
infected proportions of the population under the jurisdiction of
each local authority ¢, denoted as s;(t) and x;(t), respectively,
fori € {1,...,1023}. The total population data were sourced
from the SafeGraph Open Census Data [47].

Using these data, the local distributed ERNs between the
jurisdictions of 1,023 local authorities were computed using
Definition 8, covering the period from August 9, 2020, to April
20, 2021. According to Definition 8, these local distributed
ERNSs can be organized into a real matrix with 1, 023 rows and
1,023 columns, where the i** row is computed using only the
local data stored by the corresponding i*" local authority. This
data includes the total population of the region, the susceptible
and infected populations of the region, the transmission rates
within and into the region, the recovery rate of the region, as
well as the infected population and total population from other
regions with direct transmission to the region.

These local distributed ERNs are then post-processed by
making some key assumptions: 1) for each local authority
i, we assume that at least one person is infected when we
compute the local distributed ERN Rﬁj for each j # i, since
jo in Definition 8 is introduced under the condition that
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the infected proportion within each entity must be greater
than zero. Assuming a non-zero infection level in a global
pandemic is a mild assumption. 2) Each Rﬁj for all 7 and j
will be projected to a range of [0, 14]. Although the effective
reproduction number of the COVID-19 pandemic in its early
stages was around 2 — 4 [48], it is reasonable for Rij to be
in a wider range. According to the Definition 8, the ratio of
infections also plays a role in determining the local distributed
ERNs between two entities. Therefore, the upper bound on the
local distributed ERNs between different regions can be much
higher or lower than the network-level effective reproduction
number of the overall spread. In addition, when Rij becomes
too large due to the ratio between the infected proportions, we
project it to 14, establishing an upper limit on the transmission.

B. Cluster Distributed ERNs and Analyses

We consider a central authority in the United States, such
as public health officials, elected leaders, and other decision-
makers, interested in understanding disease spread across the
country. Additionally, we assume that the central authority
aims to capture regional trends and patterns at a coarser resolu-
tion than the interactions across the 1,023 regions. To achieve
this, the central authority further groups these 1,023 local
authorities into 100 regions, as illustrated in Figure 6b. Then,
each of the 100 regions has a central aggregator that computes
its cluster distributed ERN vector using the local distributed
ERN vectors, based on (12) and (14). We first follow the
steps in Algorithm 1 to compute the cluster distributed ERNs
without implementing any privacy mechanisms, including the
randomizer and the shuffler.

We then select three representative regions from the 100
regions for analysis: two areas with large populations and one
with a small population. Specifically, we consider the Detroit
area in the state of Michigan (), with a total population of
7,330,520, the Miami area in the state of Florida (x2) with a
total population of 8,057,252, and the Delta Junction area in
the state of Alaska (x3) with a much smaller total population
of 18,898. This selection allows us to study the spreading
processes between urban and rural areas, across states with
differing public health policies, and within interconnected
economic zones. The infected proportions of the populations
in these three areas are shown in Figure 7, and the cluster
distributed ERNs between these regions are illustrated in
Figures 8 and 9.
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Fig. 7: The infected portions of region x; (Detroit area), x2
(Miami area), y3 (Delta Junction) over time.
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Fig. 8: Cluster distributed ERNs between region x; (Detroit
area) and xo (Miami area) over time.
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Fig. 9: Cluster distributed ERNs between regions x1 (Detroit
area) and x3 (Delta Junction) over time.

The green line in Figure 8 illustrates the cluster distributed
ERNs from x; to x2, given by R;%X ,- It shows two main
spikes: the first spike occurs in mid-November 2020, and the
second at the end of April 2021. These spikes coincide with
increases in the infected proportion of ys, as seen by the green
line in Figure 7. However, when the infected proportion of
x2 reaches its peak in mid-January 2021, R;%X , drops to a
relatively low value. This phenomenon can be explained by
the definition of R . —in (10). Recall that R . is not
only influenced by the infected proportion within a cluster but
also by the local distributed ERNs from entities outside the
cluster to those within it, i.e., Rﬁj for i € x4 and j € x,.
Furthermore, Rﬁj is determined by the ratio of the infected
proportions from entity j to entity ¢ for ¢ € x, and j € x,-.

Hence, we conclude that these spikes in R;%Xl are due
to the relative changes in the infected proportions within
these two regions. Specifically, the increase in the infected
population in the Miami region and the decrease in the infected
population in Delta Junction, Alaska, generate these spikes.
When the infected population in x; spikes — first in mid-
November 2020 and again at the end of April 2021 — the ratio
is large, leading to spikes in R;zm in Figure 8. Conversely,
when the infected population of x; is lower, such as in March
2021, R;%XI is also low. The same reasoning can be applied
to analyze the shape of the blue line representing R in
Figure 8.

Figure 9 illustrates the cluster distributed ERNs between the
Detroit area x; and the Delta Junction area 3. For R;37X1,
we observe three main spikes starting from mid-January 2021.
Referring to Figure 7, we conclude that these spikes occur
when the infected proportion in X3 is decreasing and/or the
infected proportion in y; is increasing or reaching a local
peak. In contrast, R;lm shows a more stable trend, with
only a mild spike occurring in mid-March. At that time,
Figure 7 indicates that the infected proportion in 3 surpasses

the infected proportion in ;. This observation highlights the

t
X1,X2
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influence of infected proportions from y; to x3 on computing
particularly when analyzing the interactions between a
large population area and a region with a significantly smaller
population.

From this analysis, we observe that, unlike the network-level
ERN, the cluster distributed ERNs can infer not only infection
dynamics within the cluster itself but also potential outbreaks
or spreading behavior in other connected communities, thereby
capturing causal relationships.

C. Private Cluster Distributed ERNs and Accuracy

In this section, we consider the frequency of interactions
between regions, as introduced in Section V-A, to be sensitive
information. When sharing local or cluster distributed ERNs
with the public or higher authorities, these distributed repro-
duction numbers could reveal the frequency of interactions
between regions over time. As a result, the population flow
between these regions in the United States from August 9,
2020 to April 20, 2021 could be inferred. Thus, we follow
the same procedure as in Section V-B, i.e., the steps in
Algorithm 1 with all privacy mechanisms implemented, to
generate the private cluster distributed ERNs for the Detroit
area, the Miami area, and the Delta Junction area.

We plot the private cluster distributed ERNs between these
clusters in Figure 10. Figures 10a-10d illustrate the compar-
isons between the cluster distributed ERNs and their corre-
sponding private cluster distributed ERNs, represented by the
mean and points that are within one standard deviation of

: pt pt pt
ttlf mean. Flgur'es 10a-10d show R, R .., R}, . and
R, s TESpEctively.

Figure 10 illustrates the accuracy of the private cluster
distributed ERNs. Specifically, we plot the empirical mean
and standard deviation of 100 differentially private samples
with privacy level € = 1 and adjacency parameter k = 107>
for all <. The value of this adjacency parameter is chosen by
the maximum variation in the distributed ERNs that a single
mobile data point can cause when it changes by its maximum
possible amount.

Figure 11 shows the root mean squared error (RMSE) over
time. In Figure 11, the private cluster-distributed ERNs with a
strong differential privacy guarantee (¢ = 1) incur an error
percentage ranging from 8.83% to 5.23%. Specifically, we
observe that the magnitudes of errors across all four private
cluster distributed ERNs are on the same scale. However,
since the magnitudes of cluster distributed ERNs between
x1 and s are significantly smaller than those between i
and Yo, the percentage error in the private cluster distributed
ERNs between y; and yo is higher. On the other hand, in
Figures 10a—10d, we observe that the private cluster distributed
ERNs tend to be higher than their non-private counterparts.
This observation suggests that estimates using private cluster
distributed ERNs may slightly overestimate the severity of the
spread. This result is caused by the truncated Gaussian mech-
anism, as discussed in Remark 14. Additionally, we observe
that the private values are concentrated around their empirical
averages. These observations support the effectiveness of using
private cluster distributed ERNs.
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(a) The original value of the cluster distributed ERNs from the region
x1 (Detroit region) to the region x2 (Miami region) is shown in
dashed line. The mean and area within a standard deviation of private
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(b) The original value of the cluster distributed ERNs from the region
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dashed line. The mean and area within a standard deviation of private
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(c) The original value of the cluster distributed ERNs from the region
X1 (Detroit region) to the region 3 (Delta Junction region) is shown
in dashed line. The mean and area within a standard deviation of
private values are shown in gold.
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(d) The original value of the cluster distributed ERNs from the region
x3 (Delta Junction region) to the region X1 (Detroit region) is shown
in dashed line. The mean and area within a standard deviation of
private values are shown in blue.

Fig. 10: Original values of the cluster distributed ERNs and
their private values with ¢ = 1. The private values tend to be
mildly conservative in the sense that they are often larger than
their non-private counterparts, though they are generally close
and provide accurate estimates of them.
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Recall that the parameter e controls the strength of dif-
ferential privacy’s protections. Lower values of € correspond
to stronger privacy levels, typically achieved by adding more
noise to the effective reproduction numbers. In Figure 11, we
observe that the accuracy of the private cluster ERNs remains
consistently high regardless of the value of e. This observation
demonstrates that the cluster distributed ERNs with differential
privacy are generally robust to the level of privacy enforced.
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Fig. 11: The root mean squared error (RMSE) of the private
cluster distributed ERNs under different privacy levels over
time. The average percentage errors are also displayed on top
of the bars. As e decreases from 3 to 1, privacy strengthens,
with only slight increases in the percentage error induced by
the privacy mechanism. This result indicates that it is possible
to achieve both strong differential privacy and accurate com-
putations of the cluster distributed ERNs simultaneously.

VI. CONCLUSION

This paper developed methods to develop reproduction num-
bers for epidemics at varying resolutions. It was shown that
these new reproduction numbers can effectively give insight
into the spread of an epidemic across different regions. More-
over, given that the computation of these reproduction numbers
depends on sensitive data, a differential privacy framework was
developed to protect sensitive data, such as individuals’ travel
patters, when computing them. These developments were
validated through real-world spreading processes, highlighting
the utility of distributed reproduction numbers and the balance
between model error and privacy strength. In future work,
we aim to leverage local and cluster distributed reproduction
numbers to design pandemic control algorithms. Specifically,
we will study how changes in local distributed reproduction
numbers affect cluster distributed reproduction numbers at
different scales, forming a hierarchical control framework
that uses reproduction numbers to model and control the
spreading network. Furthermore, we will develop a robust
control framework that accounts for model errors introduced
by the privacy mechanism designed in this work.
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